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Abst ract

Interactive Connectivity Establishnment (1CE) requires an updated

of fer-answer cycl e under sone circunstances, to satisfy the needs of
sonme devices on the signalling path. Wen used with SIP, this
additional offer-answer cycle interacts with other things, such as
fax and third party call control (3PCC). This docunent describes the
probl ems and di scusses possi bl e renedi es.
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I nt roducti on

Interactive Connectivity Establishnment (1CE) [ RFC5245] specifies a
mechani sm for NAT traversal for nultinedi a sessions established using
the Session Description Protocol (SDP) [ RFC4566] offer-answer nodel
[RFC3264]. It allows a pair of endpoints to exchange candidate |IP
addresses and ports, performchecks to see which pairs of candi dates
wor k, and agree which pairs to use for a given conponent of a given
medi um (e.g., RTP stream RITCP strean). The mechani smcan al so be
used for IPv6 transition, for determ ning whether to use |IPv4 or

I Pv6. A particular application of ICEis with the Session Initiation
Protocol (SIP) [RFC3261].

Connectivity checks are perfornmed on the nedia path between candi date
pairs. Based on the results of connectivity checks and certain
rules, the two endpoints each determ ne which pair of candidates to
use for a given conponent and can then start exchanging data (e.qg.
RTP packets) on the agreed path. Further exchanges on the signalling
path (i.e., the path on which the of fer-answer exchange is perforned)
are not necessary for the endpoints to agree which candi dates to use.

However, certain Sl P/ SDP-aware devices on the signalling path need to
know whi ch candi dat es have been selected (e.g., to prioritize that
traffic or to renove the resources for non-sel ected candi dates). For
this reason | CE nandates a further offer-answer exchange in sone
circunstances, i.e., an updated SDP offer followed by an updated SDP
answer. In sone situations with SIP, this updated offer-answer
exchange can be problematic. This docunent exam nes these problens.

Fax calls
1. Pr obl em st at enent

Except where dedicated fax devices are involved, fax calls typically
start as audio. Detection of CNG tone (calling tone) fromthe
initiating fax nmachine and CED (called) tone fromthe receiving fax
machine initiates a switch to T.38, i.e., a switch fromaudio to

i mage. Wiere the audio call uses a conpressed codec (e.g., G 729),
if one tone is detected there may first be a switch to G 711, for
nore reliable tone detection or in case the call turns out to be a
non-fax nmodemcall. Thus there can be:

a switch froma conpressed codec to G 711; or

a switch fromaudio to i mage; or
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both in sequence.

Swi tching codec or switching fromaudio to i mage requires an SDP

of fer-answer cycle. |ICE also requires an updated of fer-answer cycle
where the selected candidates are not those in the nmfc-1ines of the
original offer-answer. |If the UA that detects the need to sw tch

because of fax is also the controlling agent fromthe |ICE
perspective, updated offer-answer for fax can follow the updated
of fer-answer for |ICE and probably won't |ead to problens.

However, if the UA that detects the need to switch because of fax is
not the controlling agent fromthe | CE perspective, there is a
significant danger of the two re-1NVITE or UPDATE [ RFC3311] requests
colliding, resulting in a 491 response to each. According to

[ RFC3261] and [ RFC3311], one UA (the one that owns the Call-1D) backs
off for between 2.1 and 4 seconds, and the other UA backs off for
between 0 and 2 seconds, before trying again. This can result in a
delay of up to 4 seconds before the switch to fax, |ong enough in
practice to cause fax calls to fail. It can also result in a delay
of up to 4 seconds before the post-ICE updated of fer-answer. SIP/
SDP- awar e devi ces that need the post-I1CE updated of fer-answer m ght
not permt the flow of RTP packets throughout this period, which

m ght also lead to failure of the fax call. An exanple flowis shown
bel ow.
UA1 (Call-I1D owner) UA2 (fax gateway)
—————————————— INVITE/ SDP offer audio------------------>
S 183 / SDP answer audioO-------------------
< | CE negotiation >
L 200 / SDP answer audiQ -----------------
------------------------ ACK- - - s s e e e a >
< RTP: >

(I CE requires updated offer)
—————— UPDATE / SDP of fer audi o---

\ (Fax detected)
<----- UPDATE / SDP offer image----\------------“--------
\
____________________ >
————————————————— 491-----------
\
S e Ve 491----------
\
...................... >
(back-of f 0-2s)
L R T UPDATE / SDP offer image-------------------
———————————————— 200 / SDP answer image------------------>
(back-of f 2.1-4s)
----UPDATE / SDP offer image (selected candidates)------ >
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<----200 / SDP answer inage (selected candidates)--------

In this exanple UAL is the ICE controlling agent and issues an
updated of fer on conpletion of ICE, and UA2 is a fax gateway that
detects fax and attenpts to change to inage. UPDATE is supported by
bot h and used for the updated offers. UAL owns the Call-1D and has
the |l onger back-off. 1In this exanple, the switch to inmage wll
probably be acconplished fast enough (back-off does not exceed 2
seconds), but the post-1CE updated offer can be delayed up to 4
seconds, perhaps |eading to undesirable behaviour by SIP/ SDP-aware
devices on the signalling path, which nmight disrupt the flow of RTP
and cause the fax call to fail.

O course, collision of UPDATE or re-INVITE requests will not always
occur - it is matter of timng. However, the probability of
collision is not insignificant and, if that occurs, the probability
of the fax call being adversely affected to the extent that it fails
is not insignificant.

2.2. Possible renedies
2.2.1. Delay the I CE updated offer

UAl, as the ICE controlling agent, will be unaware that UA2 will
detect fax. Therefore any delay in sending the | CE updated offer
will need to apply to all calls and will need to be | ong enough to
allow for differing amounts of time for UA2 to detect fax (perhaps
several seconds). The question then is whether this would be | ong
enough to introduce a risk of undesirabl e behavi our by SI P/ SDP-aware
devices on the signalling path, which could inpact all calls, not
just fax calls.

2.2.2. Delay the fax updated offer

UA2 will know that | CE has been used, and therefore can expect an
updated offer from UAl, the ICE controlling agent. Nornmally this
should arrive quite quickly (e.g., well under 100 ns), although it
depends on the nunber of SIP internediaries on the path and whet her
any retransm ssions are needed because of packet |oss. Therefore a
delay of a 100 nms., say, would probably not inpact the fax call and
woul d hel p avoid collisions but would not be a guarantee.

2.2.3. Use reliable provisional responses and pre-conditions
By using a reliable 183 in accordance with [RFC3262] to send the SDP
answer, when | CE conpletes the updated of fer can be sent in an UPDATE

request, rather than waiting for the 200 response to the I NVITE
request and then sending the updated offer. However, the fax nachine
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m ght aut o-answer and send the 200 response to the INVITE request as
soon as | CE procedures conplete, so the updated offer night collide
with the 200 response, again |leading to further signalling del ays
before things are resolved. This in turn could be avoided by using
pre-conditions [ RFC3312] to delay answering of the call until the
updat ed of fer has occurred.

This mght work, although it is unclear how pre-conditions are
intended to interact with ICE, i.e., whether |ICE procedures can
continue without waiting for pre-conditions to be satisfied. Perhaps
an extension to pre-conditions would be required. Al so this mght

i ntroduce further adverse interactions with Sl P/ SDP-aware devices on
the signalling path.

Even if it could be made to work, this approach would require the
entities involved to support [RFC3262] and [ RFC3312]. [RFC3262] is
known to be rather conplicated to inplenment (hence the reason the |ICE
mechani sm was specifically designed to allow SDP answer to be sent in
an unreliable provisional response (ICE provides acknow edgerment on
the media path, rather than requiring the use of PRACK). Pre-
conditions are a further conplication and not w dely inplenmented.
Therefore | CE i npl enentati ons should not be expected to support

[ RFC3262] and [ RFC3312].

3. Third party call control (3PCC)
3.1. Probl em statenent

3PCC [ RFC3725] is a commmon technique used with SIP where calls are
controlled froman application at a SIP B2BUA. In particular, calls
can be established by 3PCC, whereby the application first nakes a
call to the first party (typically the device of a user requesting
the call) and then nakes a second call to the second party, the two
calls being joined together such that nmedia flow directly between the
two devices. A typical inplenentation is in accordance with Fl ow
in [RFC3725]: the controlling B2BUA sends an offerless I NVITE
request to UAL, which alerts the first user. Wen the user answers,
UA1 sends an offer in a 200 response to the INVITE request, and this
offer is used by the B2BUA in a second I NVITE request, this tinme to
UA2.

The problemwi th using ICE with 3PCC is that 3PCC signalling does not
permt the updated offer-answer for ICE to occur in a tinmely manner.
UA2 will often take some time (seconds or tens of seconds) before
sendi ng the 200 response to its INVITE request. Yet if UA2 has

al ready sent an SDP answer (e.g., in a 183 response), |CE can
conplete on the nmedia paths and UAl, as the |ICE controlling agent,
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can attenpt an updated offer. This updated offer cannot be forwarded
to UA2 until the INVITE transaction on that leg of the call has
conmpl et ed.

More specifically, consider the follow ng exanple flow

UA1 (Call-1D owner) B2BUA UA2
<----INVITE (no SDP)------
————— 200 / SDP offer-----> ----INVITE/ SDP offer--->
<----ACK / SDP answer----- <----- 183 / SDP answer----
< | CE negotiation >

(I CE requires updated offer)
----UPDATE / SDP offer---> \What next?

In this case, UA2 sends a 183 provisional response to its INVITE
request. This contains an SDP answer, which is passed to UAL through
the ACK request. Thus UAl1 and UA2 are able to conduct |CE
negotiation on the nedia paths. UA2 will probably not alert its user
until |ICE negotiation is conplete, but anyway, there will often be a
significant delay before the user answers and UA2 sends a 200
response to its INVITE request. Meanwhile, UAl, as the ICE
controlling agent, attenpts to send an updated offer. |In this case
it chooses to use an UPDATE request, but similar considerations apply
if it uses a re-INVITE request. The B2BUA cannot pass that request
on until the INVITE transaction with UA2 has conpleted. Either the
UPDATE request has to be del ayed sonehow or rejected, in either case
|l eading to the possibility of undesirabl e behavi our by SI P/ SDP-aware
devices that require a tinely updated offer. For exanple, UA2 m ght
be transmitting early nedia, which mght fail to be passed through
correctly, or clipping mght occur when the user answers.

It should be noted that the issue of sending an updated offer in a
3PCC situation before UA2 has answered is not solely an I CE issue.
However, |CE substantially increases the need for such an updated

offer.

3.2. Possible renedies
3.2.1. Avoid 3PCC

There are alternatives to this formof 3PCC. For exanple, UAL could
be instructed to issue a conventional |NVITE request by sending a SIP
REFER request to UAl, or by sonme non-SIP neans. However, using a
REFER request is not an option for some types of UA, for exanple PSTN
gateways. If user 1 is a PSTN user, it is necessary to nake a PSTN
call to the user, and this can be achieved by sending an | NVITE
request to UAL, but not by sending a REFER request to UAL. Non-SIP
means are either not standardized or little depl oyed.
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A particul ar exanple of an application that uses 3PCC is one where

the user uses a web page to nmake the call, having selected in advance
the device he/she wishes to use to make the call. The application
causes the B2BUA to send an I NVITE request to that sel ected device,
followed by an I NVITE request to the called destination. |If the

sel ected device is, for exanple, a cellular device reachable via
PSTN, that initial INVITE request will be sent to a PSTN gat eway.

Because of the difficulties supporting such applications by other
means, 3PCC is a comonly depl oyed technique. It is not possible to
scrap 3PCC in order to introduce |ICE

3.2.2. Delay the updated offer

UAL will typically not be aware of the state of the INVITE
transaction to UA2, and will issue the updated offer in an UPDATE or
re-1 NVI TE request wi thout know ng whether the B2BUA can pass it on.
Therefore the onus is on the B2BUA to handl e the situation when it
recei ves the UPDATE or re-INVITE request. As a non-I1NVITE
transacti on, an UPDATE request has a relatively short tinmeout, but
one possibility would be for the B2BUA to reject it with a 500
response and a Retry-After header field, relying on UAL to try again
later. In the case of re-INVITE, the B2BUA coul d del ay forwarding
the request to UA2 until the original transaction is conplete.
However, in either case, S|P/ SDP-aware devices between the B2BUA and

UA2 will not see the updated offer in a tinely manner, and therefore
m ght take action that prevents the correct handling of early nedia
or clips nedia for a short tine after the call is answered.

3.2.3. Delay ICE until UA2 answers

UA2 could delay ICE until UA2 answers, which nmeans UA2 woul d not need
to send SDP answer in a provisional response but could wait for the
200 response. This would nmean the user would answer and experience a
delay (clipping) before ICE conpletes and nedia start to flow Since
UA2 woul d not be aware of the 3PCC situation, this would inpact all
calls to UA2, not just those that use 3PCC

3.2.4. Issue an early 200 response to the I NVITE request to UA2

UA2 coul d issue a 200 response instead of a 183 response, even though
the user has not yet been alerted and answered. This would be
different fromnormal practice and m ght adversely inpact behaviour
at other SIP entities, e.g., charging, |ogging, forking, cal
forwarding. Again UA 2 would not be aware of the 3PCC situation, so
this would inpact all calls to UA2, not just those that use 3PCC
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3.2.5. Use reliable provisional responses

If UA2 and the B2BUA support reliable provisional responses

[ RFC3262], UA2 can send the 183 response with SDP answer reliably
(resulting in a PRACK transaction), and then the B2BUA can send an
UPDATE request with the updated of fer without waiting for the INVITE
transaction to conplete. This would seemto work, except that it
requires the entities involved to support [RFC3262], which, as

expl ained in section Section 2.2.3, is undesirable. In particular
UA2, which is the "innocent party" in 3PCC, should not be expected to
provi de special functionality just to make 3PCC work. Furthernore, a
B2BUA perform ng 3PCC woul d not be aware of | CE and hence the need to
support [ RFC3262].

4. Do we really need the updated offer?
4.1. Types of devices that rely on the updated offer

Devices on the signalling path that rely on the updated offer are
S| P/ SDP- awar e devices (e.g., policy servers) that perform adm ssion
control or resource reservation based on SDP, wi thout nodifying the
SDP as the signalling nessages are forwarded. Devices that nodify
the SDP (e.g., Session Border Controllers) generally term nate | CE
so are not an issue.

One type of behaviour that relies on the updated offer is a device
that is |CE-aware and reserves resources for all the |ICE candi date-
pairs. Such a device would need to know whi ch candi dates have been
sel ected, so that unwanted resources can be freed.

A second type of behaviour that relies on the updated offer is a
device that is not ICE-aware and adnmits traffic on ports identified
inthe mlc lines of the SDP offer. Such a device is assuned to let a
noderate anount of traffic through on other ports, so would not
prevent STUN connectivity checks, but woul d prevent a sustained
transm ssion of RTP. The updated offer/answer would allow such a
device to adnit sustained traffic on the ports that have been

negoti ated using | CE

4.2. Types of environnment in which ICE is depl oyed

| CE has seen a certain amount of deploynent. ICE is not solely for
use in a SIP/SDP environnment, and sone of those deploynents are in
non- SI P/ SDP environnments (e.g., Jingle). |1CE deploynment with SIP is
relatively sparse in sone types of environnment, the fundanental
reason being that NAT traversal is frequently acconplished by Session
Border Controllers. This is true, for exanple, for nobst enterprise
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depl oynents of SIP. Were such environments are nigrated to | Pv6,
often SBCs are used at the border between |IPv4 and | Pv6 networks and
therefore ICE is not needed for negotiating the IP version

Frequently the types of signalling path device that would require an

| CE updated offer are deployed in this sort of environnent, where | CE
is currently not needed, not deployed and unlikely to be depl oyed.

On the other hand, the use of SIP across the public Internet wthout
the use of SBCs does require ICE. 1n such depl oynents, however, it
is unlikely there will be devices on the signalling path that would
need an updated offer

So basically there are environnents where SIP is used and I CE is not
depl oyed and not needed. There are also environnents where SIP is
used and ICE is needed, and to sone extent deployed, but such
environnents generally do not require the | CE updated offer. Sone
such depl oynents nay not be concerned with fax or with 3PCC, and
therefore inplenentation of the updated offer mi ght not be an issue,
although it is believed that some inplenmentations do not support the
updated of fer and can still operate in their target environnments.

In the future, ICEis likely to be required in nore environnents.
The present SBC-based approach in enterprise environments, for

exanpl e, m ght not be the nost appropriate for use in cloud-based
depl oynents, where it is unrealistic to have nedia follow ng the

signalling path. |1CE could be used in such environnents, but the
presence of signalling path devices that need the updated of fer seens
unli kel y.

4.3. Relaxing the requirenent

These considerations bring into question the mandatory requirenment in
[ RFC5245] for an updated SDP of fer under sone circunstances. This
coul d be relaxed such that it can be onmitted in environnents where it
i s not needed.

5. Concl usi ons

Thi s docunent illustrates two comon use cases where the introduction
of ICE can lead to problens with the updated offer/answer cycle that
ICE requires in certain circunstances. |In the first case (fax), the
problem arises at the two endpoints that are trying to acconplish
ICE. 1In the second case (3PCC), the problem arises because of a
particul ar B2BUA behavi our, yet the B2BUA is not involved in | CE
shoul d not need to know anythi ng about I CE, and should not need to

i mpl ement any extensions to SIP or SDP in order for ICE to work
between UAs. |n both cases there are work-arounds, but these
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i ntroduce dependencies that contrive to reduce the chances of
successful interoperability.

The need, in sone circunstances, to conduct an updated offer/answer
cycle on conclusion of ICEis comobn to both problens. This need
arises not fromICE itself, but fromthe certain types of SIP/

SDP- awar e devices on the signalling path whose normal functioning is
i npact ed when endpoints use I CE, unless they have been upgraded to
cope with the effects of ICE

The two use cases illustrated m ght not be the only cases where the

| CE updated offer is problematic. As nore conplex multinedia
situations arise, involving md-call (and in particular early-in-the-
call) offer-answer cycles for changi ng nmedi a, changing security,
etc., the nore likely it is that the additional |ICE update offer-
answer cycle will intrude in an unhel pful way.

According to discussions in section Section 4, it seens to be the
case that the updated offer is needed, in practice, in very few

environnments, and therefore consideration should be given to rel axi ng
the requirenent in [ RFC5245].

6. | ANA consi derati ons

Thi s docunment requires no | ANA actions.

7. Security considerations

Thi s docunment does not introduce any new security considerations.
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