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Abst r act

SCTP (Stream Control Transm ssion Protocol) is a transport protoco
used to establish associations between two endpoints. This docunent
descri bes how to express nedia transport over SCTP in SDP (Session
Description Protocol). This docunent defines the ' SCTP and ' SCTP/
DTLS protocol identifiers for SDP
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 5, 2012
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

Loreto & Camarillo Expi res January 5, 2012 [ Page 1]



Internet-Draft The SCTP protocol identifier for SDP
described in the Sinplified BSD License.

Tabl e of Contents

I ntroduction
Ter mi nol ogy . .
Protocol ldentifier

PR

Managenent .
Mul ti homing . .
Net wor k Addr ess Tr ansl atl on (NAT) ConS| der atl ons
Exanpl es
.1. Actpass/ PaSSI ve . .
.2. Existing Connection Reuse . .
.3. SDP description for DTLS Connect| on .
8. Security Considerations . o
9. | ANA Considerations .
10. References
10.1. Normative Ref erences
10. 2. Informative References
Aut hors’ Addresses

Noo

~N N~

Loreto & Camarillo Expi res January 5, 2012

The Setup and Connecti on Attr| but es and ASSOCI atl on

July 2011

www

QOO NN~NOOOOO UL~ D

[ Page 2]



Internet-Draft The SCTP protocol identifier for SDP July 2011

1.

I nt roducti on

SDP ( Session Description Protocol) [RFCA566] provides a general -
purpose format for describing nultinedia sessions in announcenents or
invitations. RFC4145 [RFC4145] specifies a general mechani sm for
descri bing and establishing TCP (Transni ssion Control Protocol)
streams. RFC 4572 [RFCA572] extends RFC4145 [ RFC4145] for describing
TCP-based nedi a streans that are protected using TLS (Transport Layer
Security) [RFC5246].

Thi s docunent defines a new protocol identifier, 'SCTP, to describe
SCTP- based [ RFC4960] nedia streans. Additionally, this docunent
specifies the use of the 'setup’ and 'connection’ SDP attributes to
establish SCTP associations. These attributes were defined in
RFC4145 [ RFCA4145] for TCP. This docunment discusses their use with
SCTP.

Additionally this document defines a new protocol identifier, 'SCTP/
DILS, to establish secure SCTP-based nedi a streans over DTLS

(Dat agram Transport Layer Security) [RFC4347], as specified in

[ RFC6083], using SDP. The authentication certificates are
interpreted and validated as defined in RFC4572 [ RFC4572]. Sel f-
signed certificates can be used securely, provided that the integrity
of the SDP description is assured as defined in RFCA572 [ RFC4572].

TLS is designed to run on top of a byte-streamoriented transport
protocol providing a realible, in-sequence delivery Iike TCP. Since
no-one so far has inplenented SCTP over TLS, due to sone serious
limtations described in [ RFC6083], this docunment does not nake use
of TLS over SCTP as described in RFC3436 [ RFC3436].

Ter m nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWMENDED', " NOT
RECOMVENDED', "NMAY", and "OPTIONAL" are to be interpreted as
described in BCP 14, RFC 2119 [RFC2119] and indicate requirenent

| evel s for conpliant inplenentations.

Protocol Ildentifier

The following is the format for an 'm line, as specified in RFC4566
[ RFC4566] :

me<nmedi a> <port> <proto> <fm> ..
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Thi s docunent defines two new values for the 'proto’ field: 'SCTP
and ' SCTP/ DTLS

The ' SCTP' protocol identifier is simlar to both the "UDP and ' TCP
protocol identifiers in that it only describes the transport protoco
and not the upper-layer protocol. Media described using an'm |ine
containing the ' SCTP protocol identifier are carried using SCTP

[ RFC4960] .

The ' SCTP/ DTLS protocol identifier indicates that the nedia
described will use the Datagram Transport Layer Security (DTLS)
[ RFCA347] over SCTP as specified in [ RFC6083].

An 'm line that specifies 'SCTP or ’'SCTP/DTLS MJST further qualify
the application-layer protocol using an fnt identifier

An 'm line that specifies ' SCTP/DTLS MJST further provide a
certificate fingerprint. An SDP attribute (an 'a line) is used to
transport and exchange end point certificate. The authentication
certificates are interpreted and validated as defined in [ RFC4572].

4. The Setup and Connection Attributes and Associ ati on Managenent

The use of the 'setup’ and ’'connection’ attributes in the context of
an SCTP association is identical to the use of these attributes in
the context of a TCP connection. That is, SCTP endpoints MJST foll ow
the rules in Sections 4 and 5 of RFC 4145 [ RFC4145] when it cones to
the use of the 'setup’ and 'connection’ attributes in offer/answer

[ RFC3264] exchanges.

The managenment of an SCTP association is identical to the managenent
of a TCP connection. That is, SCTP endpoints MJST follow the rules
in Section 6 of RFC 4145 [ RFC4145] to manage SCTP associ ati ons.

Whet her to use the SCTP ordered or unordered delivery service is up
to the applications using the SCTP associ ation

5. Ml tihom ng

An SCTP endpoi nt, unlike a TCP endpoint, can be nultihoned. An SCTP
endpoint is considered to be rmultihomed if it has nore than one IP
address. A nultihomed SCTP endpoint inforns a renote SCTP endpoi nt
about all its IP addresses using the address parameters of the INIT
or the I NIT-ACK chunk (dependi ng on whether the nultihomed endpoint
is the one initiating the establishnent of the association).
Therefore, once the address provided in the "¢’ line has been used to
establish the SCTP association (i.e., to send the INIT chunk),
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address managenent is performed using SCTP. This neans that two SCTP
endpoi nts can use addresses that were not listed in the "¢’ line but
that were negotiated using SCTP nechani sns.

During the lifetinme of an SCTP associ ation, the endpoints can add and
remove new addresses fromthe association at any point [RFC5061]. |If
an endpoint renoves the |P address listed inits "¢’ line fromthe
SCTP associ ation, the endpoint MJST update the "¢’ line (e.g., by
sending a re-INVITE with a new offer) so that it contains an IP
address that is valid within the SCTP associ ati on.

In sone environnents, internmediaries perfornming firewall control use
the addresses in offer/answer exchanges to perform nedi a

aut hori zation. That is, policy-enforcenment network el ements do not

I et nedia through unless it is sent to the address in the "¢’ Iine.

In such network environnents, the SCTP endpoints can only exchange
nmedia using the I P addresses listed in their "¢’ lines. |In these
envi ronnments, an endpoint wi shing to use a different address needs to
update its 'c’ line (e.g., by sending a re-INVITE with a new offer)
so that it contains the new | P address.

6. Network Address Translation (NAT) Considerations

SCTP specific features (not present in UDP/ TCP), such as the checksum
(CRC32c) val ue cal cul ated on the whol e packet (not just the header)

or its nmultihom ng capabilities, present new chal |l enges for NAT
traversal. [I-D.ietf-behave-sctpnat] describes an SCTP specific
variant of NAT, which provides sinmlar features of Network Address
and Port Transl ation (NAPT).

Current NATs do not typically support SCTP. As an alternative to
desi gn SCTP specific NATs, Encapsulating SCTP into UDP

[1-D. tuexen-sctp-udp-encaps] nekes it possible to use SCTP in
networks with | egacy NAT and firewalls not supporting SCTP

At the time of witing, the work on NAT traversal for SCTP is stil
work in progress. Additionally, no extension has been defined to
integrate I CE (Interactive Connectivity Establishnent) [RFC5768] with
SCTP and its multihom ng capabilities either. Therefore, this

speci ficati on does not define how to describe SCTP-over-UDP streans
in SDP or how to establish and maintain SCTP associ ations using | CE
Shoul d these features be specified for SCTP in the future, there wll
be a need to specify how to use themin an SDP environnent as well.
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Exanpl es

The foll owi ng exanmpl es show the use of the 'setup’ and ’connection
SDP attributes. As discussed in Section 4, the use of these
attributes with an SCTP association is identical to their use with a
TCP connection. For the purpose of brevity, the main portion of the
session description is onmitted in the exanples, which only show ' m
lines and their attributes (including "¢’ |ines).

1. Actpass/Passive

An offerer at 192.0.2.2 signals its availability for an SCTP
associ ation at SCTP port 54111. Additionally, this offerer is also
willing to initiate the SCTP associ ati on:

mFi nage 54111 SCTP *
c=INIP4 192.0.2.2
a=set up: act pass
a=connecti on: new

Figure 1
The endpoint at 192.0.2.1 responds with the follow ng description

mei mage 54321 SCTP *
c=IN1P4 192.0.2.1
a=set up: passi ve
a=connecti on: new

Fi gure 2

This will cause the offerer (at 192.0.2.2) to initiate an SCTP
association to port 54321 at 192.0.2.1.

2. Existing Connection Reuse

Subsequent to the exchange in Section 7.1, another offer/answer
exchange is initiated in the opposite direction. The endpoint at
192.0. 2.1, which now acts as the offerer, w shes to continue using
t he existing association:

meappl i cati on 54321 SCTP *
c=INIP4 192.0.2.1
a=set up: passi ve
a=connecti on: new

Figure 3
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7

8.

The endpoint at 192.0.2.2 also wishes to use the existing SCTP
associ ation and responds with the foll ow ng description

meappl i cation 9 SCTP *
c=INIP4 192.0.2.2
a=setup: active
a=connecti on: new

Figure 4

The existing SCTP associ ation between 192.0.2.2 and 192.0.2.1 will be
r eused.

3. SDP description for DILS Connection

An offerer at 192.0.2.2 signals the availability of a T.38 fax
sessi on over SCTP/DTLS

mei mage 54111 SCTP/ DTLS t 38
c=INIP4 192.0.2.2
a=set up: act pass
a=connecti on: new
a=fingerprint: SHA-1 \
4A: AD: B9: Bl: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB

Figure 5

Security Considerations

See RFC 4566 [ RFC4566] for security considerations on the use of SDP
in general. See RFC 3264 [RFC3264], RFC 4145 [ RFC4145] and RFC 4572
[ RFCA572] for security considerations on establishing nedia streans
usi ng of fer/answer exchanges. See RFC 4960 [ RFC4960] for security
consi derations on SCTP in general and [ RFC6083] for security

consi deration using DTLS on top of SCTP. This specification does not
i ntroduce any new security consideration in addition to the ones

di scussed in those specifications.

| ANA Consi derati ons
Thi s docunent defines two new proto values: 'SCTP and ' SCTP/ DTLS
Their formats are defined in Section 3. These proto val ues should be
regi stered by the | ANA under "Session Description Protocol (SDP)

Par anet ers" under "proto".

The SDP specification, [RFC4566], states that specifications defining
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new proto val ues, like the SCTP and SCTP/DTLS proto val ues defined in
this RFC, nust define the rules by which their nedia format (fnt)
nanespace i s managed. For the SCTP protocol, new formats SHOULD have
an associated MME registration. Use of an existing MM subtype for
the format is encouraged. If no M ME subtype exists, it is
RECOMVENDED t hat a suitable one is registered through the | ETF
process [ RFC4288] [RFC4289] by production of, or reference to, a
standards-track RFC that defines the transport protocol for the
format.
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