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Abstract

This specification defines a nechanismand a related nobility option
for carrying IP Ofload traffic selectors between a nobile access
gateway and a local nobility anchor in a Proxy Mbile | Pv6 domain.
Based on the received offload flow selectors fromthe local nobility
anchor, a mobile access gateway can enable offload traffic rule on
the selected IP flows.

Status of this Meno
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1.

2

I nt roducti on

Mobi |l e Operators are expandi ng their network coverage by integrating
various access technol ogy donains into a conmon | P nobile core. For
providing IP nobility support to a nobile node irrespective of the
access network to which it is attached, the 3GPP S2/a Proxy Mbile

| Pv6 [ TS23402] interface, specified by the 3GPP system architecture,
is providing the needed protocol glue. When this protocol interface
based on Proxy Mdbile IPv6 [ RFC5213] is used, the nobile node is
topol ogi cal | y anchored on the local nobility anchor [RFC5213] in the
hone network. The nobile node’'s IP traffic is always tunnel ed back
fromthe nobile access gateway [RFC5213] in the access network to the
I ocal nmobility anchor in the hone network.

However, with the exponential growh in the nobile data traffic,
nmobi | e operators are exploring new ways to offload sone of the IP
traffic flows at the nearest access edge where ever there is an

i nternet peering point, as supposed to carrying it all the way to the
nmobi ity anchor in the home network. Not all IP traffic needs to be
routed back to the home network, some of the non-essential traffic
whi ch does not require IP nobility support can be offl oaded at the
nmobi | e access gateway in the access network. This approach provides
greater leverage and efficient usage of the nobile packet core with

i ncreased overall network capacity and by | owering transport costs.
The |l ocal mobility anchor in the honme network can potentially deliver
the IP flow selectors to the nobile access gateway in the access
network, for identifying the IP flows that needs to be of fl oaded.

Thi s docunent defines a new nobility option, IP Traffic Ofl oad

Sel ector option for Proxy Mobile IPv6 (PMPv6). This option can be
used by the local mobility anchor for notifying the flow selectors
for that can be used by the local nobility anchor for notifying the
mobi | e access gateway flows that can be of fl oaded at the access edge.
Since, the nobile node’s | P address topologically belongs to the hone
network, the offloaded IP traffic flows need to be NAT [ RFC2663]
translated. G ven this NAT translation requirenent for the offl oaded
traffic, this approach will be linmted to nobile node’s |IPv4 flows.
There are better ways to solve this problemfor 1Pv6 and with the
goal not to create NAT66 requirenment, this specification does not
support traffic offload support for IPv6 flows. This docunent also
does not define any new semantics for flow selectors. The flow
identification and the related semantics are all |everaged from

[ RFC6088] .

Conventi ons and Ter m nol ogy
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2.1. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Term nol ogy

Al the nobility related terns used in this docunent are to be
interpreted as defined in the base Proxy Mbile | Pv6 specifications
[ RFC5213] and [ RFC5844]. Additionally, this docunent uses the

foll owi ng abbrevi ati ons:

I P Fl ow
I P Flow represents a set of IP packets that match a traffic
selector. The selector is typically based on the source IP

address, destination |P address, source port, destination port and
other fields in upper |ayer headers.

Selective IP Traffic Ofload (SIPTO

Ability to select specific IP flows and route themto the |oca
networ k, as supposed to tunneling themto the hone network

NAT ( Network Address Transl ati on)
Net wor k Address Transl ation [ RFC2663] is a nethod by which IP
addresses are nmapped from one address real mto another, providing
transparent routing to end hosts.
3. Solution Overview
The following illustrates the scenario where the nobile access
gateway in an access network having the ability to offload sone of

the IPv4 traffic flows, based on the traffic selectors it received
fromthe Iocal nmobility anchor in the hone network.
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Figure 1: Access Networks attached to MAG
3.1. LMA Consi derations

The follow ng considerations apply to the local nobility anchor and
the nmobil e access gat eway.

Figure 1 explains the operational sequence of the IP Traffic Ofload

sel ectors between the nobil e access gateway and the | ocal nmobility
anchor.

M  MAG(NAT)  LMA

[------ >| [ 1. Mobile Node Attach
| [------- >| 2. Proxy Binding Update
| [ <------- | 3. Proxy Binding Acknow edgement (I PTS Option)
| | ========| 4. Tunnel / Route Setup
| + | 5. Installing the traffic offload rules
|------ >| | 6. | Pv4 packet from nobile node
[ [ [ 7. Forwarding rule - Tunnel hone/offl oad
I I
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3.

2

Fi gure 2: Exchange of IP Traffic Ofload Sel ectors

If the received Proxy Binding Update includes the IP Traffic

O fload Sel ector Option Section 4, but if the local nmobility
anchor either does not have the SIPTO capability, or it chooses to
deny the SIPTO request, the local nobility anchor MJST ignore the
IP Traffic Ofload Sel ector Option and this would have no effect
on the operation of the rest of the protocol

If the local nobility anchor has the SIPTO capability and chooses
to deliver the flow policies, the local nobility anchor can
construct the traffic selectors based on the routing policy and
deliver those selectors in the Proxy Binding Acknow edgenent
message using the IP Traffic Ofload Selector Option. [|f the
recei ved Proxy Binding Update included a proposed Ofload traffic
sel ectors, the local nobility anchor MAY choose to honor that
request.

MAG Consi der ati ons

The mobil e access gateway MAY choose to notify the local nmobility
anchor about its SIPTO capability by including the IP Traffic

O fload Sel ector Option Section 4 in the Proxy Binding Update
message. The included option MAY include the proposed of fl oad
sel ectors which the local nobility anchor may choose to override.
If the nobil e access gateway cannot does not have SIPTO
capability, this option MJST NOT be included in the Proxy Binding
Updat e.

If there is no IP Traffic Ofload Selector Option in the
correspondi ng Proxy Bi ndi ng Acknow edgenent nessage, it is
considered that the local nobility anchor does not support SIPTO
capability, specifically, it cannot deliver selectors for IP
traffic offload flows.

If there IP Traffic Ofload Selector Option in the correspondi ng
Proxy Bi ndi ng Acknow edgenent nessage, it serves as an hint that
the I ocal nobility anchor can support SIPTO and the included
traffic spec MIST be applied by the nobile access gateway.

IP Traffic Ofl oad Sel ector Option

A new option, IP Traffic Ofload Sel ector option, is defined for

using it in Proxy Binding Update (PBU) and Proxy Binding

Acknowl edgenent (PBA) nessages exchanged between a | ocal nobility
anchor and a nobile access gateway. This option is used for carrying
the flow selectors for supporting IP traffic offload function at the
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mobi | e access gateway. The option includes the parameters for
selecting IP flows for offl oad.

The alignnment requirenent for this option is 4n.

0 1
0123456789012345

| Traffic Sel ector
B i S S T s i S T st i S S S S S S S S i

Figure 3: IP Traffic Ofload Sel ector Option

Type
<] ANA>

Length
8-bit unsigned integer indicating the length in octets of the
option, excluding the type and length fields.

Reserved This field is unused for now. The value MJST be
initialized to 0 by the sender and MJUST be ignored by the
receiver.

TS Format An 8-bit unsigned integer indicating the Traffic Sel ector
Format. Value "0" is reserved and MJUST NOT be used. The val ue of
(1) is assigned for IPv4 Binary Traffic Selector [RFC6088].

TS Sel ector A variable-length opaque field for including the traffic
specification identified by the TS format field. When the val ue
of TS Format field is set to (1), the format that follows is the
I Pv4 Binary Traffic Selector specified in section 3.1 of
[ RFC6088] .

5. | ANA Consi derati ons
This docunment requires the followi ng two | ANA acti ons.
0 Action-1: This specification defines a new Mbility Header option

IP Traffic Ofload Selector option. This option is described in
Section 4. The Type value for this option needs to be assigned
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8.

1.

fromthe sane nunbering space as allocated for the other nmobility
options [ RFC3775].

0 Action-2: The Sub-type field of the IP Traffic O fload Sel ector
option introduces a new nunber space. This nunber space needs to
be managed by | ANA, under the Registry, IP Traffic Ofl oad
Sel ector Type Registry. This specification reserves the sub-type
val ue of (1) and (2). Approval of new sub-type values are to be
made t hrough | ANA Expert Revi ew.

Security Considerations

The IP Traffic Ofload Sel ector option defined in this specification
is for use in Proxy Binding Update and Proxy Bi ndi ng Acknow edgenent
messages. This option is carried |ike any other nobility header
option as specified in [ RFC5213] and does not require any speci al
security considerations. Carrying IP traffic offl oad sel ectors does
not introduce any new security vulnerabilities.
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