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Abst r act

A Logical Interface is a software semantic internal to the host
operating system This semantic is available in all popul ar
operating systens and is used in various protocol inplenmentations.
The Logical Interface support is required on the nobile node
operating in a Proxy Mbile IPv6 domain, for |everaging various

net wor k- based nobility nanagenent features such as inter-technol ogy
handoffs, nultihom ng and flow nobility support. This docunent

expl ains the operational details of Logical I|Interface construct and
the specifics on how the link-1ayer inplenmentations hide the physica
interfaces fromthe I P stack and fromthe network nodes on the
attached access networks. Furthernore, this docunment identifies the
applicability of this approach to various |ink-layer technol ogi es and
anal yzes the issues around it when used in context with various

mobi | ity managenent features.
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1.

I nt roducti on

Proxy Mobile I Pv6 [ RFC5213] is a network-based nobility protocol

Sone of the key goals of the protocol include support for

mul ti hom ng, inter-technol ogy handoffs and flow nobility support.

The base protocol features specified in [RFC5213] allow the nobile
node to attach to the network using nultiple interfaces

(simul taneously or sequentially), or to perform handoff between
different interfaces of the nobile node. However, for supporting
these features, the nobile node is required to be activated with
specific software configuration that allows the nobile node to either
performinter-technol ogy handoffs between different interfaces,
attach to the network using nultiple interfaces, or performflow
movenent from one access technology to another. This docunent

anal yzes fromthe nobil e node’ s perspective a specific approach that
all ows the nobile node to |l everage these nobility features
Specifically, it explores the use of the Logical Interface support, a
semantic avail abl e on nost operating systens.

A Logical Interface is a construct internal to the operating system
It is an approach where the link-layer inplenentations hide the
physical interfaces fromthe IP stack and fromthe network nodes on
the attached access networks. This semantic is widely available in
al | popul ar operating systens. Many applications such as Mbile IP
client [RFC3775] and | Psec VPN client [RFC4301] rely on this semantic
for their protocol inplenentation and the same semantic can al so be
useful in this context. Specifically, the nobile node can use the

| ogical interface configuration for |everaging various network-based
nmobi | ity managenent features provided by the Proxy Mbile | Pv6 donain
[ RFC5213] .

The rest of the docunment provides the operational details of a
Logical Interface on the nobile node and the inter-working between a
nmobi | e node using logical interface and network elenents in the Proxy
Mobil e | Pv6 donmai n when supporting sonme of the nobility nmanagenent
features. It also analyzes the issues involved with this approach
and characterizes the contexts in which such usage is appropriate.
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2. Requirenents Language
In this docunent, the key words "MAY", "MJST, "MJST NOT", "OPTI ONAL",

" RECOMVENDED', "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [ RFC2119].
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3.

Ter ni nol ogy

Al the nobility related terns used in this docunent are to be
interpreted as defined in Proxy Mobile IPv6 specifications, [RFC5213]
and [ RFC5844]. In addition, this docunent introduces the foll ow ng
terns:

PIF (Physical Interface) - a network interface card attached to an
an host providing network connectivity (e.g. an Ethernet card, a
WLAN card, an LTE interface).

LIF (Logical Interface) - It is a virtual interface in the IP stack
It appears just as any other physical interface, provides simlar
semantics with respect to packet transnmit and recei eve functions
to the upper layers in the IP stack. However, it is only |ogica
construct and is not a representation of an instance of any
physi cal hardware

VLL-ID (Virtual Link-layer ID) - a virtual link-layer address
configured on the logical interface. This identifier can be
random y generated, or configured based on the |link-Iayer address
of one of the physical interface.

Sub-1f (Sub Interface) - a physical interface that is part of a
| ogi cal interface construct. For exanple, a logical interface may
have been created abstracting two physical interfaces, LTE and
W.AN. These physical interfaces, LTE and WLAN are referred to as
sub-interfaces of that logical interface. In sone cases, a sub-
interface can also be another |ogical interface, such as an | Psec
tunnel interface.
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4. H ding Link-layer Technol ogi es - Approaches and Applicability

There are several techni ques/nechanisns that allow hiding access
technol ogy changes or novenent fromhost |P layer. This section
classifies these existing techniques into a set of generic
approaches, according to their nost representative characteristics.
Later sections of this docunment analyze the applicability of these
sol ution approaches for supporting features such as, inter-technol ogy
handovers and IP flow nmobility support for a nobile node in a Proxy
Mobil e | Pv6 domai n [ RFC5213].

4.1. Link-layer Abstraction - Approaches

The followi ng generic mechani sms can hi de access technol ogy changes
fromhost |IP |ayer:

o Link-layer Support - Certain link-layer technologies are able to
hi de physical nedia changes fromthe upper |ayers (see Figure 1).
For exanple, |IEEE 802.11 is able to seanl essly change between | EEE
802. 11a/ b/ g physical layers. Also, an 802.11 STA can nove between
different Access Points (APs) within the sane domain w thout the
| P stack being aware of the novenent. |In this case, the | EEE
802. 11 MAC | ayer takes care of the nobility, making the nedia
change invisible to the upper |ayers. Another exanple is | EEE
802. 3, that supports changing the rate from 10Mops to 100Mops and

to 1000Mops.
Mobi | e Node

o +

| TCP/ UDP | AR1 AR2
T + e + e +
[ I P [ | 1P | | 1P |
B + +----- + +----- +
| Li nk Layer (L2) | | L2 | | L2 |
+----- +----- +----- +----- + +----- + +----- +
| Lla | Lib | Llc | L1d |<---------- >| L1d | | L1b

N N N N + N + N +

N N

Figure 1: Link layer support solution architecture

There are al so other exanples with nore conplicated architectures,
like for instance, 3GPP EPC [ TS23401]. |In this case, a UE can
move (inter-RA handover) between GERAN UTRAN E- UTRAN, being this
movenent invisible to the IP layer at the UE, and also to the LMA
| ogi cal conponent at the PGWN The link layer stack at the UE
(i.e. PDCP and RLC | ayers), and the GIP between the RAN and the
SGW (which plays the role of inter-3GPP AN nobility anchor) hide
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4.

(0]

2

this kind of nobility, which is not visible to the I P layer of the
UE (see Figure 2).

| APPI . | <o >
| I S T T > |
| I P I B | I P |
I | <+>| relay | <+>| relay (N I

| RLC | <+> RLC | UDP/IP [<+>| UDP/IP | UDP/IP |<+>| UDP/IP |

| MAC  [<+>] MAC | L2 |<#>| L2 | L2 [<+>| L2 |
| L1 |<+> L1 | L1 |<+>| L1 | L1 |<+>| L1 |
UE U E- UTRAN S1-U el S5/S8a  PGW

Figure 2: 3GPP LTE/ EPC data plane architecture (GIP option)

Logical interface: this refers to solutions (see Figure 3) that

| ogi cal |l y group/bond several physical interfaces so they appear to
the upper layers (i.e. [1P) as one single interface (where
application sockets bind). Depending on the OS support, it might
be possible to use nore than one physical interface at a tine --
so the node is sinultaneously attached to different nmedia -- or
just to provide a fail-over nbde. Controlling the way the
different nmedia is used (sinultaneous, sequential attachnent, etc)
is not trivial and requires additional intelligence and/or
configuration at the logical interface device driver. An exanple
of this type of solution is the Logical interface, which is
defined in this docunment, or the bonding driver (a Linux

i mpl enent ation).

Applicability Statenent

We now focus on the applicability of the above sol utions agai nst the
foll owi ng requirements:

(0]

(0]

mul ti technol ogy support

sequential vs. sinultaneous access
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4.2.1. Link layer support

Li nk | ayer nmobility support applies to cases when the sane |ink |ayer
technology is used and nmobility can be fully handl ed at these |ayers.
One exanple is the case where several 802.11 APs are deployed in the
same subnet and all of them share higher |ayer resources such as DHCP
server, |P gateway, etc. In this case the APs can autononously (or
with the help of a central box) comruni cate and control the STA
associ ati on changes fromone AP to another, w thout the STA being
aware of the novenent. This type of scenario is applicable to cases
when the different points of attachment (i.e. APs) belong to the
sane network domain, e.g. Enterprise, hotspots from same operator

et c.

This type of solution does not typically allow for sinultaneous
attachnent to different access networks, and therefore can only be
considered for inter-access technol ogy handovers, but not for flow
mobility. Existing RFC 5213 handover hint nechani sns coul d benefit
fromlink layer information (e.g. triggers) to detect and identify M\
handovers.

Li nk | ayer support is not applicable when two different access
technol ogi es are involved (e.g. 802.11 W.AN and 802.16 W MAX) and the
same is true when the sanme access technol ogy expands over multiple
network domains. This solution does not inpose any change at the IP
| ayer since changes in the access technol ogy occur at |ayer two.

4.2.2. Logical Interface

The use of a logical interface allows the nobile node to provide a
single interface viewto the layers above |IP (thus not changing the
IP layer itself). Upper layers can bind to this interface, which

hi des inner inter-access technol ogy handovers or data fl ow transfers
anong different physical interfaces.

This type of solution nmay support sinmultaneous attachnent, in
addition to sequential attachment. It requires additional support at
the node and the network in order to benefit from sinultaneous
attachnent. For exanpl e special nechanisns are required to enable
addressing a particular interface fromthe network (e.g. for flow
mobility). In particular extensions to PMPv6 are required in order
to enable the network (i.e., the MAG and LMA) to deal with | ogicql
interfqce, instead to IP interfaces as current RFC5213 does. RFC5213
assunes that each physical interface capable of attaching to a MAGis
an I[P interface, while the logical interface solution groups severa
physical interfaces under the sane |P logical interface.

It is therefore clear that the Logical Interface approach satisfies
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the multi technol ogy and the sequential vs: simnultaneous access
support.
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5. Technol ogy Use cases

The 3GPP has defined the Evol ved Packet Core (EPC) for heterogeneous
wi rel ess access. A nobile device equipped with 3GPP and non- 3GPP

wi rel ess technol ogi es can sinultaneously or senquentialy connect any
of the avail abl e devices and receive |IP services through any of them
Thi s docunent focuses on the sinmultaneous/sequential use of these
technol ogi es and on the use cases that derive.

As nentioned in the previous sections the Logical Interface construct
is required to hide the specifities of each technol ogy in the context
of network based nmobility (e.g. in PMPv6 deploynents). The LIF
concept can be used with at | east the foll ow ng technol ogi es: 3GPP
access technol ogies (3G LTE), WMAX access technol ogy and | EEE

802. 11 access technol ogy.

3GPP In npst OS inplenentations the connection setup establishes a
PPP interface through the I PCP and | Pv6CP protocol [RFC5072]. In
this case the PPP interface does not have any L2 address assigned
and does not generate any ARP or ND nmessage for |ayer two address
resolution. Conversely recent inplenentations configure an
ethernet alike interface at OS level hiding to the upper |ayers
the PPP nature of the connection. It has been verified (Android
platforn) that in these cases the ethernet alike interface
configures a random L2 MAC address and uses this address as source
link ayer address in ND nessages. ARP is also run between the
mobi | e device and the renote peer (the network is a /30 address
space).

WMAX | n WMAX system al so, the connection between the nobile
station (MS) and the access router (AR) is a point-to-point |ink.
The MS aut oconfigures an address based on the prefix advertised by
the AR or is assigned an address via DHCPv6. The stateless
address auto-configuration is perfornmed as per [RFC4861] and the
| Pv6 address is fornmed by adding an 1D to the prefix learnt from
Rout er Advertisenent. |Pv6 packets sent or received by the M5 are
identified by specific IDs, by which the AR can map themto the
correspondi ng tunnel in the network.

WFI  TBD

| Psec TBD
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6

Logi cal Interface Functional Details

On nost operating systems, a network interface is associated with a
physi cal device that offers the services for transnitting and
receiving | P packets to the applications on the host. |n sone
configurations, a network interface can also be inplenented as a

| ogi cal interface which does not have the inherent capability to
transmt, or receive packets on a physical medium but relies on

ot her physical interfaces for such services. Exanple of such
configuration is an IP tunnel interface. GCeneral overview of a
logical interface is showm in Figure 3. This section identifies the
functional details of a logical interface and provi des sone

i mpl ement ati on consi derati ons.

The |l ogical interface all ows heterogeneous attachnment while |eaving
the change in the nedia transparent to the I P stack. Sinultaneous

and sequential network attachnment procedures are possible enabling

inter-technol ogy and flow nmobility scenari os.

B +
| TCP/ UDP |

Session to | P +----3 [
Address binding | S LR E R TR +
+---->| I P [

| P Addr ess +---->| [
bi ndi ng | e +
+----3 Logi cal Interface [

Logical to +----3 ( MN- HoA) [
Physi cal | S LR E R TR +
Interface +----> L2 | L2 | | L2 |
bi ndi ng [ (TREL) | (T F#2) | ... .. | (I F#n) |
Fomm - - - Fomm - - - + Fomm - - - +

| L1 | L1 | | L1 |

I I I I I

Homm e Homm e + Homm e +

Figure 3: General overview of |ogical interface

From the perspective of the IP stack and the applications, a Logica
interface is just another interface. |In fact, the Logical interface
is the only one visible to the I P and upper |ayers when enabled. A
host does not see any operational difference between a Logical and a
physical interface. As with physical interfaces, a Logical interface
is represented as a software object to which I P address configuration
is bound. However, the Logical interface has sone special properties
whi ch are essential for enabling inter-technol ogy handover and fl ow
mobility features. Followi ng are those properties:
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P1: The logical interface has a relation to a set of physica
interfaces (sub-interfaces) on the host that it is abstracting.
These sub-interfaces can be attached or detached fromthe Logica
Interface at any tinme. The sub-interfaces attached to a Logica
interface are not visible to the I P and upper | ayers.

P2: The logical Interface may either use a virtual interface
identfier idependent of the interface identfiers of its sub-
interfaces, or it may use the link-layer identifier fromone of
its sub-interfaces.

P3: Logical Interface has the path awareness with respect to the
attached I P networks. For exanple, the logical interface my be
bound to two I P networks, CAFE::/64 and BABA::/64, each of these
prefi xes may have been hosted on access networks attached through
different sub-interfaces, W.AN and LTE. The logical interface has
the path awareness with respect to IP network to sub-interface

mappi ng.

P4: Logical Interface may be attached to nultiple access
technologies with different |link MU values. The adopted MIU
value for the logical interface nust be | owest MU val ue across
t hose access technol ogi es.

P5: The Send/ Receive functions of the Logical interface are napped
to the services exposed by the sub-interfaces. This mapping is
dynanmi ¢ and any change is not visible to the upper layers of the

| P stack.

P6: Logi cal interface adapts to the |link nodel underneath where the
packet is being transmtted. When transnitting a packet on a sub-
interface which is attached to a p2p link, the transm ssion
conforns to the p2p Iink nodel and when transmitting on a sub-
interface attached to a shared link, the transm ssion conforns to
the shared |ink nodel

P7: The Logical interface maintains IP flow information for each
of its sub-interfaces. A conceptual data structure can be

mai ntai ned for this purpose. The host may populate this

i nformati on based on tracking each of the sub-interface for the
active flows.

Configuration of a Logical Interface

A host may be statically configured with the |ogical interface
configuration, or an application such as a connection nanager on the
host may dynamically create it. Furthernore, the set of sub-
interfaces that are part of a logical interface construct nmay be a
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fixed set, or may be kept dynamic, with the sub-interfaces getting
added or del eted as needed. The specifics on how a host creates a

| ogical interface, or how it decides to add or delete a sub-interface
to a logical interface is out side the scope of this docunent.

6.2. MIU consi derations

The link MIU (maxi mumtransni ssion unit) value configured on a

| ogi cal interface should be the | owest of the MIU val ues supported
across any of the physical interfaces that are part of that |ogica
interface construct. The MU val ue should be configured as part of
the logical interface creation on the host.

Furt hermore, this value nust be updated any time there is a change to
the | ogical interface construct, such as when interfaces are added or
deleted fromthe logical interface setup. Any tinme there is an

i nter-technol ogy handover between two access technol ogies, the
applications on the host bound to the I P address configuration on the
| ogical interface will not detect the change and will continue to use
the MIU val ue of the logical interface for the outbound packets,
which is never greater than the MIU val ue on that supported access
networ k. However, the access network may continue to deliver the
packets conforming to the MIU val ue supported on that access
technol ogy and the logical interface should be able to receive those
packets fromthe physical interface attached to that network.

6.3. Supported Link nmodels for a |ogical interface

The sub-interfaces of a |ogical interface can be bound to a point-to-
point or a shared Iink (Exanple: LTE and WLAN). The | ogica

interface appears as a shared-link to the applications, and adapts to
the Iink nodel of the sub-interface for packet comunication. For
exanpl e, when transmtting a packet on a sub-interface which is
attached to a p2p link, the transnission conforns to the p2p link
nmodel and when transmitting on a sub-interface attached to a shared
link, the transm ssion conforns to the shared |ink nodel.

Based on the link to which the sub-interface is attached to, the

| ayer-2 resolutions may or may not be needed. |If the interface is
bound to a P2P link with PPP running, there will not be any I|ink-

| ayer resolutions in the formof ARP/ND nessages. However, if the
interface is bound to a shared Iink such as Ethernet, there will be
ND resolutions. The logical interface inplenentation has to maintain
the required link nodel and the associated state for each sub-

i nterface.
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6. 4.

6

Li nk-1ayer ldentifier of a Logical Interface

The |l ogical Interface may or may not use the link-layer identifier
fromone of its sub-interfaces. Follow ng are the considerations.

(0]

5.

In access architectures where it is possible to adopt a virtua
link-layer identfier and use it for |ayer-2 comrunications in any
of the access networks, a virtual identifier (VLL-1d) may be used.
The specifics on how that identifier is chosen is out side the
scope of this docunent. This identifier may be used for all |ink-
| ayer conmunications. This identifier may al so be used for
generating |1 Pv6 global or link-local addresses on that interface.

In access architectures, where the link-layer identifier is
associated with a specific access technology, it will not be
possible for the logical interface to adopt a virtual identifier
and it use it across different access networks. |n such networks,
the logical interface nmust adopt the identifier of the respective
sub-interface through which a packet is being transnitted.

ND Consi derations for Logical Interface

The followi ng are the Nei ghbor Discovery rel ated considerations for
the logical interface.

0

Any Nei ghbor Di scovery nmessages, such as Router Solicitation

Nei ghbor Solicitation nmessages that the host sends to a mnulticast
destination address of |link-local scope such as, all-nodes, all-
routers, solicited-node nulticast group addresses, using either an
unspecified (::) source address, or a link-local address
configured on the logical interface will be replicated and
forwarded on each of the sub-interfaces under that |ogica
interface. However, if the destination address is a unicast
address and if that target is known to exist on a specific sub-
interface, the nessage will be forwarded only on that specific
sub-interface.

Any Nei ghbor Di scovery messages, such as Router Advertisenent,
that the host receives fromany of its sub-interfaces, will be
associated with the logical interface, i.e., in sone

i npl ementations the nessage will appear on the input interface of
the logical interface.

When using Statel ess Address Autoconfigurai on [ RFC4862] for
generating | Pv6 address configuration on the |ogical interface,
the host may use any of the I Pv6 prefixes receieved fromthe
Rout er Advertisenent nessages that it received fromany of its
sub-interfaces.
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6

6

0 The response to a Nei ghbor D scovery nessage received for a
uni cast, link-specific nulticast group address, will be sent on
the sane sub-interface path where the packet was received.

0 \When using DHCPv4 for obtaining address configuration for the
| ogical interface, the value in the chaddr field in the DHCP

messages will be based on the link-layer identfier scheme chosen
by the | ogical interface.

Logi cal Interface Forwardi ng Conceptual Data Structures

The LIF should maintain the LIF and FLONtabl e data structures
depicted in Figure 4

LI F TABLE FLOW t abl e

PIF_ID | FLOW RoutingPolicies
Honme Network Prefix
Li nk Layer Address
St at us

| FLOWID| PIF.ID |

| FLOWID| PIF.ID |

+ +
I I
I I
| |
I I
- |
| PIF_ID | FLOW RoutingPolicies

| Home Network Prefix

| Li nk Layer Address

| St at us |
+ +
I I
+ +

Figure 4

The LIF table nmaintains the nmappi ng between the LIF and each PIF
associated to the LIF (see P3). For each PIF entry the table should
store the associated Routing Policies, the Hone Network Prefix

recei ved during the SLAAC procedure, the configured Link Layer
Address (as described above) and the Status of the PIF (e.g. active,
not active).

The met hod by which the Routing Policies are configured in the UE is
out of scope of this docunent. It is however assumed that this
method is in place and that these policies are configured in the LIF
TABLE.

The FLOWtable allows a LIF to properly route each IP flowto the
right interface (see P6). The LIF can identify flows arriving on its
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PIFs and can nap them accordingly for transnmitting the correspondi ng
packets. For locally generated traffic (e.g. unidirectional outgoing
flows, nobile initiated traffic, etc.), the LIF should perform
interface sel ection based on the Fl ow Routing Policies. 1n case
traffic of an existing flowis suddenly received fromthe network on
a different PIF than the one locally stored, the LIF should interpret
the event as an explicit flow mobility trigger fromthe network and
it should update the PIF_ID paraneter in the FLONtable. Simlarly,
| ocally generated events fromthe PIFs or configuration updates to
the local policy rules can cause updates to the table and hence
trigger flow nobility.
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7. Logical Interface Use-cases in Proxy Mbile | Pv6

This section explains how the Logical interface support on the nobile
node can be used for enabling sone of the Proxy Mobile |IPv6 protocol
features.

7.1. Miltihom ng Support

A nobile node with nultiple interfaces can attach sinmultaneously to
the Proxy Mobile IPv6 domain. Each of the attachnent |inks are
assigned a unique set of IPv6 prefixes. |If the host is configured to
use Logical interface over the physical interface through which it is
attached, following are the rel ated consi derati ons.

LMA' s Bi nding Tabl e

+ +
+--- -+ | HNP MN-1D  CoA ATT LL-1D |
| LMA | + +
+----+ | HNP-1 MN\-1 PCoA-1 5 777 |
[ 1\ | HNP-2 MN-1 PCoA-2 4 7227 |
SRR A A +
( 11 \\ )
( 11 \\ )
Fo--- - N \VWeeme - - +
11 \\
PCoA-1 // \\' PCoA-2
+----+ +----+
(WLAN) | MAGL| | MAG2| (W MAX)
+----+ +----+
\ /
\ /
HNP- 1 \ /' HNP-2
\ /
\ /
Fom e e + F--mm - +
| if_ 1 | ] if_2 |
| (WAN) | | (W MNAX) |
Fom e - [T S +
Logi cal [
(LL-1D: Zz2Z) | I nterface | HNP-1::2zzz/128
R T | HNP-2::2zzz/128
I MN I
) +

Figure 5: Miltihom ng Support
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o0 The nobile node detects the advertised prefixes fromthe MAGL and
MAG2 as the on link prefixes on the link to which the Logica
interface is attached.

o The nobile node can generate address configuration using stateless
auto configuration node fromany of those prefixes.

o The applications can be bound to any of the addresses bound to the
Logical interface and that is determ ned based on the source
address sel ection rules.

0 The host has path awareness for the hosted prefixes based on the
recei ved Router Advertisenent nessages. Any packets with source
address generated using HNP_1 will be routed through the interface
if_1 and for packets using source address fromHNP_2 will be
routed through the interface if_2.

7.2. Inter-Technol ogy Handoff Support

The Proxy Mobile 1 Pv6 protocol enables a nobile node with nultiple
network interfaces to nove between access technol ogi es, but stil
retaining the sane address configuration on its attached interface.
The protocol enables a nobile node to achieve address continuity
during handoffs. |If the host is configured to use Logical interface
over the physical interface through which it is attached, follow ng
are the rel ated consi derations.
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LMA' s Bi ndi ng Tabl e

+ +
oot | HNP  MN\-ID CoA ATT LL-ID |
| LMA | + +
+----+ | HWP-1 M1 PCoA-1 5 777 |
[1\\ (pCoA-2) (4) <-change
Fommemee- R A +
( 11 \\ )
( 11 \\ )
+o----- N R +
11 \\
PCoA-1 // \\ PCoA- 2
oot oot
(WLAN) | MAGL| | MAG2| (W MAX)
+----+ +----+
\ /
\ Handoff /
\ ----> [ HNP-1
\ /
\ /
Fom e - L S +
if_1 | | if_2 |
| (WLAN) || (W MAX) |
N N IR +
Logi cal [
(LL-1D: zz7) | Interface | HNP-1::2zzz/128
S |
I MN I
S +

Figure 6: Inter-Technol ogy Handoff Support

When the nobil e node perfornms an handoff between if_1 and if_2,
the change will not be visible to the applications of the nobile
node. It will continue to receive Router Advertisenents fromthe
network, but froma different sub-interface path.

The protocol signaling between the network elements will ensure
the local nobility anchor will switch the forwarding for the
advertised prefix set fromMAGL to MAR2

The MAG will host the prefix on the attached |ink and will
i nclude the home network prefixes in the Router Advertisenents
that it sends on the |ink
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7.3. Flow Mbility Support

For supporting flow nmobility support, there is a need to support
vertical handoff scenarios such as transferring a subset of
prefix(es) (hence the flows associated to it/them) fromone interface
to another. The nobile node can support this scenario by using the
Logi cal interface support. This scenario is sinmlar to the Inter-
technol ogy handoff scenario defined in Section 7.2, only a subset of
the prefixes are nmoved between interfaces.

Additionally, IP flow nobility in general initiates when the LMA
decides to nove a particular flow fromits default path to a
different one. The LMA can decide on which is the best MAG that
shoul d be used to forward a particular flow when the flowis
initiated e.g. based on application policy profiles) and/or during
the lifetinme of the flow upon receiving a network-based or a nobile-
based trigger.

As an exanpl e of nobil e-based triggers, the LMA could receive input
(e.g.by means of a layer 2.5 function via L3 signaling [RFC5677])
fromthe MN detecting changes in the nobile wirel ess environnent
(e.g. weak radio signal, new network detected, etc.). Upon receiving
these triggers, the LMA can initiate the flow nobility procedures
For instance, when the nobile node only supports single-radio
operation (i.e. one radio transmitting at a tine), only sequentia
(i.e. not sinultaneous) attachnent to different MAGs over different
media is possible. In this case layer 2.5 signaling can be used to
performthe inter-access technol ogy handover and comrunicate to the
LMA the desired target access technology, MN-1D, Flow ID and prefix.
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8. | ANA Consi derati ons

This specification does not require any | ANA Acti ons.
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9. Security Considerations

This specification explains the operational details of Logica
interface on an I P host. The Logical Interface inplenentation on the

host is not visible to the network and does not require any speci al
security considerations.
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