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Abstract

This docunent defines a YANG data nodel for configuration of IP
addresses on network interfaces.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 21, 2011
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunment defines a YANG [ RFC6020] data nodel for configuration
of | P addresses on network interfaces.

| What is the proper scope of this docunent? |IP addresses only, or |
| I'P configuration in general? [

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14, [RFC2119].
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2. | P Data Mdel

The modul e "ietf-ip" augnents the "interface" list defined in the
"ietf-interfaces" nodule [I-D.ietf-netnod-interfaces-cfg] with the
fol | owi ng nodes:

+--rwif:interfaces
+-rwif:interface [nane]

+-rwipvéd

| +--rw address [ip]

| +-rwip i net:ipv4-address

| +--rw prefix-1ength? ui nt8

+--rwipv6é

+--rw address [ip]

+-rwip i net:ipv6-address
+--rw prefix-1ength? uint8

The data nodel defines two containers, "ipv4" and "ipv6",

representing the IPv4 and 1 Pv6 address fanmilies. |n each container,
there is a list of manually configured addresses.

Bj or kl und Expi res Novenber 21, 2011 [ Page 4]



Internet-Draft YANG | P Confi guration May 2011

3. | P Address YANG Modul e

RFC Ed.: update the date below with the date of RFC publication and
remove this note.

<CODE BEG@ NS> file "ietf-ip@011-05-20.yang"

modul e ietf-ip {

nanmespace
prefix ip;

urn:ietf:parans: xm:ns:yang:ietf-ip";

inmport ietf-interfaces {
prefix if;

} o

inmport ietf-inet-types {
prefix inet;

}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/ >
WG List: <mailto:netnod@etf.org>

WG Chair: David Kessens
<mai | t o: davi d. kessens@sn. con®

WG Chai r: Juergen Schoenwael der
<mai |t 0: . schoenwael der @ acobs- uni versity. de>

Edi t or: Martin Bjorkl und
<mailto: nbj @ail-f.conm";

description
"This nodul e contains a collection of YANG definitions for
configuring I P addresses on network interfaces.

Copyright (c) 2011 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary fornms, with or

wi t hout nodification, is pernmtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).
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This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

/1l RFC Ed.: replace XXXX with actual RFC nunber and renove this
/1 note.

/'l RFC Ed.: update the date below with the date of RFC publication
/'l and renove this note
revision 2011-05-20 {
description
"Initial revision.";
reference
"RFC XXXX: A YANG Data Model for |IP Configuration";
}

augrment "/if:interfaces/if:interface" {
container ipvéd {
description
"Paraneters for the IPv4 address famliy.";
list address {
key "ip";
description
"The list of manually configured | Pv4 addresses
on the interface.";

leaf ip {
type inet:ipv4-address;

| eaf prefix-length {
type uint8 {
range "0..32";
}
}
}
}

cont ai ner ipv6 {
description
"Parameters for the I1Pv6 address famliy."
list address {
key "ip";
description
"The list of manually configured | Pv6 addresses
on the interface.";

leaf ip {
type inet:ipv6-address;

}
| eaf prefix-length {
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type uint8 {
range "0..128";
}
}
}
}
}
}
<CODE ENDS>
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4. | ANA Consi derations
This docunment registers a URl in the | ETF XM registry [ RFC3688].
Following the format in RFC 3688, the following registration is
requested to be nmde.
URI: urn:ietf:parans:xm:ns:yang:ietf-ip
Regi strant Contact: The NETMOD WG of the | ETF.
XM.: NA, the requested URI is an XM. nanespace.

Thi s docunent registers a YANG nodul e in the YANG Modul e Nanes
registry [ RFC6020] .

nane: ietf-ip

nanespace: urn:ietf:paranms: xm:ns:yang:ietf-ip
prefix: ip

r ef erence: RFC XXXX
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5. Security Considerations

The YANG nodul e defined in this nmeno is designed to be accessed via
the NETCONF protocol [I-D.ietf-netconf-4741bis]. The |owest NETCONF
| ayer is the secure transport |ayer and the nmandatory-to-inpl enent
secure transport is SSH[I-D.ietf-netconf-rfc4742bis].

There are a nunber of data nodes defined in the YANG nodul e which are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in sonme network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

<list subtrees and data nodes and state why they are sensitive>
Some of the readable data nodes in the YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
i mportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

<list subtrees and data nodes and state why they are sensitive>
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Appendi x A. Exanpl e: NETCONF <get-config> reply

This section gives an exanple of a reply to the NETCOVF <get > request
for a device that inplenents the exanpl e data nodel s above.

<rpc-reply
xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0"
message-i d="101">
<dat a>
<interfaces
xm ns="urn:ietf:parans: xm:ns:yang:ietf-interfaces">
nterface>
<nane>et h0</ name>
<t ype>et her net Csmacd</ t ype>
<l ocati on>0</1 ocati on>
<if-index>2</if-index>
<i pv4 xm ns="urn:ietf:parans: xm:ns:yang:ietf-ip">
<addr ess>
<i p>192.0. 2. 1</i p>
<prefix-1engt h>24</ prefix-Iengt h>
</ addr ess>
</ipva>
</interface>
</interfaces>
</ dat a>
</rpc-reply>

<
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