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Abstract

Thi s docunent contains a specification of two YANG nodul es t hat
together provide a data nodel for essential configuration of a
routing subsystem It is expected that this nodule will serve as a
basis for further devel opnent of data nodels for individual routing
protocol s and other related functions. The present data node
defines the building blocks for such configurations - routing
processes, routes and routing tables, routing protocol instances and
route filters.
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1. Introduction

Thi s docunment contains an initial specification of two YANG nodul es,
"ietf-routing" and "ietf-ipv4-unicast-routing", that together define
the so-called core routing data nodel. This data nodel will serve as
a basis for the devel opment of data nodels for nore sophisticated
routing configurations. Wile these two nodul es can be directly used
for sinple IPv4d-only devices with static routing, their main purpose
is to provide basic building blocks for nore conplicated setups

i nvol ving other address fam lies such as I Pv6, nultiple routing
protocol s, and advanced functions, for exanple route filtering and
policy routing. To this end, it is expected that this nodule will be
augrment ed by numerous nodul es devel oped by other | ETF worki ng groups.
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2

.1

Term nol ogy and Not ati on

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [ RFC2119].

The following terns are defined in [ RFC4741]:

o client

0 nessage

0 operation

o server

The following terns are defined in [ RFC6020]:

0 augnent

o configuration data

0 container

o data nodel

o data node

0 data type

o identity

0 mandatory node

o nodul e

0 operational state data

o prefix

0 RPC operation

d ossary of New Terns

0 active route: a route which is actually used for packet
forwarding. |If there are nultiple candidate routes with the sane

destination prefix, then it is up to the routing algorithmto
sel ect the active route.
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2.2. Prefixes in Data Node Nanes

In this docunment, nanmes of data nodes are used nostly w thout a
prefix, as long as it is clear fromthe context in which YANG nodul e
each nanme is defined. Oherw se, nanmes are prefixed with the
standard prefixes associated with YANG nodul es, as shown in Table 1.

Fomm e - - B s +
| Prefix | YANG nodul e | Reference |
Hom e e oo - o m e e e e e e e oo oo oo Fom e e o +
| eth | ex-ethernet | [YANGIF] |
I I I I
| if | ietf-interfaces | [YANGIF] |
I I I I
| inet | ietf-inet-types | [RFC6021] |
I I I I
| ip | ex-ip | [YANGIF] |
I I I I
| rip | example-rip | Appendix A |
I I I I
| rt | ietf-routing | Section 5 |
I I I I
| vaur | ietf-ipv4-unicast-routing | Section 6 |
I I I I
| yang | ietf-yang-types | [RFC6021] |
Fomm e - - B s +

Tabl e 1: Prefixes and correspondi ng YANG nodul es
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3. ojectives

The
f ol

(0]

Lhot ka

initial design of the core routing data nodel was driven by the
| owi ng mai n obj ecti ves:

The data nodel should be suitable for the cormmon address fanmilies,
in particular IPv4 and 1 Pv6, and for unicast and nulticast routing
as well as Miltiprotocol Label Swi tching (MPLS)

Sinple routing setups, such as static routing, should be
configurable in a sinple way, ideally w thout any need to devel op
addi ti onal YANG nodul es.

On the other hand, the core routing framework nust allow for
complicated setups involving multiple routing tables and nmultiple
routing protocols, as well as controlled redistributions of
routing information.

Devi ce vendors will want to map the data nodels built on this
generic framework to their proprietary data nodels and
configuration interfaces. Therefore, the framework shoul d be
flexible enough to facilitate such a mappi ng and acconmopdat e data
nodel s with different |ogic.
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4.

The Design of the Core Routing Data Mde

The core routing data nodel consists of two YANG nodul es. The first
nmodul e, "ietf-routing"”, is rather mniml and provides only a top-

| evel container ("routing") and a list of routing processes. Each
routing process represents an instance of a (virtual) router with a
separate forwarding table (FIB, forwarding infornmation base). For a
gi ven address famly, specified by an Address Fam ly Identifier (AFI)
[ ANA- AFlI'] and Subsequent Address Fanmily ldentifier (SAFI)

[ ANA- SAFI], several independent routing processes may be confi gured.

The second YANG nodul e, "ietf-ipv4-unicast-routing", provides a data
nodel i ng framework for | Pv4 unicast routing with several essential
components: routes, routing tables, routing protocol instances, route
filters and RPC operations. The follow ng subsections provide
further details about these conponents.

By conbi ning the conponents in various ways, and possibly filling
themwi th appropriate contents defined in other nodul es, a broad
range of routing setups can be covered.
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Fomm e +
FI B
S +
AN
I
+-- -+
| Fl
+---+
AN
Hom e e oo - + [
| direct | +---+ S S + +---+ S S +
| routes [--->| F|--->| |<---1 Fl<--] |
Feommeme- + +---+ [ mai n [ +---+ | additional
| routing | | routing |
e + +---+ | tabl e | +---+ | tabl e |
| static |---> F|--->| |--=> Fl--->] |
| routes | +---+ S S + +---+ S S +
IEREEEEE + " | " |
I v I v
-+  H---+ -+  H---+
I FI1 | FI I FI1 | FI
+---+ -+ +---+ -+
AN AN
I I
I v I v
o + o +
| routing | | routing |
| protocol | | protocol |
S + S +

Figure 1. Exanple setup of the routing subsystem
Figure 1 shows an exanple of a nore conplicated setup

o0 Along with the nmain routing table, which nust always be present,
an additional routing table is defined.

o Each routing protocol instance, including the "static" and
"direct" pseudo-protocol instances, is connected to exactly one
routing table with which it can exchange routes (in both
directions, except for the "static" and "direct" pseudo-
protocol s).

0 Routing tables may al so be connected to each other and exchange
routes in one or both directions.

o0 The forwarding information base (FIB) is a special routing table

whi ch nust al ways be present. Typically, the FIB receives the
active routes fromthe main routing table and the operating system
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kernel uses this information for packet forwarding.

0 Route exchanges along all connections may be controll ed by means
of route filters, denoted by "F' in the figure.

4.1. Route
Routes are basic units of information in a routing system The

"ietf-ipv4-unicast-routing” nodule defines only the follow ng m ninal
set of route attributes:

0 destination-prefix - IP prefix specifying the set of destination
addresses for which the route nmay be used. This attribute is
mandat ory.

0 next-hop - I P address of the adjacent router or host to which

packets with destinati on addresses bel onging to destination-prefix
shoul d be sent.

0 outgoing-interface - network interface that should be used for
sendi ng packets with destination addresses belonging to
destination-prefix.

The above list of route attributes is sufficient for a sinple static
routing configuration. It is expected that future nodul es defining
routing protocols will add other route attributes such as nmetrics or
pr ef er ences.

Routes and their attributes are used in both configuration data, for
exanpl e as manual |y configured static routes, as well as in
operational state data, for exanple as entries in routing tables.

4.2. Routing Tables

Routing tables are lists of routes conplenented with adninistrative
data, nanely:

0 source-protocol - name of the routing protocol fromwhich the
route was originally obtained.

o last-nodified - date and tine of |ast nodification, or
installation, of the route.

In the core routing data nodel, the list of routes in routing tables
is represented as operational state data. Routing protoco
operations result in route additions, renovals and nodifications.
This also includes nanipulations via the "static" pseudo-protocol
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The "ietf-ipv4-unicast-routing” nodule requires that at |east the
followi ng two routing tables MJST be configured for each routing
process:

0 The "ipv4-unicast-fib" table is the forwarding infornation base
used by the operating systemkernel for forwarding |Pv4 unicast
dat agr ans.

o The "ipv4-unicast-main" table is the main routing table. By
default, all IPv4 unicast routing protocols exchange routes with
this table, and active routes fromthe "ipv4-unicast-nain" routing
table are installed in the "ipv4-unicast-fib" table and used for
packet forwarding.

Addi tional routing tables MAY be confi gured.

Every routing table MAY serve as a source of routes for other routing
tables. To achieve this, one or nore recipient routing tables MAY be
specified in the configuration of the source routing table. In
addition, a route filter may be configured for each recipient routing
tabl e, which selects and/or mani pul ates the routes that are passed on
bet ween the source and recipient routing table.

4.3. Routing Protocol |nstances

The "ietf-ipv4-unicast-routing" nodul e provides an open-ended
framework for defining rmultiple routing protocol instances. Each of
themis identified by a nane, which is unique within a routing
process, and MJST be assigned a type froma sel ecti on which includes
all routing protocol types supported by the server, such as RI P, OSPF
or BGP.

Each routing protocol instance is connected to exactly one routing
table. By default, every routing protocol instance is connected to
the main routing table, but any routing protocol instance can be
configured to use a different routing table, provided such an extra
tabl e i s configured.

Routes | earned fromthe network by a routing protocol instance are
passed to the connected routing table and vice versa - routes
appearing in a routing table are passed to all routing protoco
connected to the table and advertised by that protocol to the

net wor k.

Two i ndependent route filters (see Section 4.4) may be defined for a
routing protocol instance to control the exchange of routes in both
directions between the routing protocol instance and the connected
routing table:
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o inport filter controls which routes are passed froma routing
protocol instance to the routing table,

o export filter controls which routes the routing protocol instance
may receive fromthe connected routing table.

Note that, for historical reasons, the ternms inport and export are
used fromthe viewpoint of a routing table.

The "ietf-ipv4-unicast-routing"” nodule defines two special routing
protocols - "direct" and "static". Both are in fact pseudo-
protocols, which neans that they are confined to the | ocal device and
do not exchange any routing information with neighboring routers.
Routes fromboth "direct" and "static" protocol instances are passed
to the connected routing table (subject to route filters, if any),

but an exchange in the opposite direction is not allowed.

Every routing process MJIST contain exactly one instance of the
"direct" pseudo-protocol. It is the source of routes to directly
connected networks (so-called direct routes). Such routes are
supplied by the operating system kernel based on the detected and
configured network interfaces, and they usually appear in the main
routing table. However, using the franework defined in this
docunent, the target routing table for direct routes can be changed
by connecting the "direct" protocol instance to a non-default routing
table, and the direct routes can also be filtered before they appear
in the routing table.

The "static" routing pseudo-protocol allows for specifying routes
manually. It can be configured in zero or nore instances, although
typically one instance suffices.

4.3.1. Defining New Routing Protocols

It is expected that future YANG nodules will create data nodels for
additional routing protocol types. |In order to do so, the new nodul e
has to define the protocol-specific information and fit it to the
core routing framework in the foll ow ng way:

0 Anewidentity MJST be defined for the routing protocol and its
base identity set to "rt:routing-protocol", or to an identity
derived from"rt:routing-protocol"

0 Additional route attributes MAY be defined. Their definitions
have to be inserted as operational state data by augnmenting the
definition of "vdur:route" inside "v4ur:routing-table".
Naturally, route attributes (including the extra attributes) nmay
be used in configuration data, too, as denonstrated by the
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"static" pseudo-protocol

0 The recomended way of defining configuration data specific to the

new protocol is to augnment the "routing-protocol -instance" |ist
entry with a contai ner that encapsul ates the configuration
hi erarchy of the new protocol. The "augnent" statenent SHOULD be

made conditional by using a "when" substatenent requiring that the
new nodes be used only if the "type" |leaf node is equal to the new
protocol’s identity.

The above steps are inplenented by the exanpl e YANG nodul e for the
RI P routing protocol in Appendix A First, the nodule defines a new
identity for the RIP protocol

identity rip {
base rt:routing-protocol
description "ldentity for the RIP routing protocol.";

}

Second, new route attributes specific for the RIP protocol ("netric"
and "tag") are added:

augrment "/rt:routing/rt:routing-process/v4ur:ipv4-unicast-routing/"
+ "vdur:routing-tabl es/v4ur:routing-table/"
+ "vdur:routes/vdur:route" {
when "../../../../v4ur:routing-protocol-instances/"
+ "vdur:routing-protocol -instance[rt: name="
+ "current()/vdur:source-protocol]/v4ur:type="rip:rip "
description
"Rl P-specific route conponents.";
leaf metric { ... }
leaf tag { ... }

The "when" statenment is used to nake sure that the new route
attributes are only valid when the source protocol is R P.

Finally, RIP-specific configuration data are integrated into the
"vd4ur:routing-protocol -instance” node by using the follow ng
"augnent" statement, which applies only to routing protocol instances
whose type is "rip:rip", and which is a part of a routing process
whose address family is "ipV4" and subsequent address family
identifier is "nlri-unicast":
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augrment "/rt:routing/rt:routing-process/vaur:ipv4-unicast-routing/"
+ "vdur:routing-protocol -instances/"
+ "vdur:routing-protocol -instance" {

when "vdur:type = 'rip:rip’ and ../../../rt:address-famly = "ipv4 "
+ " and ../../../safi = "'nlri-unicast’"

contai ner rip-configuration {

}

}
4.4, Route Filters

The "ietf-ipv4-unicast-routing"” nodul e provides a skeleton for
defining route filters that can be used to restrict the set of routes
bei ng exchanged between a routing protocol instance and a routing
table, or between a source and a recipient routing table. Route
filters may al so mani pul ate routes, i.e., add, delete, or nodify
their properties.

By itself, the route filtering franework defined in the "ietf-ipv4-
uni cast-routing” nodule allows to establish only the two extrene
routing policies in which either all routes are allowed or all routes
are denied. It is expected that a real route filtering franmework (or
several alternative frameworks) will be devel oped separately.

Each route filter is identified by a nane which is unique within a
routing process. Its type MIST be specified by the "type" identity
reference - this opens the space for nultiple route filtering
framework inplenentations. The default value for route filter type
is the identity "deny-all-route-filter" defined in the "ietf-routing"
nodul e, which represents the "deny all" route filtering policy.

4.5. RPC Operations
The "ietf-ipv4-unicast-routing-nodul e" defines two RPC operations:

0 "delete-route" operations allows the client to imrediately del ete
specific route(s) froma routing table within a routing process.
The first input parameter of this operation is the nane of the
routing process, the second paraneter is the routing table to act
upon, and the third (optional) paraneter is the "route" container
with zero or nore of the following route attributes: "destination-

prefix", "next-hop" and "outgoing-interface". Al routes that
mat ch these attributes MJUST be deleted fromthe selected routing
table. If the "route" container is mssing or enpty, all routes

fromthe selected routing table MJUST be del et ed.
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"get-route" is used for querying the forwardi ng i nformation base
of a routing process. The first input paraneter is the nane of a
routing process whose FIB is to be queried, and the second
paraneter is an | Pv4d destination address. The server replies with
an active route which is used for forwardi ng datagrans to the
destination address within the selected routing process.
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5. Routing YANG Modul e
<CODE BEG@ NS> file "ietf-routi ng@011-04-27.yang"

nmodul e ietf-routing {
nanespace "urn:ietf:parans:xm:ns:yang:ietf-routing"
prefix rt;

organi zati on

"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;
cont act

"WG Web: <http://tools.ietf.org/ wy/ netnod/ >

WG List: <mailto:netnod@etf.org>

WG Chair: David Kessens
<muai | t 0: davi d. kessens@sn. con»

WG Chai r: Juergen Schoenwael der
<mai | t0: ] . schoenwael der @ acobs- uni versity. de>

Edi t or: Ladi sl av Lhot ka
<mai | t o: | hot ka@esnet. cz>";
description
"This nodul e contains YANG definitions for top-level containers
for the configuration of routing together with several type
definitions and identities.";

revision 2011-04-27 {
description
“Initial revision.";
ref erence
"RFC XXXX: A YANG Data Mddel for Routing Configuration";
}

/* ldentities */

identity routing-protocol {
description
"Base identity fromwhich routing protocol identities are
derived.";

}

identity direct {
base routing- protocol
description
"ldentity for the pseudo-protocol providing routes to directly
connected networks. An inplenentation MUST preconfigure
exactly one instance of this pseudo-protocol for each routing
process."; }
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identity static {
base routing- protocol
description
"Identity for static routing pseudo-protocol."
}

identity route-filter {
description
"Base identity fromwhich all route filters are
derived.";

}

identity deny-all-route-filter {
base route-filter;
description
"This identity represents a route filter that blocks al
routes.”;

}
[* Type definitions */

typedef address-famly {
type enuneration {
enum "ot her" {
val ue 0;
description
"none of the foll ow ng"

enum "i pv4" {
val ue 1;
description
"I P Version 4";

}
enum "i pVve" {
val ue 2;
description
"I P Version 6";
}

enum "nsap" {
val ue 3;
description
" NSAP";

enum "hdl c" {
val ue 4;
description
"(8-bit multidrop)";
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enum "bbn1822" {
val ue 5;
description
"BBN Report 1822";

enum "al |1 802" {
val ue 6;
description
"(includes all 802 nedia plus Ethernet ’'canonica
format’)";

enum "el63" {
val ue 7;

enum "el64" {
val ue 8;
description
"(SMDS, FraneRelay, ATM";

enum "f 69" {
val ue 9;
description
"(Telex)";

enum "x121" {
val ue 10;
description
"(X. 25, Frane Relay)"
}

enum "i px" {
val ue 11;
description
"I PX (Internet Protocol Exchange)";
}

enum "appl eTal k" {
val ue 12;
description
"Appl e Tal k";

enum "decnet I V"' {
val ue 13;
description
"DEC Net Phase |IV";
}

enum "banyanVi nes" {
val ue 14;
description
"Banyan Vi nes";
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enum "el64w t hNsap" ({
val ue 15;
description
"(E. 164 with NSAP fornmat subaddress)"”;

enum "dns" {
val ue 16;
description
"(Domai n Nane System";

enum "di sti ngui shedNane" {
val ue 17;
description
"(Di stingui shed Nanme, per X 500)";
}

enum "asNunber" {
val ue 18;
description
"(16-bit quantity, per the AS number space)";
}

enum " xt pOver | Pv4" {
val ue 19;
description
"XTP over |P version 4";
}

enum " xt pOverl pv6" {
val ue 20;
description
"XTP over |P version 6";

}
enum " xt pNat i veModeXTP" {
val ue 21;
description
"XTP native node XTP";

}
enum "fi breChannel WAPN" {
val ue 22;
description
"Fi bre Channel Wrld-Wde Port Nane";
}

enum "fi breChannel WANN" {
val ue 23;
description
"Fi bre Channel Worl d-Wde Node Nane";

enum "gwi d" {
val ue 24;
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description
"Gateway ldentifier";

enum "afi" {
val ue 25;
description
"AFl for L2VPN';
}
}

description
"This typedef is a YANG enuneration of | ANA-regi stered
address famlies.";
ref erence
"http://ww.iana. org/assi gnnent s/ i anaaddr essfani | ynunbers-m b";
}

typedef subsequent-address-famly {
type enuneration {
enum "nlri-unicast" {
val ue 1;
description
"Network Layer Reachability Information used for
uni cast forwarding"
ref erence "RFC4760";
}
enum "nlri-nmulticast" {
val ue 2;
description
"Network Layer Reachability Information used for
mul ti cast forwarding";
ref erence "RFC4760";
}
enum "nlri-npls” {
val ue 4;
description
"Net wor k Layer Reachability Information (NLRI) with

MPLS Label s";
reference "RFC3107";
}
enum "ntast-vpn" {
val ue 5;
description
" MCAST- VPN";
reference "draft-ietf-13vpn-2547bi s-ntast-bgp-08"
}
enum "nl ri-dynam c-nms- pw' {
val ue 6;

st at us obsol et €;
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description
"Network Layer Reachability Information used for Dynamc
Pl acenent of Milti-Segment Pseudow res ( TEMPORARY -
Expi res 2008-08-23)";
reference "draft-ietf-pwe3-dynam c-ns-pw 13";
}
enum "tunnel -safi" {
val ue 64;
description
"Tunnel SAFI";
ref erence "draft-nal anade- kapoor -t unnel - safi - 05"
}
enum "vpl s" {
val ue 65;
description
"Virtual Private LAN Service (VPLS)";
reference "RFC4761, RFC6074";

}
enum "bgp-mdt" {
val ue 66;
description
"BGP MDT SAFI";
reference "RFC6037";
}
enum "bgp-4over 6" {
val ue 67;
description
"BGP 4over6 SAFI";
reference "RFC5747";
}
enum " bgp- 6over 4" {
val ue 68;
description
"BGP 6over4 SAFI";
ref erence "nmilto: cui yongé&t si nghua. edu. cn"

enum "| 1lvpn- aut o- di scovery" {
val ue 69;
description
"Layer-1 VPN aut o-di scovery infornmation"
reference "draft-ietf-I lvpn-bgp-auto-di scovery-05"
}
enum "npl s-vpn" {
val ue 128;
description
"MPLS- | abel ed VPN address”
reference "RFC4364";

}
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enum "nul ti cast - bgp-npl s-vpn" {
val ue 129;
description
"Mul ticast for BGP/MPLS I P Virtual Private Networks
(VPNs)";
ref erence
"draft-ietf-13vpn-2547bi s-ntast- 10,
draft-ietf-13vpn-2547bi s-nctast-10";
}
enum "route-target-constraints" {
val ue 132;
description
"Rout e Target constraints";
ref erence "RFC4684";
}
enum "i pv4-diss-flow' {
val ue 133;
description
"I Pv4 dissem nation of flow specification rules"
ref erence "RFC5575";
}
enum "vpnv4-di ss-flow' {
val ue 134;
description
"I Pv4 di ssem nation of flow specification rules"
ref erence "RFC5575";
}
enum "vpn-aut o-di scovery" {
val ue 140
description
"VPN aut o-di scovery";
reference "draft-ietf-13vpn-bgpvpn-auto-09"
}
}
description
"This typedef is a YANG enuneration of | ANA-regi stered
subsequent address families.";
reference "http://ww. iana. org/assi gnment s/ safi - namespace/"
+ "safi-namespace. xm";
}

typedef routing-process-ref {
type leafref {
path "/rt:routing/rt:routing-process/rt:nanme";
}

description

"This type is used for leafs that reference a routing
process.";
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}

/* Data nodes */

contai ner routing {
description
"Routing paraneters."
list routing-process {
key "nane";
description
"Each entry is a container for configuration and operationa
state data of a single (virtual) router for a given address
fam |y and subsequent address famly identifier (SAFl). Each
entry has a uni que nane.

The definitions of data for a particular address famly and
subsequent address fanmily shall be provided via augnentation
by ot her nodul es."”;
| eaf nane {
type string;
description
"The uni que nane of the routing process.";
}

| eaf address-famly {
type address-fanily;
default "ipv4";
description
"Address famly of the routing process.";

| eaf safi {
type subsequent - address-famly;
default "nlri-unicast";
description
"Subsequent address famly identifier of the routing
process.";

| eaf description {
type string;
description
"Textual description of the routing process.";
}

| eaf enabled {
type bool ean;
default "true";
description
"Enabl e or disable the routing process. The default val ue
is "true’, which neans that the process is enabled.";
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}
}
}

<CODE ENDS>
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6. [|Pv4 Unicast Routing YANG Mdul e
<CODE BEG NS> file "ietf-ipv4-unicast-routi ng@011-04-27.yang"

nmodul e ietf-ipv4-unicast-routing {
nanespace "urn:ietf:parans: xm :ns:yang:ietf-ipv4-unicast-routing”
prefix vdur;

inmport ietf-routing {
prefix rt;

} .

i mport ietf-yang-types {
prefix yang;

}

inmport ietf-inet-types {
prefix inet;

}

inmport ietf-interfaces {
prefix if;

}

or gani zati on

"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;
cont act

"WG Web: <http://tools.ietf.org/ wy/ netnod/>

WG List: <mailto:netnod@etf.org>

WG Chair: David Kessens
<mai | t o: davi d. kessens@sn. con®

WG Chai r: Juergen Schoenwael der
<mai |t 0: ] . schoenwael der @ acobs- uni versity. de>

Edi t or: Ladi sl av Lhot ka
<mai |l to: | hot ka@esnet. cz>";
description
"Thi s nodul e augnments the "ietf-routing” nodule with YANG
definitions for basic configuration of |Pv4 unicast routing.

It is imediately usable for a device that needs just a single
routing table populated with static routes.

On the other hand, the franework is designed to handl e
arbitrarily conplex configurations with any nunber of routing
tabl es and various routing protocols (in multiple instances).";

revision 2011-04-27 {

description
"Initial revision.";
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reference
"RFC XXXX: A YANG Data Model for Routing Configuration";
}

/* Groupings */
groupi ng routing-process-namne {

| eaf routing-process-nane {
type rt:routing-process-ref;

must "/rt:routing/rt:routing-process[rt:name = current()]"
+ "/rt:address-fanily = "ipVv4 and "
+ "/rt:routing/rt:routing-process[rt:name = current()]"
+ "/rt:safi = 'nlri-unicast’" {

description
"The referred routing process nust be |IPv4 unicast."
}

description "The nane of a routing process.";

}

description
"This grouping defines the first conmon parameter of both

RPC operations bel ow. ";

}
/* RPC operations */

rpc get-route {
description
"Query the forwardi ng i nformati on base of an | Pv4 uni cast
routing process whose nane is given as the first
paraneter. The second parameter is an | Pv4 destination
address. The server returns the route which is currently used
for forwarding datagrans to that destination address, or an
error nessage, if no such route exists.”
i nput {
uses routing-process-nane;
| eaf destination-address {
type inet:ipv4-address;
description
"Second paraneter - |Pv4 destination address.”
}

}
out put {
contai ner route {
description
"Contents of the reply.";
| eaf destination-prefix {
type inet:ipva-prefix;
mandat ory true
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description
"Destination prefix of the returned route.";

| eaf next-hop {
type inet:ipv4-address;
description
"Next hop address of the returned route."
}

| eaf outgoing-interface {
type if:interface-ref;
description
"Qutgoing interface of the returned route.";
}

}
}
}

rpc delete-route {
description

"Delete all routes that match the given attributes froma
routing table within a routing process.

Par anet ers:

1. routing process nane,

2. routing table nane,

3. Container 'route’ with route attributes

<ok> is returned by the server upon successful conpletion

i nput {
uses routing-process- nane;
| eaf routing-table {
type leafref {

path "/rt:routing/rt:routing-process[rt:name=current()/..

+ "routing-process-nane] /i pv4-uni cast-routing/"
+ "routing-tabl es/routing-tabl e/ nane";

mandat ory true
description
"First paraneter.";
}
contai ner route {
description
"Second paraneter. Al routes matching the route
attributes nust be deleted fromthe routing table.

If this container is enpty or missing, all routes

2011
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fromthe selected routing table are deleted.";
| eaf destination-prefix {
type inet:ipvé4-prefix;
description
"Match destination prefix."

| eaf next-hop {
type inet:ipv4-address;
description
"Match next hop.";

| eaf outgoing-interface {
type if:interface-ref;
description
"Match outgoing interface.";

/* Data nodes */

augrment "/rt:routing/rt:routing-process" {
when "afi="ipVv4 and safi="nlri-unicast’" {
description
"I Pv4 unicast.";
}

description
"Definitions of data nodes that augnent a routing process
for | Pv4d unicast.";
cont ai ner ipv4-unicast-routing {
description
"Cont ai ner for |IPv4 unicast routing configuration and
operational state data.";
cont ai ner routing-protocol -instances {
description
"Container for the list of configured routing protoco
i nstances. ";
list routing-protocol-instance {
key "nane";
description
"An instance of a routing protocol.";
contai ner static-routes {
when "../type="rt:static’ " {
description
"These data nodes are only valid for the static
pseudo- pr ot ocol . ";

2011
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}

description
"Configuration of a 'static’ pseudo-protocol
i nstance consists of a list of routes.”;
list static-route {
key "id";
or der ed- by user;
description
"An user-ordered list of static routes.”
leaf id {
type string;
description
"An identification string for the route.";

| eaf description {
type string;
description
"Textual description of the route."
}
| eaf destination-prefix {
type inet:ipvé4-prefix;
mandat ory true
description
"The destination prefix for which the route may
be used.";
}
| eaf next-hop {
type inet:ipv4-address;
description
"I Pv4 address of the host or router to which
packets whose address matches ’'destination-prefix’
are to be forwarded.";
}
| eaf outgoing-interface {
type if:interface-ref;
description
"Narme of the outgoing interface. This attribute
is minly used in direct routes."”

}
}
}

| eaf nane {
type string;
description
"The name of the routing protocol instance.”

| eaf description {
type string;
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Lhot ka

description
"Textual description of the routing protoco
i nstance.";

}
| eaf type {
type identityref {
base rt:routing-protocol
}
mandat ory true
description
"Type of the routing protocol - an identity derived
fromthe 'rt:routing-protocol’ base identity.";

| eaf routing-table {
type leafref {
path "../../../routing-tabl es/routing-tabl e/ nane";

default "ipv4-unicast-nain";
description
"The routing table to which the routing protoco
instance is connected. By default it is the
"ipv4-uni cast-nmain’ table."
}
| eaf inmport-filter {
type leafref {
path "../../../route-filters/route-filter/nanme";
}
description
"Reference to a route filter that is used for
filtering routes passed fromthis routing protoco
instance to the routing table specified by the
"routing-table sibling node. If this leaf is not
present, the behavior is protocol-specific, but
typically it neans that all routes are accepted.”;
}
| eaf export-filter {
type leafref {
path "../../../route-filters/route-filter/name";
}
description
"Reference to a route filter that is used for filtering
routes passed fromthe routing table specified by the
"routing-table’ sibling to this routing protoco
instance. If this leaf is not present, the behavior is
protocol -specific - typically it neans that all routes
are accepted, except for the "direct’ and 'static’
pseudo- prot ocol s which accept no routes from any
routing table.";
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}
}
}
container route-filters {
description
"Container for configured route filters.";
list route-filter {
key "nane";
description
"Route filters are used for filtering and/or manipul ating
routes that are passed between a routing protocol and a
routing table or vice versa, or between two routing

tables. It is expected that other nodul es augnent this
list with contents specific for a particular route
filter type.";
| eaf nane {
type string;

description
"The nane of the route filter."

| eaf description {
type string;
description
"Textual description of the route filter.";

}
| eaf type {
type identityref {
base rt:route-filter;

default "rt:deny-all-route-filter";

description
"Type of the route-filter - an identity derived
fromthe "rt:route-filter’ base identity. The default
val ue represents an all-blocking filter.";

}
}
}
contai ner routing-tables {
must “routing-tabl e/ name="i pv4-unicast-fib " {

description
"I Pv4 unicast forwarding infornation base.";
}

must "routing-tabl e/ name="i pv4-unicast-main " {
description
"The main | Pv4 unicast routing table.”
}

description
"Cont ai ner for configured routing tables.";
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list routing-table {
key "nane";
description
"Each entry represents a configured routing table. At
| east two entries with nanes 'ipv4-unicast-fib' and
"ipv4-uni cast-main’ nust exist.";
contai ner routes {
config fal se
description
"Current contents of the routing table. Note that
it is operational state data.";
list route {
description
"Arouting table entry.";
| eaf destination-prefix {
type inet:ipvéd-prefix;
description
"Destination prefix.";
}

| eaf next-hop {
type inet:ipv4-address;
description
"I Pv4 address of the next hop."

| eaf outgoing-interface {
type if:interface-ref;
description
"Nanme of the outgoing interface.";
}

| eaf source-protocol {
type leafref {
path "../../../../../routing-protocol-instances/"
+ "routing-protocol -instance/ nane";
}
description
"Protocol instance fromwhich the route cones.";
}

| eaf last-nodified {
type yang: dat e-and-ti ne;
description
"Time stanp of the last nodification of the
route. If the route was never nodified, it is the
time when the route was inserted to the routing
table.";
}
}

| eaf nane {
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type string;
description
"The name of the routing table.”
| eaf description {
type string;
description
"Textual description of the routing table.”
}
|ist recipient-routing-tables {
key "reci pi ent-nane";
description
"Alist of routing tables that receive routes from
the parent routing table.";
| eaf recipient-nane {
type leafref {
path "../../../routing-tabl e/ nane";
}
description
"The name of the recipient routing table.";
leaf filter {
type leafref {
path "../../../../route-filters/route-filter/name
}
description
"Aroute filter which is applied to the routes
passed on to the recipient routing table.";
}
}
}
}
}
}
}
<CCDE ENDS>
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7. | ANA Consi derati ons

Thi s docunment registers the follow ng two namespace URIs in the | ETF
XM registry [ RFC3688]:

URI: urn:ietf:parans:xm:ns:yang:ietf-routing
Regi strant Contact: The | ESG

XM.: NA, the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm :ns:yang:ietf-ipv4-unicast-routing
Regi strant Contact: The | ESG

XML: N A the requested URI is an XM. nanespace

This docunent registers two YANG nodul es in the YANG Mbdul e Nanes
registry [ RFC6020]:

nane: ietf-routing

nanespace: urn:ietf:params: xm:ns:yang:ietf-routing

prefix: rt

ref erence: RFC XXXX

nane: ietf-ipv4-unicast-routing

nanespace: urn:ietf:parans: xm :ns:yang:ietf-ipv4-unicast-routing
prefix: vaur

ref erence: RFC XXXX
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8. Security Considerations

TBD.
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Appendi x A.  Exanple - Adding a New Routing Protocol

Thi s appendi x denonstrates how the core routing data nodel can be
extended to support a new routing protocol. Appendix A 1l contains a
YANG nodul e which is used for this purpose. It is intended only as
an illustration and not as a real definition of a data nodel for the
RIP routing protocol. Also, for the sake of brevity, we do not
follow all the guidelines specified in [ RFC6087].

Appendi x A 2 then contains a conplete instance XML docunent - a reply
to the NETCONF <get> nessage froma server that uses the R P protoco
as well as static routing.

A.1. Exanple YANG Modul e for Routing I nformation Protoco

nmodul e exanple-rip {
nanespace "http://exanple.conlrip";

prefix rip;

inmport ietf-interfaces {
prefix if;

}

inmport ietf-routing {
prefix rt;

}

identity rip {
base rt:routing-protocol
description
"Identity for the RIP routing protocol.";

}

typedef rip-metric {
type uint8 {
range "0..16";
}
}

augrment "/rt:routing/rt:routing-protocol-instances/" +
"rt:routing-protocol -instance" {
when "rt:type="rip:rip "
contai ner rip-configuration {
container rip-interfaces {
list rip-interface {
key "nane";
| eaf nane {
type if:interface-ref;
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| eaf enabled {
type bool ean;
default "true";

| eaf nmetric {
type rip-metric;
default "1";

/* Additional per-interface RIP configuration */

}

| eaf update-interval {
type uint8 {
range "10..60";
}

units "seconds";
default "30";
description
"Time interval between periodic updates.”;

/* Additional RIP configuration */

}
}
augrment "/rt:routing/rt:routing-tables/rt:routing-table/rt:route" {
when "../../../rt:routing-protocol-instances/" +
"rt:routing-protocol -instance[rt: nane=" +
"current()/rt:source-protocol]/rt:type="rip:rip ";
description
"Rl P-specific route conponents.";
| eaf nmetric {
type rip-metric;
| eaf tag {
type uint 16;
default "0";
description
"This |l eaf may be used to carry additional info, e.g. AS
nunber.";
}
}

}
A 2. Sanple Reply to the NETCONF <get> Message
This section contains a sanple reply to the NETCONF <get> nessage,

whi ch could be sent by a server supporting (and advertizing in
<hell 0>) the foll owing YANG nodul es:
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o ietf-interfaces [ YANGIF],

0 ex-ethernet [YANGIF],

0 ex-ip [YANG I F],

o ietf-routing (Section 5),

o ietf-ipv4-unicast-routing (Section 6),

o exanple-rip (Appendix A 1).

We assune a sinple network setup as shown in Figure 2: routers "I SP"
and "A" use RIP for exchanging routing information whereas static
routing is used in the private network. In order to avoid the
redistribution of the routes to the private subnetworks

192.168. 1.0/ 24 and 192.168.2.0/24 in RIP, an export filter is used in

the RIP protocol configuration preventing the routes fromthe nain
routing table fromappearing in R P updates.

e e e e e oo - +
I I
| Router ISP |
I I
F F +
| 192.0.2.2

|
eth0| 192.0. 2.1

Fommamann Fommamenn +
I I
| Router A |
I I
Hom e e oo - Hom e e oo - +

| 192. 168. 1. 254

Fom e e e - - Fom e e e - - +
I I
| Router B |
I I
F F +
| 192.168.2.1
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Fi gure 2: Exanple network configuration

2011

Router "A" then could send the following XML docunent as its reply to
t he NETCONF <get > nessage:

<?xm version="1.0""?7>

<nc:rpc-reply
message-i d="101"

xm ns="urn:ietf:parans: xm :ns:yang:ietf-ipv4-unicast-routing"

xm ns: nc="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
xmns:if="urn:ietf:paranms: xnm :ns:yang:ietf-interfaces"
xm ns: eth="http://exanpl e.com et hernet"
xm ns:ip="http://exanple.conlip"”
xmns:rt="urn:ietf:paranms: xm : ns:yang:ietf-routing"
xm ns:rip="http://exanple.comrip">

<nc: dat a>
<if:interfaces>

<if:interface>

<i f: name>et hO</i f : nane>
<if:type>et hernet Csmacd</if:type>
<if:location>05:00.0</if:|ocation>
<ip:ip>
<i p: addr ess>
<ip:ip>192.0.2. 1</ip:ip>
<i p: prefix-1ength>24</ip: prefix-1ength>
</i p: addr ess>
<lip:ip>

</if:interface>
<if:interface>

<i f: name>et hl</if: name>
<i f:type>et hernet Csmacd</if:type>
<if:location>05:00.1</if:|ocation>
<ip:ip>
<i p: addr ess>
<ip:ip>192.168.1.1</ip:ip>
<i p: prefix-1ength>24</ip: prefix-1ength>
</i p: addr ess>
<lip:ip>

</if:interface>

</if:interfaces>
<rt:routing>

Lhot ka

<rt:routing-process>

<rt:name>i net-0</rt: name>
<rt:address-fam | y> pV4</rt:address-famly>
<rt:safi>nlri-unicast</rt:safi>
<i pv4-uni cast -routi ng>

<rout i ng- protocol -i nstances>
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<routi ng- protocol -i nstance>
<name>di r ect </ name>
<type>rt:direct</type>
</ routing-protocol -i nstance>
<routi ng-protocol -i nstance>
<nane>st 0</ name>
<descri pti on>
Static routing is used for the internal network.
</ descri ption>
<type>rt:static</type>
<static-routes>
<static-route>
<i d>i d- 6378</i d>
<destination-prefix>192. 168. 2. 0/ 24</ desti nati on-prefi x>
<next - hop>192. 168. 1. 254</ next - hop>
</static-route>
</static-routes>
</ routing-protocol -i nstance>
<routi ng-protocol -i nstance>
<nane>ri p0</ name>
<descri ption>
RIP is used on the uplink
Static routes to the internal networks are not
advertized in R P.
</ descri pti on>
<type>rip:rip</type>
<export-filter>deny-all</export-filter>
<rip:rip-configuration>
<rip:rip-interfaces>
<rip:rip-interface>
<ri p: nane>et hO</ri p: name>
</rip:rip-interface>
</rip:rip-interfaces>
</rip:rip-configuration>
</ routing-protocol -i nstance>
</routing-protocol -instances>
<route-filters>
<route-filter>
<name>deny- al | </ nane>
</route-filter>
</route-filters>
<routing-tabl es>
<routi ng-tabl e>
<name>i pv4- uni cast - fi b</ name>
<r out es>
<rout e>
<desti nation-prefix>192.0. 2. 1/ 24</desti nati on-prefi x>
<sour ce- prot ocol >di rect </ sour ce- prot ocol >
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<out goi ng-i nt erf ace>et h0O</ out goi ng-i nterface>
<| ast - nodi fi ed>2010- 04- 01T17: 11: 27+01: 00</ | ast - nodi fi ed>
</ rout e>
<r out e>
<desti nation-prefix>192. 168. 1. 0/ 24</ dest i nati on- prefi x>
<sour ce- prot ocol >di rect </ sour ce- pr ot ocol >
<out goi ng-i nterface>et hl</out goi ng-interface>
<| ast - nodi fi ed>2010- 04-01T17: 11: 27+01: 00</ | ast - nodi fi ed>
</ rout e>
<r out e>
<desti nation-prefix>192. 168. 2. 0/ 24</ dest i nati on- prefi x>
<sour ce- pr ot ocol >st 0</ sour ce- pr ot ocol >
<next - hop>192. 168. 1. 254</ next - hop>
<l ast - nodi fi ed>2010- 04- 01T17: 11: 32+01: 00</ | ast - nodi fi ed>
</ rout e>
<r out e>
<desti nation-prefix>0.0.0.0/0</destination-prefix>
<sour ce- prot ocol >ri pO</ sour ce- pr ot ocol >
<next - hop>192. 168. 1. 254</ next - hop>
<rip:metric>2</rip:netric>
<rip:tag>64500</rip:tag>
<l ast - nodi fi ed>2010- 04- 01T18: 02: 45+01: 00</ | ast - nodi fi ed>
</ rout e>
</rout es>
</routing-tabl e>
<routing-tabl e>
<name>i pv4- uni cast - mai n</ name>
<recipient-routing-tabl es>
<reci pi ent - name>i pv4-uni cast -fi b</reci pi ent - nane>
</ reci pient-routing-tabl es>
<r out es>
<r out e>
<destination-prefix>192.0. 2. 1/ 24</desti nati on-prefi x>
<sour ce- prot ocol >di r ect </ sour ce- pr ot ocol >
<out goi ng-i nterface>et hO</ out goi ng-i nterface>
<l ast-nodi fi ed>2010- 04-01T17: 11: 27+01: 00</ | ast - nodi fi ed>
</route>
<r out e>
<destination-prefix>192.168. 1. 0/ 24</ dest i nati on- prefi x>
<sour ce- prot ocol >di r ect </ sour ce- pr ot ocol >
<out goi ng-i nterface>et hl</outgoing-interface>
<l ast-nodi fi ed>2010- 04-01T17: 11: 27+01: 00</ | ast - nodi fi ed>
</route>
<r out e>
<destination-prefix>192. 168. 2. 0/ 24</ dest i nati on- prefi x>
<sour ce- pr ot ocol >st 0</ sour ce- pr ot ocol >
<next - hop>192. 168. 1. 254</ next - hop>
<l ast-nodi fi ed>2010- 04-01T17: 11: 32+01: 00</ | ast - nodi fi ed>
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</route>
<r out e>
<desti nation-prefix>0.0.0.0/0</destination-prefix>
<sour ce- prot ocol >ri pO</ sour ce- pr ot ocol >
<next - hop>192. 168. 1. 254</ next - hop>
<rip:metric>2</rip:netric>
<rip:tag>64500</rip:tag>
<l ast-nodi fi ed>2010- 04- 01T18: 02: 45+01: 00</ | ast - nodi fi ed>
</ rout e>
</rout es>
</routing-tabl e>
</routing-tabl es>
</i pv4-uni cast -routing>
</rt:routing-process>
</rt:routing>
</ nc: dat a>
</nc:rpc-reply>
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