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Abst r act

Thi s docunment defines a YANG data nodel for the configuration and
identification of the managenent system of a device.
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Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction
Thi s docunment defines a YANG [ RFC6020] data nodel for the
configuration and identification of the managenent system of a
devi ce.
Devi ces which are nanaged by NETCONF and perhaps ot her nechani sns
have conmon properties which need to be configured and nonitored in a
standard way.
The YANG nodul e defined in this docunment provides the follow ng
features
0 system adninistrative data configuration
0 systemidentification nonitoring
0 systemtine-of-day configuration and nonitoring
0 user authentication configuration
o local users configuration

1.1. Termnol ogy
The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, [RFC2119].

1.1 Terns

The following terms are used within this docunent:

(0]

system This termrefers to the enbodi nent of the entire set of
management interfaces that a single NETCONF server is supporting
at a given nmonment. The set of physical entities managed by a
singl e NETCONF server can be static or it can change dynam cally.
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2. bjectives
2.1. Systemldentification

There are many conmon properties used to identify devices, operating
systems, software versions, etc. that need to be supported in the
system data nodul e. These objects are defined as operational data
and intended to be specific to the device vendor.

Sone user-configurable adm nistrative strings are al so provi ded such
as the system |l ocation and description.

2.2. System Ti ne Managenent

The managenent of the date and time used by the system nust be
supported. Use of one or nore NTP servers to automatically set the
system date and tinme nust be possible. Utilization of the Tinezone
dat abase [I-D. | ear-iana-tinezone-dat abase] nust al so be support ed.

2.3. User Authentication

The aut hentication nechani sm nust support password aut hentication
over RADIUS, to support deploynent scenarios with centralized

aut hentication servers. Additionally, local users nust be supported,
for scenarios when no centralized authentication server exists, or
for situations where the centralized authentication server cannot be
reached fromthe device

Since the nandatory transport protocol for NETCONF is SSH
[I-D.ietf-netconf-rfc4742bis] the authentication nodel nust support
SSH s "publickey" and "password" authentication nmethods [ RFC4252].

The nmodel for authentication configuration should be flexible enough

to support authentication nethods defined by other standard docunents
or by vendors.
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3.

3.

3.

Syst em Dat a Mbdel

[FIXME: this section currently just tal ks about authentication. Add
description of the rest of the data nodel, |ike we do in snnp-cfg?
O herwi se, renanme this section to Authentication ...]

[FIXMVE: introduce a set of subnodules to allow for future
enhancenents of the system data nodel ?]

1. User Authentication Mdel

This docunent defines three authentication nmethods for use with
NETCONF:

0 publickey for local users over SSH
o password for local users over any transport
0 password for RADI US users over any transport

Addi tional nethods may be defined by other standard docunments or by
vendor s

Thi s docunment defines two optional YANG features, 'local-users’ and
"radius’, which the server advertises to indicate support for
configuring local users on the device, and for configuring RAD US
access, respectively.

The aut hentication paraneters defined in this docunent are primarily
used to configure authenticati on of NETCONF users, but MAY al so be
used by other interfaces, e.g., a Conmand Line Interface or a Wb-
based User Interface.

2. SSH Public Key Authentication

If the NETCONF server advertises the 'local-users’ feature,
configuration of local users and their SSH public keys is supported
in the /systenf authentication/user |ist.

Public key authentication is requested by the SSH client. The SSH
server | ooks up the user nane provided by the client in the /system
aut hentication/user list, and verifies the key as described in

[ RFC4253] .

If the "local-users’ feature is supported, then when a NETCONF cli ent
starts an SSH session towards the server, using the "publickey"

aut henti cation 'nmethod nane’ [RFC4252], the SSH server | ooks up the
user nane given in the SSH authentication request in the /system
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3.

3. 4.

3.

aut henti cati on/user |ist,
Local User Password Authentication

If the NETCONF server advertises the 'local-users’ feature,
configuration of |ocal users and their passwords is supported in the
/ systenif aut henti cation/user list.

For NETCONF transport protocols that support password authentication
the leaf-list "user-authentication-order’ is used to control if |oca
user password authentication should be used.

In SSH, password authentication is requested by the client. Oher
NETCONF transport protocols may al so support password aut hentication

When | ocal user password aut hentication is requested, the NETCONF
transport | ooks up the user name provided by the client in the
/ systenl authentication/user list, and verifies the password.

RADI US Password Aut hentication

If the NETCONF server advertises the 'radius’ feature, the device
supports user authentication RADI US

For NETCONF transport protocols that support password authentication
the leaf-list 'user-authentication-order’ is used to control if
RADI US password aut henticati on should be used.

In SSH, password authentication is requested by the client. Oher
NETCONF transport protocols may al so support password aut henti cation
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4. System YANG nodul e

RFC Ed.: update the date below with the date of RFC publication and
remove this note.

Thi s YANG nodul e inmports YANG extensions from... and references ...
[Editor’s Note: add proper references]

<CODE BEG@ NS> file "ietf-system@011-06-02. yang"

nmodul e ietf-system {
namespace "urn:ietf:paranms: xm :ns:yang:ietf-systent;
prefix "sys";

inmport ietf-inet-types {
prefix inet;
}

i mport ietf-netconf-acm {
prefix nacm
}

import ietf-yang-types {
prefix yang;

or gani zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"W Web: <http://tools.ietf.org/ wy/ netnod/>
W5 List: <mailto:netnod@etf.org>

WG Chair: David Kessens
<mui | t o: davi d. kessens@sn. con®

WG Chai r: Juergen Schoenwael der
<mai |t o:j . schoenwael der @ acobs- uni versity. de>

Edi t or: Andy Bi er man
<mai | t 0: andy. bi er man@r ocade. conp

Edi tor: Martin Bjorklund
<mailto:mbj @ail-f.com";

description

"This nodul e contains a collection of YANG definitions for the
configuration and identification of the nanagenent system of a
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devi ce.

Copyright (c) 2011 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

/1l RFC Ed.: replace XXXX with actual RFC nunber and renove this
/1 note.

/'l RFC Ed.: update the date below with the date of RFC publication
/1 and renpve this note
revision 2011-06-02 {
description
“Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for System Managenent";

}

/*
* Typedefs
*/

typedef crypt-hash {

type string {
pattern "$0$.* | $1|5|6%$[a-zA- Z0-9./]{2, 16} $. *"
}

description
"The crypt-hash type is used to store passwords using
a hash function. This type is inplemented in various UN X
systenms as the function crypt(3).

When a clear text value is set to a leaf of this type, the
server cal cul ates a password hash, and stores the result
in the datastore. Thus, the password is never stored in
clear text.

When a leaf of this type is read, the stored password hash is
returned.
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A value of this type matches one of the forns:

$0%$<cl ear text password>
$<i d>$<sal t >$<password hash>

The '$0$%’ prefix signals that the value is clear text. Wen
such a value is received by the server, a hash value is

cal cul ated, and the string ’$<id>$<salt>$" is prepended to the
result, where <salt> is a random 2-16 characters long salt
used to generate the digest. This value is stored in the
configuration data store

If a value starting with ’'$<id>$<salt>$" is received, the
server knows that the value already represents a hashed val ue,
and stores it as is in the data store.

When a server needs to verify a password given by a user, it
finds the stored password hash string for that user, extracts
the salt, and calculates the hash with the salt and given

password as input. |If the cal culated hash value is the same
as the stored value, the password given by the client is
correct.

This type defines the follow ng hash functions:
id | hash function | feature

1| M5 | crypt-hash-nmd5
5 | SHA-256 | crypt-hash-sha- 256
6 | SHA-512 | crypt-hash-sha-512

The server indicates support for the different hash functions
by advertising the corresponding feature."
reference
"W ki pedia: http://en.w ki pedi a. org/w ki/Crypt_(Unix)
RFC 1321: The MD5 Message-Digest Al gorithm
FI PS. 180- 3. 2008: Secure Hash Standard";

}

/*
* Features
* [

feature authentication {
description
"Indi cates that the device can be configured
to do authentication of users.";
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feature radius {
i f-feature authentication;
description
"Indi cates that the device can be
configured to act as a NAS and aut henticate users
wi th RADI US. ";
ref erence
"RFC 2865: Renote Authentication Dial In User Service (RADIUS)
RFC 5607: Renote Authentication Dial-In User Service (RADIUS)
Aut hori zation for Network Access Server (NAS)
Managenent " ;

}

feature | ocal -users {
i f-feature authentication;
description
"Indi cates that the device supports
| ocal user authentication.";

}

feature crypt-hash-nmd5 {
description
"Indi cates that the device supports the M5
hash function in 'crypt-hash’ val ues";
reference "RFC 1321: The MD5 Message-Di gest Al gorithni;

}

feature crypt-hash-sha-256 {
description
"Indi cates that the device supports the SHA- 256
hash function in ’crypt-hash’ val ues";
reference "FI PS. 180- 3. 2008: Secure Hash Standard"

}

feature crypt-hash-sha-512 {
description
"Indi cates that the device supports the SHA-512
hash function in ’crypt-hash’ val ues";
ref erence "FI PS. 180- 3. 2008: Secure Hash Standard”

}

feature ntp {
description
"Indi cates that the device can be configured
to use one or nore NTP servers to set the
systemdate and tine.";
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feature tz-database {
description
"Indicates that the local tinmezone on the device
can be configured to use the TZ dat abase
to set the tinezone and nanage daylight savings tine.";
reference
"TZ Database http://ww.tw nsun.conmtz/tz-1ink.htm
Mai nt ai ni ng the Ti nezone Dat abase
http://ww.ietf.org/id/draft-Iear-iana-tinezone-database-04.1txt

}

feature tz-enuneration {
description
"Indicates that the local tinmezone on the device
can be configured using the tinezone enuneration
strings as an alias for an UTC offset.";
reference
"W ki pedia: http://en.w ki pedia.org/w ki/"
+ "List_of time_zone_abbreviations"

}

/*
* |dentities
*/

identity authentication-method {
description
"Base identity for user authentication nethods.";
}

identity radius {
base aut henti cati on- net hod,
description
"I ndi cates user authentication using RADI US.";
reference
"RFC 2865: Renote Authentication Dial In User Service (RADIUS)
RFC 5607: Renote Authentication Dial-In User Service (RADIUS)
Aut hori zation for Network Access Server (NAS)
Managenent " ;

}

identity local -users {
base aut henti cati on-net hod;
description
"I ndi cat es password-based aut hentication of locally
configured users.";
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/*
* Top-| evel container
*/

cont ai ner system {
description
"System group configuration."

| eaf contact ({

type string {
| ength "0..255";

}
default "";
ref erence
"RFC 3418 - Managenent |nformation Base (MB) for the
Si npl e Net work Managenment Protocol (SNWP)
SNWPv2- M B. sysCont act";

}

| eaf nane {

type string {
length "0..255";

}
default "";
ref erence
"RFC 3418 - Managenent |nformation Base (MB) for the
Si npl e Net wor k Management Protocol (SNWP)
SNWPv2- M B. sysNane";
}
| eaf | ocation {
type string {
length "0..255";
}
default "";
reference
"RFC 3418 - Managenent |nformati on Base (MB) for the
Si mpl e Networ k Managenent Protocol (SNWP)
SNWMPv2- M B. sysLocati on";
}

cont ai ner platform {
description
"Cont ai ns vendor-specific information for
identifying the system platformand operating system";
reference
"GNU coreutils honepage
http://ww. gnu. org/ software/coreutils
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W ki pedi a: http://en.w ki pedi a. org/w ki / Unane";
config fal se

| eaf os-nane {
type string;
description
"The name of the operating systemin use,
for exanple ’Linux "
reference

"unane --kernel - nane";

}

| eaf os-rel ease {

type string;

description
"The current rel ease |level of the operating
systemin use. This string MAY indicate
the OGS source code revision."

reference
"unane --kernel-rel ease”

}

| eaf os-version {
type string;
description
"The current version |level of the operating
systemin use. This string MAY indicate
the specific OS build date and target variant
information.";
ref erence
"unane --kernel-version"

}

| eaf nmachine {
type string;
description
"A vendor-specific identifier string representing
the hardware in use.";
ref erence
"uname --machi ne";

}

| eaf nodenane {
type string;
description
"The host nane of this system";
reference
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"unane --nodenane";

}
}

contai ner clock {
description
"Configuration and nmonitoring of the system
date and tine properties.";

| eaf current-datetine {
description
"The current systemdate and tine.";
type yang: dat e-and-ti ne;
config fal se

}

| eaf boot-datetinme {
description
"The system date and time when the NETCONF
server last restarted.”;
type yang: dat e-and-ti ne;
config fal se

}

choi ce timezone-info {
description
"Configure the systemtinmezone information."

| eaf tz-database-id {
if-feature tz-database
description
"The TZ database location identifier string
to use for the system such as ’'Europe/ Stockholm.";
type string;
}

| eaf tz-enuneration-id {

if-feature tz-enuneration;

description
"The timezone enuneration string to use
for the system such as 'CET .";

type string;

[l FIXVME: use TinezoneEnum typedef instead

/1l see http://en.w ki pedia.org/w ki/

/1 List_of time_zone_abbreviations

}

| eaf utc-offset {
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description
"The nunber of mnutes to add to UTC tinme to
identify the tinezone for this system
For exanple, 'UTC - 8:00 hours’ would be
represented as '-480".";
type intl6 {
range "-1439 .. 1439";
}

}
}
}

container ntp {
i f-feature ntp;

description
"Configuration of the NTP client.";

| eaf use-ntp {
description
"Indicates that the system should attenpt
to synchroni ze the systemclock with an
NTP server fromthe 'ntp-server’ list.";
type bool ean;
default true;

}

list ntp-server {
description
"List of NTP servers to use for
system cl ock synchronization. |f 'use-ntp
is 'true’, then the systemw |l attenpt to
contact and utilize the specified NIP servers.”

key address;

| eaf address {
description
"The | P address or donmin nane of the NTP server."
type inet: host;

/1 TBD: add nore paraneters here
/1 and/or vendors can add parameters via augnent

}
}

cont ai ner dns {
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description
"Configuration of the DNS resol ver.

The 'donmmin’ keyword of /etc/resolv.conf is not supported,
since it is equivalent to 'search’ with a single donmain.";

leaf-1ist search {
type inet: host;
or der ed- by user;

| eaf-1ist server {
type inet:ip-address;
or der ed- by user;
description
" Addresses of the name servers that the resolver should

query.

I mpl enentations MAY linit the nunber of entries in this
leaf list.";
}
cont ai ner options {
description
"Resol ver options. The set of avail able options has been
limted to those that are generally avail abl e across
different resolver inplenmentations, and generally useful.";
| eaf ndots {
type uint8;
default "1";

| eaf tineout {
type uint8;
units "seconds";
default "5";

}

| eaf attenpts {
type uint8;
default "2";

}

}
}

cont ai ner authentication {

nacm secure
if-feature authentication;

description
"The aut hentication configuration subtree.";
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| eaf-1ist user-authentication-order {
type identityref {
base aut henti cati on- net hod,
}
must ' (. = "sys:radius" and ../radius/server) or’
+ (. !'="sys:radius")" {
error-nessage
"When 'radius’ is used, a radius server
must be configured.”;

order ed- by user;

description
"When the device authenticates a user with
a password, it tries the authentication nethods in this
leaf-list in order. |f authentication with one nethod
fails, the next nethod is used. If no nethod succeeds,
the user is denied access.

If the "radius’ feature is advertised by the NETCONF
server, the 'radius’ identity can be added to this
list.

If the "local-users’ feature is advertised by the
NETCONF server, the 'local-users’ identity can be
added to this list.";

}

contai ner radius {
i f-feature radius;

description
"The RADI US configuration for authentication.”

list server {
key address;
or der ed- by user;

description
"The RADI US server configuration used by
t he device.";

| eaf address {
type inet:host;
description
"The address of the RADI US server.";

| eaf port {
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type inet: port-nunber;
default "1812";
description
"The port nunber of the RADI US server.";
}
| eaf shared-secret {
type string;
nacm very- secure;
description
"The shared secret which is known to both the RADI US
client and server.";
ref erence
"RFC 2865: Renpte Authentication Dial In User Service"
}
}

contai ner options {
description
"RADI US client options.";

| eaf tineout {

type uint8;
units "seconds";
default "5";

description
"The nunber of seconds the device will wait for a
response froma RADI US server before trying with a
different server.";

| eaf attenpts {
type uint8;
default "2";
description

"The nunber of tines the device will send a query to
the RADI US servers before giving up.";
}
}
}

list user {
if-feature | ocal -users
key nane;

description
"The list of local users configured on this device."

| eaf nane {

type string;
description
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"The user nanme string identifying this entry.";
}
| eaf password {
type crypt-hash;
description
"The password for this entry.";

| eaf ssh-dsa {
type binary;
description
"The public DSA key for this entry.";
}
| eaf ssh-rsa {
type binary;
description
"The public RSA key for this entry.";

}

rpc set-current-datetinme {
nacm secur e;
description
"Manual |y set the /system clock/current-datetinme |eaf
to the specified val ue.

If the /systenintp/ntp-in-use |eaf exists and
is set to 'true’, then this operation will
fail with error-tag 'operation-failed
and error-app-tag value of 'ntp-active'"
i nput {
| eaf current-datetine {
description
"The current systemdate and tine.";
type yang: date-and-ti ne;
mandat ory true
}
}
}

<CODE ENDS>
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5. | ANA Consi derati ons
This docunment registers a URl in the | ETF XM registry [ RFC3688].
Following the format in RFC 3688, the following registration is
requested to be nmde.
URI: urn:ietf:parans: xm :ns:yang:ietf-system
Regi strant Contact: The NETMOD WG of the | ETF.
XM.: NA, the requested URI is an XM. nanespace.

Thi s docunent registers a YANG nodul e in the YANG Modul e Nanes
registry [ RFC6020] .

nane: i etf-system

nanespace: urn:ietf:parans: xm:ns:yang:ietf-system
prefix: Sys

r ef erence: RFC XXXX
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6. Security Considerations

TBD.
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