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Abst ract

The Certification Authority Authorization (CAA) DNS Resource Record
all ows a DNS domain nane hol der to specify the certificate signing
certificate(s) authorized to issue certificates for that domain. CAA
resource records allow a public Certification Authority to inplenent
additional controls to reduce the risk of unintended certificate ms-
i ssue.
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1. Definitions

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Defined Terns

The following terns are used in this docunent:

Abstract Syntax Notation One (ASN. 1) A notation for describing
abstract types and val ues, as specified in X 680 [ X 680].

Aut hori zation Entry An authorization assertion that grants or denies
a specific set of permissions to a specific group of entities.

Canoni cal Domain Nane A Domain Nanme that is not an alias.

Canoni cal Domai n Nane Value The val ue of a Canonical Domai n Nane.
The value resulting fromapplying alias transformations to a
Domai n Nane that is not canonical

Certificate An X 509 Certificate, as specified in RFC 5280
[ RFC5280] .

Certification Policy (CP) Specifies the criteria that a
Certification Authority undertakes to neet in its issue of
certificates.

Certification Practices Statement (CPS) Specifies the means by which
the criteria of the Certification Policy are net. |In nost cases
this will be the docunent against which the operations of the
Certification Authority are audited.

Certification Authority (CA) An entity that issues Certificates in
accordance with a specified Certification Policy.

Di stingui shed Encoding Rules (DER) A set of rules for encoding ASN. 1
obj ects, as specified in X 690 [ X 690].

Domain The set of resources associated with a DNS Domai n Nane.

Domain Name A DNS Domain nanme as specified in RFC 1035 [ RFC1035] and
revisions.
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Domai n Name System (DNS) The Internet naming systemspecified in RFC
1035 [ RFC1035] and revi si ons.

DNS Security (DNSSEC) Extensions to the DNS that provide
aut henti cation services as specified in RFC 4033 [ RFC4033] and
revisions.

Ext ended | ssuer Authorization Set The nost specific |ssuer
Aut hori zation Set that is active for a domain. This is either the
| ssuer Authorization Set for the domain itself, or if that is
enpty, the Issuer Authorization Set for the corresponding Public
Del egati on Poi nt.

| ssuer Authorization Set The set of Authorization Entries for a
domai n nane that are flagged for use by Issuers. Analogous to an
Access Control List but with no ordering specified.

Public Del egation Point A Domain Nane that is obtained froma public
DNS registry as defined by a Certification Policy.

Public Key Infrastructure X 509 (PKIX) Standards and specifications
i ssued by the IETF that apply the X 509 [ X 509] certificate
standards specified by the ITU to Internet applications as
specified in RFC 5280 [ RFC5280] and rel ated docunents.

Resource Record (RR) A set of attributes bound to a Domain Nane.

Relying Party A party that nakes use of an application whose
operation depends on use of a Certificate for nmaking a security
deci si on.

Rel ying Application An application whose operation depends on use of
a Certificate for making a security deci sion.

Relying Party Authorization Set The set of Authorization Entries for
a domain name that are flagged for use by Relying Party
Applications. Analogous to an Access Control List but with no
ordering specified.

2. Introduction

The Certification Authority Authorization (CAA) DNS Resource Record
all ows a DNS domai n nane hol der to specify the Certification
Authorities authorized to issue certificates for that domain.
Publ i cation of CAA resource records allow a public Certification
Authority (CA) to inplenment additional controls to reduce the risk of
uni ntended certificate nis-issue.
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Conformance with a published CAA record is a necessary but not
sufficient condition for issue of a certificate. Before issuing a
certificate, a PKIX CAis required to validate the request according
to the policies set out inits Certificate Policy Statenent. 1In the
case of a public CA that validates certificate requests as a third
party, the certificate will be typically issued under a public root
certificate enmbedded in one or nore relevant reliant applications.

Criteria for inclusion of enbedded root certificates in applications
are outside the scope of this docunent but typically require the CA
to publish a Certificate Practices Statenent (CPS) that specifies how
the requirenents of the Certificate Policy (CP) are achi eved and
provi de an annual audit statenment of their perfornmance against their
CPS perfornmed by an independent third party auditor.

It is the intention of the authors to propose the CAA record defined
in this docunent as the basis for CA validation requirenents to be
proposed in organi zations that publish validation requirenents.

CAA records only describe the current state of Certification
Authority certificate issue authority. Since a certificate is
typically valid for at least a year, it is possible that a
certificate that is not confornmant with the CAA records currently
publ i shed was conformant with the CAA records published at the tine
that it was issued. Thus Relying Applications MJIST NOT use failure
to conformto currently published CAA records as a rejection criteria
for certificates unless the published records are fl agged as being

i ntended for that use.

2.1. The CAA RR type

A CAA RR publishes a CAA property entry that corresponds to the
specified domain nane. Miltiple property entries MAY be associ at ed
with the sane domain nane by publiching nultiple CAA RRs at that
domai n nane. Each property entry MAY be tagged with one or nore of
the followi ng flag val ues:

Critical |If set, indicates that the correspondi ng property entry tag
MUST be understood if the semantics of the CAA record are to be
correctly understood by the specified audi ence.

| ssuers MJUST NOT issue certificates for a domain if the Extended

| ssuer Authorization Set contains unknown property entry tags that
are flagged as critical
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Relying Parties MJST NOT attenpt to enforce CAA records if the
Rel ying Party Authorization Set contains unknown property entry
tags that are flagged as critica

Must be Zero This bit is reserved for future use.

| ssuers MUST NOT issue certificates for a domain if the Extended
I ssuer Authorization Set contains property entries with the Mist
Be Zero Tag Set.

Relying Parties MJUST NOT attenpt to enforce CAA records if the
Relying Party Authorization Set contains property entries with the
Must Be Zero Tag Set.

Relying Party This bit is reserved to specify that the corresponding
Property Entry MAY be used by Relying Party Applications

Relying Parties MJUST NOT attenpt to enforce properties specified
in CAArecords with the Relying Party bit set clear

I ssuer Specifies that the corresponding Property Entry is to be used
by Issuers and forns part of the Issuer Authorization Set for the
domai n.

The followi ng properties are defined:

policy <Certificate Policy O D> The policy property entry decl ares
an authorization entry granting authorization to issue under the
specified Certificate Policy.

path <Cbject Digest Identifier> The path property entry declares an
aut hori zation entry granting authorization to issue end entity
certificates under a trust path that includes the specified
si gning credenti al

An Object Digest ldentifier (ODI) is a neans of specifying a
reference to an object instance by nmeans of a cryptographic digest
function. A CAA path property may use an ODI to specify a
certificate trust path by nmeans of:

A Certificate Signing Certificate

A Public Signing Key

In either case a path Authorization Entry authorizes an issuer to
issue an End Entity certificate to the corresponding donain if and

only if it is possible to forma valid certificate path to it from
the referenced certificate or key.
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2.1.1. Exanples of Use.

For conveni ence the exanples are presented in the text format
suggested in section Section 3.1.1

The followi ng exanple informs CAs that certificates nust not be

i ssued except under the Default Deny Security 'Exanple 1’ Certificate
Policy (1.3.6.1.4.1.35405.666.1). Since the policy is published at
the Public Del egation Point, the policy applies to all subordinate
domai ns under exanpl e. com

$ORI G N exanpl e. com
CAA 1 policy 1.3.6.1.4.1.35405.666.1

The followi ng exanple inforns CAs that certificates nust not be
i ssued except under the Certificate Authority Root certificate
specified in Appendi x B

$ORI G N exanpl e. com
CAA 1 path MDI GATUEJQYJYI ZI AWJDBAI BBCAXzJgPaoT7Fe
XaPzKvem 2D0yi | i f +7WhznmhMGELe/ oBA==

A domai n MAY authorize nmultiple CAs to issue certificates at the sane
time. The follow ng exanple allows issue under the Default Deny
Security certification policy 'Exanple 1' or 'Exanple 2’

$ORI G N exanpl e. com
. CAA 1 policy 1.3.6.1.4.1.35405.666.1
CAA 1 policy 1.3.6.1.4.1.35405.666.2

If Authorization Entries using the path and policy properties are
present at a given Dommin, conpatibility with either is sufficient to
aut hori ze the request.

Future versions of this specification MAY use the critical flag to
i ntroduce new semantics that MJST be understood for correct
processing of the record, preventing Certification Authorities that
do not recognize the record fromissuing certificates.

In the followi ng exanple, the property 'tbs’ is flagged as critical
The Default Deny Security CA is not authorized to issue under either
policy unless the processing rules for the "ths’ property tag are
under st ood.

$ORI G N exanpl e. com
. CAA 1 policy 1.3.6.1.4.1.35405.666.1
CAA 1 policy 1.3.6.1.4.1.35405.666.2
CAA 129 tbs M GALUEJQYJYI ZI AWUDBAI BBCAXzJgPaoT7Fe
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XaPzKvém 2D0yi | i f +7WhzmhMGLe/ oBA==

Note that the above restrictions only apply to issue of certificates.
Since the validity of an end entity certificate is typically a year
or nore it is quite possible that the CAA records published at a
domain will change between the issue of the certificate and
verification by a relying party.

2.2. Certification Authority Processing

Before issue of a certificate, a conpliant CA MJST check for
publication of a relevant CAA Resource Record(s) and if such
record(s) are published, that the certificate requested is consistent
with them |If the certificate requested is not consistent with the
rel evant CAA RRs, the CA MJST NOT issue the certificate.

The |ssuer Authorization Set for a domain nane consists of the set of
all CAA Authorization Entries declared for the canonical formof the
speci fi ed donmai n.

The Extended |ssuer Authorization Set for a domain nane consists of
the Issuer Authorization Set for that domain nane if it is non-enpty.
O herwi se the Extended |ssuer Authorization Set for a domain nane
consists of the |Issuer Authorization Set for the corresponding Public
Del egati on Point for that domain nane.

If the Extended |ssuer Authorization Set for a domain name is not
enpty, a Certification Authority MJST NOT issue a certificate unless
it confornms to at | east one authorization entry in the Extended

| ssuer Authorization Set.

Note that while it MJST be possible to forma certificate validation
path that contains at |east one certificate that is so specified, it
MAY al so be possible to formvalid certificate paths that are not.

For exanple, a CA that has updated its root certificate to extend the
expiry date is entitled to issue certificates for domai ns where the
CAA record only specifies the older root certificate provided that
the ol der root certificate has not actually expired and it is thus
possible to forma valid certificate path.

2.2.1. Canoni cal Donain Name
The DNS defines the CNAME and DNAME nechani sns for specifying domain
nane aliases. The canonical nane of a DNS name is the nane that
results fromperfornmng all DNS alias operations.

A Certification Authority MJST perform CNAME and DNAME processing as
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defined in the DNS specifications 1035 [ RFC1035].

2.2.2. Use of DNS Security
Use of DNSSEC to authenticate CAA RRs is strongly recommended but not
required. A CA MJST NOT issue certificates if doing so would
conflict with the correspondi ng extended i ssuer authorization set
whet her the corresponding DNS records are signed or not.

Use of DNSSEC allows a CA to acquire and archive a non-repudi abl e
proof that they were authorized to issue certificates for the donain.

2.2.3. Archive

A compliant CA SHOULD maintain an archive of the DNS transactions
used to verify CAA eligibility.

In particular a CA SHOULD ensure that where DNSSEC data is avail able
that the correspondi ng signature and NSEC/ NSEC3 records are preserved
so as to enable later conpliance audits.

3.  Mechani sm

3.1. Syntax
A CAA RR contains a single property entry consisting of a tag val ue
pair. Each tag represents a property of the CAA record. The value

of a CAA property is that specified in the corresponding val ue field.

A domai n nane MAY have multiple CAA RRs associated with it and a
gi ven property MAY be specified nore than once.

The CAA data field contains one property entry. A property entry
consists of the follow ng data fields:

+0-1-2-3-4-5-6-7-| 0- 1- 2- 3- 4-5- 6- 7- |
n |

| Flags | Tag Length =

S S +. e e e o +

| Tag char 0O | Tag Char 1 |...|] Tag Char n-1 |
. . S I SR +
Fommemeeeeeeaaaa Fommemeeeeeeaaaa +o Fommmmmeeaaaaas +
| Data byte O | Data byte 1 [..... | Data byte m1 |
B B + B +

Where n is the length specified in the tag length field and mis the
renmaining octets in the data field (m=d - n - 2) where d is the
| ength of the data section.
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The data fields are defined as foll ows:
Flags One octet containing the following fields:

Bit 0: Critical Flag If the value is set (1), the critical flag
is asserted and the property MJST be understood if the CAA
record is to be correctly processed.

A Certification Authority MJST NOT issue certificates for any
Domain that contains a CAA critical property for an unknown or
unsupported property type.

Bit 5: Must Be Zero Bit 5 is reserved and MJST be set to zero.
Processors that encounter a CAA record containing a property
with this bit set MIST treat the record set as if the critica
property was asserted for an unknown record.

Bit 6: Relying Application Use |If set, the property entry
contains an Authorization Entry that fornms part of the Relying
Application Authorization Set for the correspondi ng domai n.

Bit 7: Issuer Use |If set, the property entry contains an
Aut hori zation Entry that forns part of the Issuer Application
Aut hori zation Set for the correspondi ng domain.

Note that according to the conventions set out in RFC 1035

[ RFC1035] Bit 0 is the Most Significant Bit and Bit 7 is the Least
Significant. Thus a flags value of 0x51 indicates a tag | ength of
5 octets and that the property entry is not critical and is not to
be used for relying party processing.

Tag Length A single octet containing an unsigned integer specifying
the tag length in octets. The tag I ength MJUST be at |east 1 and
SHOULD be no nore than 15.

Tag The property identifier, a sequence of ASCI| characters.
Tag val ues MAY contain ASCI| characters a through z and the
nunbers 0 through 9. Tag values MJST NOT contain any other
characters. Matching of tag values is case insensitive

Val ue A sequence of octets representing the property val ue.

Property val ues are encoded as binary val ues and MAY enpl oy sub-
formats.
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The length of the value field is specified inplicitly as the
remai ning | ength of the encl osing Resource Record data field.

3.1.1. Canonical Presentation Fornat
The canoni cal presentation format of the CAA record is as foll ows:
CAA <fl ags> <tag> <dat a>
Wher e:
flags |s an unsigned integer between 0 and 15.

tag |s a non-zero sequence of ASCII |etter and nunbers in | ower
case.

data |Is the Base64 Encodi ng [ RFC4648] of the value field.
3.1.1.1. Policy OD Encoding Options

For conveni ence of administration, inplementations MAY support ASN. 1
Policy O D encoding at their option.

The Base64 encodi ng of data never contains the period character '.’,
while the encoding of ASN.1 O D val ues specified in | ETF GSER
encodi ng [ RFC3642] will always incorporate at |east one period
character.

It follows that a data decoder MAY unambi guously interpret data
specified in the Base64 or GSER fornmat w thout the need for
addi ti onal disanbi guati on.

| mpl enent ati ons MAY choose to all ow use of both formats in both file
and presentation fornmats.

3.1.2. policy Property val ue
The policy property val ue specifies an Authorization Entry by means
of an ASN.1 O D specifying a Certification Policy. A Certification
Authority is authorized to issue Certificates under a policy
Aut hori zation Entry if and only if

The Certification Authority has the right to issue certificates
under the specified policy, AND

The certificate request is conpliant with the requirenents of the
specified policy, AND
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The certificate request neets all the criteria under the
Certification Policy under which the certificate is to be issued.

Each policy property specifies a single ASN.1 O D val ue consi sting of
the ASN. 1 type, length specifier and O D data.

The policy property applies to the specified policy QD and all
policy ODs that fall within the same QD arc. |If the OD arc
1.3.6.1.4.1.35405.666 is specified, then the policy QO Ds
1.3.6.1.4.1.35405.666, 1.3.6.1.4.1.35405.666.1
1.3.6.1.4.1.35405.666.2 etc. are all authorized.

The Certificate that is issued MAY incorporate the specified policy
ODitself but is not required to provided that the issue of the
certificate is consistent with the requirenents of the specified
policy.

For exanple, a CA that offers two |levels of Certification Policy such
that the higher |evel of assurance included all the requirenents of
the | ower one MAY rely on a policy property specifying the | ower
assurance policy as authorization for issue under the higher
assurance policy but not vice-versa.

3.1.3. path Property val ue

4.

The path property value specifies an Authorization Entry by neans of
a Certificate Signer Certificate or a Certificate Signing key. A
Certification Authority is authorized to issue Certificates under a
path Authorization Entry if and only if

A valid PKIX trust path can be fornmed fromthe specified
Certificate Signer Certificate or a Certificate Signing key to the
certificate that is to be issued, AND

The certificate request neets all the criteria under the
Certification Policy under which the certificate is to be issued.

Security Considerations

CAA Records provide an accountability control. They are intended to
deter rather than prevent undesired behavi or

While a Certification Authority can choose to ignore published CAA
records, doing so increases the both the probability that they wll

m s-issue a certificate and the consequences of doing so. Once it is
known that a CA observes CAA records, nmlicious registration requests
will target disproportionately target the negligent CAs that do not,
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and so the mis-issue rate anongst the negligent CAs will increase.
Since the CA could clearly have avoided the mis-issue by performng
CAA processing, the likelihood of sanctions against the negligent CA
is increased. Failure to observe CAA issue restrictions provides an
objective criteria for excluding issuers from enbedded roots of
trust.

In contrast, a Certification Authority that processes CAA records
correctly can reasonably claimthat any residual ms-issue event
coul d have been avoi ded had the Donai n Nane hol der published
appropriate CAA records.

4.1. Ms-lssue by Authorized Certification Authority

Use of CAA records does not provide protection against nis-issue by
an authorized Certification Authority.

Domai n nanme hol ders SHOULD ensure that the CAs they authorize to

i ssue certificates for their domains enpl oy appropriate controls to
ensure that certificates are only issued to authorized parties within
their organization.

Such controls are nost appropriately determ ned by the donai n nane
hol der and the authorized CA(s) directly and are thus out of scope of
this docunent.

4.2. Suppression or spoofing of CAA records

Suppressi on of the CAA record or insertion of a bogus CAA record
could enable an attacker to obtain a certificate froma CA that was
not authorized to issue for that domai n nane.

4.2.1. Applications

Appli cations perfornmng CAA checking SHOULD mitigate the risk of
suppresi on or spoofing of CAA records by nmeans of DNSSEC validation
where present. |In cases where DNSSEC validation is not avail able,
CAA checking is of limted security val ue.

4.2.2. Certification Authorities
Since a certificate issued by a CA can be valid for several years,
t he consequences of a spoofing or suppression attack are rmuch greater
for Certification Authorities and so additional counterneasures are
justified.

A CA MIST nmitigate this risk by enploying DNSSEC verification
whenever possible and rejecting certificate requests in any case

Hal | am Baker, et al. Expi res January 8, 2012 [ Page 13]



Internet-Draft Certification Authority Authorization July 2011

where it is not possible to verify the non-existence or contents of a
rel evant CAA record.

In cases where DNSSEC i s not deployed in a correspondi ng domain, a CA
SHOULD attenpt to mitigate this risk by enploying appropriate DNS
security controls. For exanple all portions of the DNS | ookup
process SHOULD be perfornmed agai nst the authoritative name server
Cached data MUST NOT be relied on but MAY be used to support

addi tional anti-spoofing or anti-suppression controls.

4.3. Denial of Service

Introduction of a malforned or malicious CAA RR could in theory
enabl e a Denial of Service attack

This specific threat is not considered to add significantly to the
risk of running an insecure DNS service.

4.4. Abuse of the Critical Flag

A Certification Authority could nmake use of the critical flag to
trick custoners into publishing records which prevent conpeting
Certification Authorities fromissuing certificates even though the
customer intends to authorize nultiple providers.

In practice, such an attack would be of mininal effect since any
competent conpetitor that found itself unable to issue certificates
due to lack of support for a property marked critical is going to
investigate the cause and report the reason to the custoner who was

deceived. It is thus unlikely that the attack woul d succeed and the
attenpt might lay the perpetrator open to civil or crinina
sancti ons.

5. | ANA Consi derati ons
5.1. Registration of the CAA Resource Record Type

I ANA has assigned Resource Record Type TBDl1l for the CAA Resource
Record Type and added the |ine depicted belowto the registry naned
Resource Record (RR) TYPEs and QTYPEs as defined in BCP 42 RFC 5395
[ RFC5395] and | ocated at

http://ww. i ana. or g/ assi gnment s/ dns- par anet er s.

Val ue and mneani ng Ref er ence
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5.2. Certification Authority Authorization Properties

| ANA has created the Certification Authority Authorization Properties
registry with the following initial values:

Meani ng Ref er ence
pat h Aut hori zation Entry by Signature Path [ RFCXXXX]
policy Aut hori zation Entry by Certificate Policy [ RFCXXXX]

Addition of tag identifiers requires a public specification and
expert review as set out in RFC5395 [ RFC5395]
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Open systens interconnection - The Directory: Public-key
and attribute certificate franeworks", ITU-T
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Abstract Syntax Notation One (ASN.1): Specification of
basic notation", | TU T Recomendati on X. 680,

Novenber 2008.
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Recomendati on X. 690 (11/2008): Information technol ogy -
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6. 2. Non Nor nati ve References
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Appendi x A

National Institute of Standards and Technol ogy,
"Crypt ographic Al gorithm Registration", March 2009.

Legg, S., "Conmon El enents of Generic String Encoding
Rul es (GSER) Encodi ngs”, RFC 3642, Cctober 2003.

Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, Cctober 2006.

hj ect Digest Identifier Calculation

An Object Digest is an ASN. 1 structure with three conponents:

An ASN. 1 Object Identifier specifying the object type of the
ref erenced obj ect

An ASN. 1 Object Identifier specifying the digest algorithm

An ASN. 1 DER [ X. 690] encoded data field containing the digest
val ue of the referenced object processed using the specified
di gest al gorithm
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DNSCAA DEFI NI TIONS :: =

BEG N
bj ectDigestldentifier ::= SEQUENCE {
type OBJECT | DENTI FI ER
di gest Al gorithm OBJECT | DENTI FlI ER,
di gest OCTET STRI NG
}
END

The Object Digest ldentifier construction is designed to facilitate

i npl ementation in applications that already require ASN. 1 handling

mechani sms (i.e. nost cryptographic applications) wthout causing an

undue codi ng burden in cases where ASN. 1 code is not already

supported. Appendix C provides all the necessary information to

create a fully conpliant Object Digest ldentifier inplenentation.
A.1l. Exanple: CA Certificate A

The ODI of CA Certificate A (specified in Appendix B.1) is calcul ated
as foll ows:

ASN. 1 Sequence tag: "3032"
ASN.1 ODid-at-cACertificate (2.5.4.37): "0603550425"

ASN. 1 O D sha256 (2.16.840.1.101.3.4.2.1):
" 0609608648016503040201"

SHA- 256 Di gest Val ue: "042017cc980f 6a84f b15e5da3f 32af ea62360f 4ca29
627f eed68739a13062def e804"

The ODI in BASE64 format is MDD GALIUEJQYJYI ZI AWUDBAI BBCAXzJgPaoT7FeXaP
zKvem 2D0yi | i f +7WhzmhMGe/ oBA==.

A 2. Exanple: CA Certificate A

The ODI of the signing key of CA Certificate A (specified in Appendix
B.1) is calculated as foll ows:

ASN. 1 Sequence tag
ASN.1 O D’ CA Signing Key’

ASN. 1 O D ’ SHA- 256’
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SHA- 256 Di gest Val ue

Appendi x B. Exanple Certificates
The followi ng certificates are used in the exanpl es.
B.1. CA Certificate A

CA Certificate Ais a self signed certificate signed with a 2048 bit
RSA key:

----- BEG N CERTI FI CATE- - - - -

M | DATCCAeugAW BAgl BATALBgkghki GOw0BAQUWKDERMAB GALUEChM QANt ZSBJ
bmvk Ez ARBg NVBAMT Ck V4 YWLwb GUg QO EwHhc NMTAX MTEXMIgxM Az\WhcNM Ax MTA4
MIrgxM AzW Ao MREWDWYDVQRKEWhBY21I | El uYz ETMBEGALUEAX MKRXhhbXBs ZSBD
QTCCARBWCWYJKoZI hvc NAQEBA4| BDgAWggEJ Aol BALHv0s 3y EeOugR6Ae2r PATXA
pBYGKEBMz GTLk XCg6MZa@@CZpf | eZTZ/ Egl KBWRII | XvWiKwj MZ7 GBBy T+f dMDZp
7zkx64UZ4+CImB8NRj dugxovl 8Hhscl BXnhCHERganpOU/ f 8Ho5VWBeAxYLZ1Xcl G
nB7mvknvol aN9Eql EmYn+gHex GIPI pWFmRANKhVAATEG6B1a9z 5PCmoOgVp0Vai ¢
SJ6CdAHKaa7JZS+sgNQDx57HBQBRII h52XXmIWWF i cxBp2K7C+Wht 45t 68FG6f 1
S XWIVDRYc 6i UnmOxZbz DDv I o FUOp AXESTdMOW XKI 8ZUaYBoZ7/ YnSSTasei VB6sC
AWEAAaMB VDs wDg Y DVRO PAQEBBAQDAGAEMAS GA1 Ud EWEBAQQFVAMBAQEWGAYDVROg
BBEWDz ANBgsr BgEEAYKUTYUaATALBgk ghki GOwOBAQUDYgEBAGENi aQXdyi | 9Y5e
Ps+XEYdKi WvnSnRI f bUZuQMaQoPcj 5cHzMe91CUZi pCDNJ YXwgWhl Ut QAAGHt r g
ZG4F9YhOc PFAHBXPHXKGeMLhM AR7 Mr9kHu4DFI hb822CQ0n4DdBI i t 8FNas5t / 5
CbMbcr DpWVB5hj AsD37WHG&EZGr TImag059VW nj vOONcf CQBYJIB6AAS5VKNnnT V695VnL
dSPaN9VS5RN6heJqU9t chqPk AEP3MuJt d1QxB8@RB4f 9el1k TYXxc/ dBIJK1IRQOF4nc
Jc4NbJzakvFg+QcbzEgkhDM Xvj DV0JJt +GkFZr sREi 61 gQY4DQHPv65Q vbr 3uW
329dd+g=

----- END CERTI FI CATE- - - - -

In binary form the certificate data is:

0000 30 82 03 01 30 82 01 eb a0 03 02 01 02 02 01 01
0010 30 Ob 06 09 2a 86 48 86 f7 0d 01 01 05 30 28 31
0020 11 30 Of 06 03 55 04 0Oa 13 08 41 63 6d 65 20 49
0030 6e 63 31 13 30 11 06 03 55 04 03 13 Oa 45 78 61
0040 6d 70 6¢c 65 20 43 41 30 1e 17 0d 31 30 31 31 31
0050 31 31 38 31 32 30 33 5a 17 0d 32 30 31 31 30 38
0060 31 38 31 32 30 33 5a 30 28 31 11 30 0of 06 03 55
0070 04 Oa 13 08 41 63 6d 65 20 49 6e 63 31 13 30 11
0080 06 03 55 04 03 13 0a 45 78 61 6d 70 6¢ 65 20 43
0090 41 30 82 01 1f 30 Ob 06 09 2a 86 48 86 f7 0d 01
00a0 01 01 03 82 01 Oe 00 30 82 01 09 02 82 01 00 b1
00b0 ef a2 cd f2 11 ed 2e 81 1e 80 7b 6a cf 01 35 cO
00cO a4 16 06 2b a0 4c cc 64 cb 91 70 a0 e8 c6 5a 1b
00d0 dO 99 a5 f9 5e 65 36 7f 12 02 Oa 07 04 49 94 85
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00e0
00f O
0100
0110
0120
0130
0140
0150
0160
0170
0180
0190
0l1la0
01b0
01cO
01do
01e0
01fo
0200
0210
0220
0230
0240
0250
0260
0270
0280
0290
02a0
02b0
02c0
02d0
02e0
02f0
0300

ef

ef

la
74
98
al
3a
48
9e
41
bl
8a
la
03
01
01
04
85
03
3e
e4
46
64
e3
36
09
91
c2
75
a3
5e
25
33
ba
df

59
39
2f

53
le
de
07
9e
c7
a7
75
05
60
01
01
01
11
la
82
cf

16
Oc
66
35
ds
b3
af

43
23
e4
d6
ce
22
22
6f

The SHA- 256

d2
31
97
f7
e6
c4
56
82
fl
62
ae
53
la
00
04
04
30
01
01
97
69
d2
b8
84
ed
3a
4c
ab
da
00
44
od
5e
04
5d

digest of the certificate data is:
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b0
eb
cl
fc
56
62
bd
74
Oe
bb
58
4a
19
01
04
05
of

30
01
11
Oa
58
17
cb
27
72
99
09
37
43
ds
6C
f8
18
77

8c
85
el
le
49
4f

cf

01
91
Ob
34
40
ef

a3
03
30
30
Ob
00
87
4f

5f

d6
40
e0
b0
9a
e8
d5
f7
5f

9c
c3
el
e8

c6
19
bl
8e
ef

96
93
ca
fb6
eb5
58
5c
f6é
3d
02
03
od
06
67
4a
72
Oa
21
47
37
e9
83
00
52
32
17
da
57
34

7b
e3
c2
56
a2
95
c2
69
58
af
73
44
27
30
00
01
06
09
0d
89
3e
96
dl
b3
41
58
4e
39
eb5
e2
3f
92
42
07

18
e0
01
f1l
56
85
9a
ae
79
86
a8
93
49
3b
04
01
Ob
2a
89
66
5c
84
c3
2f

22
le
7d
54
13
6d
74
f1l
49
3e

10
89
5e
el
8d
99
83
c9
do
de
94
74
24
30
30
01
2b
86
a4
2f

1f

85
c5
foé
2b
61
55
a9
Ta
77
12
6a
b7
fe

72
9b
78
31
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le
a0
65
75
39
98
c3
da
Oe
of

30
06
48
17
99
33
2d
00
41
7c
8c
68
eb
85
54
4a
fo
el
b9

4f
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42
60
4a
od
5b
2f
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b7
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96
bl
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06
18
01
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77
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40
70
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0Ob
e’
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e2
31
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af
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03
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5e
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8b
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46
44
75
12
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a8
55
05
6f
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55
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21
50
06
3c
31
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df
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bd
53
c4
34
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9a
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37
60
5d
66
40
56
d4
5f
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1d
1d
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82
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b5
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4a
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6e
6a
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a8
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c3
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1d
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66
da
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3e
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5c
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9c
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01
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20
4d
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5e
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6e
ff
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48
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17cc980f 6a84f b15e5da3f 32af ea62360f 4ca29627f eed68739a13062def €804

Appendi x C.

ASN. 1 Val ues (Non- Nornmative)

Al t hough the Object D gest

only a small

is not necessary.

Identifier formenploys ASN. 1 DER encodi ng

Thi s appendi x provides sufficient

Hal | am Baker,

et al.
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Di gest ldentifier constructor or parser.

C. 1. DER Sequence Encoding
In DER encodi ng, the enclosing SEQUENCE wi || al ways be represented by
the type identifier x30 followed by the I ength specifier. Since the
total length of the following data fields will alnost certainly be
| ess than 127 bytes, the single byte encodi ng nechanismin which bit
7 is clear and the length value is encoded in the lower 7 bits wll
be required.

C.2. bject ldentifiers for Certificate Types

O Ds have been defined in connection with the X 500 directory for
user certificates, certification authority certificates, revocations
of certification authority, and revocations of user certificates.
The following table lists the O Ds, their DER encoding, and their
type identifier and |l ength-prefixed hex format for use in Object

Di gest Identifiers.
id-at OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) ds(5) 4}
id-at-userCertificate OBJECT |DENTIFIER = { id-at 36}
-- 06 03 55 04 24
id-at-cACertificate OBJECT | DENTIFIER = { id-at 37}
-- 06 03 55 04 25
TBS- PUBLI C- KEY- VALUE OBJECT | DENTI FI ER = { ???}
-- 06 XX XX XX XX
C. 3. bject ldentifiers for Digest Al gorithmns
O Ds have been assigned by N ST for the SHA-2 digest algorithns
[ NI ST- ALGS] [ RFC4055] Use of the SHA-1 digest algorithmis not
recommended due to concerns for the security of the algorithm
hashAl gs OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
nistAlgorithn(4) 2}
i d-sha256 OBJECT IDENTIFIER ::= { hashAlgs 1}
-- 06 09 60 86 48 01 65 03 04 02 01
i d-sha384 OBJECT IDENTIFIER ::= { hashAlgs 2}
-- 06 09 60 86 48 01 65 03 04 02 02
i d-shab12 OBJECT IDENTIFIER ::= { hashAlgs 3}
-- 06 09 60 86 48 01 65 03 04 02 03
i d-sha224 OBJECT IDENTIFIER ::= { hashAlgs 4}
-- 06 09 60 86 48 01 65 03 04 02 04
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C. 4. DER Data Encoding Prefixes
The rules of ASN. 1 encoding state that every data value is preceded
by a data type identifier and a length identifier. 1In the case of an
bject Digest Identifier the data type identifier is always OCTET
STRING (04) and the length for all currently defined digest
algorithms will be less than 128 bytes (1024 bits) and thus use the
single byte encoding formin which bit 7 is set to 0 and the |ower 7
bits specify the |ength.

The I ength prefixes for comonly used digest |engths in hexadeci nal
notation are thus:

160 bits 04 14
224 bits 04 1C
256 bits 04 20
384 bits 04 30

512 bits 04 40
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