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1. Introduction

Point to point (P2P) conmunication between arbitrary routers in a Low
power and Lossy Network (LLN) is a key requirenent for nany
applications [ RFC5826] [ RFC5867]. The I Pv6 Routing Protocol for LLNs
(RPL) [RFC6550] constrains the LLN topology to a Directed Acyclic
Gaph (DAG built to optim ze the routing costs to reach the DAG s
root. The P2P routing functionality, avail able under RPL, has the
followi ng key limtations:

0 The P2P routes are restricted to use the DAG |inks only. Such P2P
routes may potentially be suboptinmal and nay lead to traffic
congestion near the DAG root.

0o RPL is a proactive routing protocol and hence requires all P2P
routes to be established ahead of the tine they are used. Many
LLN applications require the ability to establish P2P routes "on
demand".

To ameliorate situations where the core RPL’s P2P routing
functionality does not neet the application requirements
[I-D.ietf-roll-p2p-rpl] describes P2P-RPL, an extension to core RPL.
P2P- RPL provides a reactive nechanismto discover P2P routes that
meet the specified routing constraints [ RFC6551]. In sone cases, the
application requirenents or the LLN s topol ogical features allow a
router to infer these routing constraints inplicitly. For exanple,
the application may require the end-to-end | oss rate and/or |atency
along the route to be below certain thresholds or the LLN topol ogy
may be such that a router can safely assune its destination to be

| ess than a certain number of hops away fromitself.

When the existing routes are deened unsatisfactory but the router
does not implicitly know the routing constraints to be used in P2P-
RPL route discovery, it nmay be necessary for the router to neasure
the aggregated values of the routing netrics along the existing
route. This know edge will allow the router to frane reasonabl e
routing constraints to discover a better route using P2P-RPL. For
exanple, if the router determ nes the aggregate ETX (Expected Nunber
of Transm ssions) [RFC6551] along an existing route to be "x", it can
use "ETX < x*y", where y is a certain fraction, as the routing
constraint for use in P2P-RPL route discovery. Note that it is

i mportant that the routing constraints not be overly strict;
otherwi se, the P2P-RPL route discovery may fail even though a route
exi sts that is much better than the one currently being used.

This docunent specifies a nechanismthat enables an RPL router to

nmeasure the aggregated values of the routing netrics along an
existing route to another RPL router in an LLN, thereby allow ng the
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router to decide if it wants to discover a better route using P2P-RPL
and determ ne the routing constraints to be used for this purpose.
Thus, the utility of this nechanismis dependent on the existence of
P2P-RPL, which is targeting publication as an Experinental RFC. It
makes sense, therefore, for this docunent also to target publication
as an Experinental RFC. The hope is that experinents wth P2P- RPL
and the mechani smdefined in this docunent will result in feedback on
the utility and benefits of this docunent and it will be revised and
progressed on the Standards Track based on this feedback

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

Thi s docunment uses terninology from[RFC6550],
[I-Dietf-roll-termnology] and [I-D.ietf-roll-p2p-rpl].
Additionally, this docurment defines the follow ng terns.

Start Point: The Start Point refers to the RPL router that initiates
t he nmeasurenent process defined in this docunment and is the start
poi nt of the P2P route being nmeasured.

End Point: The End Point refers to the RPL router at the end point of
the P2P route being neasured.

Internmediate Point: An RPL router, other than the Start Point and the
End Point, on the P2P route bei ng neasured.

The following ternms, already defined in [I-D.ietf-roll-p2p-rpl], have
been redefined in this docunment in the foll ow ng manner

Forward direction: The direction fromthe Start Point to the End
Poi nt .

Reverse direction: The direction fromthe End Point to the Start
Poi nt .

2. Overview

The mechani sm described in this document can be used by a Start Point
in an LLN to nmeasure the aggregated val ues of selected routing
metrics along a P2P route to an End Point within the LLN. The route
is neasured in the Forward direction. Such a route could be a Source
Rout e or a Hop-by-hop Route established using RPL [ RFC6550] or P2P-
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RPL [I-D.ietf-roll-p2p-rpl]. Such a route could also be a "mi xed"
route with the initial part consisting of hop-by-hop ascent to the
root of a non-storing DAG [ RFC6550] and the final part consisting of
a source-routed descent to the End Point. The Start Point decides
what netrics to neasure and sends a Measurenent Request nessage

carrying the desired routing nmetric objects, along the route. If a
Source Route is being neasured, the Measurenent Request carries the
route inside an Address vector. |If a Hop-by-hop Route is being

measur ed, the Measurement Request identifies the route by its
RPLI nst ancel D [ RFC6550] (and, in case the RPLInstancelD is a |oca
value, the Start Point’s | Pv6 address associated with the route). On
recei ving a Measurenent Request, an Internediate Point updates the
routing metric values inside the nessage and forwards it to the next
hop on the route. Thus, the Measurenent Request accumrul ates the

val ues of the routing netrics for the conplete route as it travels
towards the End Point. Upon receiving the Measurenent Request, the
End Point unicasts a Measurenent Reply nessage, carrying the

accunul ated val ues of the routing nmetrics, back to the Start Point.
Optionally, the Start Point nmay allow an Internediate Point to
generate the Measurenment Reply if the Internediate Point already
knows the relevant routing netric values along rest of the route.

The Measurenent Request nmay include an Address vector that serves one
of the follow ng functions:

0 To accumul ate a Source Route for End Point’s use: |f a Hop-by-hop
Route with a |ocal RPLInstancel D is being neasured, the Start
Point may require each Internediate Point to add its gl obal or
uni que |l ocal |1 Pv6 address to an Address vector inside the
Measur ement Request. The Source Route, thus accumul ated, can be

used by the End Point to reach the Start Point. |In particular
the End Point may use the accunul ated Source Route to send the
Measurenment Reply back to the Start Point. |In this case, the

Start Point includes a suitably-sized Address vector in the
Measur ement Request. The size of the Address vector puts a hard
limt on the length of the accunulated route. An Internediate
Point is not allowed to nodify the size of the Address vector and
must discard a received Measurenent Request if the Address vector
is not |arge enough to contain the conplete route.

0 To carry the Source Route being neasured: The Start Point nmay
insert an Address vector inside the Measurenment Request to carry
the Source Route being neasured. Also, the root of a gl obal non-
storing DAG may insert an Address vector, carrying a Source Route
fromitself to the End Point, inside a Measurement Request message
if this nmessage had been traveling along this DAG so far. This
Sour ce Route must consist of global or unique |ocal |Pv6
addresses. An Internmediate Point is not allowed to nodify an
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exi sting Address vector before forwarding the Measurenent Request
further. In other words, an Internediate Point must not nodify
the Source Route al ong which the Measurenent Request is currently
travel i ng.

3. The Measurenent Object (MO

Thi s docunent defines two new RPL Control Message types, the

Measur ement Cbject (MJ, with code TBD1, and the Secure MO, with code
TBD2. An MO serves as both Measurenment Request and Measurenent
Reply.

3. 1.

Format of the base MO

0 1 3
01234567890123456789012345678901

N

i i i i S i i S il SHiE N SR
| RPLInstancelD | Conpr |TI|H A R B|I] SeqNo | Num | | ndex
B T e i i i i S Th i S S S S
I

Start Point Address
I I
R R e R e s s e o S S e R e o o
I I
. End Poi nt Address .
I I
B E e r e s i s i o T T s S S S S 2
I I
. Address[ 0. . Num 1] .
I I
B i i S S i I e i S S R L e e e e
I I
. Metric Container Option(s) .
| |

B S T S S e s i S S S S S o S R S S i S S

Figure 1: Format of the base Measurenent Object (M)

The format of a base MOis shown in Figure 1. A base MO consists of
the following fields:

Goyal ,
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RPLI nstancel D. This field specifies the RPLInstancel D of the Hop-
by- hop Route al ong whi ch the Measurenent Request travels (or
traveled initially until it switched over to a Source Route).

Conpr: In many LLN depl oynents, |Pv6 addresses share a well known,
common prefix. |In such cases, the comon prefix can be elided
when specifying | Pv6 addresses in the Start Point/End Point
Address fields and the Address vector. The "Conpr" field, a 4-bit
unsigned integer, is set by the Start Point to specify the nunber
of prefix octets that are elided fromthe | Pv6 addresses in Start
Poi nt/ End Point Address fields and the Address vector. The Start
Point will set the Conpr value to zero if full IPv6 addresses are
to be carried in the Start Point Address/End Point Address fields
and t he Address vector.

Type (T): This flag is set to one if the MO represents a
Measurement Request. The flag is set to zero if the MOis a
Measur ement Reply.

Hop- by-hop (H): The Start Point MJST set this flag to one if (at
|l east the initial part of) the route being neasured is hop-by-hop.
In that case, the Hop-by-hop Route is identified by the

RPLI nst ancel D, the End Point Address and, if the RPLInstancelDis
a local value, the Start Point Address fields inside the
Measurement Request. Here, the Start Point Address field is
required to be sane as the DODAG D (the identifier of the
destination-oritented DAG root) [RFC6550] of the route being
measured. The Start Point MJST set the Hflag to zero if the
route being neasured is a Source Route specified in the Address
vector. An Internediate Point MUST set the H flag in an outgoing
Measur ement Request to the sane value that it had in the
correspondi ng i ncom ng Measurenent Request unless it is the root
of the non-storing global DAG identified by the RPLInstancel D,

al ong which the Measurenment Request had been traveling so far and
the Internediate Point intends to insert a Source Route inside the
Address vector to direct it towards the End Point. |In that case,
the Internediate Point MJST set the Hflag to zero.

Accumul ate Route (A): Avalue 1 in this flag indicates that the
Measur ement Request is accunulating a Source Route for use by the
End Point to send the Measurenent Reply back to the Start Point.
Rout e accunul ati on MJST NOT be used (i.e., this flag MJST NOT be
set to 1) inside a Measurenment Request unless it travels along a
Hop- by-hop Route represented by a | ocal RPLInstancelD (i.e., H=
1, RPLInstancel D has a local value). Route accumulation MAY be
used (i.e., this flag MAY be set to 1) if the Measurenent Request
is traveling along a Hop-by-hop Route with a | ocal RPLInstancel D
In this case if the route accunulation is on, an Internediate

et al. Expi res Cctober 3, 2013 [ Page 7]



Internet-Draft draft-ietf-roll-p2p-nmeasurenent-09 April 2013

Goyal ,

Poi nt adds its unicast global/unique-Ilocal |IPv6 address (after
eliding Conmpr number of prefix octets) to the Address vector in
the manner specified in Section 5.3. |In other cases, this flag
MUST be set to zero on transm ssion and i gnored on reception.
Rout e accunul ation is not allowed when the Measurenent Request
travel s al ong a Hop-by-hop Route with a gl obal RPLInstancel D,
i.e., along a global DAG because:

* The DAG s root may need the Address vector to insert a Source
Route to the End Point; and

* The End Point can presumably reach the Start Point along this
gl obal DAG (identified by the RPLInstancelD field).

Reverse (R): Avalue 1 in this flag inside a Measurenent Request

i ndi cates that the Address vector contains a conplete Source Route
fromthe Start Point to the End Point, which can be used, after
reversal, by the End Point to send the Measurenent Reply back to
the Start Point. This flag MAY be set to one inside a Measurenent
Request only if a Source Route, fromthe Start Point to the End
Point, is being nmeasured. Oherwise, this flag MIST be set to
zero on transnission and ignored on reception.

Back Request (B): A value 1 in this flag serves as a request to
the End Point to send a Measurenent Request towards the Start
Point. On receiving a Measurenment Request with the B flag set to
one, the End Point SHOULD generate a Measurement Request to
measure the cost of its current (or the nost preferred) route to
the Start Point. Receipt of this Measurenent Request would all ow
the Start Point to know the cost of the back route fromthe End
Point to itself and thus deternine the round-trip cost of reaching
the End Point.

Internediate Reply (I): Avalue 1 in this flag serves as a

perm ssion to an Internediate Point to generate a Measurenent
Reply if it knows the aggregated values of the routing netrics

bei ng nmeasured for the rest of the route. Setting this flag to
one may be useful in scenarios where the Hop Count [ RFC6551] is
the routing metric of interest and an Internmedi ate Point (e.g. the
root of a non-storing global DAG or a commbn ancestor of the Start
Point and the End Point in a storing global DAG may know t he Hop
Count of the remainder of the route to the End Point. This flag
MAY be set to one only if a Hop-by-hop Route with a gl obal

RPLI nstancel D i s being neasured (i.e., H= 1, RPLInstancelD has a
gl obal value). Oherwi se, this flag MIST be set to zero on
transm ssion and i gnored on reception.
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SegNo: A 6-bit sequence number, assigned by the Start Point, that
allows the Start Point to uniquely identify a Measurenent Request
and the correspondi ng Measurenent Reply.

Num This field indicates the nunber of elenents, each (16 -
Conpr) octets in size, inside the Address vector. |If the value of
this field is zero, the Address vector is not present in the MO

Index: |If the Measurenent Request is traveling along a Source
Route contained in the Address vector (i.e., H=10), this field

i ndicates the index in the Address vector of the next hop on the
route. |If the Measurenment Request is traveling along a Hop-by-hop
Route with a local RPLInstancel D and the Route Accurul ation is on
(i.e., H=1, RPLInstancelD has a local value, A =1), this field
i ndicates the index in the Address vector where an Internediate
Poi nt receiving the Measurenent Request nust store its |Pv6
address. Oherwise, this field MIUST be set to zero on

transm ssion and ignored on reception

Start Point Address: A unicast global or unique |ocal |1Pv6 address
of the Start Point after eliding Conpr nunber of prefix octets.

If the Measurenent Request is traveling along a Hop-by-hop Route
and the RPLInstancelD field indicates a |ocal value, the Start
Poi nt Address field MJST specify the DODAQ D val ue that, al ong
with the RPLInstancel D and the End Poi nt Address, uniquely
identifies the Hop-by-hop Route bei ng neasured.

End Poi nt Address: A unicast global or unique local |Pv6 address
of the End Point after eliding Conpr nunber of prefix octets.

Address[0..Num1]: A vector of unicast global or unique |ocal |Pv6
addresses (with Compr nunmber of prefix octets elided) representing
a Source Route:

* Each elenent in the vector has size (16 - Conpr) octets.

* The total nunber of elenents inside the Address vector is given
by the Numfield.

* The Start Point and End Poi nt addresses MJUST NOT be included in
t he Address vector.

* The Address vector MJST NOT contain any multicast addresses.
* |f the Start Point wants to nmeasure a Hop-by-hop Route with a
| ocal RPLInstancel D and accumul ate a Source Route for the End

Point’s use (i.e., the Measurenent Request has the H flag set
to 1, RPLInstancelD set to a local value and the A flag set to
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1), it MJST include a suitably-sized Address vector in the
Measur ement Request. As the Measurenent Request travels over
the route bei ng neasured, the Address vector accumnul ates a
Source Route that can be used by the End Point, after reversal
to reach (and, in particular, to send the Measurenent Reply
back to) the Start Point. The route MJST be accunulated in the
Forward direction but the |Pv6 addresses in the accunul ated
route MJUST be reachable in the Reverse direction. An

I nternedi ate Point MUST add only a gl obal or unique |ocal |1Pv6
address to the Address vector and MJUST NOT nodify the size of
t he Address vector.

* |f the Start Point wants to neasure a Source Route, it MJST
i nclude an Address vector, containing the route bei ng neasured,
i nside the Measurenment Request. Similarly, if the Measurenent
Request had been traveling along a global non-storing DAG so
far, the root of this DAG may insert an Address vector
containing a Source Route fromitself to the End Point, inside
the Measurenent Request. In both cases, the Source Route
i nside the Address vector MJST consist only of global or unique
| ocal 1 Pv6 addresses that are reachable in the Forward
direction. Further, in both cases, an Internediate Point MJST
NOT nodi fy the contents of the existing Address vector before
forwardi ng the Measurement Request further. In other words, an
I ntermedi ate Point MJUST NOT nodify the Source Route al ong which
the Measurenent Request is currently traveling. The Start
Poi nt MAY set the R flag in the Measurenent Request to one if
the Source Route inside the Address vector can be used by the
End Point, after reversal, to reach (and, in particular, to
send the Measurenent Reply back to) the Start Point. 1n other
words, the Start Point MAY set the Rflag to one only if all
the 1 Pv6 addresses in the Address vector are reachable in the
Reverse direction.

o0 Metric Container Options: A Measurenent Request MJST contain one
or nore Metric Container options [RFC6550] to accurul ate the
val ues of the selected routing nmetrics in the manner described in
[ RFC6551] for the route being neasured.

Section 4 describes how a Start Point sets various fields inside a
Measur ement Request in different cases. Section 5 describes how an

I nternedi ate Point processes a received Measurenent Request before
forwarding it further. Section 6 describes how the End Poi nt
processes a received Measurenent Request and generate a Measurenent
Reply. Finally, Section 7 describes how the Start Point processes a
recei ved Measurenent Reply. In the follow ng discussion, any
reference to discarding a received Measurenent Request/Reply with "no
further processing" does not preclude updating the appropriate error
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counters or any simlar actions.
3.2. Secure MO

A Secure MO follows the format in Figure 7 of [RFC6550], where the
base format is the base MO shown in Figure 1. Sections 6.1, 10 and
19 of [RFC6550] describe RPL security framework. These sections are
applicable to the use of Secure MO nessages as well except as
constrained in this section. An LLN deploynent MJST support the use
of Secure MO nessages so that it has the ability to i nvoke RPL-
provi ded security mechani sns and prevent nisuse of the neasurenent
mechani sm by unaut hori zed routers.

The Start Point determ nes whether Secure MO nessages are to be used
in a particular route nmeasurenment and if yes the Security
Configuration (see definitionin [I-Dietf-roll-p2p-rpl]) to be used
for the purpose. The Start Point MJST NOT set the "Key ldentifier
Mode" field to value 1 inside this Security Configuration since this
setting indicates the use of a per-pair key which is not suitable for
securing the Measurenent Request nessages that travel over nultiple
hops. A router (an Internediate Point or the End Point),
participating in a particular route neasurenent,

0 MJST generate a Secure MO nessage (a Measurenent Request or a
Measurenment Reply) if the received Measurenent Request is a Secure
MD. The Security Configuration used in generating a Secure MO
message MJST be sanme as the one used in the received nessage.

0 MJST NOT generate a Secure MO nessage if the received Measurenent
Request is not a Secure MO

A router MJST discard a received Measurenent Request if it cannot
foll ow the above mentioned rules. |If the Start Point sends a

Measur ement Request in a Secure MO nessage using a particul ar
Security Configuration, it MJST discard the correspondi ng Measur enent
Reply it receives with no further processing unless the Measurenent
Reply is received in a Secure MO nessage generated with sanme Security
Configuration as the one used in the Measurenent Request.

In the follow ng discussion, any reference to an MO nessage is al so
applicable to a Secure MO nessage unl ess noted ot herw se.

4. Oiginating a Measurenment Request
A Start Point sets various fields inside the Measurenent Request it

generates in the nanner described below. The Start Point MJST al so
include the routing netric objects [ RFC6551] of interest inside one
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or nmore Metric Container options inside the Measurenent Request. The
Start Point then determ nes the next hop on the route being nmeasured.
If a Hop-by-hop route is being neasured (i.e., H= 1), the next hop
is determ ned using the RPLInstancel D, the End Point Address and, if
RPLI nstancelD is a |local value, the Start Point Address fields in the
Measurement Request. |f a Source Route is being measured (i.e., H=
0), the Address[0] el enent inside the Measurenent Request contains
the next hop address. The Start Point MJST ensure that

o the next hop address is a unicast address; and
o the next hop is on-link; and

o the next hop is in the same RPL routing domain
[I-D.ietf-roll-term nol ogy] as the Start Point;

failing which the Start Point MJST discard the Measurenent Request
wi t hout sending. Depending on the routing netrics, the Start Point
must initiate the routing nmetric objects inside the Metric Container
options by including the routing nmetric values for the first hop on
the route being neasured. Finally, the Start Point MJST uni cast the
Measur ement Request to the next hop on the route bei ng neasured.

The Start Point MUST naintain state for just transnitted Measurenent
Request for a life time duration that is |arge enough to allow the
correspondi ng Measurenent Reply to return. This state consists of
the RPLInstancel D, the SeqNo and the End Point Address fields of the
Measurement Request. The life tinme duration for this state is

| ocally determ ned by the Start Point and nmay be depl oynment specific.
This state expires when the correspondi ng Measurenent Reply is
received or when the life time is over, whichever occurs first.
Failure to receive the correspondi ng Measurenent Reply before the
expiry of a state may occur due to a nunber of reasons including
unwi | I i ngness on part of an Internediate Point or the End Point to
process the Measurenent Request. The Start Point should take such
possibilities in account when deci di ng whether to generate another
Measur ement Request for this route. The Start Point MJST discard a
recei ved Measurement Reply with no further processing if the state
for the correspondi ng Measurenent Request has al ready expired.

4.1. \Wen Measuring A Hop-by-hop Route with a d obal RPLInstancel D
If a Hop-by-hop Route with a global RPLInstancelD is being nmeasured
(i.e., H=1, RPLInstancel D has a gl obal value), the MO MUST NOT

contain an Address vector and various MO fields MJST be set in the
fol |l owi ng manner:
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0 RPLInstancel D: MJST be set to the RPLInstancel D of the route being
measur ed.

0 Conpr: MJST be set to specify the nunber of prefix octets that are
elided fromthe | Pv6 addresses in Start Point/End Point Address
fields.

o Type (T): MIST be set to one since the MO represents a Measurenent
Request .

0 Hop-by-hop (H): MIST be set to one.
0 Accunul ate Route (A): This flag MIST be set to zero.
0 Reverse (R): This flag MJST be set to zero.

0 Back Request (B): This flag MAY be set to one to request the End
Point to send a Measurenent Request to the Start Point.

0 Internmediate Reply (1): This flag MAY be set to one if the Start
Poi nt expects an Internedi ate Point to know the val ues of the
routing netrics being nmeasured for the renai nder of the route.

0 SegNo: Assigned by the Start Point so that it can uniquely
identify the Measurenent Request and the correspondi ng Measur enent
Reply.

o Num This field MUST be set to zero.
o Index: This field MJST be set to zero.

o Start Point Address: MJIST be set to a unicast gl obal/unique-Iocal
| Pv6 address of the Start Point after eliding Conmpr nunber of
prefix octets.

o End Point Address: MJST be set to a unicast gl obal/unique-I ocal
| Pv6 address of the End Point after eliding Conpr nunber of prefix
octets.

4.2. \Wen Measuring A Hop-by-hop Route with a Local RPLInstancelD Wth
Rout e Accunul ation O f

If a Hop-by-hop Route with a | ocal RPLInstancelD is being nmeasured
and the Start Point does not want the MO to accunul ate a Source Route
for the End Point’s use, the MO MUST NOT contain the Address vector
and various MO fields MJUST be set in the foll owi ng nanner:
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4. 3.

Goyal ,

RPLI nstancel D MUST be set to the RPLInstancel D of the route being
measur ed.

Conpr: MUST be set to specify the nunber of prefix octets that are
elided fromthe | Pv6 addresses in Start Point/End Point Address
fields.

Type (T): MJIST be set to one since the MO represents a Measurenent
Request .

Hop- by-hop (H): MJST be set to one.
Accumul ate Route (A): This flag MJUST be set to zero.
Reverse (R): This flag MJST be set to zero.

Back Request (B): This flag MAY be set to one to request the End
Point to send a Measurenent Request to the Start Point.

Internediate Reply (1): This flag MJST be set to zero.

SeqNo: Assigned by the Start Point so that it can uniquely
identify the Measurenent Request and the correspondi ng Measur enent
Reply.

Num This field MJUST be set to zero.
I ndex: This field MUST be set to zero.

Start Point Address: This field MJUST contain the DODAG D val ue
(after eliding Conpr nunber of prefix octets) associated with the
route being neasured. This DODAG D MUST al so be a gl obal or

uni que | ocal 1Pv6 address of the Start Point.

End Poi nt Address: MJST be set to a unicast global or unique |ocal
| Pv6 address of the End Point after eliding Conpr nunber of prefix
octets.

When Measuring A Hop-by-hop Route with a Local RPLInstancelD Wth
Rout e Accunul ation On

If a Hop-by-hop Route with a | ocal RPLInstancelD is being nmeasured
and the Start Point desires the MO to accunul ate a Source Route for
the End Point to send the Measurenent Reply message back, the MO MUST
contain a suitably-sized Address vector and various MO fields MJST be

in the foll owi ng manner:

et al. Expi res Cctober 3, 2013 [ Page 14]



Internet-Draft draft-ietf-roll-p2p-nmeasurenent-09 April 2013

Goyal

RPLI nstancel D MUST be set to the RPLInstancel D of the route being
measur ed.

Conpr: MUST be set to specify the nunber of prefix octets that are
elided fromthe I Pv6 addresses in Start Point/End Point Address
fields and the Address vector.

Type (T): MJIST be set to one since the MO represents a Measurenent
Request .

Hop- by-hop (H): MJST be set to one.
Accumul ate Route (A): This flag MJST be set to one
Reverse (R): This flag MJST be set to zero

Back Request (B): This flag MAY be set to one to request the End
Point to send a Measurenent Request to the Start Point.

Internediate Reply (1): This flag MJST be set to zero

SeqNo: Assigned by the Start Point so that it can uniquely
identify the Measurenent Request and the correspondi ng Measur enent
Reply.

Num This field MJUST specify the nunber of address el enents, each
(16 - Compr) octets in size, that can fit inside the Address
vector.

Index: This field MUST be set to zero to indicate the position in
the Address vector where the next hop must store its | Pv6 address.

Start Point Address: This field MJST contain the DODAGQ D val ue
(after eliding Conpr nunber of prefix octets) associated with the
route being neasured. This DODAG D MUST al so be a gl obal or

uni que | ocal |1Pv6 address of the Start Point.

End Poi nt Address: MJST be set to a unicast global or unique |oca
| Pv6 address of the End Point after eliding Conpr nunber of prefix
octets.

Address vector: The Address vector must be | arge enough to
acconpdate a conplete Source Route fromthe End Point to the Start
Point. Al the bits in the Address vector field MJST be set to
zero.
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4.4.
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When Measuring A Source Route

a Source Route is being neasured, the Start Point MJST set various
fields in the foll owi ng nanner:

RPLI nstancel D. This field does not have any significance when a
Source Route is being nmeasured and hence can be set to any val ue.

Conpr: MUST be set to specify the nunber of prefix octets that are
elided fromthe | Pv6 addresses in Start Point/End Poi nt Address
fields and the Address vector.

Type (T): MJIST be set to one since the MO represents a Measurenent
Request .

Hop- by-hop (H): MJST be set to zero.
Accumul ate Route (A): This flag MJST be set to zero

Reverse (R): This flag SHOULD be set to one if the Source Route in
the Address vector can be reversed and used by the End Point to
send the Measurenent Reply nessage back to the Start Point.

O herwise, this flag MIJST be set to zero.

Back Request (B): This flag MAY be set to one to request the End
Point to send a Measurenent Request to the Start Point.

Internediate Reply (I): This flag MIST be set to zero

SeqNo: Assigned by the Start Point so that it can uniquely
identify the Measurenent Request and the correspondi ng Measur enent
Reply.

Num This field MIUST specify the nunber of address el enents, each
(16 - Conpr) octets in size, inside the Address vector

Index: This field MIUST be set to zero to indicate the position in
the Address vector of the next hop on the route.

Start Point Address: MJST be set to a unicast gl obal or unique
| ocal | Pv6 address of the Start Point after eliding Conpr nunber
of prefix octets.

End Poi nt Address: MJST be set to a unicast global or unique |oca

| Pv6 address of the End Point after eliding Conpr nunber of prefix
octets.
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0 Address vector:

* The Address vector MJST contain a conplete Source Route from
the Start Point to the End Point (excluding the Start Point and
the End Point).

* Each address appearing in the Address vector MJST be a unicast
gl obal or unique local |1Pv6 address. Further, each address
MUST have the same prefix as the Start Point Address and the
End Point Address. This prefix, whose length in octets is
specified in the Conpr field, MJUST be elided fromeach address.

* The | Pv6 addresses in the Address vector MJST be reachable in
the Forward direction.

* |f the Rflag is set to one, the | Pv6 addresses in the Address
vector MJUST al so be reachable in the Reverse direction

5. Processing a Measurenent Request at an I nternediate Point

A router (an Internediate Point or the End Point) MAY discard a
received MO with no processing to neet any policy-related goal. Such
policy goals may include the need to reduce the router’s CPU | oad or
to enhance its battery life or to prevent m suse of this mechani sm by
unaut hori zed nodes.

A router MJST discard a received MOw th no further processing if the
value in the Conpr field inside the received nessage is nore than
what the router considers the I ength of the common prefix used in

| Pv6 addresses in the LLN to be.

On receiving an MO, if a router chooses to process the packet
further, it MJST check if one of its IPv6 addresses is listed as
either the Start Point or the End Point Address. |If neither, the
router considers itself an Internedi ate Point and MJST process the
received MO in the follow ng manner.

An Internediate Point MJST discard the packet with no further
processing if the received MOis not a Measurenent Request (i.e., T =
0). This is because the End Point unicasts a Measurenent Reply
directly to the Start Point. So, the Intermediate Point treats a
transiting Measurement Reply as a data packet and not an RPL contro
nmessage

Next, the Internediate Point deternines the type of the route being

measured (by checking the values of the H flag and the RPLInstancel D
field) and processes the received MO accordingly in the nmanner
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speci fied next.
5.1. When Measuring A Hop-by-hop Route with a d obal RPLInstancel D

If a Hop-by-hop Route with a global RPLInstancel D is being neasured
(i.e. H=1 and RPLInstancel D has a gl obal value), the Internediate
Poi nt MJST process the recei ved Measurenent Request in the follow ng
nanner .

If the Numfield inside the received Measurenent Request is not set
to zero, thereby inplying that an Address vector is present, the

I nt ermedi ate Point MJUST discard the received message with no further
processi ng.

If the Internmediate Reply (1) flag is set to one in the received
Measur ement Request and the Internediate Point knows the val ues of
the routing netrics, specified in the Metric Container options, for
the remai nder of the route, it MAY generate a Measurenent Reply on
the End Point’s behalf in the manner specified in Section 6.1 (after
including in the Measurenment Reply the relevant routing metric val ues
for the conplete route being neasured). Oherw se, the Internediate
Poi nt MJST process the received nessage in the foll owi ng nanner.

The Internedi ate Point MJUST determi ne the next hop on the route being
measured using the RPLInstancel D and the End Point Address. |[If the
Internediate Point is the root of the non-storing gl obal DAG al ong
whi ch the received Measurenent Request had been traveling so far, it
MUST process the received Measurenent Request in the follow ng
manner :

o If the router does not know how to reach the End Point, it MJST
di scard the Measurenent Request with no further processing and MAY
send an | CMPv6 Destinati on Unreachable (with Code 0 - No Route To
Destination) error nmessage [ RFC4443] to the Start Point.

0 Oherwi se, unless the router determines the End Point itself to be
the next hop, the router MJST make the follow ng changes in the
recei ved Measurement Request:

* Set the HH AL Rand | flags to zero (the A and R flags should
al ready be zero in the received nessage).

* Leave renmaining fields unchanged (the Num field woul d be
modi fied in next steps). Note that the RPLInstancelD field
identifies the non-storing gl obal DAG al ong which the
Measur ement Request traveled so far. This informati on MUST be
preserved so that the End Point nmay use this DAG to send the
Measurement Reply back to the Start Point.
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* Insert a new Address vector inside the Measurenent Request and
specify a Source Route to the End Point inside the Address
vector as per the follow ng rules:

+ The Address vector MJUST contain a conplete route fromthe
router to the End Point (excluding the router and the End
Poi nt) ;

+ Each address appearing in the Address vector MJIST be a
uni cast gl obal or unique l|local |IPv6 address. Further, each
address MJUST have the sane prefix as the Start Point Address
and the End Point Address. This prefix, whose length in
octets is specified in the Conpr field, MJST be elided from
each address.

+ The | Pv6 addresses in the Address vector MJST be reachabl e
in the Forward direction

If the router cannot insert an Address vector satisfying the
rul es nmentioned above, it MJST discard the Measurement Request
with no further processing and MAY send an | CMPv6 Desti nation
Unreachable (with Code 0 - No Route To Destination) error
message [ RFC4443] to the Start Point.

* Specify in the Numfield the nunber of address elenents in the
Addr ess vector.

* Set the Index field to zero to indicate the position in the
Address vector of the next hop on the route. Thus, Address[O0]
el ement contains the address of the next hop on the route.

The Intermedi ate Point MUST then conplete the processing of the
recei ved Measurement Request as specified in Section 5.5.

5.2. When Measuring A Hop-by-hop Route with a Local RPLInstancelD Wth
Rout e Accunul ation Of

If a Hop-by-hop Route with a | ocal RPLInstancelD is being nmeasured
and the route accurmulation is off (i.e., H= 1, RPLInstancelD has a

| ocal value, A = 0), the Internediate Point MJST process the received
Measur enent Request in the follow ng manner.

If the Numfield inside the recei ved Measurenent Request is not set
to zero, thereby inplying that an Address vector is present, the

I nternedi ate Point MJUST di scard the received message with no further
processi ng.

The Intermedi ate Point MUST then determ ne the next hop on the route
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bei ng measured using the RPLInstancel D, the End Point Address and the
Start Point Address (which represents the DODAG D of the route being
measured). If the Internmediate Point can not determ ne the next hop
it MJUST discard the Measurenent Request with no further processing
and MAY send an | CMPv6 Destination Unreachable (with Code 0 - No
Route To Destination) error nessage [ RFC4443] to the Start Point.

O herwi se, the Internedi ate Point MJST conplete the processing of the
recei ved Measurement Request as specified in Section 5.5.

5.3. When Measuring A Hop-by-hop Route with a Local RPLInstancelD Wth
Rout e Accunul ation On

If a Hop-by-hop Route with a | ocal RPLInstancelD is being nmeasured
and the route accurmulation is on (i.e., H= 1, RPLInstancelD has a

| ocal value, A = 1), the Internediate Point MJST process the received
Measur ement Request in the follow ng nmanner

If the Numfield inside the recei ved Measurenent Request is set to
zero, thereby inplying that an Address vector is not present, the

I nternedi ate Point MJUST discard the received message with no further
processi ng.

The Internmedi ate Point MJST then determ ne the next hop on the route
bei ng measured using the RPLInstancel D, the End Point Address and the
Start Point Address (which represents the DODAG D of the route being
measured). If the Intermediate Point can not determ ne the next hop
it MIUST discard the Measurenment Request with no further processing
and MAY send an | CMPv6 Destination Unreachable (with Code 0 - No
Route To Destination) error nessage [ RFC4443] to the Start Point. |f
the index field has value Num- 1 and the next hop is not same as the
End Point, the Intermediate Point MJUST drop the received Measurenent
Request with no further processing. 1In this case, the next hop woul d
have no space left in the Address vector to store its address.

O herwi se, the router MIST store one of its | Pv6 addresses at

| ocati on Address[Index] and then increnent the Index field. The IPv6
address added to the Address vector MJST have the follow ng
properties:

o This address MJST be a unicast global or unique |ocal address.

0 This address MJUST have the sane prefix as the Start Point Address
and the End Point Address. This prefix, whose length in octets is
specified in the Conpr field, MJUST be elided before the address is
added to the Address vector.

o This address MJST be reachable in the Reverse direction

If the router does not have an | Pv6 address that satisfies the
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properties nentioned above, it MJST discard the Measurenent Request
with no further processing.

The Internmedi ate Point MJUST then conplete the processing of the
recei ved Measurenent Request as specified in Section 5.5.

5.4. When Measuring A Source Route

If a Source Route is being measured (i.e., H= 0), the Internediate
Poi nt MJST process the recei ved Measurenent Request in the follow ng
manner .

If the Numfield inside the recei ved Measurenent Request is set to
zero, thereby inmplying that an Address vector is not present, the

I nternedi ate Point MJUST di scard the received message with no further
processi ng.

The Intermedi ate Point MJUST verify that the Address[|ndex] el enent
lists one of its unicast global or unique |ocal |IPv6 addresses (m nus
the prefix whose length in octets is specified in the Conpr field),
failing which it MJST discard the Measurenent Request with no further
processing. The Internediate Point MJST then increnent the |ndex
field and use the Address[|ndex] elenent as the next hop (unless
Index value is now Nunm). |f the Index value is now Num the

I nt ermedi ate Poi nt MJUST use the End Point Address as the next hop

The Internmedi ate Point MUST then conplete the processing of the
recei ved Measurenent Request as specified in Section 5.5.

5.5. Final Processing

The Intermedi ate Point MJST drop the recei ved Measurenent Request
with no further processing:

o |If the next hop address is not a unicast address; or
o |If the next hop is not on-link; or

o If the next hop is not in the sane RPL routing domain as the
I nt er medi ate Poi nt.

Next, the Internediate Point MJST update the routing nmetric objects,
inside the Metric Container option(s) inside the Measurenent Request,
ei ther by updating the aggregated value for the routing netric or by
attaching the |l ocal values for the netric inside the object. An

I nternediate Point can only update the existing netric objects and
MUST NOT add any new routing netric object to the Metric Container
An Internediate Point MJUST drop the Measurenent Request with no
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further processing if it cannot update a routing metric object
specified inside the Metric Container.

Finally, the Internediate Point MJST unicast the Measurenent Request
to the next hop.

6. Processing a Measurenent Request at the End Point

On receiving an MO, if a router chooses to process the nessage
further and finds one of its unicast global or unique |ocal |Pv6
addresses (mnus the prefix whose length in octets is specified in
the Compr field) listed as the End Point Address, the router
considers itself the End Point and MJST process the received MO in
the foll owi ng manner.

The End Point MJST discard the received nessage with no further
processing if it is not a Measurenment Request (i.e., T = 0).

If the received Measurenent Request travel ed on a Hop-by-hop Route
with a local RPLInstancelD with route accunulation on (i.e., H=1,
RPLI nstancel D has a local value and A = 1), el enents Address| 0]

t hrough Address[Index - 1] in the Address vector contain a conplete
Source Route fromthe Start Point to the End Point, which the End

Poi nt MAY use, after reversal, to reach the Start Point. Note that
the Source Route in the Address vector does not include the Start

Poi nt and the End Poi nt addresses and the individual addresses do not
i nclude the comon prefix whose length in octets is specified in the
Conpr field.

If the received Measurenent Request travel ed on a Source Route and
the Reverse flag is set to one (i.e., H=0, R=1), elenments
Address[ 0] through Address[Num - 1] in the Address vector contain a
conpl ete Source Route fromthe Start Point to the End Point, which
the End Point MAY use, after reversal, to reach the Start Point.
Again, the Source Route in the Address vector does not include the
Start Point and the End Poi nt addresses and the individual addresses
do not include the common prefix whose length in octets is specified
in the Conpr field.

The End Point MJST update the routing nmetric objects in the Metric

Container options if required and MAY note the neasured val ues for

the conplete route (especially, if the received Measurenent Request
is likely a response to an earlier Measurement Request that the End
Point had sent to the Start Point with B flag set to one).

The End Point MJST generate a Measurenent Reply nessage as specified
in Section 6.1. |If the Bflag is set to one in the received
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Measur ement Request, the End Point SHOULD generate a new Measurenent
Request to measure the cost of its current (or the nost preferred)
route to the Start Point. The routing nmetrics used in the new
Measur ement Request MJUST include the routing nmetrics specified in the
recei ved Measurenent Request.

6.1. Cenerating the Measurenent Reply

A Measurenment Reply MJST have the Type (T) flag set to zero and need
not contain the Address vector. The following fields inside a

Measur enment Reply MUST have the sane val ues as they had inside the
correspondi ng Measurenent Request: RPLInstancel D, Conpr, SeqNo, Start
Poi nt Address, End Point Address and Metric Container Option(s). The
remaining fields inside a Measurenent Reply may have any val ue and
MUST be ignored on reception at the Start Point; the received

Measur ement Request can, therefore, trivially be converted into a
Measurenment Reply by setting the Type (T) flag to zero.

A Measurenment Reply MJST be unicast back to the Start Point:

o |If the Measurenent Request travel ed along a gl obal DAG identified
by the RPLInstancel D field, the Measurenent Reply MAY be unicast
back to the Start Point along the sane DAG

o |f the Measurenent Request travel ed al ong a Hop-by-hop Route with
a local RPLInstancel D and accumul ated a Source Route fromthe
Start Point to the End Point, this Source Route MAY be used after
reversal to send the Measurenent Reply back to the Start Point.

o |f the Measurenent Request travel ed along a Source Route and the R
flag inside the received nessage is set to one, the End Poi nt NMAY
reverse the Source Route contained in the Address vector and use
it to send the Measurenent Reply back to the Start Point.

7. Processing a Measurenent Reply at the Start Point

When a router receives an MO, it examines if one of its unicast |Pv6
addresses is listed as the Start Point Address. |If yes, the router
is the Start Point and MJST process the received nessage in the

fol |l owi ng manner.

If the Start Point discovers that the received MOis not a
Measurement Reply or if it no longer maintains state for the
correspondi ng Measurenent Request, it MJST discard the received
message with no further processing.

The Start Point can use the routing metric objects inside the Metric
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Container to evaluate the nmetrics for the nmeasured P2P route. |If a
routing metric object contains local netric values recorded by
routers on the route, the Start Point can nmake use of these |oca

val ues by aggregating theminto an end-to-end nmetric according to the
aggregation rules for the specific netric. A Start Point is then
free to interpret the nmetrics for the route according to its |oca

policy.

8. Security Considerations

In general, the security considerations for the route measurenent
nmechani sm described in this document are simlar to the ones for RPL
(as described in Section 19 of [RFC6550]). Sections 6.1 and 10 of
RPL specification [ RFC6550] describe RPL's security framework that
provi des data confidentiality, authentication, replay protection and
del ay protection services. This security framework is applicable to
t he route measurenent mechani sm described here as well after taking
in account the constraints specified in Section 3.2.

This docunment requires all routers participating in a secure

i nvocation of the route neasurenent process to use the Security
Configuration decided by the Start Point. The intention is to avoid
conpromi sing the overall security of the route neasurenent due to
some routers using a weaker Security Configuration. A router is
allowed to participate in a "secure" route neasurenment only if it can
support the Security Configuration in use, which also specifies the
key in use. It does not matter whether the key is pre-installed or
dynanically acquired after proper authentication. The router nust
have the key in use before it can process or generate Secure MO
messages. Hence, fromthe perspective of the route neasurenent
mechani sm there is no distinction between the "preinstalled" and
"aut henticated" security nodes described in RPL specification

[ RFC6550]. O course if a conpromi sed router has the key being used,
it could cause the route neasurenent to fail, or worse, insert wong
informati on in Secure MO nessages.

A rogue router acting as the Start Point could use the route

measur enent nechani smdefined in this document to nmeasure routes from
itself to other routers and thus find out key information about the
LLN, e.g., the topological features of the LLN (such as the identity
of the key routers in the topology) or the remaining energy |evels

[ RFC6551] in the routers. This information can potentially be used
to attack the LLN. A rogue router could also use this nechanismto
send bogus Measurenent Requests to arbitrary End Points. |If
sufficient Measurenent Requests are sent, then it may cause CPU
overload in the routers in the network, drain their batteries and
cause traffic congestion in the network. Note that some of these
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probl emrs woul d occur even if the conprom sed router were to generate
bogus data traffic to arbitrary destinations.

To protect against such msuse, this docunent allows RPL routers

i mpl ementing this mechanismto not process MO nessages (or process
such nessages sel ectively) based on a local policy. For exanple, an
LLN depl oynment might require the use of Secure MO nessages generated
using a key that could be obtained only after proper authentication
Note that this document requires an LLN depl oynment to support Secure
MO nmessages so that such policies can be enforced where considered
essenti al

Si nce a Measurenent Request can travel along a Source Route specified
in the Address vector, sone of the security concerns that led to the
deprecation of Type O routing header [ RFC5095] may be valid here. To
address such concerns, the mechani smdescribed in this docunent

i ncl udes several renedies:

0 This docunment requires that a route inserted inside the Address
vector nust be a strict Source Route and must not include any
mul ti cast addresses.

0 This docunent requires that an MO nessage nust not cross the
boundaries of the RPL routing domain where it originated. A
router nust not forward a received MO nessage further if the next
hop belongs to a different RPL routing domain. Hence, any
security problens associated with the nechani smwould be linited
to one RPL routing donmain.

0 This docunent requires that a router nust drop a received
Measur ement Request if the next hop address is not on-link or if
it is not a unicast address.

9. | ANA Consi derati ons
Thi s docunent defines two new RPL nessages

0 "Measurenent Cbject" (see Section 3.1), assigned a value TBD1 from
the "RPL Control Codes" space [to be renpved upon publication
http://ww. iana. org/assignnments/rpl/rpl.xm #control - codes]

[ RFC6550]. |1 ANA is requested to allocate TBD1 fromthe range
0x00-0x7F to indicate a nessage wi thout security enabled. The
string TBD1 in this document should be replaced by the all ocated
value. These last two sentences should be renpbved before

publi cati on.
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(o]

"Secure Measurement Object" (see Section 3.2), assigned a val ue
TBD2 fromthe "RPL Control Codes" space [to be renoved upon

publi cati on:

http://wwv. i ana. org/ assi gnnments/rpl/rpl.xm #control - codes]

[ RFC6550]. I ANA is requested to allocate TBD2 fromthe range
0x80-0xFF to indicate a nessage with security enabled. The string
TBD2 in this document should be replaced by the allocated val ue.
These last two sentences shoul d be renoved before publication.

----- L T T I pu R
Code | Description | Ref erence |
----- oo e e
TBD1 | Measur ement Cbj ect | This document |
TBD2 | Secure Measurenent Object | This document |
----- L T T I g

RPL Control Codes
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