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1. Introduction

Targeting Low power and Lossy Networks (LLNs), the |1 Pv6 Routing
Protocol for LLNs (RPL) [RRFC6550] provides paths along a Directed
Acyclic Graph (DAG rooted at a single router in the network.

Est abl i shment and nai ntenance of a DAGis perfornmed by routers in the
LLN usi ng Destination-Oiented DAG (DODAG Information Object (DO
messages. Wien two arbitrary routers (neither of which is the DAG s
root) need to comunicate, the data packets are restricted to trave
only along the links in the DAG  Such point-to-point (P2P) routing
functionality nmay not be sufficient for several Hone and Buil ding
Aut omat i on applications [ RFC5826] [ RFC5867] due to the follow ng
reasons:

0 The need to pre-establish routes: each potential destination in
the network nust declare itself as such ahead of the tinme a source
needs to reach it.

0 The need to route only along the links in the DAG A DAGis built
to optimize the routing cost to reach the root. Restricting P2P
routes to use only the in-DAG links may result in significantly
subopti mal routes and severe traffic congestion near the DAG root.

Thi s docunent describes an extension to core RPL (i.e., the RPL
functionality described in [ RFC6550]) that enables an IPv6 router in
the LLN to discover routes to one or nore |Pv6 routers in the LLN "on
demand”. The di scovered routes may not be the best available but are
guaranteed to neet the specified routing nmetric constraints. Thus,
such routes are considered "good enough” fromthe application’s
perspective. This reactive P2P route di scovery mechanismis
henceforth referred to as P2P- RPL.

A mechanismto nmeasure the end-to-end cost of an existing route is
specified in [I-D.ietf-roll-p2p-neasurenent]. As discussed in
Section 4, neasuring the end-to-end cost of an existing route may
hel p deci de whether to initiate the discovery of a better route using
P2P-RPL and the netric constraints to be used for this purpose.

1.1. Known | ssues/ Future Wrk

This docunent is presented as an Experinmental specification to
facilitate P2P-RPL’s depl oynent in LLN scenarios where reactive P2P
route discovery is considered useful or necessary. It is anticipated
that, once sufficient operational experience has been gained, this
specification will be revised to progress it on to the Standards
Track. Experience reports regardi ng P2P-RPL i npl enentati on and

depl oynent are encouraged particularly with respect to:
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0 Secure P2P-RPL operation (Section 11);

0 Rules governing Trickle operation (Section 9.2);

0 Values in the default DODAG Configuration Option (Section 6.1);
0 The RPLInstancel D reuse policy (Section 6.1);

o Uility and inplenmentation conplexity of allowing nultiple Target
addresses in a P2P-RPL route discovery.

2. The Use Cases

One use case, comon in home [ RFC5826] and conmmerci al buil ding

[ RFC5867] environnents, involves a device (say a renote control) that
suddenly needs to conmuni cate with anot her device (say a lanp) to
which it does not already have a route (and whose network address it
knows apriory). In this case, the renote control nust be able to

di scover a route to the lanp "on denmand".

Anot her use case, common in a conmercial building environnent,

i nvol ves a large LLN depl oynent where P2P conmuni cation along a
particul ar DAG anobng hundreds (or thousands) of routers creates
severe traffic congestion near that DAGs root. |In this case, it is
desirable to discover direct routes between various source-
destination pairs that do not pass through the DAG s root.

O her use cases involve scenarios where energy or latency constraints
are not satisfied by the P2P routes al ong an existing DAG because
they involve traversing many nore intermedi ate routers than necessary
to reach the destination.

3. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
[ RFC2119] .
Additionally, this docurment uses term nology from[RFC6550] and
[I-D.ietf-roll-termnology]. This docunent introduces the follow ng
terns:

Oigin : The IPv6 router initiating the P2P-RPL route di scovery.

Target : The I Pv6 router at the other end point of the P2P route(s)
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to be discovered. A P2P-RPL route discovery can discover routes to
multiple Targets at the same tine.

Internediate Router: An IPv6 router that is neither the Oigin nor a
Tar get .

Forward direction: The direction fromthe Oigin to the Target.
Reverse direction: The direction fromthe Target to the Oigin.
Forward Route: A route in the Forward direction
Reverse Route: A route in the Reverse direction

Bi directional Route: A route that can be used in both Forward and
Reverse directions.

Ingress-only Interface: A network interface that can only receive
packets.

Egress-only Interface: A network interface that can only send
packets.

Source Route: A conplete and ordered list of routers that can be used
by a packet to travel froma source to a destination node.

Hop- by- hop Route: The route characterized by each router on the route
using its routing table to deternine the next hop on the route.

RPL Security Configuration: The values for Counter is Tine, Security
Algorithm Key ldentifier Mdde and Security Level fields, defined in
Section 6.1 of [RFC6550], inside the Security section of a secure RPL
control message

4. Applicability

A route discovery using P2P-RPL nmay be perforned by an Origin when no
route exists between itself and the Target(s) or when the existing
routes do not satisfy the application requirenents. P2P-RPL is

desi gned to di scover Hop-by-hop or Source Routes to one or nore
Targets such that the discovered routes neet the specified
constraints. In sone application contexts, the constraints that the
di scovered routes nust satisfy are intrinsically known or can be
specified by the application. For exanple, an Origin that expects
its Targets to be less than 5 hops away may use "hop-count < 5" as
the constraint. |In other application contexts, the Origin may need
to neasure the cost of the existing route to a Target to deternmnine
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the constraints. For exanple, an Origin that nmeasures the total ETX
along its current route to a Target to be 20 may use "ETX < x*20",
where x is a fraction that the Origin decides, as the constraint. A
mechani smto nmeasure the cost of an existing route between two | Pv6
routers is specified in [I-Dietf-roll-p2p-nmeasurenent]. |If there is
no existing route between the Origin and the Target(s) or the cost
measurenent for the existing routes fails, the Oigin will have to
guess the constraints to be used in the initial route discovery.
Once, the initial route discovery succeeds or fails, the Oigin wll
have a better estimate for the constraints to be used in the
subsequent route discovery.

P2P-RPL may result in discovery of better P2P routes than the ones
avai l abl e al ong a gl obal DAG designed to optim ze routing cost to the
DAG s root. The inprovenent in route quality depends on a numnber of
factors including the network topol ogy, the "distance" between the
Oigin and the Target (in terns of the routing netrics in use) and
the preval ent conditions in the network. 1In general, a P2P-RPL route
may be better than the one along a global DAGif the Origin and the
Target are nearby. Simlarly, a P2P-RPL route may not be nuch better
than the one along a global DAGif the Origin and the Target are far
apart. Note that, even when P2P-RPL routes are not nuch better than
those along a gl obal DAG P2P-RPL routes nmay still be able to avoid
congestion that might occur near the root if the routing takes place
only along a global DAG In general, the costs associated with a
P2P- RPL route discovery (in terns of the control nessages, nostly

Dl Os, generated) increases with the distance between the Origin and
the Target. However, it is possible to limt the cost of route

di scovery by carefully setting the routing constraints, the Trickle
paraneters (that govern the D O generation) and the tine duration for
which a router nmaintains its nenbership in the tenporary DAG created
for the route discovery. A network designer may take into

consi deration both the benefits (potentially better routes; no need
to maintain routes proactively; avoid congestion near the gl oba

DAG s root) and costs when using P2P-RPL. The | atency associ at ed
with a P2P-RPL route discovery agai n depends on the distance between
the Origin and the Target and the Trickle paraneters.

Li ke core RPL [ RFC6550], P2P-RPL operation requires |links to have
bidirectional reachability. For this reason, the routers
participating in a P2P-RPL route di scovery nust ensure that

o Links that do not have bidirectional reachability do not becone
part of the route being discovered; and

0 |Pv6 addresses belonging to Ingress-only (or Egress-only)
Interfaces do not becone part of the route being discovered.
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5. Functional Overview
This section contains a high | evel description of P2P-RPL.

A P2P-RPL route discovery takes place by formng a DAG rooted at the
Oigin. As is the case with core RPL, P2P-RPL uses |Pv6 |ink-|oca
mul ticast DI O nmessages to establish a DAG However, unlike core RPL,
this DAGis tenporary in nature. The routes are discovered and
installed while the DAGis alive. Once the specified duration of
their nenbership in the DAGis over, the routers |eave the DAG and
hence the DAG ceases to exist. However, the installed routes are
retained for their specified life time (which is different than the
specified duration of a router’s nmenbership in the DAG even though
the DAG that caused their installation no | onger exists. 1In P2P-RPL,
the sol e purpose of DAG creation is to discover routes to the
Target(s) and DI Gs serve as the route discovery nessages. Each
router joining the DAG deternines a rank for itself in the DAG and

i gnores the subsequent DI Gs received fromlower (higher in numerica
val ue) ranked neighbors. Thus, the route discovery nessages
propagate away fromthe Origin rather than return back toit. As in
core RPL, DIO generation at a router is controlled by a Trickle timer
[ RFC6206] that allows a router to avoid generating unnecessary
messages whil e providing protection agai nst packet |oss. P2P-RPL

al so uses the routing netrics [ RFC6551], objective functions and
packet forwardi ng framework [ RFC6554][ RFC6553] devel oped for core
RPL.

An Origin may use P2P-RPL to discover routes to one or nore Target(s)
identified by one or nore unicast/mnmulticast addresses. P2P-RPL

all ows for the discovery of one Hop-by-hop Route or up to four Source
Routes per Target. The discovered routes are guaranteed to neet the
specified routing nmetric constraints but may not be the best
available. P2P-RPL may fail to discover any route if the specified
routing constraints are overly strict.

The Origin initiates a P2P-RPL route discovery by forming a tenporary
DAG rooted at itself. The DICs used to create the temporary DAG are
identified by a new Mbde of Operation (P2P Route Di scovery node
defined in Section 6). The DIGs listing the P2P Route Di scovery node
as the Mode of Qperation are henceforth referred to as the P2P node
DiOCs. A P2P nopde DI O al ways carries exactly one P2P Route Di scovery
Option (P2P-RDO, defined in Section 7) in which the Oigin specifies
the follow ng information:

o0 The IPv6 address of a Target. This could be a unicast address or

a multicast address. Any additional Targets may be specified by
i ncluding one or nore RPL Target Options [ RFC6550] inside the D O
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o0 The nature of the route(s) to be discovered: Hop-by-hop or Source
Routes. This specification allows for the discovery of one Hop-
by-hop Route or up to four Source Routes per Target.

0 The desired nunber of routes (if Source Routes are being
di scovered).

0 \Whether the Target(s) should send P2P Di scovery Reply hject (P2P-
DRO) nessages (defined in Section 8) back to the Origin on
receiving a DI O nessage. A P2P-DRO nessage carries a discovered
Source Route back to the Origin or establishes a Hop-by-hop Route
between the Origin and the Target.

A P2P-RDO al so includes the best route fromthe Oigin that the
router, generating the P2P node DI O has seen so far.

A P2P node DI O MAY al so carry:
0 One or nore Metric Container Options to specify:
* The relevant routing netrics.

* The constraints that the discovered route nust satisfy. These
constraints also linmt how far the DI Os nessage may travel

0 One or nore RPL Target options to specify additional unicast or
mul ti cast Targets.

As the routers join the tenporary DAG they keep track of the best
route(s) (so far fromthe Origin) they have seen and advertise these
routes, along with the corresponding routing nmetrics, in their P2P
nmode DI Gs. A router, including the Target(s), discards a received
P2P node DIO if the aggregated routing netrics on the route
advertised by the DIO do not satisfy the listed constraints. These
constraints can be used to limt the propagation of P2P node DI O
messages. A router nmay al so discard a received P2P node DIOif it
does not wish to be a part of the discovered route due to linited
resources or due to policy reasons.

When a Target receives a P2P node DIO, it contains inside the P2P-RDO
a conplete Source Route fromthe Oiginto this Target. Since the
links in the discovered route have bidirectional reachability
(Section 7), the Target may use the discovered route to reach the
Origin. Thus, a router that provides a particular service in the LLN
(e.g. an outside tenperature server) could initiate a P2P-RPL route

di scovery listing all its potential clients as Targets, thereby
allowing the clients to discover a Source Route back to the server

In this case, the Oigin (the server) nmight want to disable the
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generation of P2P-DRO nessages by the Targets (the clients). If the
Origin has requested P2P-DRO nessages to be sent back, the Target may
sel ect the discovered route in the received DIO for further
processing as described next. This docunent does not specify a
particular nethod for the Target to use to select a route for further
processing. Exanple methods include selecting any route that neets
the constraints or selecting the best route(s) discovered over a
certain time period.

If one or nore Source Route(s) are being discovered, the Target sends
the selected Source Route(s) to the Origin via P2P-DRO nessages with
one P2P-DRO nessage carrying one discovered route. On receiving a
P2P- DRO nessage, the Oigin stores the discovered route inits
menory. This specification allows the Oigin to discover up to four
Source Routes per Target, thereby allowing the Oigin to have
sufficient ready-to-use alternatives should one or nore of these
routes fail. |f a Hop-by-hop Route is being discovered, the Target
sends a P2P-DRO nessage containing the selected route to the Origin.
The P2P- DRO nessage travels back to the Origin along the selected
route, establishing state for the Forward Route in the routers on the
pat h.

The Target nmay request the Origin to acknow edge the receipt of a
P2P- DRO nessage by sendi ng back a P2P- DRO Acknow edgenent (P2P- DRO
ACK) nessage (defined in Section 10). The Oigin unicasts a P2P- DRO
ACK message to the Target. |f the Target does not receive the
requested P2P-DRO-ACK within a certain tine interval of sending a
P2P-DRO, it resends the P2P-DRO nessage (up to a certain nunmber of
tinmes) carrying the sane route as before.

The use of trickle tiners to delay the propagation of DI O nessages
may cause sone nodes to generate these nessages even when the desired
routes have al ready been discovered. In order to preenpt the
generation of such unnecessary nessages, the Target nmay set a "Stop"
flag in the P2P-DRO nessage to let the nodes in the LLN know about
the conpletion of the route discovery process. The routers receiving
such a P2P-DRO shoul d not generate any nmore DIGs for this tenporary
DAG. Neither should they process any received DIGs for this
tenporary DAG in future. However, such routers nust still process
the P2P-DRGCs received for this tenporary DAG

6. P2P Route Discovery Mdde O QOperation
This section specifies a new RPL Mbde of Operation (MOP), P2P Route
Di scovery Mobde (or P2P node, for short), with value TBD1l. A DO

message, listing P2P node as the MOP, is identified as performing a
P2P- RPL route discovery by creating a tenporary DAG A P2P node DI O
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MUST carry exactly one P2P Route Di scovery Option (P2P-RDO, specified
in Section 7).

6.1. Setting a P2P Mde DI O

The Base Object in a P2P node DI O nessage MJST be set in the
foll owi ng manner:

0 RPLInstancel D: RPLInstancel D MIST be a | ocal value as described in
Section 5.1 of [RFC6550]. The Origin chooses the RPLInstancelD to
be used for a particular route discovery in accordance with the
foll owi ng rul es:

* The Origin SHOULD NOT reuse an RPLInstancel D for a route
di scovery if some routers might still maintain menbership in
the DAGthe Oigin had initiated for the previous route
di scovery using this RPLInstancelD. As described in Section 7,
a router’s nmenbership in a DAG created for a P2P-RPL route
di scovery lasts for the tinme duration (say 'I’ seconds)
indicated by the L field inside the P2P-RDO. In general, there
is no upper bound on the tinme duration by when all the routers
have left the DAG created for a P2P-RPL route discovery. In
the specific case where the discovered route nust be at nost
'n’ hops in length, all the routers nust have left the DAG
"(n+1)*I" seconds after its initiation by the Origin. In
practice, all the routers should have joined the DAGw thin '’
seconds of its initiation (since the route discovery nust
complete while the Origin still belongs to the DAG and hence
all the routers should have left the DAGwithin "2*1" seconds
of its initiation. Hence, it is usually sufficient that the
Oigin wait for twice the duration indicated by the L field
i nside the P2P-RDO used for the previous route discovery before
reusing the RPLInstancel D for a new route discovery.
I ndi vi dual P2P- RPL depl oynents are encouraged to share their
experience with various RPLInstancel D reuse policies to help
gui de the devel opnent of standards track version of the
pr ot ocol .

* VWhen initiating a new route discovery to a particular Target,
the Origin MUST NOT reuse the RPLInstancel D used in a previous
route discovery to this Target if the state created during the

previous route discovery might still exist in sone routers.
Note that it is possible that the previous route discovery did
not succeed yet some routers still ended up creating state.

The Default Lifetime and Lifetinme Unit paranmeters in the DODAG
Configuration Option specify the lifetime of the state the
routers, including the Oigin and the Target, nmaintain for a
Hop- by-hop or a Source Route discovered using P2P-RPL. Suppose
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this lifetine is 'X seconds. As discussed above, any state
created during the previous route discovery was |ikely created
within "2*|1" seconds of its initiation. Hence, it is
sufficient that the Oigin lets a tine duration equal to
"X+2*|" seconds pass since the initiation of the previous route
di scovery before initiating a new route discovery to the sane
Target using the sane RPLI nstancel D

Versi on Nunber: MUST be set to zero. The tenporary DAG used for
P2P- RPL route di scovery does not exist |ong enough to have new
ver si ons.

G ounded (G Flag: This flag MJST be set to one. Unlike a gl obal
RPL i nstance, the concept of a floating DAG used to provide
connectivity within a sub-DAG detached from a grounded DAG does
not apply to a local RPL instance. Hence, an Oigin MJST al ways
set the Gflag to one when initiating a P2P-RPL route di scovery.
Further, clause 3 of Section 8.2.2.2 in [ RFC6550] does not apply
and a node MUST NOT initiate a new DAGif it does not have any
parent left in a P2P- RPL DAG

Mode of Operation (MOP): MJST be set to TBD1, corresponding to P2P
Rout e Di scovery node.

DTSN. MJST be set to zero on transnission and ignored on
reception.

DODAGPr ef erence (Prf): This field MUST be set to zero (I east
preferred).

DODAG D: This field MIST be set to an | Pv6 address of the Oigin.

The other fields in the D O Base Ohject can be set in the desired
fashi on as per the rules described in [ RFC6550].

A received P2P node DI O MUST be discarded if it does not followthe
above-listed rules regarding the RPLInstancel D, Version Number, G
flag, MOP and Prf fields inside the base object.

The DODAG Configuration Option, inside a P2P node DI O MJUST be set in
the foll owi ng nanner:

(0]

Goyal ,

The Origin MIUST set the MaxRankl ncrease paranmeter to zero to

di sable local repair of the tenporary DAG A received P2P node
DI O MIUST be discarded if the MaxRankl ncrease paraneter inside the
DODAG Configuration Option is not zero.
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(o]

The Origin SHOULD set the Trickle parameters
(DI A nterval Doublings, DI Anterval Mn, DI ORedundancyConstant) as
recommended in Section 9. 2.

The Oigin sets the Default Lifetine and Lifetine Unit paraneters
to indicate the lifetime of the state the routers, including the
Oigin and the Target(s), maintain for a Hop-by-hop or a Source
Rout e di scovered usi ng P2P- RPL.

The Oigin sets the other fields in the DODAG Configuration
Option, including the OCP identifying the Cbjective function, in
the desired fashion as per the rules described in [ RFC6550].

An Internediate Router (or a Target) MJST set various fields in
the DODAG Configuration Option in the outgoing P2P node DIGs to
the values they had in the incomng P2P node DI Gs for this DAG

A default DODAG Configuration Option conmes in effect if a P2P node
DI O does not carry an explicit one. The default DODAG Configuration
Option has the foll owi ng paraneter val ues:

(0]

(0]

Aut henti cation Enabled: 0O

DO ntervalMn: 6, which translates to 64nms as the value for Inin
parameter in Trickle operation. This value is roughly one order
of magnitude larger than the typical transm ssion delay on | EEE
802. 15.4 |links and corresponds to the recomendation in

Section 9.2 for well-connected topol ogi es.

Dl ORedundancyConstant: 1. See the discussion in Section 9.2
MaxRankl ncrease: 0 (to disable local repair of the temporary DAG.
Default Lifetinme: OxFF, to correspond to infinity.

Lifetime Unit: OXFFFF, to correspond to infinity.

bj ective Code Point: 0, i.e., OF0 [ RFC6552] is the default
obj ective function

The renmai ni ng paraneters have default values as specified in
[ RFC8550] .

I ndi vi dual P2P- RPL depl oyments are encouraged to share their
experience with these default values to hel p guide the devel opment of
standards track version of the protocol

The routing nmetrics and constraints [ RFC6551] used in P2P-RPL route

Goyal
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di scovery are included in one or nore Metric Container Options

[ RFC6550] inside the P2P node DIO. Note that a DI O need not include
a Metric Container if OFO is the objective function in effect. In
that case, a P2P node DIO may still specify an upper limt on the
maxi mum rank, that a router nay have in the tenporary DAG inside the
P2P- RDO.

A P2P node DI O

0 MJST carry one (and only one) P2P-RDO. The P2P-RDO allows for the
specification of one unicast or nulticast address for the Target.
A received P2P node DI O MUST be discarded if it does not contain
exactly one P2P- RDO.

o MAY carry one or nore RPL Target Options to specify additional

uni cast/nmulti cast addresses for the Target. |f a unicast address
is specified, it MJIST be a gl obal address or a unique | ocal
address.

o MAY carry one or nore Metric Container Options to specify routing
metrics and constraints.

o0 MAY carry one or nore Route Information Options [RFC6550]. |In the
context of P2P-RPL, a Route Information Option advertizes to the
Target(s) the Origin's connectivity to the prefix specified in the
opti on.

An RPL Option, besides the ones |isted above, MJST be ignored when
found inside a received P2P node DI O and MJST NOT be included in the
P2P node DI Gs the receiving router generates.

In accordance with core RPL, a P2P node DI O MIST propagate via |ink-
local multicast. The |IPv6 source address in a P2P node DI O MIST be a
link-1ocal address and the | Pv6 destinati on address MJST be the |ink-
| ocal multicast address all-RPL-nodes [ RFC6550]. A P2P node DI O MUST
be transmtted on all interfaces the router has in this RPL domain
[I-D.ietf-roll-termn nol ogy].

7. P2P Route Discovery Option (P2P-RDO)

This section defines a new RPL control nessage option: the P2P Route
Di scovery Option (P2P-RDO) .
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Figure 1: Format of P2P Route Discovery Option (P2P-RDO)

The format of a P2P Route Di scovery Option (P2P-RDO) is illustrated

in

Figure 1. A P2P node DI O and a P2P-DRO (defined in Section 8)

message MJST carry exactly one P2P-RDO. A P2P-RDO consi sts of the
followi ng fields:

0

(0]

Goyal ,

Option Type: TBD2.

Option Length: 8-bit unsigned integer, representing the length in
octets of the option, not including the Option Type and Option
Length fields.

Reply (R): The Origin sets this flag to one to allow the Target(s)
to send P2P-DRO nessages back to the Oigin. |If this flag is
zero, a Target MJST NOT generate any P2P- DRO nessage.

Hop- by-hop (H): This flag is valid only if the Rflag is set to
one. The Oigin sets this flag to one if it desires Hop-by-hop
Routes. The Origin sets this flag to zero if it desires Source
Routes. This specification allows for the establishnent of one
Hop- by-hop route or up to four Source Routes per Target. The Hop-
by-hop Route is established in the Forward direction, i.e. from
the Oigin to the Target. This specification does not allow for
the establishnent of Hop-by-hop Routes in the Reverse direction.

Nunber of Routes (N): This field is valid only if the Rflag is
one and Hflag is zero, i.e. the Targets are allowed to generate
P2P- DRO nessages carrying di scovered Source Routes back to the
Oigin. In this case, the value in the Nfield plus one indicates
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(0]
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t he nunber of Source Routes that each Target should convey to the
Origin. \Wen Hop-by-hop Routes are being discovered, the Nfield
MJUST be set to zero on transm ssion and i gnored on reception.

Conpr: 4-bit unsigned integer indicating the nunber of prefix
octets that are elided fromthe Target field and the Address
vector. For exanple, Conpr value will be zero if full |Pv6
addresses are carried in the Target field and the Address vector.

Life Time (L): A 2-bit field that indicates the exact duration a
router joining the tenporary DAG including the Origin and the
Target(s), MJIST maintain its nenbership in the DAG A router MJST
| eave the tenmporary DAG once the tine elapsed since it joined
reaches the value indicated by this field. The mapping between
the value in this field and the duration of the router’s
menbership in the tenporary DAGis as foll ows:

* 0x00: 1 second;

* 0x01: 4 seconds;
* 0x02: 16 seconds;
* 0x03: 64 seconds;

The Oigin sets this field based on its expectation regarding the
time required for the route discovery to conplete, which includes
the tine required for the DIGs to reach the Target(s) and the P2P-
DROs to travel back to the Oigin. The tine required for the D Gs
to reach the Target(s) would in turn depend on the Trickle
paraneters (Inmn and the redundancy constant) as well as the
expected distance (in terns of hops and/or ETX) to the Target(s).
Wil e deciding the value in this field, the Origin should al so
take in account the fact that all routers joining the tenporary
DAG woul d need to stay in the DAG for this nuch tine.

Max Rank/ NH:

* VWhen a P2P-RDO is included in a P2P node DIO, this field
i ndicates the upper limt on the integer portion of the rank
(cal cul ated using the DAGRank() macro defined in [ RFC6550])
that a router may have in the tenporary DAG being created. An
Internedi ate Router MJUST NOT join a tenporary DAG being created
by a P2P node DIOif the integer portion of its rank would be
equal to or higher (in nunerical value) than the MaxRank limt.
A Target can join the tenporary DAG at a rank whose integer
portion is equal to the MaxRank. A router MJST discard a
received P2P node DIOif the integer part of the advertized
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rank equals or exceeds the MaxRank limit. A value O in this
field indicates that the MaxRank is infinity.

* \Wien a P2P-RDO is included in a P2P-DRO nessage, this field
i ndi cates the index of the next hop address inside the Address
vector.

0 TargetAddr: An |Pv6 address of the Target after eliding Conpr
nunber of prefix octets. Wen the P2P-RDOis included in a P2P
node DIO, this field may contain a unicast address or a nulticast
address. |If a unicast address is specified, it MJIST be a gl oba
address or a unique |ocal address. Any additional Target
addresses can be specified by including one or nore RPL Target
Options [RFC6550] in the DIO.  Wen the P2P-RDO is included in a
P2P-DRO, this field MJST contain a unicast global or unique |oca
| Pv6 address of the Target generating the P2P-DRO.

0 Address[1..n]: A vector of IPv6 addresses representing a conplete
route so far in the Forward direction

* Each elenent in the Address vector has size (16 - Conpr) octets
and MUST contain a valid global or unique local |Pv6 address
with first Conpr octets elided.

* The total nunber of elenents inside the Address vector is given
by n = (Option Length - 2 - (16 - Conpr))/ (16 - Conpr).

* The | Pv6 address that a router adds to the vector MJST bel ong
to the interface on which the router received the DIO
containing this P2P-RDO. Further, this interface MIST NOT be
an Ingress-only Interface. This allows the route accunul ated
in the Address vector to be a Bidirectional Route that can be
used by a Target to send a P2P-DRO nessage to the Oigin.

*  The Address vector MJST carry the accunul ated route in the
Forward direction, i.e., the first elenent in the Address
vector nmust contain the | Pv6 address of the router next to the
Origin and so on

* The Oigin and Target addresses MJST NOT be included in the
Addr ess vector.

* A router adding its address to the vector MJST ensure that any
of its addresses do not already exist in the vector. A Target
specifying a conplete route in the Address vector MJST ensure
that the vector does not contain any address nore than once.
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* The Address vector MJST NOT contain any multicast addresses.

8. The P2P Discovery Reply Object (P2P-DRO

This section defines two new RPL Control Message types, the P2P

Di scovery Reply Object (P2P-DRO), with code TBD3, and the Secure P2P-
DRO, with code TBD4. A P2P-DRO serves one of the foll ow ng
functions:

0 Carry a discovered Source Route froma Target to the Origin;

0 Establish a Hop-by-hop Route as it travels froma Target to the
Origin.

A P2P- DRO nessage can al so serve the function of letting the routers
in the LLN know that a P2P-RPL route discovery is conplete and no
nore DI O nessages need to be generated for the correspondi ng
tenporary DAG A P2P-DRO nessage MJUST carry one (and only one) P2P-
RDO whose Target Addr field MJUST contain a unicast |Pv6 address of the
Target that generates the P2P-DRO A P2P- DRO message MJST travel
fromthe Target to the Origin via link-local nulticast along the
route specified inside the Address vector in the P2P-RDO as included
in the P2P-DRO. The | Pv6 source address in a P2P-DRO nessage MJST be
a link-local address and the | Pv6 destination address MJST be the
link-local multicast address all-RPL-nodes [ RFC6550]. A P2P-DRO
message MJST be transmitted on all interfaces the router has in this
RPL domain [I-D.ietf-roll-term nol ogy].

0 1 2 3
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Figure 2: Format of the base P2P Di scovery Reply Object (P2P-DRO

The format of the base P2P Discovery Reply Object (P2P-DRO is shown
in Figure 2. A base P2P-DRO consists of the follow ng fields:
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RPLI nstancel D The RPLI nstancel D of the tenporary DAG used for
route discovery.

Version: The Version of the tenporary DAG used for route
di scovery. Since a tenporary DAG al ways has val ue zero for the
Version, this field MJST al ways be set to zero.

Stop (S): This flag, when set to one by a Target, indicates that
the P2P-RPL route discovery is over. All the routers receiving
such a P2P-DRO, including the ones not listed in the route carried
i nsi de P2P- RDO,

*  SHOULD NOT process any nmore DI Gs received for this tenporary
DAG

*  SHOULD NOT generate any nore DIOs for this tenporary DAG

*  SHOULD cancel any pending DI O transmnission for this tenporary
DAG

Note that the Stop flag serves to stop further DI O generation/
processing for a P2P-RPL route discovery but it does not affect
the processing of P2P-DRO nessages at either the Origin or the
Intermediate Routers. In other words, a router (the Oigin or an
I nternedi ate Router) MJST continue to process the P2P- DRO nessages
even if an earlier P2P-DRO nessage (with the same RPLInstancel D
and DODAG D fields) had the Stop flag set to one. Wen set to
zero, this flag does not inply any thing and MJST be ignored on
reception.

Ack Required (A): This flag, when set to one by the Target,
indicates that the Oigin MJST uni cast a P2P- DRO- ACK nessage
(defined in Section 10) to the Target when it receives the P2P-
DRO.

Sequence Nunber (Seq): This 2-bit field indicates the sequence
number for the P2P-DRO. This field is relevant when the A flag is
set to one, i.e., the Target requests an acknow edgenment fromthe
Origin for a received P2P-DRO.  The Oigin includes the

RPLI nstancel D, the DODAQA D and the Sequence Nunmber of the received
P2P- DRO i nsi de the P2P- DRO- ACK nessage it sends back to the

Tar get .

Reserved: These bits are reserved for future use. These bits MJST
be set to zero on transm ssion and MJST be ignored on reception.

DODAG D: The DODAG D of the tenporary DAG used for route
di scovery. The DODAG D also identifies the Oigin. The
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8. 1.

RPLI nstancel D, the Version and the DODAG D t oget her uni quely
identify the tenporary DAG used for route discovery and can be
copied fromthe DI O nessage advertizing the tenporary DAG

Options: The P2P- DRO nessage:

*  MUIST carry one (and only one) P2P-RDO that MJST specify a
compl ete route between the Target and the Origin. A received
P2P- DRO nessage MJUST be discarded if it does not contain
exactly one P2P- RDO.

* MAY carry one or nore Metric Container Options that contains
the aggregated routing nmetrics values for the route specified
i n P2P- RDO.

An RPL Option, besides the ones |isted above, MJST be ignored when
found inside a received P2P- DRO nessage.

Secur e P2P- DRO

A Secure P2P-DRO message follows the format in Figure 7 of [RFC6550],
where the base format is the base P2P- DRO shown in Figure 2.

8. 2.

Setting a P2P-RDO Carried in a P2P Discovery Reply Object

A P2P Discovery Reply Object MIST carry one (and only one) P2P-RDO,

whi
f ol

(0]

Goyal ,

ch MJUST be set as defined in Section 7. Specifically, the
lowing fields MUST be set as specified next:

Reply (R): This flag MJUST be set to zero on transnission and
i gnored on reception.

Hop- by-Hop (H): The Hflag in the P2P-RDO i ncluded in a P2P-DRO
message MJST have the sane value as the Hflag in the P2P- RDO
i nside the correspondi ng DI O nessage.

Nunmber of Routes (N): This field MJST be set to zero on
transm ssion and i gnored on reception.

Life Time (L): This field MUST be set to zero on transm ssion and
i gnored on reception.

MaxRank/ NH: This field indicates the index of the next hop address
in the Address vector. Wen a Target generates a P2P- DRO nessage,
the NH field is set to n = (Option Length - 2 - (16 - Conpr))/ (16
- Conpr).
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0 TargetAddr: This field MJST contain a unicast global or unique
| ocal |1 Pv6 address of the Target generating the P2P-DRO

0 Address[1..n]: The Address vector MJST contain a conplete route
between the Origin and the Target such that the first elenent in
the vector contains the | Pv6 address of the router next to the
Oigin and the last elenment contains the | Pv6 address of the
router next to the Target.

9. P2P-RPL Route Discovery By Creating a Tenporary DAG
This section details the P2P-RPL route discovery operation.
9.1. Joining a Tenporary DAG

Al the routers participating in a P2P-RPL route discovery, including
the Origin and the Target(s), MJST join the tenporary DAG being
created for the purpose. VWhen a router joins a tenporary DAG
advertized by a P2P node DIQ, it MJST naintain its nenbership in the
tenporary DAG for the duration indicated by the L field inside the
P2P-RDO. The only purpose of a tenporary DAG s existence is to
facilitate the P2P-RPL route di scovery process. The tenporary DAG
MUST NOT be used to route data packets. |In other words, joining a
tenporary DAG does not allow a router to provision routing table
entries listing the router’s parents in the tenporary DAG as the next
hops (i.e., the last bullet point in Section 3.2.8 of [RFC6550] is
not applicable when the DAGis a tenporary DAG created for the

pur pose of a P2P-RPL route discovery.).

G ven the nature of a tenporary DAG created for a P2P-RPL route

di scovery, this docunment disallows the solicitation of P2P node D Gs
usi ng DODAG Information Solicitation (D'S) nessages as described in
[ RFC6550]. A router participating in a P2P-RPL route di scovery MJST
NOT reset its Trickle tiner that controls the transm ssion of P2P
nmode DIGs in response to a multicast DIS. Also, the router MJST NOT
send a P2P nmode DIOin response to a unicast DIS. In other words,
the rules in Section 8.3 of [RFC6550] regarding a router’s response
to a multicast/unicast DI'S are not applicable for P2P node DI Gs.

A router MJST detach fromthe tenporary DAG created for a P2P- RPL
route discovery once the duration of its nmenbership in the DAG has
reached the value indicated by the L field inside the P2P-RDO.  After
receiving a P2P-DRO with the Stop flag set to one, a router SHOULD
NOT send or process any nore DIGs for this tenporary DAG and SHOULD
al so cancel any pending DI O transm ssion.
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9.2. Trickle Operation For P2P Mdde DI Cs

An RPL router uses a Trickle timer [RFC6206] to control DI O

transmi ssions. The Trickle control of DI O transnissions provides

qui ck resolution of any "inconsistency" while avoiding redundant DI O
transm ssions. The Trickle algorithmalso inparts protection agai nst
loss of DIGs due to inherent lack of reliability in LLNs. When
controlling the transm ssions of a P2P node DIO a Trickle tiner
SHOULD fol l ow the foll owi ng rul es:

0 The receipt of a P2P node DIO, that allows the router to advertise
a better route (in terns of the routing netrics and the OF in use)
than before, is considered "inconsistent” and hence resets the
Trickle timer. Note that the first receipt of a P2P node D O
advertising a particular tenporary DAG is al ways consi dered an
"inconsistent" event.

0 The receipt of a P2P node DIO froma parent in the tenporary DAG
is considered neither "consistent" nor "inconsistent" if it does
not allow the router to advertise a better route than before.
Thus, the receipt of such DIGs has no inpact on the Trickle
operation. Note that this docunent does not inpose any
requirenents on how a router mght choose its parents in the
tenporary DAG

0 The receipt of a P2P node DIO is considered "consistent” if the
source of the DIOis not a parent in the tenporary DAG and either
of the following conditions is true:

* The DI O advertises a better route than the router but does not
allow the router to advertise a better route itself; or

* The DI O advertises a route as good as the route (to be)
advertised by the router.

Note that the Trickle algorithms DI O suppression rules are in
effect at all times. Hence, a P2P-RPL router may suppress a D O
transm ssion even if it has not nmade any DI O transnission yet.

0 The receipt of a P2P node DIO that advertises a worse route than
what the router advertises (or would advertise when it gets a
chance to generate its DIO), is considered neither "consistent"
nor "inconsistent", i.e., the receipt of such a DI O has no inpact
on the Trickle operation.

0 The Imn paraneter SHOULD be set taking in account the

connectivity within the network. For highly connected networks, a
small Imin value (of the order of the typical transnission del ay

Goyal , et al. Expi res Septenber 21, 2013 [ Page 22]



Internet-Draft draft-ietf-roll-p2p-rpl-17 March 2013

Goyal

for a DO may lead to congestion in the network as a | arge numnber
of routers reset their Trickle timers in response to the first
receipt of a DDOfromthe Oigin. These routers wuld generate
their DIGs within Inmn interval and cause additional routers to
reset their trickle timers and generate nore DIGs. Thus, for

hi ghly connected networks, the Inin parameter SHOULD be set to a
val ue at | east one order of magnitude |arger than the typica
transm ssion delay for a DIO For sparsely connected networks

the Imn paraneter can be set to a value that is a small multiple
of the typical transmission delay for a DIO. Note that the Imn
val ue has a direct inpact on the time required for a P2P-RPL route
di scovery to complete. In general, the time required for a P2P-
RPL route discovery would increase approximately linearly with the
value of the Inin paraneter. Since the route discovery nust
complete while the Origin still belongs to the tenporary DAG
created for the purpose, the Origin should set the tine duration a
router nmaintains its nmenbership in the tenporary DAG (i ndicated by
the L field inside the P2P-RDO) to a | arge enough value taking in
account the Imin value as well as the expected distance (in terns
of hops and/or ETX) to the Target(s).

The I max paraneter SHOULD be set to a | arge value (several orders
of magni tude higher than the Inin value) and is unlikely to be
critical for P2P-RPL operation. This is because the first receipt
of a P2P node DI O for a particular tenporary DAG is considered an
i nconsi stent event and would lead to resetting of Trickle tinmer
duration to the Imn value. Gven the tenmporary nature of the
DAGs used in P2P-RPL, Trickle timer may not get a chance to

i ncrease mnuch.

The recomrended val ue of redundancy constant "k" is 1. Wth this
value of "k", a DIOtransmission will be suppressed if the router
receives even a single "consistent™ DIO during a timer interval
This setting for the redundancy constant is designed to reduce the
nunber of nessages generated during a route di scovery process and
is suitable for the environments with | ow or noderate packet |oss
rates. However, this setting may result in an increase in the
time required for the route discovery process to conplete. A

hi gher value for the redundancy constant nmay be nore suitable in

* Environments with high packet |oss rates; or

* Deploynments where the time required for the route discovery
process to conplete needs to be as small as possible; or

*  Deploynments where specific destinations are reachable only

t hrough specific internmediate routers (and hence these
i ntermedi ate routers should not suppress their DI Gs).
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A particul ar deploynent should take in account the above nentioned
factors when deciding the value of the redundancy constant.

I ndi vi dual P2P- RPL depl oynents are encouraged to share their
experience with these rules to hel p guide the devel opnent of
standards track version of the protocol. Applicability Statenents
that specify the use of P2P-RPL MJUST provi de guidance for setting
Trickle parameters, particularly Imn and the redundancy constant.

9.3. Processing a P2P Mdde DI O

The rules for DI O processing and transmni ssion, described in Section 8
of RPL [ RFC6550], apply to P2P node DI Gs as well except as nodified
in this docunent. |In particular, in accordance with Section 8.2.3 of
RPL [ RFC6550], a received P2P node DI O MUST be discarded if it is
mal f ormed according to the rules specified in this docunent and in

[ RFC6550] .

The following rules for processing a received P2P node DI O apply to
both Internedi ate Routers and the Target.

A router SHOULD discard a received P2P node DIO with no further
processing if it does not have bidirectional reachability with the
nei ghbor that generated the received DIO Note that bidirectional
reachability does not nmean that the |ink nust have the sane val ues
for arouting nmetric in both directions. A router SHOULD cal cul ate
the values of the link-level routing netrics included in the received
DO taking in account the netric’'s value in both Forward and Reverse
directions. Bidirectional reachability along a discovered route
allows the Target to use this route to reach the Origin. In
particul ar, the P2P-DRO messages travel fromthe Target to the Oigin
al ong a di scovered route.

A router MJST discard a received P2P node DIO with no further
processi ng:

o If the DI O advertises |INFIN TE RANK as defined in Section 17 of
[ RFC6550] .

o If the integer part of the rank advertised in the DI O equal s or
exceeds the MaxRank limt listed in the P2P Route Di scovery

Opti on.

o If the routing nmetric values do not satisfy one or nore of the
mandatory route constraints listed in the DIOor if the router
cannot evaluate the nmandatory route constraints, e.g., if the
router does not support the netrics used in the constraints.
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o If the router previously received a P2P-DRO nessage with the sane
RPLI nst ancel D and DODAG D as the received DIO and with the Stop
flag set to one.

The router MUST check the Target addresses listed in the P2P-RDO and
any RPL Target Options included in the received DIO. If one of its

| Pv6 addresses is listed as a Target address or if it belongs to the
mul ticast group specified as one of the Target addresses, the router
considers itself a Target and processes the received D O as specified
in Section 9.5. Oherwi se, the router considers itself an

I nternedi ate Router and processes the received DIO as specified in
Section 9. 4.

9.4. Additional Processing of a P2P Mbde DI O At An Internedi ate Router

An Internedi ate Router MJUST discard a received P2P node DIO with no
further processing

o if the DIOis received on an Ingress-only Interface; or

o if the receiving interface does not have a gl obal or unique |oca
| Pv6 address configured with the address prefix inplied by the
Conpr field in the P2P-RDO inside the received DIGQ or

o if the router can not uniquely identify the address prefix inplied
by the Conpr field in the P2P-RDO (this m ght happen if the
receiving interface has multiple gl obal/unique-Iocal |Pv6
addresses, each configured with a different address prefix); or

o if adding its IPv6 address to the route in the Address vector
i nside the P2P-RDO would result in the route containing multiple
addresses belonging to this router.

On receiving a P2P node DIO, an Internediate Router MJUST do the
following. The router MJST deternine whether this DI O advertises a
better route than the router itself and whether the receipt of the
DIO would allow the router to advertise a better route than before.
Accordingly, the router SHOULD consider this D O as consistent/

i nconsistent from Trickle perspective as described in Section 9. 2.
Note that the route conparison in a P2P-RPL route discovery is
perfornmed using the parent selection rules of the OF in use as
specified in Section 14 of RPL [RFC6550]. |If the received DI O would
allow the router to advertise a better route, the router MJST add a
uni cast |1 Pv6 address of the receiving interface (after eliding Conpr
prefix octets) to the route in the Address vector inside the P2P- RDO
and renenber this route for inclusion in its future DI Cs.

When an Internedi ate Router adds an | Pv6 address to a route, it MJIST
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ensure that

o the IPv6 address is a unicast global or unique |local |Pv6 address
assigned to the interface on which the DI O containing the route
was received;

o the IPv6 address was configured with the address prefix inplied by
the Conpr field in the P2P-RDO i nside the received D Q

To inprove the diversity of the routes being discovered, an

I nternedi ate Router SHOULD keep track of multiple routes (as | ong as
all these routes are the best seen so far), one of which SHOULD be
selected in a uni formrandom manner for inclusion in the P2P-RDO
inside the router’s next DIO. Note that the route accumulation in a
P2P node DI O MUST take place even if the Origin does not want any
P2P- DRO nessages to be generated (i.e., the R flag inside the P2P- RDO
is set to zero). This is because the Target nmay still be able to use
the accunmul ated route as a source route to reach the Oigin.

9.5. Additional Processing of a P2P Mbde DI O At The Tar get

The Target MAY renmenber the discovered route contained in the P2P- RDO
in the received DIO for use as a Source Route to reach the Origin

The lifetinme of this Source Route is specified by the Default
Lifetime and Lifetime Unit parameters inside the DODAG Confi guration
Option currently in effect. This lifetinme can be extended (or
shortened) appropriately following a hint froman upper-|ayer

pr ot ocol

If the Reply flag inside the P2P-RDO in the received DIOis set to
one, the Target MJST sel ect one or nore discovered routes and send
one or nore P2P-DRO nessages, carrying one di scovered route each

back to the Origin. If the Hflag inside the P2P-RDO is set to one,
the Target needs to select one route and send a P2P- DRO nessage al ong
this route back to the Origin. As this P2P-DRO nessage travel s back
to the Oigin, the routers on the path establish hop-by-hop routing
state, thereby establishing a Hop-by-hop Route in the Forward
direction. |If the Hflag is set to zero, the nunber of Source Routes
to be selected (and the nunber of P2P-DRO nessages to be sent back)
is given by one plus the value of the Nfield in the P2P-RDO. The
Target nmay sel ect the discovered route inside the received DO as
(one of) the route(s) that would be carried inside a P2P- DRO nessage
back to the Origin. This docunment does not prescribe a particul ar
met hod for the Target to select the routes. Exanple methods include
sel ecting each route that neets the specified routing constraints
until the desired nunber have been sel ected or selecting the best
routes discovered over a certain tinme period. |If nultiple routes are
to be selected, the Target SHOULD avoid sel ecting routes that have
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| arge segnents in conmon.

If the Target selects the route contained in the P2P-RDO in the
received DIO, it sends a P2P-DRO nessage back to the Origin
(identified by the DODAG D field in the DIO. The P2P-DRO nessage
MUST i nclude a P2P-RDO that contains the selected route inside the
Address vector. Various fields inside the P2P-RDO MJUST be set as
specified in Section 8.2. The Target MAY set the A flag inside the
P2P- DRO nessage to one if it desires the Origin to send back a P2P-
DRO- ACK nessage on receiving the P2P-DRO. I n this case, the Target
waits for P2P_DRO ACK WAIT_TI ME duration for the P2P- DRO- ACK nessage
to arrive. Failure to receive the P2P-DRO ACK nessage within this
time duration causes the Target to retransnmt the P2P- DRO nessage.
The Target MAY retransnmit the P2P-DRO message in this fashion up to
MAX_P2P_DRO RETRANSM SSIONS tinmes. Both P2P_DRO ACK WAIT_TI ME and
MAX_P2P_DRO _RETRANSM SSI ONS are configurable paraneters to be deci ded
based on the characteristics of individual deploynents. Note that

al |l P2P-DRO transni ssions and retransm ssions MJST take place while
the Target is still a part of the tenporary DAG created for the route
di scovery. A Target MJST NOT transmit a P2P-DROif it no | onger

bel ongs to this DAG

The Target MAY set the Stop flag inside the P2P-DRO nessage to one if

o this router is the only Target specified in the corresponding DI O
i.e., the corresponding DI O specified a unicast address of the
router as the Target Addr inside the P2P-RDO with no additional
Targets specified via RPL Target Options; and

o the Target has already sel ected the desired nunmber of routes.

The Target MAY include a Metric Container Option in the P2P-DRO
message. This Metric Container contains the end-to-end routing
metric values for the route specified in the P2P-RDO. The Target
MUST transmit the P2P-DRO nessage via a |link-local multicast.

A Target MJUST NOT forward a P2P node DI O any further if no other
Targets are to be discovered, i.e., if a unicast |IPv6 address (of
this Target) is specified as the Target Addr inside the P2P-RDO and no
additional Targets are specified via RPL Target Options inside the
DiOs for this route discovery. Qherw se, the Target MJST generate
DIOs for this route discovery as an Internedi ate Router woul d.

9.6. Processing a P2P-DRO At An Internedi ate Router
If the DODAG D field in the recei ved P2P-DRO does not |list a router’s

own | Pv6 address, the router considers itself an Internedi ate Router
and MUST process the received nessage in the follow ng manner:
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The router MJST discard the received P2P-DRO with no further
processing if it does not belong to the temporary DAG identified
by the RPLInstancel D and the DODAG D fields in the P2P- DRO

If the Stop flag inside the received P2P-DRO is set to one, the
router SHOULD NOT send or receive any nore DIGCs for this tenporary
DAG and SHOULD cancel any pending DI O transmn ssion

The router MJST ignore any Metric Container Options contained in
t he P2P- DRO nessage.

If Address[NH] elenment inside the P2P-RDO |lists the router’s own
uni cast |1 Pv6 address, the router is a part of the route carried in
the P2P-RDO. In this case, the router MJST do the foll ow ng:

*  To prevent |oops, the router MIST discard t he P2P- DRO nessage
with no further processing if the Address vector in the P2P- RDO
includes multiple I Pv6 addresses assigned to the router’s
i nterfaces.

* |f the Hflag inside the P2P-RDO is one, the router MJST store
the state for the Forward Hop-by-hop route carried inside the
P2P-RDO. This state consists of:

+ The RPLInstancel D and the DODAG D fields of the P2P-DRO

+ The route’s destination, the Target (identified by
Target Addr field inside P2P-RDO) .

+ The I Pv6 address of the next hop, Address[NH+1] (unless NH
val ue equal s the nunber of elements in the Address vector
in which case the Target itself is the next hop).

Thi s Hop-by-hop routing state MJST expire at the end of the

lifetinme specified by the Default Lifetinme and Lifetinme Unit
paraneters inside the DODAG Configuration Option used in P2P
node DI Gs for this route discovery.

* |f the router already maintains a Hop-by-hop state listing the
Target as the destination and carrying sanme RPLInstancel D and
DODAG D fields as the received P2P-DRO and the next hop
information in the state does not match the next hop indicated
in the received P2P-DRO, the router MJST discard the P2P-DRO
message with no further processing. Note that this situation
woul d occur in the follow ng two cases:

+ When the route listed in the Address vector inside the P2P-
RDO contains a previously undetected | oop. In this case,
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9.7.

the rul e above causes the P2P-DRO nessages to be di scarded.

+ \When a Hop-by-hop Route between the Origin and the Target,
previously established using the same RPLInstancel D and
DODAG D as the route currently being established, still
exists and at |east partially overlaps the route currently
bei ng est abl i shed.

*  The router MJST decrenment the NH field inside the P2P-RDO and
send the P2P-DRO nessage further via link-local nulticast.

Processing a P2P-DRO At The Origin

When a router receives a P2P-DRO nessage that lists its | Pv6 address

in

the DODAG D field, the router recognizes itself as the Oigin for

the correspondi ng P2P-RPL route di scovery, notes the Target that

ori

ginated this nessage (fromthe Target Addr field inside the P2P-

RDO) and processes the nessage in the foll ow ng manner:

0

Goyal ,

The Origin MIST discard the received P2P-DRO with no further
processing if it no | onger belongs to the tenporary DAG identified
by the RPLInstancel D and the DODAG D fields in the P2P-DRO

If the Stop flag inside the received P2P-DRO is set to one, the
Origin SHOULD NOT generate any nore DIGs for this tenporary DAG
and SHOULD cancel any pending DI O transm ssion.

If the P2P-RDO i nside the P2P-DRO has the Hflag set to 0, the
Address vector inside the P2P-RDO contains a Source Route to this
Target. The Origin MIST set the lifetinme of this Source Route to
the val ue specified by the Default Lifetinme and Lifetime Unit
paraneters inside the DODAG Configuration Option in the P2P node
Dl Os used for this route discovery. This lifetime could be
extended (or shortened) appropriately following a hint froman
upper -1l ayer protocol.

If the P2P-RDO i nside the P2P-DRO has the H flag set to 1, the
P2P- DRO nessage i s establishing a Hop-by-hop Route to this Target
and the Origin MIST store in its nmenory the state for this Hop-by-
hop Route in the manner described in Section 9.6. This Hop-by-hop
routing state MJST expire at the end of the lifetime specified by
the Default Lifetime and Lifetime Unit parameters inside the DODAG
Configuration Option used in P2P node DIGCs for this route

di scovery. The standards track version of P2P-RPL may consi der
specifying a signaling mechanismthat will allowthe Oiginto
extend (or shorten) the lifetine of a P2P-RPL Hop-by-hop Route
following a suitable hint froman upper-I|ayer protocol.
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o |If the received P2P-DRO nessage contains one or nore Metric
Cont ai ner Options, the Oigin MAY store the values of the routing
metrics associated with the discovered route inits menory. This
i nformati on may be useful in fornulating the constraints for any
future P2P-RPL route discovery to this Target.

o If the Aflag is set to one in the received P2P-DRO nessage, the
Origin MUST generate a P2P- DRO- ACK nessage as described in
Section 10 and uni cast the nessage to the Target. The Oigin MAY
use the route just discovered to send the P2P- DRO-ACK nessage to
the Target. Section 12 describes how a packet nmay be forwarded
al ong a Source/ Hop- by-hop Route discovered using P2P- RPL.

10. The P2P Discovery Reply Object Acknow edgenent (P2P- DRO- ACK)

0 1 2 3

01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| RPLInstancel D | Ver si on | Seq| Reserved |
B i S S T s i S T st i S S S S S S S S i
I
I
I
I
+-

I
DODAG D |
I
I
+

B T T S e T S ity S Sl SUE S S S S S

Figure 3: Format of the base P2P Di scovery Reply Object
Acknowl edgenent ( P2P- DRO- ACK)

A P2P-DRO nessage may fail to reach the Oigin due to a nunber of
reasons. Unlike the DI O nessages that benefit from Trickl e-

controll ed retransni ssions, the P2P-DRO nessages are prone to | oss
due to unreliable packet transnission in LLNs. Since a P2P-DRO
message travels via link-local nulticast, it cannot use |ink-Ievel
acknow edgenents to inprove the reliability of its transm ssion.

Al so, an Internedi ate Router nmay drop the P2P-DRO nessage (e.g.,
because of its inability to store the state for the Hop-by-hop Route
the P2P-DRO is establishing). To protect against the potential
failure of a P2P-DRO nessage to reach the Origin, the Target MAY
request the Oigin to send back a P2P- DRO Acknow edgenent (P2P- DRO-
ACK) message on receiving a P2P-DRO nessage. Failure to receive such
an acknow edgenent within the P2P_DRO ACK WAIT_TI ME interval of

sendi ng the P2P-DRO nessage forces the Target to resend the nmessage
(as described in Section 9.5).

This section defines two new RPL Control Message types: P2P-DRO
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11.

Acknowl edgenent (P2P-DRO ACK; with code TBD5) and Secure P2P- DRO- ACK
(with code TBD6). A P2P-DRO ACK nessage MUST travel as a unicast
message fromthe Origin to the Target. The IPv6 source and
destination addresses used in a P2P- DRO- ACK nmessage MJST be gl obal or
uni que local. The format of a base P2P- DRO- ACK nessage i s shown in
Figure 3. Various fields in a P2P-DRO ACK nessage MJST have the sane
val ues as the corresponding fields in the P2P-DRO nessage. The field
mar ked as "Reserved" MJST be set to zero on transnission and MJST be
i gnored on reception. A Secure P2P-DRO ACK nessage foll ows the
format in Figure 7 of [RFC6550], where the base format is sanme as the
base P2P- DRO- ACK shown in Figure 3.

Secure P2P-RPL QOperation

Each RPL control nessage type, including the ones defined in this
docunent, has a secure version. A secure RPL control nessage is
identified by the value 1 in the nost significant bit of the Code
field. Each secure RPL control nessage contains a security section
(see Figure 7 of [RFC6550]), whose contents are described in Section
6.1 of [ RFC6550]. Sections 6.1, 10 and 19 of [ RFC6550] describe core
RPL's security apparatus. These sections are applicable to P2P-RPL’s
secure operation as well except as constrained in this section.

Core RPL allows a router to decide locally on a per-packet basis
whet her to use security and if yes what Security Configuration (see
definition in Section 3) to use (the only exception being the
requirenent to send a Secure DIOin response to a Secure D'S; see
Section 10.2 of [RFC6550]). |In contrast, this docunent requires
routers participating in a P2P-RPL route discovery to follow the
Oigin s lead regarding security. The Oigin decides whether to use
security and the particular Security Configuration to be used for
this purpose. Al the routers participating in this route discovery
MUST generate only secure control nessages if the Oigin decides so
and MUST use for this purpose the Security Configuration that the
Oigin chose. The Oigin MIST NOT set the "Key ldentifier Mde"
field inside the chosen Security Configuration to value 1 since this
setting indicates the use of a per-pair key which is not suitable for
securing nessages that travel by (link local) multicast (e.g. DIGs)
or that travel over nultiple hops (e.g. P2P-DRGs). The Oigin MJST
use the chosen Security Configuration to secure all the contro
nmessages (DI Gs and P2P-DRO ACKs) it generates.

A router MJST NOT join the tenporary DAG being created for a P2P- RPL
route discovery if:

0 it receives both secure and unsecure DI OGs or Secure DIGCs with
different Security Configurations pertaining to this route
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12.

di scovery (i.e., referring to the same RPLInstancel D and DODAGQ D
combi nation) prior to joining; or

0 it can not use the Security Configuration found in the Secure DI Cs
pertaining to this route discovery.

When a router (an Internmediate Router or a Target) joins a tenporary
DAG bei ng created using Secure DI Gs, it MJST renenber the conmon
Security Configuration used in the received Secured Dl Gs and MJST use
this configuration to secure all the control nessages (DI Gs and P2P-
DROCs) it generates.

If an Internmedi ate Router (or a Target) encounters a control nessage
(a DIO or a P2P-DRO or a P2P-DRO ACK) pertaining to this route

di scovery that is either not secure or does not follow the Security
Configuration the router renenbers for this route discovery, the
router MUST enter the "lock down" node for the renainder of its stay
inthis tenporary DAG. An Internediate Router (or a Target) in the
"l ock down" node MUST NOT generate or process any control nessage
(irrespective of the Security Configuration used) pertaining to this
route discovery. If the Origin receives a control nessage (a P2P-
DRO) that does not follow the Security Configuration the Origin has
chosen for this route discovery, it MJST discard the received nessage
with no further processing.

Packet Forwarding Along a Route Discovered Using P2P-RPL

An Origin uses the Source Routing Header (SRH) [ RFC6554] to send a
packet al ong a Source Route di scovered using P2P-RPL.

Travel al ong a Hop-by-hop Route, established using P2P-RPL, requires
speci fying the RPLInstancel D and the DODAG D (of the tenporary DAG
used for the route discovery) to identify the route. This is because
a P2P-RPL route discovery does not use globally unique RPLInstancel D
val ues and hence both the RPLInstancel D (a | ocal val ue assigned by
the Oigin) and the DODAG D (an | Pv6 address of the Origin) are
required to uniquely identify a P2P-RPL Hop-by-hop Route to a
particul ar destination.

An Origin includes an RPL option [RFC6553] inside the | Pv6 hop-by-hop
options header of a packet to send it along a Hop-by-hop Route

establ i shed using P2P-RPL. For this purpose, the Oigin MIST set the
DODAG D of the tenporary DAG used for the route discovery as the
source | Pv6 address of the packet. Further, the Oigin MJST specify
inside the RPL option the RPLInstancel D of the tenporary DAG used for
the route discovery and set the Oflag inside the RPL option to one.
On receiving this packet, an Internedi ate Router checks the O flag
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14.

and correctly infer the source | Pv6 address of the packet as the
DODAG D of the Hop-by-hop Route. The router then uses the DODAG D,
the RPLInstancel D and the destination address to identify the routing
state to be used to forward the packet further

Interoperability with Core RPL

This section describes how RPL routers that inplenment P2P-RPL
interact with RPL routers that do not. |In general, P2P-RPL operation
does not affect core RPL operation and vice versa. However, core RPL
does allow a router to join a DAG as a | eaf node even if it does not
under stand the Mode of Operation (MOP) used in the DAG Thus, an RPL
router that does not inplenment P2P-RPL may conceivably join a
tenporary DAG being created for a P2P-RPL route discovery as a | eaf
node and maintain its nenbership even though the DAG no | onger

exists. This nmay inpose a drain on the router’s nenory. However,
such RPL-only | eaf nodes do not interfere with P2P-RPL route

di scovery since a |l eaf node may only generate a DI O advertising an

I NFI NI TE_RANK and all routers inplenmenting P2P-RPL are required to

di scard such DIOCs. Note that core RPL does not require a router to
join a DAG whose MOP it does not understand. Mreover, RPL routers
in a particular deploynment may have strict restrictions on the DAGs
they may join, thereby mitigating the problem

The P2P-RPL nechani sm descri bed in this docunent works best when al
the RPL routers in the LLN inplenent P2P-RPL. In general, the
ability to discover routes as well as the quality of discovered
routes would deteriorate with the fraction of RPL routers that

i mpl emrent P2P- RPL.

Security Considerations

In general, the security considerations for the operation of P2P-RPL
are simlar to the ones for the operation of RPL (as described in
Section 19 of [RFC6550]). Sections 6.1 and 10 of RPL specification
[ RFC6550] describe RPL's security framework that provides data
confidentiality, authentication, replay protection and del ay
protection services. This security framework can al so be used in
P2P- RPL after taking in account the constraints specified in

Section 11. P2P-RPL requires all routers participating in a secure
route discovery to use the Security Configuration decided by the
Oigin. The intention is to avoid conprom sing the overall security
of a route discovery due to sone routers using a weaker Security
Configuration. Wth "lock down" nechani sm described in Section 11
in effect, it is unlikely that an Oigin wuld accept a route

di scovered under a Security Configuration other than the one it
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i ntended. Any attenpt to use a different Security Configuration
(than the one the Origin intended) is likely to result, in the worst
case, in the failure of the route discovery process. 1In the best
case scenario, any such attenpt by a rogue router would result inits
nei ghbors entering the "l ock down" node and acting as firewalls to
all ow the route discovery to proceed in the remaining network

RPL specification describes three nodes of security: unsecured, pre-

installed and authenticated. |In the unsecured node, secure contro
messages are not used and the only available security is the one
provided by the link | ayer protocols. 1In the pre-installed node, al

the nodes use a pre-installed group key to join a secure DAG as the
"routers" or "hosts", where the term"router" neans a node that is
capabl e of forwardi ng packets received fromits parents or children
in the DAG and the term"host" refers to nodes that can not function
as "routers". In the authenticated node, the nodes can join a secure
DAG as "hosts" using the pre-installed key but then need to

aut henticate thenselves to a key server to obtain the key that wll
allow themto work as "routers". The tenporary DAG created for a
P2P- RPL di scovery can not be used for routing packets. Hence, it is
not neani ngful to say that a node joins this DAG as a "router"” or a
"host" in the sense defined above. Hence, in P2P-RPL, there is no

di stinction between the pre-installed and authenticated nodes. A
router can join a tenporary DAG created for a secure P2P-RPL route

di scovery only if it can support the Security Configuration in use,
whi ch al so specifies the key in use. It does not nmatter whether the
key is pre-installed or dynanmically acquired. The router nust have
the key in use before it can join the DAG beiing created for a secure
P2P- RPL route discovery.

If a rogue router can support the Security Configuration in use (in
particular, it knows the key in use), it can join the secure P2P-RPL
route discovery and cause a variety of damage. Such a rogue router
coul d advertise false information in its DIGCs in order to include
itself in the discovered route(s). It could generate bogus P2P- DRO
messages carrying bad routes or naliciously nodify genui ne P2P- DRO
messages it receives. A rogue router acting as the Oigin could

I aunch deni al of service attacks against the LLN depl oyment by
initiating fake P2P-RPL route discoveries. Here, RPL's authenticated
node operation would be useful, where a node can obtain the key to
use for a P2P-RPL route discovery only after proper authentication

Since a P2P-DRO nessage travels along a Source Route specified inside
the message, sonme of the security concerns that led to the
deprecation of Type O routing header [RFC5095] may apply. To avoid
the possibility of a P2P-DRO nessage traveling in a routing | oop

this docunent requires each Internediate Router to confirmthat the
Source Route listed inside the nessage does not contain any routing
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| oop involving itself before the router could forward the nessage
further. As specified in Section 9.6, this check involves the router
maki ng sure that its I Pv6 addresses do not appear multiple tines
inside the Source Route with one or nore other |Pv6 addresses in

bet ween.

15. | ANA Consi derations
15.1. Additions to Mbde of Operation

Thi s docunent defines a new Mdde of Operation, entitled "P2P Route

Di scovery Mbde" (see Section 6), assigned a value TBDl fromthe "Mde
of Operation" space [to be renoved upon publication:

http://ww. iana. org/assignments/rpl/rpl.xm #nop] [ RFC6550]. I1ANA is
requested to allocate a suitable value to TBD1. The string TBD1 in
this docunment should be replaced by the allocated value. The
previous two sentences should be renoved before publication.

o m oo - S B +
| Value | Description | Ref er ence |
E SR o S +
| TBD1 | P2P Route Discovery Mde of Operation | This docunent |
Fom e e oo e e e e e e e e e e e e e e mmee oo oo o e oo +

Mode of Operation
15.2. Additions to RPL Control Message Options

Thi s docunment defines a new RPL option: "P2P Route Discovery Option"
(see Section 7), assigned a value TBD2 fromthe "RPL Control Message
Options" space [to be renoved upon publication:

http://ww. i ana. org/ assi gnments/rpl/rpl.xm #control - message-opti ons]
[ RFC6550]. I ANA is requested to allocate a suitable value to TBD2.
The string TBD2 in this docunent should be replaced by the allocated
val ue. The previous two sentences shoul d be renoved before

publi cati on.

Fom e - e e e e e e e e o e e e o +
| Val ue | Meani ng [ Ref erence [
Fom e e oo o e oo +
| TBD2 | P2P Route Discovery | This docunent |
[ R, Fom e e e oo T +

RPL Control Message Options
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15. 3.

Additions to RPL Control Codes

Thi s docunment defines the follow ng new RPL nessages

(0]

Goyal

"P2P Di scovery Reply Object" (see Section 8), assigned a val ue
TBD3 fromthe "RPL Control Codes" space [to be renoved upon
publi cati on:

http://ww. i ana. org/ assi gnnments/rpl/rpl.xm #control - codes]

[ RFC6550]. I ANA is requested to allocate TBD3 fromthe range
0x00-0x7F to indicate a nessage wi thout security enabled. The
string TBD3 in this docunent should be replaced by the all ocated
val ue. The previous two sentences shoul d be renoved before
publi cati on.

"Secure P2P Discovery Reply hject"” (see Section 8.1), assigned a
value TBD4 fromthe "RPL Control Codes" space [to be renoved upon
publicati on:

http://ww. i ana. org/assignments/rpl/rpl.xm #control - codes]

[ RFC6550]. |1 ANA is requested to allocate TBD4 fromthe range
0x80-0xFF to indicate a message with security enabled. The string
TBD4 in this document should be replaced by the all ocated val ue.
The previous two sentences should be renoved before publication

"P2P Di scovery Reply Object Acknow edgenent" (see Section 10),
assigned a value TBD5 fromthe "RPL Control Codes" space [to be
renoved upon publication:

http://ww. i ana. or g/ assi gnment s/ rpl/rpl.xm #control - codes]

[ RFC6550]. I ANA is requested to allocate TBD5 fromthe range
0x00-0x7F to indicate a nessage wi thout security enabled. The
string TBD5 in this docunent should be replaced by the all ocated
val ue. The previous two sentences shoul d be renoved before
publi cati on.

"Secure P2P Discovery Reply nject Acknow edgenent” (see

Section 10), assigned a value TBD6 fromthe "RPL Control Codes"
space [to be renmpved upon publication

http://ww. i ana. org/assi gnments/rpl/rpl.xm #control - codes]

[ RFC6550]. I ANA is requested to allocate TBD6 fromthe range
0x80-0xFF to indicate a nmessage with security enabled. The string
TBD6 in this document should be replaced by the allocated val ue.
The previous two sentences should be renoved before publication
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e T e I +
| Code | Descri ption | Ref erence |
Homm - - o mmm e e e e e e e e e e e e e e e e e e e e e e e S +
| TBD3 | P2P Di scovery Reply Object [ Thi s [
| | | docunent |
| TBD4 | Secure P2P Discovery Reply Object | Thi s |
[ [ [ docunent |
| TBD5 | P2P Discovery Reply bject Acknow edgement | Thi s |
| | | docunent |
| TBD6 | Secure P2P Di scovery Reply Object [ Thi s [
| | Acknowl edgenent | docunent |
Femmans T . +

RPL Control Codes
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