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Abst r act

This meno defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular it defines objects for managi ng softwire nesh

[ RFC5565] .

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 8, 2012
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1.

I nt roducti on

Softwi re mesh franmework RFC 5565 [ RFC5565]is a tunneling mechani sm
whi ch enabl es connectivity between islands of |Pv4, |Pv6 or dual -
stack networks across single |Pv4 or | Pv6 backbone networks. In
softwire nesh sol ution, extended multiprotocol-BG (MP-BGP)is used to
set up tunnels and advertise prefixes anong address fam |y border
routers (AFBRs).

This meno defines a portion of the Managenent |Infornmation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular it defines objects for managi ng softwire nesh

[ RFC5565] .

The I nternet-Standard Managenent Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
the Managenent Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managerment Protocol (SNWVP).
bjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Ter m nol ogy

Thi s docunment uses termni nology fromsoftwire problem statenent RFC
4925 [ RFC4925] and softwi re mesh framework RFC5565 [ RFC5565] .

Conventi ons

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Structure of the M B Mdul e

The softwire nesh M B provides a way to configure and rmanage the
softwire nesh objects through SNWVP.
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5.1. The swnBSupportedTunnl Tabl e Subtree

Since AFBR need to negotiate with BGP peer what kind of tunnel they
use, it should firstly annouce what kind tunnels it supports. The
swhSuppor t edTunnl Tabl e subtree provi des the infomati on about what
kind of tunnels the AFBR supports. According to section 4 of RFC
5512, current softwire mesh tunnel includes IP-1P, GRE or L2TPv3.

5.2. The swnEncapsTabl e Subtree

The swnEncapsTabl e subtree provides softwire nesh NLRI-NH i nfornation
about the AFBR. It indicates which E-IP destination address will be
encapsul ated according to the arriving packet’s I-1P destination

addr ess.

5.3. The swnBGPNei ghbor Tabl e Subtree

The subtree provides softwi re mesh BGP nei ghbor information about the
AFBR. It includes the address of softwire mesh BGP peer. It also

i ncl udes what kind of tunnel that the AFBR would use to comuni cate
with this BGP peer.

5.4. The swnM BConf or mance Subtree

The subtree provides conformance information of MB objects.
6. Relationship to Gher MB Mdul es
6.1. Relationship tothe IFFMB

The Interfaces M B [ RFC2863] defines generic nanaged objects for
managi ng i nterfaces. Each logical interface (physical or virtual)
has an ifEntry in the Interfaces MB [RFC2863]. Tunnel s are handl ed
by creating a logical interface (ifEntry) for each tunnel. Softwire
mesh tunnel also acts as a virtual interface, which has correspondi ng
entries in IP Tunnel MB and Interface M B. Those correspondi ng
entries are indexed by iflndex.

The ifOperStatus in ifTable woul d be used to represents whether the
mesh function of the AFBR has been started. During the BGP OPEN
phase, if the softwire nesh capability is negotiated, the nesh
function could be considered to be started, and ifQperStatus is
el se the ifOperStatus is "down".

up-,

If it’s I Pv4d-over-1Pv6 softwire mesh tunnel, the iflnUcastPkts
represents the nunber of |Pv6 packets which woul d be decapsul ated to
IPv4 in the virtual interface. The ifQutUcastPkts represents the
number of | Pv6 packets which have been encapsul ated from | Pv4
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packets. Particularly, if these |IPv4 packets need to be fragmented,
the nunber counted here is the packets after fragnmentation

If it's | Pv6-over-1Pv4 softwire nesh tunnel, the iflnUcastPkts
represents the nunber of |Pv4 packets which woul d be decapsul ated to
IPv6 in the virtual interface. The ifQutUcastPkts represents the
nurmber of | Pv4 packets which have been encapsul ated from | Pv6.
Particularly, if these | Pv6 packets need to be fragnented, the nunber
counted here is the packets after fragnmentation. Simlar definition
apply to other counting objects in ifTalbe.

6.2. Relationship to the IP Tunnel MB

The 1P Tunnel M B [ RFC4087] contains objects comon to all IP
tunnel s, including softwire nmesh. Additionally, tunnel encapsul ation
specific MB (like what is defined in this docunent) extend the IP
tunnel M B to further describe encapsul ation specific information.

In case of softwire nesh, Since it’s a point to nulti-point tunnel
we need to specify a ecapsulation talbe to support E-1P routing
bet ween AFBRs to achi eve correct forwarding in E-IP networks and
correct encapsul ati on on AFBRs. Each AFBR al so needs to know

i nformati on about renote BGP peers (AFBRs).

The inplenentation of the IP Tunnel MBis required for softwire
mesh. The tunnel | f EncapsMethod in the tunnellfEntry should be set to
softwi reMesh("xx"), and corresponding entry in the softwire mesh MB
module will exist for every tunnellfEntry with this
tunnel | f EncapsMet hod. The tunnel | f Renot el net Addr ess nust be set to
0.0.0.0 for IPv4 or :: for IPv6 because it’'s a point to nulti-point

t unnel

Si nce tunnel | f AddressType in tunnel | fTable represents the type of
address in the correspondi ng tunnellfLocal | net Address and

tunnel | f Renot el net Addr ess obj ects, we al so can use the
tunnel | f AddressType to specify the softwire mesh tunnel is |Pv4-over-
| Pv6 or | Pv6-over-1Pv4 when the tunnellfEncapsMethod is softw reMesh
When tunnel | f AddressType is | Pv4, the encapsul ati on woul d be | Pv6-
over -1 Pv4; When tunnel | f AddressType is | Pv6, the encapsul ati on woul d
be | Pv4-over- | Pv6.

6.3. MB nodules required for | MPORTS
The following MB nodul e | MPORTS obj ects from SNWPv2- SM [ RFC2578] ,
SNWPv2- TC [ RFC2579], SNWMPv2- CONF [ RFC2580], | F-M B [ RFC2863] and
| NET- ADDRESS- M B [ RFC4001] .

7. Definitions
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SOFTW RE- MESH-M B DEFINITIONS ::= BEG N
| MPORTS

Trut hVal ue, TEXTUAL- CONVENTI ON

Ti neSt anp

FROM SNWPv2-TC

OBJECT- GROUP, MODULE- COVPLI ANCE
FROM SNWPv2- CONF

MODULE- | DENTI TY, OBJECT-TYPE, m b-2, Unsigned32, Counter 32,
Count er 64
FROM SNWVPv2- SM

| ANAt unnel Type FROM | ANAI f Type- M B;

I net Address, |net AddressPrefixLength
FROM | NET- ADDRESS- M B

swrM B MODULE- | DENTI TY
LAST- UPDATED "201107070000Z" -- July 7, 2011
ORGANI ZATI ON " Sof twi re Wor ki ng G oup”
CONTACT- I NFO "

Yong Cui

Email: yong@snet 1. cs. t si nghua. edu. cn

Ji ang Dong

Enmai | : dongjiang@snetl.cs.tsinghua. edu.cn
Peng Wi

Email: weapon@snet 1. cs.tsinghua. edu. cn

Emai | comments directly to ther softwire WG Mailing
List at softwires@etf.org

DESCRI PTI ON
"This M B nodul e cont ai ns managed obj ect definitions for
the softwire mesh framework. "

REVI SI ON "201107070000Z"
DESCRI PTI ON
"draft-02 version"
::= {transm ssion xxx} --xxx to be replaced with correct val ue

-- swBupport edTunnel Tabl e
swhBuppor t edTunnel Tabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF swirSupport edTunnel Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e of objects that shows what kind of tunnels
can be supported in the AFBR "

= { swMB 1}
swSuppor t edTunnel Entry  OBJECT- TYPE

SYNTAX swhSupport edTunnel Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A set of objects that shows what kind of tunnels
can be supported in the AFBR Ef the AFBR supports
several kinds of tunnel type, The
swhBuppor t edTunnel Tal be woul d has sveral entries."”
I NDEX { swnSupportedTunnel Type }
::={ swnBupportedTunnel Table 1 }

swSupport edTunnel Entry :: =
SEQUENCE {
swhBuppor t edTunnel Type | ANATunnel Type
}

swSuppor t edTunnel Type OBJECT- TYPE
SYNTAX | ANATunnel Type
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the kind of tunneling type that the AFBR
support. "
::= { swnBupportedTunnel TypeEntry 1 }
-- end of swnSupportedTunnel Tabl e

--swnEncapsTabl e
swrEncapsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF swnEncapsEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table of objects that display and control the
softwire nesh encapsul ation information."
c:={ swiMB 2 }

swnEncapsEntry OBJECT- TYPE

SYNTAX swrEncapsEntry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"A set of objects that display and control the
softwire nesh encapsul ation information."
I NDEX { ifl ndex,
swnEncapsl | PDst
swrEncapsl! | PMask

}
::={ swnEncapsTable 1 }

swhEncapsEntry :: =
SEQUENCE {
swhEncapsl! | PDst | net Addr ess,
swrEncapsl! | PMask I net Addr essPrefi xLengt h,
swrEncapsEl PDst | net Addr ess

}

swrEncapsl! | PDst OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The destination |-1P address that decide which
E-I P address will be encapsul ated. The address Type
is opposite to tunnellfAddressType in tunnellfTable."

::={ swnEncapsEntry 1 }

swrEncaps! | PMask OBJECT- TYPE

SYNTAX I net Addr essPrefi xLength
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The prefix length of I-IP address.™

;.= { swnEncapsEntry 2 }

swrEncapsEl PDst OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The E-1P address that will be encapsul at ed
according to the |-1P address. The address Type
is the same as tunnel | f AddressType in tunnel | fTable.
Since the tunnel | f Renpt el net Address in tunnellfTable
should be 0.0.0.0 or ::, swnEncapEl PDst is the
destination address used in the outer |IP header."
::={ swnEncapsEntry 3 }
-- End of swnEncapsTabl e
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-- swrBGPNei ghbor Tabl e
swBGPNei ghbor Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF swirBGPNei ghbor Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table of objects that display the softwire nesh
BGP nei ghbor information.”
c:={ swiM B 3}

swBGPNei ghbor Entry OBJECT- TYPE
SYNTAX swnBGPNei ghbor Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A set of objects that display the softwire nesh
BGP nei ghbor infornmation."
| NDEX {
i flndex,
swBGPNei ghbor | net Addr ess

}
;.= { swnBGPNei ghbor Table 1 }

swrBGPNei ghborEntry :: =

SEQUENCE {
swBGPNei ghbor | net Addr ess | net Addr ess,
swrBGPNei ghbor Tunnel Type | ANATunnel Type

}

swBGPNei ghbor | net Addr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The address of the ABFR s BGP nei ghbor. The
address type is the sane as tunnel | f AddressType
in tunnellfTabl e"

::={ swnBGPNei ghborEntry 1 }

swnBGPNei ghbor Tunnel Type OBJECT- TYPE
SYNTAX | ANATunnel Type
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the kind of tunneling type that the
AFBR used to conunication with the BGP nei ghbor"
::={ swnBGPNei ghborEntry 2 }
-- End of swnBGPNei ghbor Tabl e
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-- conformance infornation
swrM BConf or mance
OBJECT | DENTI FI ER : :
swM BConpl i ances
OBJECT | DENTI FI ER : :

{ swrMB 4 }

{ swrM BConf or nance 1 }

swrM BG oups
OBJECT | DENTI FI ER ::

{ swrM BConf or mance 2 }

-- conpliance statenents
swM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for confornmance to the softwire
mesh MB."

MODULE -- this nodul e

MANDATORY- GROUPS {
swhSuppor t edTunnel Group,
swrEncapsG oup,
swrBGPNei ghbor G oup }

::={ swrM BConpliances 1 }

swiBuppor t edTunnel Group OBJECT- GROUP
OBJECTS {
swrSuppor t edTunnel Type

}

STATUS current

DESCRI PTI ON
"The collection of objects which are used to show
what ki nd of tunnel the AFBR supports.”

i={ swiM BG oups 1}

swrEncapsG oup OBJECT- GROUP
OBJECTS {
swnEncapsl | PDst
swrEncapsl! | PVask,
swrEncapsEl PDst

}

STATUS current

DESCRI PTI ON
"The collection of objects which are used to display
softwire nesh encapsul ation infornmation."

:={ swnM BG oups 2}

swrBGPNei ghbor G oup OBJECT- GROUP
OBJECTS {
swnBGPNei ghbor | net Addr ess,
swnBGPNei ghbor Tunnel Type
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8.

}

STATUS current

DESCRI PTI ON
"The collection of objects which are used to display
softwire nesh BGP nei ghbor information."

.= { swnM BG oups 3}

END
Security Considerations

The swnM B nodul e can be used for configuration of certain objects,
and anyt hing that can be configured can be incorrectly configured,
with potentially disastrous results.

There are sone nmanagenent objects defined in this MB nodule with a
MAX- ACCESS cl ause of read-wite and/or read-create. Such objects may
be considered sensitive or vulnerable in sone network environments.
The support for SET operations in a non-secure environnment w thout
proper protection can have a negative effect on network operations.
These are the tables and objects and their sensitivity/vulnerability:

o0 Unaut horized changes to the swnVl f4over 6Tabl e and
swnVI f 6over 4Tabl e may disrupt the configuration of the 4over6 ntu
and 6over4 ntu of the virtual interface.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using I Psec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Furt her, deploynent of SNWMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
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9.

10.

10.

| ANA Consi der ati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry, and
the follow ng | ANA-assi gned tunnel Type val ues recorded in the

| ANAt unnel Type-M B regi stry:

Descri pt or OBJECT | DENTI FI ER val ue
swiMB { transmission XXX}
| ANAt unnel Type ::= TEXTUAL- CONVENTI ON
SYNTAX | NTEGER ({
softwi reMesh (" XX") -- softwire Mesh tunnel
}
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