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Abstract

Thi s docunent specify 4via6, a solution for |Pv4 connectivity across
I Pv6 network utilizes 4rd algorithnic address mapping rule as a
series of stateless IPv4 over |IPv6 migration solutions. 4via6 enpl oy
statel ess address translation techniques. It is useful for operators
who want to provide | Pv4d connectivity across restricted bandw dth

I Pv6 network with statel ess operation
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1.

I nt roducti on

4viab is a solution utilizes the same al gorithm c address nappi ng
rule between | Pv4 addresses and | Pv6 addresses defined in 4rd

[1-D. nmurakamni -softwire-4rd]. 4via6 enploy statel ess address
translation techniques well specified in [RFC6145] with the nmapping
rule in order to conmunicate |Pv4 islands across | Pv6 network,

i nstead of |Pv6 encapsul ati on nechanismin 4rd. Address mapping rule
defined in [ RFC6052] is also enployed to preserve correspondant
address of outside 4via6 domain.

Since additional |IP header is required and the size of the packet is
increasing in encapsul ation solutions, linmted bandwi dth resource in
a network woul d be consunmed by un-negligible overhead. It is
undesirable in that has that limtation |like wreless network. 4vi a6
is useful for operators who want to provide |IPv4 connectivity across
restricted bandwidth 1 Pv6 network with statel ess operation described
in [I-D. operators-softwre-statel ess-4v6-notivation].

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Ter m nol ogy

4vi a6 domain (Dormain): A set of 4via6é CEs and BRs connected to the
sane virtual link. A service provider may
depl oy 4via6 with a single 4via6 domain, or may
utilize multiple 4via6é domains. Each domain
requires a separate 4vi a6 prefix.

4vi a6 Border Relay (BR): A 4vi a6-enabl ed router nmanaged by the
service provider at the edge of a 4vi a6 domain.
A Border Relay router has at |east an | Pv6-
enabled interface and an I Pv4 interface
connected to the native | Pv4 network. A 4vi a6
BR may also be referred to sinply as a "BR"
within the context of 4via6

4vi a6 Custoner Edge (CE): A device functioning as a Custoner Edge
router in a 4via6 deploynent. 1In a residential
br oadband depl oynent, this type of device is
sonetines referred to as a "Residentia
Gat eway" (RG or "Custoner Prem ses Equi pnent"”
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4vi a6 CE adopting 4rd rules

wll serve a residential site with one WAN si de

interface,

one or nore LAN side interfaces. A

4viab CE may also be referred to sinply as a
"CE" within the context of 4vi a6

Shared | Pv4 address: An |Pv4 address that is shared anong nultiple
nodes. Each node has a separate part of the
transport |ayer port space.

4vi a6 Transl ati on Franmewor k

Figure 1 depicts the overall architecture with |IPv4 users networks

connected through routed | Pv6 networks.

Therein, |1 Pv4 users are

connected to | Pv6 network via CPE with 4via6 transl ati on nodul es.

>
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Figure 1: Network Topol ogy

4viab CE has two functionalities.

The first is to generate an | Pv4

address or an shared | Pv4 address and port-set. The second is to
translate an | Pv4 packet fromito an | Pv6 packet across |Pv6 network.

When an unique | Pv6 prefix is assigned to each CPE from SP's network,
4viab CE in the CPE generates |Pv4 address or shared |Pv4 address and
port-set with 4rd address mapping rule defined in

[1-D. murakam -softw re-4rd].

The address mapping rule is also used in 4via6é CE to forward the
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packets. When 4via6 CE sends a packet to BR, the source address is
translated fromIPv4d to | Pv6 address with 4rd mapping rule and the
destination address is translated fromIPv4 to | Pv6 address with
[ RFC6052]. In the case of sending the packet to another CE, the
destination address is translated with 4rd address napping rule.

NAT44 must be inplemented in 4via6é CPE with the behavi or conforning
to the best current practice docunmented in [ RFC4787], [RFC5508] and
[ RFC5382]. The NAT44 nust translate the port nunber into the port-
set generated in a given 4via6é CE

At a BR side, when the BR sends a packet to a CE, the source address
is translated fromIPv4 to | Pv6 address with [ RFC6052] and the
destination address is translated fromIPv4d to IPv6 with 4rd napping
rul e.

5. Stateless Translation Al gorithm

The statel ess translation between |Pv6 and | Pv4 nust conformto
[ RFC6145]. The address mapping rul e nust be based on
[1-D. murakani -softwire-4rd] and [ RFC6052].

In 4via6 stateless translation, the only difference is the forwarding
nmechani sm across | Pv6 network infrastructure. The autonatic
tunnel i ng mechani sm such as IPv4-in-1Pv6 is used in

[1-D. murakam -softwire-4rd]. |Instead, for the outband direction, the
source address is translated with 4rd nmapping rule and the
destination address is translated with [ RFC6052]. Fromthe inbound
direction, the source address is translated with [ RFC6052] and the
destination address is translated with 4rd mapping rule. For the

di rect conmuni cation anong CEs, both source address and destination
address are translated with only 4rd mapping rule.

6. Behavior of 4via6 Statel ess Transl ation
6. 1. Behavi or on 4vi a6 CE

A 4viab CE that receives | Pv4d packets from CE LAN si de checks the
validity of its source and destination address. It also checks that
the packet size is acceptable. |If yes, NAT44 changes the | Pv4 source
address and the source port to its generated gl obal |Pv4 address and
the port within the generated port-range. After that, 4via6 CE
perfornms the translation of |IPv4 source address and | Pv4 destination
address. The I Pv4 source address is changed to the | Pv6 address that
is assigned to the 4via6 CE. The |Pv4 destination address is

transl ated based on [ RFC6052]. And the |IPv4 header is replaced to
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the I Pv6 header that is generated fromthe | Pv4 header based on
[ RFC6145] .

The 4via6 CE that receives | Pv6 packet from CE WAN si de checks the
validity of its source and destination address. It also checks that
the packet size is acceptable. |If yes, it translates the |Pv6 source
and the | Pv6 destination address in the received packets. The |Pv6
destination address is changed to the I Pv4 address that is generated
in the 4via6 CE based on [I|-D. nurakani-softwire-4rd]. The |IPv6
source address is transl ated based on [ RFC6052]. After that, the

| Pv6 header is replaced to the | Pv4 header that is generated fromthe
| Pv6 header based on [ RFC6145].

6. 2. Behavi or on 4vi a6 BR

A 4rd BR that receives | Pv4 packets fromthe outside | Pv4d network
checks the validity of its source and destination address. It also
checks that the packet size is acceptable. |If yes, it generates the
| Pv6 destination address fromthe | Pv4 destination address based on
[1-D. murakamn -softwire-4rd] and translates the |1 Pv4 source address to
the 1 Pv6 source address based on [RFC6052]. As the result, the IPv4
header is replaced to the I Pv6 header based on [ RFC6145].

The 4rd BR that receives | Pv6 packets from | Pv6 network

i nfrastructure checks the validity of its source and destination
address. It also checks that the packet size is accpetable. If yes,
it generates the | Pv4 source address fromthe | Pv6 source address
based on [I-D. nmurakam -softwire-4rd] and translates the | Pv6
destination address to the | Pv4 destination address based on

[ RFC6052]. As the result, the I Pv6 header is replaced to the | Pv4
header based on [ RFC6145].

7. Path MIU and Fragnentati on Consi deration

Basically, Path MU and Fragnentation nust confirmto Section 1.4 of
[ RFC6145] .

In 4viab stateless transition, a 4via6é BR and a 4via6 CE replace an

| Pv6 header to an | Pv4 header in a received | Pv6 packet upon
forwardi ng the packet to a native IPv4 interface. |If the size of the
| Pv4 packet might exceed to the IPv4 MIU on the native |Pv4d
interface, the 4via6 BR and the 4via6 CE night fragnent the packet.
In order for the receiver to reassenble the fragmented packet
correctly, the 4via6 BR and the 4via6é CE nust assign an uni que val ue
to a datagram I D in | Pv4 header upon forwardi ng the packet to the
native I Pv4 interface
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8.

10.

11.

12.

12.

Conparison with 4rd

Differing fromencapsul ati on nodel, translation approach doesn’t need
to know BR | Pv6 address. |Instead of that, a | Pv6 mapping prefix
shoul d be delivered to 4via6 CPEs or 4vi a6 hosts for generating |Pv6
address by catenating | Pv4 destination address with | Pv6 napping
prefix. Such IPv6 mapping prefix shall be either the "Wel|-Known
Prefix" or a "Network-Specific Prefix" unique to the organi zation
depl oyi ng the address transl ators.

Security Considerations

The security consideration is sane as [I|-D.nurakamn -softw re-4rd].

| ANA Consi derati on

Thi s docunment has no | ANA acti ons.
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