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Abst r act

Thi s docunent anal yzes the scenario in which DHCPv4 interaction is
performed over I P-1P tunnel, and proposes nethods to keep DHCP
wor ki ng under such situation. The main issue is encapsul ation of
DHCP packets on server side, and there are both in-protocol and out-
of -protocol solutions for this issue. The in-protocol solutionis to
have DHCP carrying the encapsul ati on address information, and the

out -of -protocol solution is to have the DHCP server keeping track of
the address mapping by inspecting DHCP packets.
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1. Introduction

The DHC protocol [ RFC2131] wasn’t designed with tunnel environnent
consi derations. However, due to the devel opnent of tunnel -based
mechani sns, the demand to apply DHCP in tunnel environnent arises,
especially in the context of IPv6 transition. A typical application

scenario is | P-1P Hub and spoke tunnel [ RFC4925]. In this type of
scenario, IP-1P tunnel is used to provide non-native |IP connectivity
to hosts, across a heterogenous network. |[If the non-native IP

addresses of the clients are provided by the concentrator side, this
address provisioning needs to cross the heterogeneous network, too.

One transition mechani smthat requires DHCP over tunnel is docunented
in [I-D. cui-softwire-host-4over6]. In this mechanism users in |Pv6
network get |Pv4 access by |IPv4-in-1Pv6 tunnel with 4over6
concentrator. Every user enploys a public IPv4 address to get ful
bidirectional |Pv4 comunication. This |IPv4 address is allocated by
the ISP over the IPv6 network. The docunent suggests to achieve this
by tunneling DHCPv4 between the 4over6 initiator(DHCPv4 client) and
4over 6 concentrat or (DHCPv4 server).

Two main flavours of solutions may be consi dered:

0 Use DHCPv6 to provision IPv4-related connectivity, since |Pv4
address can be enbedded into | Pv6 address field. To achieve this
nmode, dedi cated options are needed to convey | Pv4-rel ated
informati on, such as | Pv4 address of DNS server, NTP server, etc.

0 Use DHCPv4 and sustain it in the tunnel environnent. Unlike the
previ ous approach where only DHCPv6 is used for both |IPv4 and | Pv6
connectivity, this approach consists in maintaining the separation
between 1 Pv4 and | Pv6 connectivity information. It allows to
mai ntain the 1 Pv4 service without requiring major nodification of
| Pv6-rel ated provisioning resources, and perserves DHCP as an
| Pv4-related information carrier. This docunent focuses on this
flavour.
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2. Temi nol ogy
Thi s docunment nmakes use of the follow ng terns:
0 DHCPv4 refers to | Pv4 DHCP [ RFC2131].
0 DHCPv4 client (or client) denotes a node that initiates requests
to obtain configuration paraneters fromone or nore DHCP servers

[ RFC2131] .

0 DHCPv4 server (or server) refers to a node that responds to
requests fromDHCP clients [ RFC2131].
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3.

Pr obl em Anal ysi s

The scenario of DHCPv4 over |IP-1P tunnel is shown in Figure 1.

DHCPv4 client and DHCPv4 server(could be a relay) are separated by an
I Pv6 or 1 Pv4 network, with no DHCP relay in the niddle. DHCP

DI SCOVER and DHCP REQUEST packets cannot reach the other end since
they are broadcast packets; DHCP OFFER and DHCP ACK/ NAK packets
cannot reach the other end either, when they are broadcast packets or
uni cast packets forwarded by MAC address. Therefore a tunnel between
the client and server is required to build a virtual link. Besides,
when the mddle network is IPv6-only, all DHCPv4 packets can not go

t hrough t he network

o +
[ | Pv6/ 1 Pv4 Networ k
e + |
| DHCPv4| [
| client] R + R +
- + | DHCPv4 | | 1Pv4 |
| I P-1P tunnel |server |---| domain |
oo + | | |
| DHCPV4| +o---- - + e +
| client]| [
R e, + |
I I
o +

Figure 1 Scenario of DHCPv4 over tunne

For the above reasons, we need to build the whol e DHCP procedure on
an | P-1P tunnel. The client(tunnel initiator) and server(tunne
concentrator) will encapsulate the E-IP(External -1P, |Pv4) DHCP
packets into I-1P(Internal-1P, could be |Pv4 or |Pv6) before sending
themto renote end; the renote end(server or client) will decapsul ate
the packets to get the original E-IP DHCP packet before handi ng t hem
to the DHCP process. The encapsulation on the client is natural: the
client will use the server’s |I-1P address as encapsul ation
destination address, which is usually known beforehand. The problem
is the encapsul ation on the server. The server serves nore than one
clients, and it nmust send every DHCP packet to the right client, each
with different |-1P address.

We can see that regul ar data packet encapsul ati on on the concentrator
faces a simlar problem The solution is to have the concentrator
mai nt ai ni ng the mappi ng between each initiator’s E-IP address and

| -1 P address. \When the concentrator perforns encapsulation, it wll

Cui, et al. Expi res January 12, 2012 [ Page 5]



Internet-Draft DHCPv4 over tunnel July 2011

use the packet’s E-IP destination address to look up the I-IP
encapsul ati on destination address. However, this solution doesn’t
apply to DHCP packets, because the address mapping can only be
established after the DHCP address allocation, and al so because the
destination address of DHCP packets can be broadcast address. So we
need sone extra effort to make the encapsul ati on of DHCP packets
work, i.e., make the concentrator encapsul ate each DHCP packet with
the 1-1P address of the right initiator and hence send it to the
right initiator.
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4.

4.

I n-protocol and CQut-of -protocol Solutions

So far we’ve cone to two solutions for this problem one is an in-
protocol solution and the other is an out-of-protocol solution. 1In
this version of draft, we describe both of themfor further

di scussi on.

1. Address mapping with session id

This is an out-of-protocol solution. The basic idea is that the
concentrator(server) inspects the incon ng DHCP packets, keeps track
of the mappi ng between the DHCP session id and the |-1P address of
the packet. \When sending out a DHCP packet, the concentrator wll
use the session id in the packet to | ook up corresponding I-1P
address for encapsulation. Here the session id could be any field in
the DHCP packet that can be used to distinguish different clients,
such as MAC address, transaction-id, etc. The mapping needs to |ast
for only the lifetinme of two-time handshake.

Figure 2 provides an exanpl e using MAC as session id. \Wen receiving
a DHCPDI SCOVER message, the concentrator stores the mappi ng between
the MAC address and |-1P address in encapsul ati on header. Then the
concentrator decapsul ates the packet and hands the packet to upper

| ayer. Wen the upper |ayer passes down the correspondi ng DHCPOFFER
packet, the concentrator will ook up the I-1P address in the napping
tabl e, using the MAC address in the DHCPOFFER packet. This I-IP
address will be used as encapsul ati on destination address. Then the
mappi ng can expire. Simlar procedure happens when the concentrator
recei ves a DHCPREQUEST and sends out a DHCPACK

This method is transparent to the DHCP process. There's no protoco
extension required. However, the concentrator need to inspect every
encapsul ated packet to filter out DHCP packets.

DHCP EVENT initi- concen- BEHAVI OR
at or trator
al l ocating a new | ---DHCPDI SCOVER-->| store |-1P-MAC nappi ng
network address |<----- DHCPOFFER---| look up I-1P using MAC

| | mapping expires
| - - - DHCPREQUEST--->| store |-1P-MAC mappi ng
| <----- DHCPACK- - - - - | look up I-1P using MAC
| : | mapping expires
I : I

address renewal |---DHCPREQUEST--->| store |Pv6-MAC mappi ng
| <----- DHCPACK- - - - - | look up I-1P using MAC
[ : | mapping expires

I
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Fi gure 2 4over6 concentrator: DHCP behavi or
4.2. Leveraging Relay Agent Option

Unlike the first solution, the second solution is an in-protoco
solution. W can see that what is actually needed to solve this
problemis an I-1P encapsul ati on address for every DHCP packet. W
can have the DHCP client to include this information in every DHCP
packet it sends out. This docunent suggests to use the Agent Circuit
I D Sub-option in DHCP Rel ay Agent Infornmation Option (Option 82)

[ RFC3046] to carry the |-1P address infornation.

Having the client doing this, the operations on the concentrator can
be significantly sinplified. The receiving and decapsul ating
procedure of the DHCP packet can be identical to regular data packet.
The DHCP server process will not nodify Option 82 in a DHCP packet,
and this option will be included in the DHCP reply packet. Wen the
upper |ayer passes down the DHCP reply packet, the concentrator will
| ook into the packet and find the encapsul ati on address in Option 82
Then the encapsul ati on can be done easily.

This method doesn’'t need per-packet inspecting when decapsul ating
packet, and doesn’t need address nappi ng nai ntenance, either

However, it's a " msuse" of Option 82 in sone |evel, since there's
actually no DHCP rel ay involved. Another possibility is that we can
define a new DHCP option for this specific usage if it is necessary.
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