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Abst ract

Verification Involving PSTN Reachability (ViPR) is a new techni que
for inter-domain federation of SIP calls. ViPR nakes use of the PSTN
as an introduction nechanismto verify the correctness of nappi ngs
from phone nunbers to domains. The PSTN introduction mechani sm can
al so be used as a technique for blocking spam- a SIP caller is only
aut hori zed when its calling donmain has previously called that sane
nunber over the PSTN. This docunment describes an extension to SIP
whi ch enabl es authorization of SIP calls based on a prior PSTN

i ntroduction.

Legal

This docunents and the information contained therein are provided on
an "AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE
REPRESENTS OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE

| ETF TRUST AND THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL
WARRANTI ES, EXPRESS COR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY
WARRANTY THAT THE USE OF THE | NFORMATI ON THEREI N W LL NOT | NFRI NGE
ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS
FOR A PARTI CULAR PURPCSE.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 12, 2012
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The anti-spamticket
security nechani smi
originating a call i
ot her domai n.

The Bor der
(see Figure 1) can check the ticket to ensure that this originating
domai n has been authorized by the term nating domain.

Vi PR SPAM Bl ocki ng

s described in this specification are the key
n ViPR for nmtigation of SPAM The domain

nserts a ticket in the SIP INVITE sent to the
El ement in the donain receiving the cal

relies heavily on the concepts and term nol ogy defined in

[ VI PR- OVERVI EW and
docunent first.
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Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Term nating Side Procedures

The Border Elenent will receive the TLS CientHello which begins the
TLS handshake. The Border Elenment will present its own configured
cert. Once TLS handshaking is conplete, the Border El enent notes the
domai n fromthe SubjectAltNanme on the other side of the TLS
connection, and associates it with that connection

Next, the Border Elenment will receive an INVITE. This INVITE wll
contain a ticket in the Vi PR-Ticket header field value. The Border
El enrent extracts this header field. This call flow assunes it is
present. The Border Elenment parses it, and obtains the epoch val ue
encoded in the ticket. This is matched against the current epoch

val ue for the configured password. |If they match, processing
continues. The Border Elenent verifies the signature is correct.
Next, it examines the start and stop tine of the validity. If the

current time is between the start and stop tines, the check is
passed. Next, the Border El ement checks the granted-to domain in the
ticket. It conpares that domai n against the domain name in the
Subj ect Al t Nane of the peer on the other side of the TLS connection
as noted above. Next, it takes the Request-UR of the SIP INVITE
That will be of the form sip: +nunber @omain. |If it is not in that
form and if the nunber does not begin with a plus, the request is
dropped. The value, including the plus, is then conpared to the
nunber in the ticket. |If it is equal, the check has passed. The
Border Elenent |eaves the header field in the request, but forwards
to the Call Agent.

In addition, the Border Element will typically be configured to apply
its SIP nmessage validation logic, and enforce restrictions on the
sizes of various SIP header fields. This provides an additiona

| ayer of security in case malicious SIP nessages are sent.

The Border Elenent will also apply port forwarding in the case of
NAT, so that the incoming request is forwarded to the appropriate
Cal | Agent node.

The Call Agent will receive inconming SIP INVITEs. The Request-URl of
the INVITE will contain an E. 164 nunber as indicated by a | eadi ng
plus. |If the Request-URlI is not an E. 164, the request nust be
rejected with a 403. Only E. 164 nunbers can be accepted on a Vi PR
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4.

trunk.

Originating Side Procedures

The routes stored to other domains in the Call Agent will each store
aticket to utilize with calls to that route. The Call Agent |earns
about these routes and the information needed to construct the ticket
fromthe VAP protocol [VIPR-VAP]. When sending a SIP request to one
of these domains, the Call Agent MJST include the ticket in any
dialog formi ng request or request that is not in an existing dialog.

Ti cket s

This ticket is a sequence of characters. These MJST be placed into a
Vi PR-Ti cket SIP header field value. Consequently the format for this
header field is:

Ti cket = "Vi PR-Ticket" HCOLON ticket-va

ticket-val = 1*(al phanum/ "-" [ " " [ ".")
This header field MJST be utilized in all dialog form ng requests and
all out-of-dialog requests. It is not utilized in responses. The

ticket-value is a nodified base64 encoded versi on of an object that

i s conposed of a series of TLVs. Each TLV is a 16 bit type, a 16 bit
I ength, and a variable Iength value. The length field refers to the
I ength of the value portion of the TLV, neasured in bytes. The
followi ng TLV types are defi ned:

1. Ticket Unique ID: This TLV has a type of 0x0001. It contains a
128 bit ID that has a unique identifier for this ticket. The
val ue MUST contain a 128 bit UU D defined by [ RFC4122]. This TLV
MUST be present. However at this tine it is used for diagnostic
pur poses only.

2. Salt: This TLV has a type of 0x0002. It contains a value which
MUST be at least 32 bits, and contains a random nunber. Its
presence ensures that each ticket contains sufficient randomess.
This TLV MJST be present.

3. Validity: This TLV has a type of 0x0003. It contains two 64 bit
NTP times. The first is the start of the validity of the ticket,
the next is the end tinme for the validity of the ticket. This
TLV MJST be present.

4. Nunber: This TLV has a type of 0x0004. It contains a string
whi ch has an E. 164 nunber, included the "+", which may be call ed
using this ticket. The TLV has variable length. This TLV MJST
be present.
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5. Ganting Node: This TLV has a type of 0x0005. It contains a 128
bit value which is the Node-ID of the node which granted the
ticket. This TLV MJST be present.

6. Ganting Donmain: This TLV has a type of 0x0006. The donain
which granted the ticket. A string, up to 256 characters, each
of which nmust be a valid domain nane character. The TLV has
variable length. This TLV MJST be present.

7. Ganted-To Domain: This TLV has a type of 0x0007. The domain to
which the ticket is granted. A string, up to 256 characters,
each of which nust be a valid domain name character. The TLV has
a variable length. This TLV MJST be present.

8. Epoch: This TLV has a type of 0x0008. It contains a 32 bit
epoch value. It is used to select a key. This TLV MJST be
present.

9. Integrity: This TLV has a type of 0x0009. It contains a 160 bit
integrity value, conputed using HVAC-SHA1. This TLV MJST be
present and MJUST be the last TLV in the object.

The base64 encodi ng uses the base64url encodi ng from RFC4648

[ RFCA648], with the exception of the pad character, which is a "."
instead of an "=". This ensures that the output is a valid SIP

t oken.

To conpute the MAC, the following is done. First, the key is
obtained. The key is actually a 128 bit key, configured into the
system The key, P, is then used to compute Km

Km = HVAC- SHA1(P, S | Epoch)

Based on PBKDF2 from PKCS #5 [ RFC2898] with HMAC SHA1 as PRF and
iteration count of 1. Where Sis the 32 bit salt and Epoch is the 32
bit Epoch, fromthe ticket. This produces a 160 bit Km The MAC is
then conputed as anot her HVAC- SHA1, over the entire ticket up to but

not including the Integrity itself, using Kmas the key. This
produces the 160 bit MAC

6. Security Considerations

TBD

7. 1 ANA Consi derations
7.1. 1ANA Registration of Vi PR-Ticket Header Field

Thi s docunent defines a new SIP header field: ViPRTicket. |Its
syntax is defined in Section 5. This header field nust be registered
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9.

9.

9.

by 1ANA in the SIP Paraneters registry under the Header Fields
subregistry with the follow ng information:

Header Name: Vi PR-Ticket
Conmpact Form none
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Appendi x A.  Rel ease notes

This section nust be renoved before publication as an RFC

A 1.

(0]

A 2.

(0]

A 3.

OO0OO0O0O0OOo

O O

Modi fi cations between vipr-02 and vipr-01

Renaned Ticket to Vi PR-Ticket to synchronize with -overview.

Modi fi cati ons between vipr-01 and vipr-00

Renamed X-Cisco-Vi PR-Ticket to Ticket and filled the | ANA section
Modi fi cati ons between vipr-00 and di spatch-03

Moved to new Worki ng G oup.

Modi fi cati ons between di spatch-03 and di spatch-02

Added term nol ogy section.

Nits

Shorter 1-Ds references.

Changed issued-to to granted-to.

Fi xed the ABNF.

The tickets is used in all dialog form ng requests, not only
I NVI TE.

The Nunmber TLV has a variabl e | ength.

The Integrity TLV MIST be the last in the object.

Fi xed a di screpancy in the epoch |ength.
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