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配色参考方案：	
�

建议同一页面

内不超过四种

颜色，以下是

13组配色方案，

同一页面内只

选择一组使用。

（仅供参考）	
�

客户或者合作

伙伴的标志放

在右上角.	
�

Background and Issues  

  For DHCP authentication, RFC3118 defines an delay 
authentication mechanism for DHCP.  But it has 
vulnerabilities:  
  It is vulnerable to denial of service attacks through flooding with 

DHCPDISCOVER messages, which are not authenticated by delay 

authentication protocol.  

  It overwhelms the DHCP server  

  Exhaust the addresses available for assignment by the DHCP server. 
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How to avoid these vulnerabilities  
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Does authentication based certificate can be used for DHCP? 

Does the application of certificate has any limitation? 

As we know, certificates which defined in RFC 5280 can be 
used for entity authentication, and certificates are used widely.. 
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1 

The MTU in 
Ethernet is usually 
1500bytes, while 
the certificate is 
usually as large as 
1k or 2k bytes 

2 

DHCPDISCOVER 
messages and 
DHCPREQUEST 
messages are 
broadcast messages, 
these cannot be 
fragmented into 
several messages. 

3 

Thus, it is 
impossible to 
directly carry 
certificates in 
DHCP messages	


The limitation for certificate directly 
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The solution that we proposed 
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Fig 1.DHCP certificate authentication procedure 
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Fig 2. The format of the authentication request(DHCPDISCOVER/DHCPREQUEST/ 
DHCPINFORM) 
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Fig 3. The format of the authentication information(DHCPOFFER/ DHCPACK) 

If the length exceeds the MTU, 
 it can be fragmented with  
several messages[RFC3396] 

The certificate of the DHCP  
Server is included in the  
Authentication Option  



Thank you 


