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Background and Issues

o For DHCP authentication, RFC3118 defines an delay
authentication mechanism for DHCP. But it has

vulnerabilities:
o Itis vulnerable to denial of service attacks through flooding with
DHCPDISCOVER messages, which are not authenticated by delay
authentication protocol.

o It overwhelms the DHCP server

o Exhaust the addresses available for assignment by the DHCP server.
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How to avoid these vulnerabillities

As we know, certificates which defined in RFC 5280 can be

used for entity authentication, and certificates are used widely.

Does authentication based certificate can be used for DHCP?

Does th application of certificate has any limitation&
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The limitation for certificate directly

The MTU in
Ethernet is usually
1500bytes, while
the certificate is

usually as large as
1k or 2k bytes
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DHCPDISCOVER
messages and
DHCPREQUEST
messages are
broadcast messages,

these cannot be
fragmented into

several messages.
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Thus, itis
Impossible to
directly carry
certificates in
DHCP messages
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The solution that we proposed
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Fig 1.DHCP certificate authentication procedure
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Certificate authentication option
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01234567890123456789012345678901
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Fig 2. The format of the authentication request(DHCPDISCOVER/DHCPREQUEST/
DHCPINFORM)
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Certificate authentication option

0 1 2 3
01234567890123456789012345678901

Code Length Algorithm

(Certificate[0] ) (Signatureﬂ 285y‘tes/256bytes). 3 )

Fig 3. The format of the authentication information(DHCPOFFER/ DHCPACK)




Thank you




