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Geographic Distribution
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P2P Traffic Localization
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Random vs. Localized Peer Selection

Before: Random Peer Selection
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After: “Local” Peer Selection
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Approaches to Localization

e Client based
* Client — Network collaboration

* Network based
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Trackers disappear — DHT takes over

German Police Shut Down Private Torrent Tracker

March 30, 2009 by Yonah

Filed under: Announcements & Events, File-Sharing Programs, Networks & Services, Legal

P2P News & Issues

The battle against P2P file sharing has a lot of facets —w* "~

on the abstract ground of aw the repeat file sharers have
reasons to rejoice (as the European Parliament dismiss
the notion of ‘three strikes’ policy), on the concrete groun:
the piracy combat authorities engage in rapid raids to ca
the pirates red-handed. In one such raid German authori
have terminated a private BitTorrent racker this week anc
confiscated lots of PCs, HDDs, DVDs, CDs and money.

Bulgarian Torrent Tracke

IFPI, Italian po

By Jacqui Cheng | Last upd

Police shuts down Portuguese Trackers

This blog post talks about the news that the Portuguese Police shut down three Portuguese BitTorrent trackers. The whole issue arised many coments in the media and
in the blogosphere. All my comments in this post are based on the press releases from four entities, PJ, FEVIP, ASAE and AFP, and the statements they've been giving
about this issue (that I had access to, not everything). Also, I'm afraid I'm not using the correct English legal terms in some cases - sorry. Also, I'm not saying here that
e b LTl s el Sl Tl e S e e s e e Tanacinlly st this level.
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A popular torrent tracke: v wary vivssu up snLE Wuay, Hamy WS TLETHELVTE LS EUT YuuE o
another victory against P2P. Colombo-BT org now points to a page that says, "Access denied in execution of
an ltalian Court Authority injunction.” The shutdown came after action was taken by the Guardia di Finanza, an
ltalian police force that operates under the ltalian Armed Forces. Unsurprisingly, the IFPI applauded the move
and took it as a sign of progress against piracy online.
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DHT Traffic Localization
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What is a DHT?

Publisher _
Publish(hash(“title”)) Internet Client

\ / Lookup(hash(“title™))

N, —2—"
4 N5 6

A distributed database for publishing and searching information

» Each peer and each object is identified by an info-hash
» Use object info-hash to decide on which peer to store information
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How to control a DHT?

Publish(hash(“title)) Internet

\ / Lookup(hash(“title™))

N, \/ N,
TTTTTTTT

SYBILS

* Intercept all the announces for a file
* Intercept all queries for a file

.................................................................................................... A|cate|.|_ucent @
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How to localize P2P traffic using the DHT?

N,
Ny,—=> (Comcast
Publish(hash(“title™)) Internet \ N;—> (Comcast

\ / Lookup(hash(“title™))

N\/

N No~> (Comcast

M e Ny=> Eomeast g e

SYBILS

 Build a database <peer, ISP> by intercepting all announces for a file
* Localized responses: request from (comcast response with peers fron (comcast
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Which files should we localize?

* Ideally, all files
» Resource consumption scales linearly with the number of files to localize
* We only focus on popular files for two reasons:

e |t is infeasible to monitor all files available in a DHT

 Localizing each file is unnecessary
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Traffic Localization in Action!
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1) Choose a popular file - thepiratebay.org/top/all

= R
B, The Pirate Bay - The world... » &8
€« C' % http://thepiratebay.org/top/al > OG- K-
rch Torr s | Browse Torrents | | t Torrents | TV shows | T v LOOKS FEELS AND ‘I'ASTES =
I Pirate Search | bl LIKE A CIGARETTE.
PREMIER ELECTRCHMIC. CIGARETTES
3 " ™ audio [ video [ Applications T Games I other IAll j
Top 100
DON'T BLEACH Got a Pearly Don't Let the
& : White Smile? Dentist Fool You
ingle mom discovers ’ ;
1 simple trick to fum Leam the trick, Shgesmm
| vellow teath whit discovered by a mom, discovers 1 simple
j yellow teeth white lo turn yellow teeth trick to tum
e Find Out How Now I8 & white. | yellow teeth white.
Type Name View: Single / Double SE LE
Video The Twilight Saga Eclipse TS XViD - IMAGINE 17002 16237
(Movies) EM T E Uploaded 07-02 19:22, Size 1.41 GiB, ULed by IwannaFan2
Video Hot Tub Time Machine (2010} RS XviD-MAX 11233 4391
(Movies) EM T @ 2 Uploaded 06-08 12:52, Size 1.36 GiB, ULed by extremezone
Video The Karate Kid DVDRIP R6 XViD-KINGDOM (Kingdom-Release) 8353 7304
(Movies) EM T @2 Uploaded 07-01 07:38, Size 950.88 MiB, ULed by hiest
Video Green Zone (2010) DVDRip XviD-MAX 11296 3534
(Movies) EM T @ 2 Uploaded 06-09 02:43, Size 1.37 GiB, ULed by extremezone
video The A Team 2010 TS XViD - IMAGINE |
(Movies) M T @ 2 Uploaded 06-12 07:23, Size 1.39 GiB, ULed by raymondhome
Video Shes Out of My League (2010) DVDRip XviD-MAX 10126 5930
(Movies) EM T @2 Uploaded 06-04 17:10, Size 1.26 GiB, ULed by extremezone
Video The Book of Eli (2010) DVDRip XviD-MAX 10410 2956
(Movies) EM T @2 Uploaded 05-18 20:40, Size 1.26 GiB, ULed by extremezone
Audio Eminem-Recovery-(Retail)-2010-[NoFS] 10623 1431
(Music) EM T @2 Uploaded 06-08 15:12, Size 177.19 MiB, UlLed by nos1977
Video Toy.Story.3.2010.CAM. XviD-PrisM 8146 3700
(Movies) M T @2 Uploaded 06-19 14:55, Size 1.22 GiB, ULed by raymondhome
video True.Blood.S03E03.HDTV. XviD-NoTV e e
(TV shows) EM T & uploaded 06-28 14:10, Size 550.29 MiB, ULed by Anonymous
Video Kick-Ass (2010) RS XViD-MAX -
R =i i il 9467 1761 =I|
[ P 240 e R anlceT s oLo e A A LD, ACn A LD
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2) Start the Localization Mechanism

pich 2218 mainline Crawler

Cvendew Memor;_gi Threads.~i Classeal \:‘M-Summag_‘! MBeans
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30 Mb ¢ 40
25 Mb 1 \
20 Mb ¢ J| h ’ J“ ‘ _u 13 480
|}h N ‘\,
15 Mb 1 # |
MH\ | \ i 'W' L
10 Mb { ‘ ‘ | Isi'i-'e threads
6.0 Mb L 30
OD (8]8] 00:00 00:00 12:00 00
2011-05-05 2011 -05-06 2011-05-05 2011-05-06
Used: 20.2 Mb  Committed: 83.8 Mb  Max: 85.9 Mb Live: 31 Peak: 32 Total 525
~Classes -CPU Usage
2,000 3.0%
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CPUU
2,055 | | | ||, i 2.0% sage
A |
1,500 1.5% | Ui r.m”r."}r.“ [ ) |u A h\Ih'
| | || " r"'ln.lrlll\'lkf IL llll l"‘l
Lese e 1.0% h.qni"xlii'u-.-:-"-}ﬂ '
0.5%
1,000 0.0%
00:00 12:00 00:00 00:00 12:00 00:00
_2011-05-05 2011-05-06 2011-05-05 2011-05-06
Loaded: 1,294  Unloaded: 320 Total: 1,614 CPU Usage: 2.0%
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DEMO TIME

1. Connect to a windows machine at my place
- Verizon FIOS

- Utorrent

2. Download a content item being localized using the
presented approach.

3. Observe
- from which peers the client downloads from

- the interaction with the sybils

.................................................................................................... A|cate|.|_ucent @
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3) Doypalac-

[B|pTorrent 2.0.4

File: Opt ns HIp

‘Beabal,
L Al (1)

& Downloading (1)
" Completed {0)
M Active (13

L Inactive (0)

Mo Label (1)

&l Feeds

If\f\f\ll\ II

B -76-121-124-131.hsd1 .wa.comcast, net [uTP]
= c-71-57-185-226.hsd1.fl.comcast.net [uTF]
| 5 7-190-165-89,hsd1 . co.comeast, et [UTP]
B -71-192-168-206,hsd1.ma.comcast,net [uTP]
S -59-181-134-154,hsd1.ca.comcast . net

S c-67-167-4-224.hsd1.il.comcast.net [uTP]

%S c-67-173-38-84. hsd1.il.comcast.net [uTP]

B2 o-24-22-97-31 . hsd1.or . comcast.net [uTP]

%S ¢-75-70-194- 138 hsd1.co.comcast.net [uTF]
= r-65-44-162-162 . hsd1.nj.comcast.net [uTP]
B -71-203-46-97 .hsd 1. fl.comcast . net [UTP]

= r-59-140-147-141,hsd1.dc.comcast, net [uTP]
B - 76-24-144-223 . hsd1 .ma.comcast, net [uTP]
= -71-230-82-221.hsd1.pa.comcast. net [uTP]
S| - 76-99-16-143,hsd1 . pa.comcast.net [uTP]
| -59-247-184-225.hsd1 . la.comcast. net

B -5 7-189-67-62 . hsd1.or . comcast, net [uTP]

= 0-71-205-126-191, hsd1 . i, comcast, net [UTP]
= -653-32-165-106.hsd1.pa.comcast. net [uTP]
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DownSpeedI UpSpeedIReqs I Uploade:
379.7 kBls nEkBls F1]0
169.9 kBfs 0.2 kBis 410
144.9 kBys 05kBls 350
112.7 ks 0.3kBs 24]0
107.2 kBys 01 kBls 290
85,2 kB/s 0ZkBls 23|10
79,0 kBls 0.z2kes 17]0
76.7 kBjs 0.ZkBls 160
56.9 kBfs 0.3kBs 17]0
55,0 kB/s 0.2kBls 160
44,4 kB/s OlkBls 2100
41.1 kBfs 0.3kes 12]0
27.5 kBJs D4kBis 100
24.5 kBfs 15|10
23,3 kBls 0.zkBls 8|0
21.6 kBjs 0.1kBjs 170
18.9 kB/s 0.2kes 7|0
17.4 kB/s 5|0
9.0 kBs zolo
5.2 kBs 0.zZkBls 4|0
7.6 kBjs 0.ZkBls 4|0
5.0 kB/s 17 |0
5.7 kBls D.zkBls 3|0
4.5 kBls 0.ZkBls 4|0
3.3 kBls 150
2.4 kBs D4kBls 3|0
2.4 kBjs 3|0
1.9 kB)s OLikBis 3|0
1.7 kBls 03kBls 2|0
1.2 kBjs O5kes 2|0
1.0 kB)s 03kBs 110

na) l@b: 1.5 MB/s O: 59.0 kBj's T: 96.5 MB
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The Sybils control the content

Mo, - Tirne: SourceE Destination Pratacol Infa

3 5. o046 T T97. 168, L. 10 I97.11.19. OOF ource 55634 DESCIMacion porc: $9405
4 5.552394 192.11.19.2 192.168.1.10 (W[]3] source : 49403 Destination port: 25834
5 5.552656 192.168.1.10 192.11.19.2 (W]s]3] saurce 25834 pestination port: 493404
6 5.602966 192.11.19.2 152.168.1.10 UDF Source : 49404 Destination port: 25834
7 5.803153 192.168.1.10 192.11.19.2 (W[]3] source 25834 Destination port: 49408
B8 5.550895 192.11.19.2 192.168.1.10 (W]s]3] saurce t 45408 Destination port: 25834
9 5.651141 1%2.168.1.10 152.11.15.2 UDF source 25834 Destination port: 49411
10 5.6597484 192.11.19.2 192.168.1.10 uoP source : 49411 pestination port: 25834
11 5.697728 192.168.1.10 192.11.19.2 (W]s]3] saurce 25834 pestination port: 43410
12 5.746730 1%2.11.159.2 152.168.1.10 UDF source : 49410 Dpestination port: 25834
13 5.746937 192.168.1.10 192.11.19.2 uoP source 25834 Dpestination port: 49413
14 5.801294 192.11.19.2 192.168.1.10 UDP Saurce t 45413 pestination port: 25834

801 1G] il T80 11,75, 2 LDP Source TE fpation port:

o 11.19.2 192.168.1.10 UpP Source : 48412 pestination port:T

). L) 3. ] 19, 1] 4, A LCP T Lestination port:

18 25.01 25834

1&2 uoP Source port; pestination port:
5, 015708 1%2.168.1.10 192.11.19.2 uopP Source port: 25834 Destination port:
20 35, 0020% = 152.168.1.10 UDF Source port: 4595404  Destipats 15
21 35.063339 192.,11.19.2 TozrraeTive (615 ourCETpoOrt. 45407 Destination port: 25834
22 35.063355 192.11.19.2 152.168.1.10 uop Source port: 49408 Destination port: 25834
® Frame 17 (196 bytes on wire, 196 bytes captured)
® Ethernet II, sSrc: wistron_23:a8:47 (00:16:d3:23:a8:47), Dst: Netgear_bb:10:dc (00:1f:33:bb:10:dc)
® Internet Protocol, Src: 192.168.1.10 (192.168.1.100, Dst: 192.11.19.2 (192.11.1%9.2)
# User Datagram Protocol, Src Port: 25834 (258340, Dst Port: 45404 (459404)
@ Data (154 bytes)
0000 G0 1T 33 Bb 10 dc 00 16 d3 23 EI-I: wZEM#E. ? KCE. 4 o0
0010 Q0 he of de 00 00 80 11 dS5 98 L - - L Fj
0020 13 02 64 ea <O ¢ 00 a2z d5s 8h L]
0030 3a 69 A4 32 30 3a 8d 9b 89 34 - L{
0040 Ba cc ch 2 fe 03 da a0 55 27 EIE r"t-|25834 ES 'tl:l Erl
0050 5F BB 61 73 A8 32 30 3a 88 74 Ej ]
o060 f0 58 Sa 42 4d 23 of 32 4b 43 I: EI:IIIIIII 3--'3.':2”-
Qo070 T2 74 69 32 35 38 33 34 63 33
0080 32 30 3a c7 00 10 Se 87 33 T3 E.E '||||I|"‘-|-"5 = 1'[;'13 =
0090 83 ?; 59 35 of fe a; 85 31 3a - == - -
00a0 Ge & 75 6e 63 65 5T FO &5 &85 n n
00kh0 81 2a 00 00 31 3a 76 34 3a 55 3'3. r-“:”_-lr-l':e_p Eerl .1:4 n
00cO 31 3a 71 B85
-|I-|- n n n
Fo Houdliwd TUTHEBL by
n
1:ge
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Evaluation
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Evaluation — Methodology

 Select torrents to localize (use PirateBay)
- Run the sybils

e Instrument a Transmission, Utorrent and BitComet client to
repetitively download the selected torrents

- Download time is bound
- One day, one week, one month periods

- No client-to-tracker communication

 We run the instrumented clients on Private machines
connected to the Internet with

- Cable
- Fiber

AT THE SPEED OF IDEAS™



Evaluation — Resource Consumption

=
oo

—_ 700
(at]
> 16 600
—_ el
14
8 8 500 * /
= 12 n . v
o N -
£ 10 n 400 ———— - -
3 8 o *
= . g 300 P # received
o O 200 sent
> 4 S
g ) 100
O
€ 0 0
0 5000 10000 15000 20000 0 5000 10000 15000 20000
peers per torrent peers per torrent

e Resource consumption linearly grows with the number of
peers per torrent
 Number of message per second is the critical resource

e ca. 20k / sec using a small linux server in our lab

e ca. 10k / sec using a “high 10” amazon ec2 VM
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Server Side Evaluation — Nr of Sybils
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Server Side Evaluation — Running from the Cloud
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Evaluation — Traffic Localization
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Evaluation — Impact of the Client

Local Download [%]
o
%

©
N

AT THE SPEED OF IDEAS™

©
o))

©
~

[=—uTorrent
—®— [ ransmission
BltComet

2 4 6 8 1012141618202224
Time [UTC]

COPYRIGHT © 2011 ALCATEL-LUCENT. ALL RIGHTS RESERVED.



Evaluation — Competition Sybils vs. Other Peers

- || Torrent
| m—Transmission

BitComet

| 1 1 I
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Evaluation — /mpact of PEX
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Evaluation — Download Speed Analysis
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e CAUSES
- Different local popularity of F
- Peers located at Telefonica have low upload rate and cannot contribute much

to the swarm
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Conclusions
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Conclusion

» Today, the role of the trackers is distributed among peers via a Distributed
Hash Table (DHT)

- Existing solutions for BitTorrent traffic localization leveraging central trackers will
become soon ineffective

* We design, prototype, and preliminary evaluate the first traffic localization
mechanism for DHT-based BitTorrent networks

- Resource utilization scales with the # of peers per torrents.
- Can run on any machine with connection to the Internet.
- Issues with flawed protocol implementations.

- Works very well for popular torrents in fast networks.
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Questions?
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What is a sybil attack?

 Sybils - A single entity can join a P2P network many times with many
distinct logical identities (nodelDs)

* Eclipse attack - Eclipse a file with info-hash F from a P2P network
 How? - Insert in a DHT several sybils with nodelDs close to F
e Crawl the surrounding zone of F ,Z, to learn about the peersin Z
* Send HELLO messages to each peer in Z from the sybils
» Each peer in Z believes the sybils are the closest peers to F
* Announce and search requests for F falling into Z are routed to
one of the sybils
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