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1. Introduction

In order for clients to securely receive alerts fromalert servers,
bot h endpoints and servers need a certain anmount of configuration

For exanple, clients need to know the identities of trusted alerting
authorities so that they can reject false alerts. 1In sone
environnments, servers need to gather location and contact information
for end clients to support alert targeting and delivery.

Thi s docunent defines a protocol that addresses this problemin two
parts. First, a client discovers a local alert server using
information provided by its |ocal network. Second, the client
connects to the server and conducts an exchange of alerting-related
nmet adat a.

1.1. QOpen Questions

The current version of this draft specifies transport security (i.e.
TLS) as the only nechanismfor providing security for AMP nmessages
However, this docunent could also specify as an option the use the
mechani sms defined by of the JOSE working group to provide object
security for the JSON bodies on a per-nessage basis (independent of
the underlying transport).

The current version of this draft specifies that Local Alert
Distribution Servers will be discovered by via a U NAPTR query using
the domain nane of the local network (in a fashion analogous to LIS
di scovery in [RFC5986]). An alternative approach would be to use
standard LOST discovery [RFC5223] and then find the appropriate Loca
Alert Distribution Server by naking a LOST query for sone newy
defined alert URN

The current version of this draft specifies only an HITP transport
for AMP nessages. However, as an alternative this docunent could
al so specify an option to use WbSockets as a transport for AW
nmessages.

2. Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

The entities involved in this protocol are referred to as the
"client" and "server". A client is any entity that is interested in
receiving energency alerts. A server in the sense of this docunent
is an entity that maintains information about clients and information
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about how alerts are delivered within sone scope (e.g., within a
jurisdiction); it may or may not be the server that actually delivers
energency al erts.

3. Server Discovery

Since many alerting scenarios are local (e.g., natural disasters) and
I SPs are well-positioned to gather information on their |oca
environnment, it can be useful for an ISP to provide informati on about
|l ocal alerting resources to clients. Likew se, clients should be
able to discover information advertised by their |ocal networks.

The mechani sm presented here is based on the di scovery procedure
described in RFC 5986 [ RFC5986]. It relies on the DHCP option for
Access Network Domain Nane, which is specified in RFC 5986 for both
DHCPv4 and DHCPv6. | P networks that support energency alerting
SHOULD provi de the Access Network Domain Nane option to devices on
network that are configured via DHCP. This option provides to the
device a domain name that is suitable for service discovery within
the access network.. This domain is used as input to the U NAPTR
resol ution process for alert server discovery.

In addition to providing the Access Network Dormain Name to devices
via DHCP, an | P network that supports energency al erting SHOULD

provi sion DNS records to support a U NAPTR | ookup for LADS di scovery.
U- NAPTR [ RFC4848] is a Dynamic Del egation Discovery Service (DDDS)
profile that produces a URI (in this case, the URI for the
appropriate AMP alert server). Section 3.1 specifies the fornat of
the DNS NAPTR record used for this discovery, and Section 3.2

provi des processing instructions for the client device performng the
di scovery.

3.1. NAPTR Record For nat

U- NAPTR resol ution for an alert server takes a domain nanme as input
and produces a URI that identifies the alert server. This process
al so requires an Application Service tag and an Application Protoco
tag, which differentiate NAPTR records for alert server discovery
fromother records for that domain. Section 5.1 defines an
Application Service tag of "AMP', which is used to identify the AW
alert server that is appropriate for use by devices in a given
domai n. The Application Protocol tags "http", "https", "ws", and
"wss" are used to identify alert servers that support these
protocols. The NAPTR records in the follow ng exanpl e denonstrate
the use of the Application Service and Protocol tags. Iterative
NAPTR resolution is used to delegate responsibility for the alert
server from "zonea. exanple.net." and "zoneb.exanple.net." to
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"out sour ce. exanpl e. com "
zonea. exanpl e. net .
order pref flags

IN NAPTR 100 10 "t "AMP: http" ( . service
" ; regex
out sour ce. exanpl e. com ; repl acenent
)

zoneb exanpl e. net.
order pref flags

IN NAPTR 100 10 "t "AMP: http" ( ; service
" ; regex
out sour ce. exanpl e. com ; repl acenent
)

outsource exanpl e. com
order pref flags
IN NAPTR 100 10 "u" "AMP: http" ( ; service
"I .*Iwss://alerts. exanple.org:80/!" ; regex
; repl acenent

)
Figure 1: Sanple AMP NAPTR Records

U- NAPTR resol ution mght produce multiple results fromeach iteration
of the algorithm Order and preference values in the NAPTR record
determ ne which value is chosen. A Device MAY attenpt to use
alternative choices if the first choice is not successful. An HITPS
or WSS URI for an alert server that is a product of U NAPTR MJST be
aut henti cated using the donai n nane nmet hod described in Section 3.1
of RFC 2818 [RFC2818]. The donain nane that is used in this

aut hentication is the one extracted fromthe URI, not the one that
was i nput to the U NAPTR resol ution process.

3.2. dient Processing

In order to discover an appropriate alert server, a client device
must first obtain a domain name for the |local access network. The
client device first attenpts to obtain configuration information via
DHCP. |If the DHCP configuration contains the Access Network Domain
Nane option, then the client uses the domain nane in this option as
the domain nane for the |ocal access network. Once the client has
the donain nane of the |local access network, it uses this domain name
to nmake a U-NAPTR query [ RFC4848] for the Application Service AMP in
this domain.

If the DHCP configuration does not contain the Access Network Donain

Nane option, then the client should look up its own | P address in the
reverse DNS to obtain a domain nane. The client should then attenpt
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to use this domain nane as the donmain nanme for the |ocal access
network. Note that if the U NAPTR query using this donain nane
fails, then the client device should iteratively repeat the U NAPTR
query using as the domain name of the local access network the donain
nane obtained by renoving the |left-nost portion of the donain nane
used in the previous attenpt.

4. Pr ot ocol

The Alert Metadata Protocol (AMP) consists of a set of nessages
encoded as JSON objects [ RFC4627]. Section 4.1 describes the four
messages for the AVMP protocol, Registration, Advertisenent, Refer
and Alert. The conplete JSON schema for these four message types
appears in Appendix A Section 4.2 specifies the use of HITP as a
transport for AMP nessages. A M ME Type, application/anp+json, for
use with AVP nessages is registered in Section 5.

[Author’s Note: Future versions of this docunent may define other
transports AMP nessages, e.d., WbSocket s]

4.1. Message Fornmat

Each AMP nessage is a JSON object consisting of a "type" and an array
of "fields" that depend on the nmessage type. Each of the four
message types, Registration, Advertisenent, Refer, and Alert, are
described along with their correspondi ng properties in the foll ow ng
subsections. (A conplete JSON schene for these four nessage types
appears in Appendix A) Future documents may define additiona
message types. Therefore, inplenentations MJST ignore any AWP
nmessage containing a type field that it does not recognize.

4.1.1. Registration

Regi stration nessages are sent fromclients to servers. They are
used by the clients to register with a server in order to receive
future alerts of the proper type and format (e.g., |anguage). The
same nessage is also used to update existing registration information
or to request deletion of existing registration information. Note
that for location information, the Registration nmakes use of the

PI DF-LO format, which is defined in [ RFC4119]. Registration nessages
contain the followi ng fields:

token This fieldis a string that identifies the client. This field
is optional and does not appear in the first registrati on message
sent by a client to a particular server. However, once a client
has received an adverti senent nessage froma server, it copies the
token fromthat nessage into all future registration nmessages so
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that the server can distinguish between new registrations and
updates to existing registrations.

contacts This field is an array of strings, where each string
contains a URl that can be used contact the client. This field is
optional. If this field is not included then the registration is
interpreted by the server as a request to delete existing
registration information for this client.

location This field is a string containing a "location-info" el enent
froma PIDF-LO. This field is optional, but it nust be present if
the contacts field is present.

| anguage This field is a string containing the |anguage in which the
client wishes to receive alerts. This field uses the sane val ues
as the HITP | anguage tag. This field is optional, but it nust be
present if the contacts field is present.

If a server receives a new registration nmessage froma previously
registered client (i.e., a registration message containing a token
that the server has previously sent in an advertisement nessage),
then the server should replace the existing registration infornmation
for that client with the information contained in the new
registration nessage. |If the server receives a registration nmessage
containing only the token field, then the server should del ete any
existing registration information associated with this client.

4.1.2. Advertisenent

Advertisenment nessages are sent fromservers to clients. These
messages allow servers to notify clients about |ocal alert
authorities that sign authoritative alerts. This enables the client
to validate future alerts regardl ess of the protocol nechani smused
to transport the alert. An advertisenent nessage contains the
followi ng fields:

token This fieldis a string that identifies the client. This field
is mandatory. The server selects a token for the client when it
first receives a registration fromthat client. The server then
includes the token in all advertisenment nessages sent to that
client.

contacts This field is an array of strings, where each string

contains a URI fromwhich local alerts may be sourced. This field
is mandatory and the array MJST NOT be enpty.
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certs This field is an array of strings, where each string contains
an X. 509 certificate for a local authority. These certificates
are used to validate local alerts signed by the given authority.
This field is optional, but either this field or the public_keys
field MUST be present and not enpty.

public_keys This field is an array of strings, where each string
contains Subject Public Key Information (SPKI) for a |loca
authority. These are the public keys used to validate alerts
signed by the given authority. This field is optional, but either
this field or the public_keys field MJST be present and not enpty.

hash_values This field is an array of hash values that are used in
ESCAPE verification. This field is nandatory and the array MJST

NOT be enpty.
ttl: This field is a positive integer that indicates the |ength of
time (in seconds) for which this advertisenent is valid. 1If the

client does not receive a new advertisenent nmessage fromthe
server before the ttl indicates that the advertisement is stale,
then the client should attenpt to obtain a new advertisenent
message by sending a registration nessage to the server

4.1. 3. Ref er

Advertisenment nessages are sent fromservers to clients. These
messages allow servers to notify clients of a different AWVP server
that the client should contact. For exanple, if an AWVP server
receives a registration nessage indicating a location outside its
jurisdiction, it mght send a refer nessage that refers the client to
an appropriate server for the client’s current location. A refer
message must contain the follow ng fields:

to This field is a string that contains the URI of the AVMP server to
which the client is being referred.

Upon receiving a Refer nessage, a client SHOULD send a new
regi stration nmessage to the AMP server indicated in the "to" field of
the refer nessage

4.1.4. Aert

Al ert messages are sent fromservers to client. These nessages are
one nechani smfor distributing |local alerts. (OQher nechanisns for
transporting local alerts include LEAP [I-D. barnes-atoca-delivery].)
Alerts sent using an AMP al ert nessage are ESCAPE-encoded

[1-D. barnes-atoca-escape]. An alert nessage contains the foll ow ng
fields:
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alert_data This field is a string that contains an ESCAPE- encoded
al ert nessage.

The procedure for validati ng ESCAPE-encoded al ert nessages can be
found in [I-D. barnes-atoca-escape]

4.2. HITP Transport of AWMP Messages

This section describes the use of HITP [ RFC2616] and HITP over TLS
[ RFC2818] as transport nechanisns for the AWMP protocol, which a
conformng alert server and client MJST support.

Al 't hough AMP uses HITP as a transport, it uses a strict subset of
HTTP features, and due to the restrictions of some features, an alert
server is not a fully conpliant HTTP server. It is intended that an
alert server can easily be built using an HTTP server with
extensibility nechanisns and that an AVP client can trivially use
existing HITP libraries. This subset of requirenents hel ps

i mpl ementors avoid anbiguity with the many options that the full HITP
prot ocol offers.

A client that conforns to this specification MAY choose not to
support HTTP aut hentication [ RFC2617] or cookies [ RFC2965]. Because
the client and the alert server may not necessarily have a prior
relationship, the alert server SHOULD NOT require a client to

aut henticate, either using the above HTTP authentication methods or
TLS client authentication. Unless all clients that access a LIS can
be expected to be able to authenticate in a certain fashion, denying
access to alerts could prevent a client fromreceiving critica
energency i nformation.

An AMP Regi stration nmessage MJST be carried in the body of an HTTP
POST request. The client MJST include a Host header in the request.
The alert server response to a registration request MJST be 200

unl ess there is an HTTP-layer error. The Response SHOULD contain an
AMP Advertisenent nessage. The POST nethod is the only nethod

REQUI RED for AMP

The M ME type of an AMP registration request and response bodies is
"application/anp+json". The alert server and the client MJST provide
this value in the HTTP Content-Type and Accept header fields. |[If the
al ert server does not receive the appropriate Content-Type and Accept
header fields, the alert server SHOULD fail the request, returning a
406 (not acceptable) response. AM responses SHOULD i nclude a
Cont ent - Lengt h header .

Clients MJST NOT use the "Expect" header or the "Range" header in AW
requests. The alert server MAY return 501 (not inplenmented) errors
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if either of these HITP features are used. |In the case that the
alert server receives a registration request fromthe client
containing an If-* (conditional) header, the alert server SHOULD
return a 412 (precondition failed) response.

The alert server popul ates the HTTP headers of responses so that they

are consistent with the contents of the nmessage. |In particular, the
"Cache-Control" header SHOULD be set to disable caching of AW
Advertisenment nmessages by HITP internediaries. Instead, the alert

server controls caching of AMP Advertisenent nessages by setting the
TTL field in the Adverti senent nessage.

The alert server SHOULD NOT use an HITP 3xx response to redirect an
AMP Regi stration request. Instead, the alert server SHOULD redirect
AVMP Regi stration requests by providing an HTTP 200 response
containing the AMP Refer nessage.

| mpl enent ati ons of AMP that inplenment HTTP transport MJST i npl enent
transport over TLS [RFC2818]. TLS provides nmessage integrity and
confidentiality between the client and alert server. The client MJST
i npl ement the server authentication nmethod described in Section 3.1
of [RFC2818], with an exception in how wild cards are handl ed. The

| eftnost | abel MAY contain the wild card string "*", which nmatches
any single domain nane |abel. Additional characters in this |eftnost
| abel are invalid (that is, "f*.exanple.com is not a valid nane and
does not match any domain nanme). The client uses the URI obtained
during alert server discovery to authenticate the server. The
details of this authentication nethod are provided in Section 3.1 of
HTTPS [ RFC2818]. Wen TLS is used, the client SHOULD fail a request
if server authentication fails, except in the event of an energency.

5. | ANA Consi der ations

This docunent requires several registrations by IANA into existing
registries, and creates a new registry of AMP nessage codes.

[[ TODO Register NAPTR service tag "AWMP' and application protocols
"http", "https" 1]

[[ TODO Register nedia type application/anp+json ]]

5.1. AMP Message Type Registry
I ANA is requested to create a new registry of AVP Message Types.
This registry contains two fields, the nane of the nane of the

regi stered nessage type, and a specification pointer containing a
reference to the docunent that defines the registered nessage type.
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8.

I ANA is requested to populate this newregistry with the follow ng
four entries:

Message Type Nane Speci fication Pointer

[ Regi stration [ draft-barnes-atoca-neta

| Adverti senent | dr aft - barnes-at oca- net a [
| Ref er | dr aft - bar nes- at oca- net a |
| Al ert | dr aft - bar nes- at oca- net a |

Security Considerations

[Author’s Note: The Security Considerations will be fleshed out in
nore detail in the next version of this docunent.]

The AMP protocol contains contact and | ocation information for a
devi ce which for many devices will consist of private information
regarding the user of the device. Therefore, confidentiality
protection shoul d be used when the registration request contains
private information.

The nodification of AMP nessages can cause client devices to accept
false alerts (in the case where the advertisenent is nodified) or to
receive alerts for the inproper location (if the registration is

nmodi fied). Therefore, integrity protection should be applied to AW
nessages.

The AMP protocol runs over HTTP. Therefore, the use of HITP over TLS
can provide confidentiality and integrity protection for AW
nessages.

Al ert server discovery nakes use of NAPTR  Standard security

consi derations involving the use of NAPTR apply. DNSSEC SHOULD be
used to protect the DNS responses provided during the discovery
procedur e.
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Appendi x A, JSON Schema for AMP Messages

# Registration

{
"type":"Registration",
"fields":
{
"t oken":
{ .
"type":"string",
"description":"ldentifier for client",
"required": fal se
"contacts":
{
"description":"Array of URIs",
"type":"array",
uri":
{ _
"type":"string"
"required": fal se
}
"l ocation":
{ _
"type":"string",
"description":"Location-info el ement from Pl DF-LO",
"required": fal se
}
"l anguage":
"type":"string",
"description":"Language tag",
"required": fal se
H
}
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}
# Adverti senent
{
"type":"Advertisenent",
"fields":
{
"contacts":
{

"description":"Array of source URIs for alerts sourced"
"type":"array",
uri":
{ _
"type":"string"

"required":true

}1

"t oken":

{ _

"type":"string",
"description":"ldentifier that client should use in future”
"required":true

}1

"certs":

{ o . .
"description":"Array of certificates for local authorities”
"type":"array",

"cert":

{ .
"type":"string"

"required":fal se

}l

"public_keys":

{

"description":"Array of SPKIs for |local authorities"
Iltypell: n ar r.a.yll,
"spki":
{ .
"type":"string"
"required": fal se
}

,ash_valueyH
"description":"Array of hash values for ESCAPE verification",

"type":"array",
"hash":
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"type":"string"

"required":true

1

"ttt

{

"type": " nunber",
"description":"Nunber of seconds for advertisenment validity",
"required":true

}

}
}
# Refer
{
"type":"Refer",
"fields":
{

"to":

{ .
"type":"string",
"description":"URl of new AMP server client should contact",
"required":true

}

}
}
# Alert
{
"type":"Aert",
"fields":
"alert_data":
{
"type":"string",
"description":"ESCAPE- encoded al ert data",
"required":true
}
}
}
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