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Abst ract
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1. Introduction

The experiences for the | Pv6 deploynment in the past 10 years strongly
indicate that for a successful transition, the communication between
I Pv4 and | Pv6 address famlies should be supported.

Recently, the stateless and stateful |1Pv4/1Pv6 translation nethods
are devel oped and becane the | ETF standards. The original stateless
| Pv4/ 1 Pv6 translation (stateless 1:1 IVI) is scalable, maintains the
end-to-end address transparency and support both IPv6 initiated and
IPv4 initiated comunications [ RFC6052], [RFC6144], [RFC6145],

[ RFC6147], [RFC6219]. But it can not use the |Pv4 addresses
effectively. The stateful |Pv4/IPv6 translation can share the |Pv4
addresses anong | Pv6 hosts, but it only supports IPv6 initiated
comuni cation [ RFC6052], [RFC6144], [RFC6145], [RFC6146], [RFC6147].
In addition, both stateless and stateful |Pv4/1Pv6 translation
technol ogies require the application | ayer gateway (ALG for the
applications which enbed I P address literals.

In this docunment, we present concepts and the inplenentations of the
dual -statel ess I Pv4/1Pv6 translation (diVl). The dIVI can solve the
| Pv4 address sharing and the ALG probl ens nenti oned above, though
still keeps the stateless, end-to-end address transparency and
supporting of both IPv6 initiated and IPv4 initiated comunications.
The dIVI is in the famly of stateless |Pv4/IPv6 translation, along
with I'VI and dIVI-PD [I-D.xli-behave-divi-pd]. These techniques are
used for the follow ng scenarios with second translation extension
defined in [ RFC6144].

0 Scenario 1: IPv4 hosts via an | Pv6 network to the | Pv4 | nternet.
0 Scenario 2: The IPv4 Internet via an | Pv6 network to | Pv4 hosts.
0 Scenario 5: An | Pv6 network via an | Pv4 network to | Pv4 hosts.

0 Scenario 6: IPv4 hosts via an | Pv4 network to an | Pv6 network

2. Applicability

The address sharing dual stateless IPv4/I1Pv6 translation (diVl) is
shown in the followi ng figure
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.-| CPE. Q| - - -| Host . 0|
| - oo
----------- |
[ The \  ------ [ An O\ I
| IPv4d  |--] 1:N |[---] IPv6 |------ | CPE. 1] - - - | Host . 1]
\ I nternet/ | XLAT | \Network/ |  ----- ------
_________________ |
[\ e e
| -]CPE 2|---|Host.2
| ___________
[
\' ----- aaaa
-| CPE. K| ---| Host . K

Figure 1: dI Vv
\Wher e

0 The 1:N XLAT (first translator) is the |Pv4/1Pv6 transl ator
performstatel ess 1: N translation between the | Pv4 Internet and an
| Pv6 net worKk.

o The CPE.0 to CPE.K (second translators) are 1:1 | Pv6/I1 Pv4
translators/1Pv6 routers which also perform port mapping function
for Host.x when it is conmunicating with the I1Pv4 Internet with
| Pv4 address shari ng.

0 The Host.1 to Host.N are the dual -stack hosts.

The 1 Pv6 network routes the I Pv6 nore specific routes of the |IPv4-
transl at abl e addresses (longer than /64) defined in Section 5 of this
docunent to corresponding CPEs. 1In the case of prefix del egation
(shorter than /64), the dual stateless IPv4/IPv6 translation with
prefix delegation (dIVI-pd) defined in [I-D.xli-behave-divi-pd] can
be used.

3. Ternmninol ogi es
Thi s docunment uses the term nol ogi es defined in [ RFC6144].
The key words MJUST, MUST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD

SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [ RFC2119].
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4. Port Mapping Al gorithm and Address Format Extension

4.1. Port Mapping Al gorithm

The dual stateless IPv4/1Pv6 translation (dlVlI) uses the port mapping

al gorithmdefined in [I-D. bcx-behave-address-fnt-extension].

For given sharing ratio (R) and the maxi mum nunber of continue ports

(M, the generalized nmodulus algorithmis defined as
1. The port nunber (P) of a given PSID (K) is conposed of
P=RMj + MK + i

Wher e
o PSID K=0 to R 1

o Port range index: j = (1024/M/R to ((65536/M/R)-1, if the

wel | - known port numbers (0-1023) are excl uded.
0 Port continue index: i=0 to M1

2. The PSID (K) of a given port number (P) is determ ned by
K= (floor(PFM) %R
Wher e
0 % is nodul ar operator

o floor(arg) is a function returns the |argest integer not
greater than arg

3. The well-known port nunber (0-1023) can be used, if additional

port mapping rule is defined.

For exanple, for R=128, M4

Port range-1 | Port rang-2 |
PSI D=0 1024, 1025, 1026, 1027, 1536, 1537, 1538, 1539,
PSI D=1 1028, 1029, 1030, 1031, 1540, 1541, 1542, 1543,

PSID=127 | 1532, 1533, 1534, 1535, | 2044, 2045, 2046, 2047, |

Fi gure 2: Exanple
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4.2. Address Fornmt Extensions

The dual stateless IPv4/I1Pv6 translation (dlVI) uses the address
format extension defined in [I-D. bcx-behave-address-fnt-extension].

g S g St

[PL] O------------- 32--40--48--56--64--72--80--88--96--104-112-120-

B T S T S T S e s S
| 32] prefix | v4(32) | u|] PSID | O | Q]
B T ST T T 2 S T i S S
| 40| prefix | v4(24) | ul(8)] PSID| O | QI
e
| 48] prefix |v4(16) | u| (16) | PSID]| O | QI
B T S T S T S e s S
| 56| prefix [(8)] u | v4(24) | PSID| 0 | Q]
B T ST T T 2 S T i S S
| 64| prefix | u | v4(32) | PSID | 0] Q|

T T
Fi gure 3: Address Format
Where PL designates the prefix |ength.

The PSID prefix length (Q is encoded in the last octet (bits 120-
127) to indicate the nunmber of ports can be used. Wen @0, the

ext ended address format will becone the address format defined in

[ RFC6052]. The relations between Q the sharing ratio (R), the

maxi mum conti nue port range (M and the nunber of ports can be shown
in the following figure

Q Ratio | MximumM | # of Ports
0 1:1 65, 536 65, 536
1 1:2 32,786 32,786
2 1: 4 16, 384 16, 384
3 1:8 8,192 8,192
4 1:16 4,096 4,096
5 1: 32 2,048 2,048
6 1: 64 1,024 1,024
7 1:128 512 512
8 1: 256 256 256
9 1:512 128 128
10 1:1,024 64 64
11 1: 2,048 32 32
12 1: 4,096 16 16

Figure 4: Port Range

Bao, et al. Expires April 20, 2018 [ Page 6]



Internet-Draft Addr ess-sharing dl Vi Cct ober 2017

4.3. Stateless Translation Algorithmw th Address Sharing

For the stateless translation, the 1Pv6 nodes are required to foll ow
the port nunber range defined by the extended | Pv4-transl atabl e
address format when conmmunicating with the I1Pv4 Internet. The port
number handling algorithmis:

o |If the packets are fromthe IPv4 Internet to an | Pv6 network, the
| Pv4 source addresses are translated to the | Pv4-converted
addresses and the source port nunbers are unchanged before and
after translation; the IPv4 destination addresses are translated
to the extended | Pv4-transl atabl e addresses based on the
destination port nunber and the destination port nunbers are
unchanged before and after translation. Note that this neans that
only a specific I Pv6 node can receive the packets for a specific
port nunber.

o |If the packets are froman |IPv6 network to the IPv4 Internet, the
| Pv6 source addresses and the source port nunbers are checked, if
the source port number matches the port nunber range defined by
the extended | Pv4-transl atable address format, the I Pv6 source
addresses (which are the |IPv4-transl atabl e addresses) are
translated to the | Pv4 addresses and the source port nunbers are
unchanged before and after translation; the destination |Pv6
addresses (which are the | Pv4-converted addresses) are translated
to the 1 Pv4 destination addresses and the destination port nunbers
are unchanged before and after translation. However, if the
source port nunber does not match the port nunber range defined by
the extended | Pv4-transl atabl e address format, the packets will be
dr opped.

4.4. Partial-state Translation Algorithmw th Address Sharing

Stateless translation requires that |1 Pv6 nodes generate source port
nunber in the range defined by the extended |IPv4-transl atabl e
address. If this condition does not hold, the partial-state

transl ation algorithmcan be used, which can nap the random source
port nunber to the extended | Pv4-transl atabl e address defined source
port nunber range. Due to the requirenent of the states in the
translator for the port napping (no states required for the address
mapping), it is naned partial state. The technical details of the
port mapping state maintaining algorithmis an inplementation issue
(see Section 6.2).

5. Dual Stateless Transl ation

In general dual stateful |Pv4/1Pv6 translations (IPv4-1Pv6-1Pv4) are
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5.

5.

6

consi dered harnful, since the two translators cannot synchronize the
paraneter to translate the I Pv4 address to its original format.
However, the dual stateless IPv4/1Pv6 translation (IPv4-1Pv6-1Pv4)
can translate the I Pv4 address to its original format based on
algorithm There are several reasons for using dual stateless |Pv4/
| Pv6 translation.

0 The second translator (CPE) perfornms the port-set mapping
al gorithm di scussed in Section 4.1, therefore, there is no need to
nodi fy the host with | Pv4 address sharing.

0 ALG cannot be devel oped for sone applications, or has not been
devel oped during the early transition stage.

0o DNS64 is not allowed (due to DNSSec, etc.).

o Al the IPv6 packet processing tools (routing, policy based
routing, packet filtering, traffic shaping based on | ayer 3 and
| ayer 4 can be used for dual stateless translation, while new
tools are required for encapsul ati on and tunneling.

1. Header Translation and MIU Handl i ng

The general header and | CMP translation specifications are defined in
[ RFC6145] .

Speci al MIU and fragnentation actions nust be taken in the case of
dual translation.

2. Port Mapping Al gorithmin CPE

The port mapping algorithmis straightforward. The port mapping

devi ce mai ntains a database of allowed port nunbers defined by the
extended | Pv4-transl atable address format. |f the packets fromthe
host contains the source port nunber which do not match the port
nunmber range defined by the extended | Pv4-transl atabl e address
format, the CPE will nmap the source port nunber to an all owed one and
keep the record in the database for mappi ng back the returning
packets and all the packets in the sanme session

The port nunber database can be refreshed via the correspondi ng
transport layer flags for TCP or via timeout for UDP sessions.

I mpl enent ati on Consi derati ons
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6.1. Host inplementation

For the wireless nobile Internet environment, it is not difficult to
nodi fy the operating systemof the nobile device, therefore it
possible to integrate the port napping algorithmand the second | Pv4/
| Pv6 translation function in the nobile device, which is an | Pv6-only
host to the network and has a dual -stack socket APl for the
applications running on this host.

6.2. Port Mapping in the Core Transl ator
The port mapping can be perfornmed in the core translator, in this
case, there is no need to have the second translator (CPE.x) and no
need to nodify the I Pv6 host for the port restriction requirenments.

7. Security Considerations

There are no security considerations in this docunent.

8. | ANA Consi derati ons
Thi s nmeno adds no new | ANA consi der ati ons.

Note to RFC Editor: This section will have served its purpose if it
correctly tells I ANA that no new assignnments or registries are
required, or if those assignnents or registries are created during
the RFC publication process. Fromthe author’s perspective, it may
therefore be renoved upon publication as an RFC at the RFC Editor’s
di scretion.
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Appendi x A.  Address Format and Wbrkfl ow Exanpl es

The prefix we selected is 2001: da8: ad4a6::/48. The formats of the
| Pv4-converted address and the | Pv4-transl at abl e address are:

| Pv4- converted address
B T ST T T T S S T I S

|PL] O------------- 32--40--48--56--64--72--80--88--92--104-112-120-
B T ST T T 2 S T i S S
| 48] prefix | v4a(16) | u | (16) | 0 |

A g S

| Pv4-transl at abl e address
B T LT S T S e

|PL] O------------- 32--40--48--56--64--72--80--88--92--104-112-120-|
01 B S5 S5 SS i SS SE SER SA S
| 48] prefix |v4(16) | u | (16) |PSID 0 | Q|

B T S T T S S L
Figure 5: Address format

The sharing ratio R=16, so the PSID has 4 bits (Q@4) and each PSID
can have (4096-1024/16)= 4032 concurrent port nunbers to use. The
continue port range M=4, so each PSID will have 1008 avail abl e port
range.

The host in the IPv4 Internet is 202.112.35.254 and the corresponding
| Pv4-converted address is 2001: da8: a4a6: ca70: 23: f e00:

The shared | Pv4 address is 202.38.117.1 with sharing ratio 16, the
correspondi ng | Pv4-transl at abl e addresses are

PSI D=0 2001: da8: a4ab: ca26: 75: 100:
PSI D=1 2001: da8: a4ab: ca26: 75: 110:
PSI D=2 2001: da8: ad4ab: ca26: 75: 120:
PSI D=3 2001: da8: ad4ab: ca26: 75: 130:
PSI D=4 2001: da8: ad4ab: ca26: 75: 140:
PSI D=5 2001: da8: a4ab6: ca26: 75: 150:
PSI D=6 2001: da8: a4ab: ca26: 75: 160:
PSI D=7 2001: da8: a4ab: ca26: 75: 170:
PSI D=8 2001: da8: ad4ab: ca26: 75: 180:

AR DMD
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PSI D=9

PSI D=10
PSI D=11
PSI D=12
PSI D=13
PSI D=14
PSI D=15

2001:
2001;:
2001;:
2001:
2001:
2001:
2001:

Addr ess-shari ng

da8: a4ab:
da8: a4a6:
da8: a4a6:
da8: a4a6:
da8: a4ab:
da8: a4ab:
da8: a4ab:

ca26:
caz26:
caz26:
caz26:
caz26:
ca26:
ca26:

A.1. The address-sharing host on
communi cati on

75:
75:
75:
75:
75:
75:
75:

an

190: :
1a0: :
1bO0: :
1cO::
1dO: :
1e0: :
1f O: :

| Pv6

di Vi Cct ober 2017

AR D

network initiates

An address-sharing Host.0 (202.38.117.1) in an |Pv6 network behind
CPE initiates conmuni cation with Host 202.112.35.254:80 in the |Pv4

| nt er net

On the
Sr c#p=
Dst #p=

Host . O

202. 38. 117. 1#1881 (random port)
202. 112. 35. 254#80 (server port)

On an | Pv6 network
[ 2001: da8: ad4a6: ca26: 75: 0100: : 4] #8192 ( CPE mapped port)
[ 2001: da8: ad4ab: ca70: 23: fe00: : ] #80 (server port)

Sr c#p=
Dst #p=

On the
Sr c#p=
Dst #p=

| Pv4 | nternet
202. 38. 117. 1#8192 ( CPE napped port)
202. 112. 35. 254#80 (server port)

Figure 6: Wrkflow Exanple 1

The returni ng packets reverse the Src and Dst, the CPE maps the "CPE
mapped port (8192)" back to the original "random port (1881)".

A.2. A host in the |IPv4 Internet

initiates comuni cation

A host 202.112.35.254 in the IPv4 Internet initiates comrunication to
t he address-sharing Host.0 (202.38.117. 1#4096)

Bao, et al.
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On the 1 Pv4 |nternet
Src#p= 202. 112. 35. 254#36567 (random port)
Dst #p= 202.38.117. 1#4096 (server port)

On an | Pv6 network
Src#p= [ 2001: da8: a4a6: ca70: 23: fe00: : | #36567 (random port)
Dst #p= [ 2001: da8: a4a6: ca26: 75: 0100: : 4] #4096 (server port)

On the Host. O

Src#p= 202. 112. 35. 254#36567 (random port)

Dst #p= 202. 38. 117. 1#4096 (server port)
Figure 7: Workfl ow Exanple 2

The returni ng packets reverse the Src and Dst.
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