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Abst r act

Thi s docunent describes a nmethod for detecting presence of DNS64 and
for learning | Pv6 prefix used for protocol translation on an access
network without explicit support fromthe access network. The met hod
depends on exi stence of a known | Pv4-only domain nane. The

i nformati on | earned enabl es applications and hosts to performloca

| Pv6 address synthesis and on dual -stack accesses avoid traversa

t hrough NAT64.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 19, 2011
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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1.

2

2

I nt roducti on

As part of the transition to | Pv6 NAT64
[I-D.ietf-behave-v6bv4-xlate-stateful] and DNS64
[I-D.ietf-behave-dns64] technologies will be utilized by sone access
networks to provide | Pv4 connectivity for I Pv6-only hosts. The DNS64
utilizes IPv6 address synthesis to create | ocal |Pv6 presentations of
peers having only |IPv4 addresses, hence all owi ng DNS-using | Pv6-only
hosts to comunicate with |IPv4-only peers.

However, DNS64 cannot serve applications not using DNS, such as those
receiving I Pv4 address literals as referrals. Such applications
coul d neverthel ess be able to work through NAT64, provided they are
able to create locally valid | Pv6 presentations of peers’ |Pv4

addr esses.

Additionally, DNS64 is not able to do |IPv6 address synthesis for
hosts running validating DNSSEC enabl ed resol vers, but instead the
synt heti zati on nmust be done by the hosts. In order to performl|Pv6
synthesi s hosts have to learn the | Pv6 prefix(es) used on the access
network for protocol translation

Thi s document describes a best effort method for advanced
applications and hosts to learn the information required to perform
| ocal | Pv6 address synthesis. An exanple application is a browser
encountering an | Pv4 address literal in an |IPv6-only access networKk.
Anot her exanple is a host running validating security aware DNS
resol ver.

The know edge of |Pv6 address synthetization taking place nmay al so be
useful if DNS64 and NAT64 are present in dual-stack enabl ed access
network. In such cases hosts may choose to prefer IPv4 in order to
avoi d traversal through protocol translators.

The described nmethod is intented for the scenarios where network

assi sted NAT64 and prefix discovery solutions are not avail abl e.
Requi rements and Ter mi nol ogy

1. Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2.2. Term nol ogy

Known Nane: a fully qualified domain nane known by the inplenentation
to have only an A record. Inplenentation knows it by hard-codi ng or
e.g. via sone provisioning technology. The nane is not known by

ever ybody.

Wel | - Known | Pv4-only Nanme: a fully qualified domain name wel |l - known
to have only A record

3. Host behavi or

A host requiring information about presence of NAT64 and the |IPv6
prefix used for protocol translation shall send a DNS query for AAAA
records of a known |Pv4-only fully qualified domain nane. This may
happen, for exanple, at the nonent the host is configured an | Pv6
address of a DNS server. This may al so happen at the tinme when first
DNS query for AAAA record is initiated. The host may performthis
check in both I Pv6-only and dual -stack access networks.

When sendi ng AAAA query for the known nane a host MJUST set " Checking
Disabled (CD)" bit to zero, as otherwise the DNS64 will not perform

| Pv6 address synthesis hence does not reveal the |Pv6 prefix(es) used
for protocol translation.

A DNS reply with one or nore non-enpty AAAA records indicates that
the access network is utilizing | Pv6 address synthesis. A host MJST
| ook through all of the received AAAA records to collect al
avail abl e prefixes. The prefixes may include Well-Known Prefix or
one or nore Network-Specific Prefixes. |In the case of NSPs the host
SHALL search for the | Pv4 address inside of the received |IPv6
addresses to determ ne used address fornmat.

An | Pv4 address inside synthesized | Pv6 address should be found at
sone of the locations described in [RFC6052]. |f the searched |Pv4
address is not found on any of the standard | ocations the network
must be using different formatting. |In such case the host may try to
find out the |IPv4 address at sone other |ocation

The host should ensure a 32-bit | Pv4 address value is present only

once in an | Pv6 address. |In case another instance of the value is
found inside the I Pv6, the host shall repeat the search w th another
| Pv4 address.

In the case only one IPv6 prefix was present in the DNS response: a
host shall use that |IPv6 prefix for both |ocal synthetization and for
detecting synthesis done by the DNS64 entity on the network
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In the case nultiple IPv6 prefixes were present in the DNS response:
a host SHOULD use all received prefixes when determ ni ng whet her
other received | Pv6 addresses are synthetic. However, for selecting
prefix for the local |1Pv6 address synthesis host MJST use the
following prioritization order, of which purpose is to avoid use of
prefixes containing suffixes reserved for the future [ RFC6052]:

1. Use NSP having /96 prefix
2. Use WKP prefix
3. Use longest avail abl e NSP prefix

In the case of NXDOMAI N or enpty AAAA reply: the DNS64 is not
avai l abl e on the access network, network filtered the well-known AAAA
query on purpose, or sonething went wong in the DNS resolution. All
unsuccesful cases result in unavailability of a host to performloca
| Pv6 address synthesis. The host MAY periodically resend AAAA query
to check if DNS64 has beconme avail able or tenporary problem cl eared.
The host MAY al so continue nonitoring DNS replies with | Pv6 addresses
constructed from VWKP, in which case the host MAY use the WP as if it
were | earned during the query for well-known nane.

3.1. Connectivity test

After the host has obtained a candidate prefix and format for the

| Pv6 address synthesis it may locally synthesize an | Pv6 address, by
using a publicly routable I Pv4 address, and test connectivity with
the resulting I Pv6 address. The connectivity test nmay be conducted
e.g. with ICWv6 or with a transport layer protocol. The used public
| Pv4 address nay be | earned via separate A query.

This connectivity test ensures |ocal address synthetization results
in functional and protocol translatable | Pv6 addresses.

3.2. | Pv4 addresses of the known nane

The 1 Pv4 addresses of the known nane should be such that they are
unlikely to appear nore than once within an | Pv6 address and al so as
easy as possible to find fromwithin the synthetic | Pv6 address.

Good addresses might be 127.127.127.127 as a primary and
192.168. 127. 254 as a secondary. The secondary address is needed in
the case nmultiple instaces of primary address are present in a
synthetic I Pv6 address. The |Pv4 addresses can, however, be publicly
routabl e especially if also used for the connectivity test.
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3.3. Non-standard | Pv6 address fornmats

A node may need to perform nore conplex heuristics to cope with
net wor ks possi bly using non-standard | Pv6 address formats. Non-
standard approaches night include for exanpl e:

1. Non-standard location: |IPv4 address in one piece at non-standard
| ocation. Can be found by pattern matching.

2. Fragnented: |1Pv4 address in nmultiple pieces around the | Pv6
address. May be found by pattern natching.

3. ofuscated address: |Pv4 address is obfuscated, for exanple
xorred. May potentially be found especially if standard addess
format is used, but as this is an indication of access network’s
unwi | I i ngness to support host based synthetization the host
should not try to deci pher the | Pv6 prefix.

4. Hosting of an I Pv4-only name(s)
The required | Pv4-only name has to be hosted by soneone. Wile
| ANA(?) night host one (?), it may be safest for device, operating
system and/or application vendors to host |Pv4-only nanes for their
own uses. The nanme should have two A records in order to nanage in
situations where the first | Pv4 address appears nore than once within
synthetic I Pv6 address. Another nane may be needed for connectivity
test purposes.

5. Required | Pv4 addresses
A prefix detection without connectivity test does not require any
routabl e I Pv4 addresses. The connectivity test requires a routable
| Pv4 address on the server side.

6. Security Considerations

No security considerations have been identified.
7. | ANA Consi derations

| ANA(?) should define a nane and an | Pv4 address for a Wl -Known
| Pv4-only Nane.
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