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Abst r act
When an | P address is shared anpbng several subscribers -- with a NAT
or with an application-level proxy -- it is inmpossible for the server

to differentiate between different clients. Such differentiation is
val uabl e in several scenarios. This neno describes a technique to
differentiate TCP clients sharing an | P address. The proposed net hod
uses a TCP option, which avoids altering the application-I|eve

payl oad and works well w th SSL-protected connections.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a nmaxi mum of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This Internet-Draft will expire on June 10, 2012.
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1.

I nt roducti on

When clients are allocated unique, publicly-routable |IPv4 addresses,
it is easy to associate certain characteristics with their IP
address. For exanple, if an | P address sends a | ot of spam that IP
address is classified by nmany public (and private) systemas "a
spamer". Such classification can cause email or other traffic from
that | P address to be blocked, rate limted, challenged with a
captcha, or to receive other treatnment. Reputation systens of
various sorts exist for a wide variety of services on the Internet
including | MAP, HTTP, ssh -- often these systens will slow down or
interfere with normal login attenpts when a dictionary attack is
detected. An IP address can be added to a nultitude of 'reputation
systens. Sone of these systems are distributed across the Internet,
some are shared anobngst consenting parties, and sone are operated by
i ndi vidual enterprises or individual hosts. Further discussion of
the inpacts of address sharing can be found in
[I-D.ietf-intarea-shared-addressing-issues].

Wth the exhaustion of the | Pv4 address space, |Pv4 addresses will be
shared on a large scale. This sharing will persist long after |Pv6
is ubiquitous -- in fact, |IPv4 address sharing will persist until al

content and services on the Internet are avail able over I Pv6. Once
all content and services are avail able over | Pv6, an Internet service
provider will no longer need to provide access to the | Pv4d Internet.

Until that tine, both legitimte users and attackers will share |Pv4
addresses. This I P address sharing neans legitinate users will share
the reputation of attackers.

Thi s docunent describes a TCP option which can be added by an address
sharing device such as a NAT or an application-level proxy. This TCP
option allows a TCP server to differentiate between the TCP clients
sharing that | P address.

An anal ysis of other techniques is available in
[I-D. boucadair-intarea-nat-reveal - anal ysi s].

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].

subscriber: the client accessing an address sharing device, who is
responsi ble for the actions of their device(s). This mght be an
i ndi vi dual handset (with nobile devices), a hone Internet connection
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a smal | - medi um busi ness I nternet connection, a University dormitory
room an individual enployee of a conpany, or the conpany itself.

3. Description

Thi s proposal defines one new TCP option, USER HI NT, to contain the
TCP client’s 16 bit identifier. This value mght be the |l ower 16
bits of their |IPv4 address, their VLAN ID, VRF ID, subscriber 1D, or
simlar. The address sharing device (NAT, application proxy) would
add the TCP option to the TCP SYN packet. TCP options are treated
outsi de of the TCP sequence space, so no nodifications of either
sequence or acknow edgenent nunbers are needed.

3.1. (Operation of Address Sharing Device

The address sharing device inserts the USER H NT option into the TCP
SYN, as depicted below. |f the TCP SYN already has a USER_HI NT
option present, it is ignored and over-witten with the new val ue.

TCP CLI ENT proxy, NAT64, NAT44 TCP SERVER

| I
|---TCP SYN------ >|
| | ---TCP SYN, USER HI NT=12345- - >|

3.2. (Qperation of the TCP Server

The TCP server identifies the client by conbining the source |Pv4
address in the I P header with the data in the USER H NT option. This
can be inplenmented by nodifying the TCP stack to make the USER HI NT
data available to the application via an APl (e.g., via a socket
option).

3.3. Reusing the USER HI NT val ue

The USER HI NT value is only 16 bits, so is obviously not globally
uni que. Even when conbined with the publicly-routable |IP address,
the additional 16 bits are still not guaranteed to uniquely identify
a particular subscriber. Qut of necessity, the nunbering space wll
be re-used by sonme address sharing devices, especially address
sharing devices that are sharing many users on one |P address. As
with today' s | Pv4 addresses which are assigned by an | SP
determnistically associating the | Pv4 address (or |Pv4 address and
USER HINT) with a particul ar subscriber requires nore than sinply
completing a TCP 3-way handshake. For exanple, over a single day, an
address sharing device mght serve tens of thousands of different
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subscribers fromthe same shared | P address, and thus it will need to
rotate through the 16 bit USER HI NT space several tines during the
day. When doing so, the USER H NT MJUST NOT be re-used nore often
than every 2 minutes (a nunber chosen out of thin air); if an address
sharing device needs to re-use a USER H NT val ue nore often than
that, it should use additional |IP addresses (to reduce how quickly
the USER HI NT space is consunmed on each address) or sinply send TCP
SYNs without USER HI NT until 2 minutes have elapsed. This 2 mnute
delay is necessary to allow the reputati on systemon a TCP server to
differentiate between subscribers. For nost inplenentations, the
port sharing ratio (rather than a tiner) is sufficient to neet this
requirenent.

4. USER HI NT Option Format

The USER HI NT option is always 4 bytes long, with 16 bits of
USER HI NT dat a

Ki nd=TBD Lengt h=4
User Hint option data: 16 bits.

If this option is present, it differentiates between active TCP hosts
sharing the sane IP address. This field MJST only be sent in the
initial connection request (i.e., in segnents with the SYN contro

bit set), or inthe first ACKif the server’s SYN contai ned the
USER_HI NT opti on

5. Interaction with other TCP Options

This section details how USER_H NT functions in conjunction wth
ot her TCP opti ons.

5.1. Option Space

As di scussed in Appendix A of Multipath TCP ( MPTCP)
[I-Dietf-nptcp-nultiaddressed], there is a maxi mum of 40 bytes for
TCP options, and a typical SYN (with MSS, wi ndow scal e, SACK
permitted, and tinestanp options) | eaves 16 bytes spare (if the
options are word-aligned) or 21 bytes spare (if the options are not
wor d- al i gned) .

Thus, the 4 byte option proposed in this meno woul d not cause a
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problemw th a typical TCP SYN
5.2. Miltipath TCP (MPTCP)

If the TCP client supports Miltipath TCP ( MPTCP)
[I-D.ietf-nptcp-mnultiaddressed], the client will include the

Mul tipath Capable or Miultipath Join options to the TCP SYN. The
Mul ti path Capabl e (MP_CAPABLE) option consunmes 12 bytes, so a SYN
containing all of these options would fully consume the 40 byte SYN
option space. The Miultipath Join (MP_JON) can consunes 12 or 16
bytes, but it is only used after successful early exchange containing
the MP_CAPABLE option. Thus, there is reason to include USER HI NT if
MP_JONis present in the TCP SYN -- if the MM JONis not valid, it
will be rejected by the server without creating any state on the
server. Furthernore, if a client TCP is multi-homed, the client’s
TCP connections will probably go through different address sharing
devices and thus have different externally-visible |IP addresses and
different USER HI NT values. Thus, it is NOT RECOMMENDED to include
the USER_HI NT option if the TCP SYN contains the MP_JO N opti on.

5.3. Authentication Option (TCP-AO

The USER HI NT option is inconpatible with the Authentication Option

(TCP- AO [ RFC5925], because TCP-AO provides integrity protection of

the TCP SYN, including TCP options. However, TCP-AO is already

i nconpatible with address sharing, because TCP-AO provides integrity
protection of the source |IP address.

6. Interaction with TCP SYN Cooki es

TCP SYN cooki es [ RFC4987] are conmonly deployed to mitigate TCP SYN
attacks, which have sone side effects. The USER HI NT information in
the TCP SYN provides the TCP server with additional information it
can use when deciding if this TCP connection attenpt should be
answered with a SYN cookie or should be answered normally. |In the
event the TCP server does not (or cannot) store the USER HI NT data,
the USER HI NT data can be re-established on the TCP server when the
client’s first ACKis sent. There is a slight risk, however, that
the client’s first ACK, as seen by the m ddl ebox, m ght contain data.
If it does contain data, adding another 4 bytes to the packet could
cause MIU to be exceeded.

Yourt chenko & W ng Expi res June 10, 2012 [ Page 6]



Internet-Draft User Hint via TCP option Decenber 2011

TCP CLI ENT proxy, NAT64, NAT44 TCP SERVER
| | |
|---TCP SYNb------n--- >| |

1. | | ---TCP SYN, USER HI NT=12345- - >|

2. | | <-- TCP SYNACK, USER HI NT=8988- |

3. |<--TCP SYNACK--------- | |

4
4

4
4

a. |---TCP ACK (no data)->| |
a. | | ---TCP ACK, USER HI NT=8988- - - >|

| | |
b. |---TCP ACK (data)---->| |
b. | | ---TCP ACK------cmmmmmeaamm >|

The procedure is as foll ows:

1.

Upon receiving a TCP SYN contai ning the USER H NT option, the TCP
server MAY respond to a SYN containing USER HI NT with an ACK
packet containing its own USER HI NT value. (Note: this ACK
response will typically have the SYN bit set.) |If the server
does not include the USER HINT in its ACK packet, processing

st ops.

The mi ddl ebox, upon seeing the USER HI NT in the ACK, records
those 2 bytes, which are used in a later step

The m ddl ebox strips the USER HINT fromthe ACK, so it is not
received by the TCP client. The m ddl ebox sends the TCP ACK
without its USER HI NT option, to the TCP client.

The TCP client responds normally, generating a TCP ACK

The m ddl ebox receives an ACK fromthe TCP client. This ACK w ||
ei ther contain:

A. no data, which causes the middl ebox to add the USER HI NT
value (fromstep 2) to the TCP ACK

B. data, which causes the middl ebox to sinply forward the ACK
packet. This is done to avoid MU probl ens between the
nm ddl ebox and the TCP server
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10.

10.

10.

State is required in the address sharing device to performthe steps
described in this section. This isn't a disaster with stateful
address sharing (e.g., NAPT). However, in an A+P-like system (e.g.,
[1-D. ynbk-aplusp], [|-D.despres-intarea-4rd]), the CPE would need to
performthe USER HI NT function, which introduces additional security
consi derations (not yet discussed in this version of the docunent).

Security Considerations

An attacker might use this functionality to appear as if |P address
sharing is occurring, in the hopes that a naive server will allow
addi tional attack traffic. TCP servers and applicati ons SHOULD NOT
assune the mere presence of the functionality described in this paper
i ndi cates there are other (benign) users sharing the same | P address.
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Appendi x A.  Change History

[Note to RFC Editor: Please renove this section prior to
publication.]

A.1. Changes fromdraft-w ng-nat-reveal -option-01 to -02

0O Limt option value to 16 bits (which becomes 32 bits total wth
the 8 bit option nunber and 8 bit |ength)

0 described how USER_HI NT can work successfully with Miltipath TCP
(MPTCP)’ s opti ons.

0 Better described operation with TCP SYN Cooki es.

0 Renanmed option fromCX-1D to USER HI NT
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