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Abst r act

Thi s docunment updates RFC2131 [ RFC2131]. The changes to [ RFC2131]
defined in this draft clarifies the use of 'client identifier’ option
by the DHCP servers. The clarification addresses the issues arising
out of the point specified by [ RFC2131] that the server 'MJST NOI’
return client identifier’ option to the client.

Requi rement s
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on February 17, 2012.
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1. Introduction

The Dynam ¢ Host Configuration Protocol (DHCP) defined in [ RFC2131]
provi des configuration paraneters to hosts on a TCP/IP based networKk.
DHCP is built on a client-server nodel, where designated DHCP server
al | ocate network addresses and deliver configuration paranmeters to
dynani cal |y configured hosts.

The changes to [RFC2131] defined in this docunent clarifies the use
of "client identifier’ option by the DHCP servers. The clarification
addresses the issues arising out of the point specified by [ RFC2131]
that the server 'MJUST NOT' return client identifier’ option to the
client and thus facilitates DHCP rel ay agents and hosts to process
downst r eam DHCP nessages ( DHCPOFFER, DHCPACK and DHCPNAK) when a DHCP
client sets the "chaddr’ field as zero in DHCP request nessages.

2. Pr obl em St at enent

[ RFC2131] specifies that a conmbination of "client identifier’ or
"chaddr’ and assigned network address constitute a unique identifier
for the client’s | ease and are used by both the client and server to
identify a lease referred in any DHCP nessages. [RFC2131] al so
specifies that the server "MJST NOT" return 'client identifier’ in
DHCPOFFER and DHCPACK messages. DHCP relay agents and servers

foll owi ng these recommendati ons MAY drop the DHCP packets in the
absence of both 'client identifier’ and ’chaddr’

In sone cases, client may not be having valid hardware address val ue
to be filled in 'chaddr’ field of the packet and hence nmay set this
field as zero. One such exanple is when DHCP is used to assign IP
address to a nobile phone or a tablet and where the 'chaddr’ field is
set to zero in DHCP request packets. 1In such cases, client usually
sets the "client identifier’ option field (to a value as permtted in
[ RFC2131]), and both client and server use this field to uniquely
identify the client with in a subnet.

Note that due to above nentioned recommendations in [ RFC2131], valid
downst ream DHCP packets (DHCPOFFER, DHCPACK and DHCPNAK) fromthe
server MAY get dropped at the DHCP rel ay agent in the absence of
"client identifier’ option when 'chaddr’ field is set as zero.

The problem may get aggravated when a client receives a response from
the server without "client identifier’ and with 'chaddr’ value set to
zero, as it cannot guarantee that the response is intended for it.
This is because even though the 'xid field is present to map
responses with requests, this field al one cannot guarantee that a
particul ar response is for a particular client, as 'xid val ues
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generated by multiple clients within a subnet need not be unique.

This docunent attenpts to address these problenms faced by DHCP rel ay
agent and client by proposing nodification to DHCP server behavior.
The proposed solution is in line with DHCPv6 [ RFC3315] where the
server always includes the Cient Identifier option in the Reply
nmessages.

3. Proposed Modification To [ RFC2131]

If the "client identifier’ option is set in a nessage received froma
client, the server MIST return the 'client identifier’ option
unaltered, in its response nessage.

Following table is extracted fromsection 4.3.1 of [RFC2131] and
rel evant fields are nodified accordingly to overcone the probl ens
mentioned in this docunent.

Option DHCPOFFER DHCPACK DHCPNAK

Client identifier (if MUST MUST MUST
sent by client)

Cient identifier (if MUST NOT MUST NOT MUST NOT

not sent by client)

4. | ANA Consi derations

This meno asks the | ANA for no new paraneters

5. Security Considerations

No known security considerations.

6. Acknow edgenents
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for their insightful discussions on the previous version of this
docunent .

Swany, et al. Expi res February 17, 2012 [ Page 4]



Internet-Draft Client Identifier Option August 2011

7. Normative References

[ RFC2119]

[ RFC2131]

[ RFC3315]

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

Dronms, R, "Dynanic Host Configuration Protocol",
RFC 2131, March 1997.

Droms, R, Bound, J., Volz, B., Lenon, T., Perkins, C.,
and M Carney, "Dynanm c Host Configuration Protocol for
| Pv6 (DHCPv6)", RFC 3315, July 2003.

Aut hors’ Addresses

Nar asi mha Swany Nel akuditi

Noki a

Vi si okatu 3

Tanper e,
Fi nl and

33720

Phone: +358 50487 2126
Emai | : nar asi mha. nel akudi ti @oki a. com

Gaur av Hal wasi a
Ci sco Systens

SEZ Uni t,
Sar j apur

Bangal or e,

I ndi a

Cessna Busi ness Park

Marathal Ii Quter R ng Road

560103

Phone: +91 80 4426 1321
Enmai | : ghal wasi @i sco. com

Prashant Jhi ngran
Ci sco Systens

SEZ Uni t,
Sar j apur

Bangal or e,

I ndi a

Cessna Busi ness Park

Marathal li Quter R ng Road

560103

Phone: +91 80 4426 1800
Emai | : pj hi ngra@i sco. com

Swany, et al.

Expi res February 17, 2012 [ Page 5]






