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Abst ract
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1. Introduction

DHCPv6 based prefix del egation as defined in [RFC3633] is a nechani sm
for the delegation of I Pv6 prefixes using DHCPv6 options. Through
these options, a delegating router can del egate prefixes to

aut hori zed requesting routers. |If the requesting router has to
function as a DHCPv6 server there needs to be additional information
in the delegated prefix that hel ps the requesting router to select
the address allocation for the DHCPv6 client it serves, fromone of
the avail abl e del egated prefixes.

One way to select an address or |onger prefix (froma del egated
prefix) to be allocated by a requesting router playing the role of a
DHCPv6 server is by introducing additional options in |A PD to be
mat ched with options for address selection in the DHCPv6 SOLICI T
message. [RFC3315] defines the OPTI ON USER CLASS option which is
used for selecting address for assignnment. This docunent introduces
OPTI ON_PREFI X_CLASS option in | A PD option for the purpose of
selecting a prefix for further delegation either via A NA or IA PD
DHCPv6 request. It defines the behavior of the DHCPv6 server, the
DHCPv6 prefix requesting router and the DHCPv6 client to use this
option.

1.1. Motivation

In this section nmotivation for class based prefix del egati on that
qualifies the delegated prefix with additional class information is
described in the context of nobile networks and honenet. The cl ass
informati on attached to a del egated prefix helps to distinguish
property of a delegated |Pv6 prefix and selection of the prefix by
different applications using it.

1.1.1. Mobi | e networ k

In the nmobile network architecture, there is a nobile router which
functions as a | P network gateway and provides | P connectivity to
nobi | e nodes. Mbile router can be the requesting router requesting
del egated |1 Pv6 prefix using DHCPv6. Mbbile router can assune the
role of DHCPv6 server for nobile nodes(DHCPv6 clients) attached to
it. A nobile node in nobile network architecture can be associ ated
with multiple IPv6 prefixes beloging to different domains for e.g.
home address prefix, care of address prefix as specified in
[RFC3775]. The del egated prefixes when seen fromthe nobile router
perspective appear to be |like any other prefix, but each prefixes
have different properties. Sone del egated prefixes may be

topol ogically local and sone may be renpte prefixes anchored on a
gl obal anchor, but available to the |Iocal anchor by neans of
tunneling setup in the network between the | ocal and gl obal anchor
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Sone may be local with low latency characteristics suitable for voice
call break-out, some may have gl obal nobility support. So, the
prefixes have different properties and it is required for the
application using the prefix to | earn about this property in order to
use it intelligently. There is currently no semantics in DHCPv6
prefix delegation that can carry this information to specify
properties of a delegated prefix. |In this scenario, the nobile
router is unable to further delegate a longer prefix intelligently
based on properties of the prefix |earnt.

1.1.2. Honenet

Wth the introduction of I Pv6 and possi bl e absence of Network Address
Transl ati on(NAT) in home networks, the |Pv6 source address of the
hosts can be used as a paraneter for route decision and providing
differentiated service for different classes of devices within a hone
network. [I-D. baker-fun-routing-class] and

[1-D. baker-fun-nulti-router] introduce use-cases and requirenments for
source based routing. The honme network architecture and associ at ed
requirenents are specified in [I-D. chown-honenet-arch]. To support
source based routing it is necessary to have a mechanismto assign
the source address or prefix based on paraneters that identify the

cl ass of device or network.

[ RFC3315] defines OPTI ON_USER CLASS option in the 1A NAVIA TA

assi gnnent, which influences the address all ocated based on the user
class of the device requesting A NA or A TA. A typical depl oynent
in a hone network is the Custoner Prenise Equi pnent (CPE) to be a
DHCPv6 client requesting a prefix as defined in [ RFC3633] from
upstream the DHCPv6 server and playing the role of a DHCPv6 server
for devices in the Local Area Network (LAN). The CPE can get a
shorter prefix froma DHCPv6 server in Wde Area Networ k(\WAN) and

all ocate | onger prefixes to its DHCPv6 clients. Today the CPE has to
be manual |y configured to associate a prefix acquired fromthe WAN to
devices in the LAN. A neans of classifying and associating an
acquired prefix via DHCPv6 for further delegation either via | A NA
IA TA or 1 A_PD requests is mssing.

For e.g. as shown in Figure 1 the CPE in a honme network may request
prefixes fromthe DHCPv6 server of the service provider and assune
the role of a DHCPv6 server for devices within the hone network.

Resi dential and Smal |l -Ofice/ Hone-Ofice (SOHO networks may have
separate domains for their "data network" and "home video network".
Devices in these different domains are to be assigned addresses from
different prefix ranges. The CPE router will need a way to assign
prefixes to the honme video network froma prefix that is neant for
hone video devices to provide differentiated service for such devices
in the provider network that has source address based routing policy
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confi gured.

Simpl e hone network with Data and Vi deo devices

Fomm e Fomm e + \

| Service | \

[ Pr ovi der [ | Service

| Rout er | | Provider

+o---- - +o---- - + | network
/

|

| Customer /
| I'nternet connection (WAN) /
I

| DHCPv6 C i ent \
oo - [ S, + \
[ | Pv6 [ \
| Custorer Edge | \
| Router (CPE) | /
e Ty + /
| DHCPv6 Server | End- User
Local Network | | network(s)
e e m - - - Fom e - +- - -
I I \
D R + ----- +----+ \
| 1Pv6 Host | |1 Pv6 Host | /
| (video | ] (PO [ /
| device) | | | /
Fom e - + oemm e e - +
Figure 1

1.2. Termnol ogy

Thi s docunment uses the term nol ogy defined in [ RFC2460], [RFC3315]
and [ RFC3633].

1.3. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Overview

This section defines Prefix Cass optionin |APDand IANAto aid
cl ass based prefix del egation and address assignnent. This section

defines the behavior of the delegating router, the requesting router
and the DHCPv6 client.
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2.1. Prefix Cass Optionin |A PD

The format of the DHCPv6 Prefix Class option is shown bel ow

0 1 2 3
01234567890123456789012345678901
B i i i e R S e S i s e e S T g e S I T i st S TR I S S
[ OPTI ON_PREFI X_CLASS [ option-length [
B T T i I T T o S S S e b S S S
| prefix-class |
[ (variabl e | ength) [
B R e i s T e S T S S N e i i i S S S e T S

opti on- code: OPTI ON_PREFI X_CLASS ( TBD)
option-length: Jlength of prefix-class
prefix-cl ass: Prefix class (binary string).

2.2. Consideration for different DHCPv6 entities

The nmodel of operation of comunicating prefixes to be used by a
DHCPv6 server is as follows. A requesting router requests prefix(es)
fromthe delegating router, as described in Section 2.2.1. A

del egating router is provided | Pv6 prefixes to be delegated to the
requesting router. Exanples of ways in which the del egating router
is provided these prefixes are:

o Configuration
o Prefix delegated via a DHCPv6 request to another DHCPv6 server

0 Using a Authentication Authorization Accounting (AAA) protoco
l'i ke RADI US [ RFC2865]

The del egating router chooses prefix(es) for del egation, and responds
with prefix(es) to the requesting router along with additiona
options in the allocated prefix as described in Section 2.2.2. The
requesting router is then responsible for the del egated prefix(es)
after the DHCPv6 REQUEST nessage exchange. For exanple, the
requesting router may create DHCPv6 server configuration pools from
the del egated prefix, and function as a DHCPv6 Server. Wen the
requesting router then receives a DHCPv6 | A NA requests it can sel ect
the address to be allocated based on the OPTI ON USER CLASS or

OPTI ON_PREFI X_CLASS options received in | A NA request or any of the
ot her nethods as described in Section 2.3.1
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2.2.1. Requesting Router Behavior

DHCPv6 requesting router can request for prefixes in the follow ng
ways:

o0 In the SOLICIT nessage within the A PD Prefix option, it MAY
i ncl ude OPTI ON_PREFI X_CLASS requesting prefix delegation for the
specific class indicated in the OPTI ON_PREFI X CLASS option. It
can include nultiple 1A PD Prefix options to indicate it’s
preference for nore than one prefix class.

0o In the SOLICIT nessage include an OPTION _ORO option with the
OPTI ON_PREFI X _CLASS option code to request prefixes fromall the
cl asses that the DHCPv6 server can provide to this requesting
Rout er .

The requesting router parses the OPTI ON PREFI X CLASS option in

t heOPTI ON_I APREFI X option area of the corresponding | A PD Prefix
option in the ADVERTI SE nessage. The Requesting router MJST then
include all or subset of the received class based prefix(es) in the
REQUEST nessage so that it will be responsible for the prefixes

sel ect ed.

2.2.2. Delegating Router Behavior

If the Del egating router supports class based prefix allocation by
supporting the OPTI ON_PREFI X CLASS option and it is configured to
assign prefixes fromdifferent classes, it selects prefixes for class
based prefix allocation in the follow ng way:

o |If requesting router includes OPTI ON_PREFI X_CLASS within the | A_PD
Prefix option, it selects prefixes to be offered fromthat
specific class.

o |If requesting router includes OPTI ON_PREFI X CLASS within
OPTI ON_ORO, then based on its configuration and policy it MAY
of fer prefixes fromnultiple classes avail abl e.

The del egating router responds with an ADVERTI SE nessage after

popul ating the IP_PD option with prefixes fromdifferent prefix
classes. Along with including the A PD prefix options in the A PD
option, it also includes the OPTI ON_PREFI X_CLASS option in the

OPTI ON_I APREFI X option area of the corresponding | A PD prefix option

If neither the OPTION._ORO nor the A PD option in the SOLICI T nessage
i nclude the OPTI ON_PREFI X CLASS option, then the del egating router
MAY al | ocate the prefix as specified in [ RFC3633] wi thout including
the class option in the A PD prefix option in the response.
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If OPTION_ORO option in the Solicit nessage includes the

OPTI ON_PREFI X_CLASS option code but the del egating router does not
support the solution described in this specification, then the

del egating router acts as specified in [RFC3633]. The requesting
router MUST in this case also fall back to the behavior specified in
[ RFC3633] .

If both delegating and requesting routers support class-based prefix
al | ocation, but the delegating router cannot offer prefixes for any
other reason, it MJST respond to requesting router with appropriate

status code as specified in [RFC3633]. For e.g., if no prefixes are
available in the specified class then the del egating router MJST
i nclude the status code NoPrefixAvail in the response nessage.

2.2.3. DHCPv6 Cient Behavior for A NA allocation

DHCPv6 client MAY request for an | A NA address allocation froma
specific prefix class in the followi ng way:

0o In the SOLICIT nmessage within the A NA option, it MAY include the
OPTI ON_PREFI X _CLASS requesting address to be allocated froma
specific prefix class indicated in that option

The DHCPv6 server parses OPTI ON PREFI X CLASS option received and
includes it in option area of corresponding OPTION_IA NA i n ADVERTI SE
nessage

2.3. Usage

Cl ass based prefix del egati on can be used by the requesting router to
configure itself as a DHCPv6 server to serve its DHCPv6 clients. It
can allocate longer prefixes froma del egated shorter prefix it
received, for serving A NA and | A PD requests

2.3.1. Cass based prefix and 1A NA all ocation

The requesting router can use the delegated prefix(es) fromdifferent
cl asses (for exanple "video", "guest", "voice" etc), for assigning
the 1Pv6 addresses to the end hosts through DHCPv6 | A NA based on a
preconfi gured mappi ng with OPTI ON_PREFI X CLASS option, the follow ng
condi ti ons MAY be observed:

o It MAY have a pre-configured mappi ng between the prefix class and
OPTI ON_USER_CLASS option received in | A NA

o It MAY match the OPTION PREFI X CLASS if the I A NA request received
contai ns OPTI ON_PREFI X CLASS
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o It MAY nmap OPTI ON_PREFI X_CLASS option to the OPTI ON_USER CLASS
option by string matching of both these option val ues.

o It MAY have a pre-configured mappi ng between the prefix class and
the client DU D received i n DHCPv6 nessage.

o It MAY have a pre-configured mappi ng between the prefix class and
its network interface on which the I A NA request was received.

The requesting router playing the role of a DHCPv6 server can
ADVERTI SE | A NA froma class of prefix(es) thus sel ected.

2.3.2. Cass based prefix and | A PD allocation

If the requesting router, receives prefix(es) for different classes
(for exanple "video", "guest", "voice" etc), it can use these
prefix(es) for assigning the | onger |IPv6 prefixes to requesting
routers it serves through DHCPv6 | A PD by assuning the role of

del egating router, its behavior is explained in Section 2.2.2.

2.3.3. (dass based prefix and SLAAC

DHCPv6 | A NA and | Pv6 Statel ess Address Autoconfiguration (SLAAC as
defined in [ RFC4862]) are two ways by | Pv6 addresses can be

dynamni cally assigned to end hosts. Making SLAAC cl ass aware is

out side the scope of this docunent.

3. Exanple Application

The follow ng sub-sections provide exanmples of class based prefix
del egation and how it is used in a home network. Each of the
exanples will refer to the bel ow network:

The exanpl e network consists of an I Pv6 video endpoint, |IPv6 hosts,
and a Smart grid network consisting of 1 Pv6 sensors and a router that
supports Smart Gid Energy Services Interface (ESI) to which sensors
are connected. The custoner edge router acts as a hone gateway
router for all the devices and networks w thin the hone.
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Exanpl e hone network

Fomm e Fomm e + \

| Service | \

[ Pr ovi der [ | Service

| Rout er | | Provider

+o---- - +o---- - + | network
/

|
| Customer /
| I'nternet connection

I

R e, IR + \
| | Pv6 | Network D (guest) \
| Custoner Edge +------------ + \
| Router(CPE) | [ [
B T | |
Net work A | | | Net wor k B | |
R | |
I | - I I
+--m - - +----+ L + 4----- +----+ |
| 1Pv6 Video| | | IPv6 Host| |IPv6 Host | [
| endpoint | | | A || B | |
e +o---+ Fomm e G e + |
I I
I I
| |
+o----- e + | End- User
| | Pv6 | | networks
| Smart grid + |
| Rout er | |
[ S, oo - + |
Net work C | |
Fom e e e e oo +---+ [
I I I
S T - + ----- L pp—— |
| 1Pv6 | | [1Pv6 | |
| Sensor | | Sensor | /
S + +----- +--- -+ /
Fi gure 2

3.1. dass based prefix del egation

The Service Provider Router is preconfigured to provide prefixes from
the follow ng classes: "video", "default", "guest", and "smart-grid".
It has a preconfigured policy to advertise prefixes to requesting

routers based on the services supported by the service provider for a
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given honme. In the exanple hone network, the CPE requests class
based prefix allocation by sending a DHCPv6 SOLICI T nessage and
i ncl ude OPTI ON_PREFI X_CLASS in the OPTI ON_ORO

The CPE receives an advertise with following prefixes in the A PD
option :

1. 1A PDPrefix option with a prefix 3001::1::/64 containing
OPTI ON_PREFI X_CLASS set to "video"

2. |APDPrefix option with a prefix 3001::2::/64 containing
OPTI ON_PREFI X _CLASS set to "guest"”

3. 1A PDPrefix option with a prefix 3001::3::/64 containing
OPTI ON_PREFI X_CLASS set to "smart-grid"

4. 1A PD Prefix option with a prefix 3001::4::/64 containing
OPTI ON_PREFI X CLASS set to "default"

It sends a REQUEST message with all of above prefixes and receives a
REPLY message.

3.2. | Pv6 address assignnent from class based prefix

The video endpoint in Network A inFigure 2 sends a DHCPv6 SOLICI T
message requesting | A NA address assignnent with OPTI ON_USER CLASS
option containing the value "video" towards the CPE. The CPE assunes
the role of the DHCPv6 server and sends an ADVERTI SE to the video
endpoint with OPTION | A NA containing an | Pv6 address in

OPTI ON_| AADDR fromthe "video" prefix class. The |IPv6 address in the
OPTI ON_I AADDR is set to 3001::1::1.

When the CPE receives a DHCPv6 SOLICIT requesting A NA for the |1 Pv6
host from Network B, it offers an I Pv6 address fromthe prefix class
"default". For IPv6 host A it advertises 3001::4::1 as the |Pv6
address in OPTION_| AADDR in response to the | A NA request.

When the CPE receives a DHCPv6 SOLICIT requesting A NA for the I Pv6
host from Network D (guest network), it offers an | Pv6 address from
the prefix class "guest". For IPv6 host B it advertises 3001::2::1
as the I Pv6 address in OPTION | AADDR in response to the | A NA
request. The Network D can be distinguished based on a preconfigured
interface or SSID advertised by this CPE for guest hosts connecting
toit.
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3.

7.

3. 1Pv6 prefix delegation fromclass based prefix

The 1Pv6 Smart Grid router in Figure 2 sends a SOLICIT towards the
CPE requesting prefix delegation in the "smart-grid" class by
including the A PD option with the OPTI ON_PREFI X CLASS cont ai ni ng
"smart-grid". The CPE selects a longer prefix from"smart-grid"
prefix previously obtained from Service Provider Router. It sends a
DHCPv6 ADVERTI SE nmessage with | A PD option containing the I1Pv6 prefix
3001:: 3:1::/96 and OPTI ON_PREFI X CLASS set to "smart-grid". The
Smart Gid router MAY then advertise that prefix in | Pv6 Router
Advertisenment (RA) nessages towards | Pv6 sensors connected to it.

| Pv6 sensors can do SLAAC (as defined in [ RFC4862]) to configure |Pv6
address fromthe recei ved RA nessage.
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| ANA Consi derations

I ANA is requested to assign an option code to OPTI ON_PREFI X CLASS
fromthe "DHCPv6 and DHCPv6 options" registry (http://ww.iana. org/
assi gnnent s/ dhcpv6- par anmet er s/ dhcpv6- paraneters. xn ).

Security Considerations

Security issues related to DHCPv6 which are described in section 23
of [RFC3315] and [ RFC3633] apply for scenarios nmentioned in this
draft as well.
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