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Abst r act

Thi s docunent specifies the format and nmechanismthat is to be used
for encoding client hardware address in DHCPv6 nmessages by defining a
new DHCPv6 Cient Hardware Address option.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on March 28, 2012.
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1.

I nt roducti on

This specification defines an optional nmechanismand the rel ated
DHCPv6 option to all ow DHCPv6 client or first hop DHCPv6 rel ay agent
directly connected to the client to populate client hardware address
in the DHCPv6 nessages being sent towards the server

Pr obl em Background and Scenari o

DHCPv4 protocol specification [RFC2131] provides a way to specify the
client hardware address in the DHCPv4 nessage header. DHCPv4 nessage
header has 'htype’ and 'chaddr’ fields to specify client hardware
address type and hardware address respectively. The client hardware
address thus |l earnt can be used by DHCPv4 server and relay in
different ways. 1In sone of the deploynments DHCPv4 servers use
"chaddr’ as a custoner identifier and a key for |l ookup in the client

| ease dat abase.

Wth the increnental deploynent of |IPv6 to existing |Pv4d networks,
effectievly an enabl ement of dual -stack, there will be devices that
act as both DHCPv4 and DHCPv6 clients. In service provider

depl oynents, a typical DHCPv4 inplenention will use the client

har dwar e address as one of the keys to build DHCP client |ease

dat abase. In dual stack scenarios it is desirable for the operator
to associ ate DHCPv4 and DHCPv6 nessages as belonging to the sane
client interface based on an identifier that is already used by that
operator such as the client hardware address.

Currently, the DHCPv6 protocol specification [RFC3315] does not
define a way for DHCP clients to specify client hardware address in
the DHCPv6 nessage sent towards DHCPv6 Server. Sinilarly DHCPv6
Rel ay or Server cannot glean client hardware address fromthe
contents of DHCPv6 nessage received. DHCPv6 protocol specification
mandates all clients to prepare and send DU D as the client
identifier option in all the DHCPv6 nessage exchange. However none
of these nethods provide a sinple way to extract client’s hardware
address. This presents a problemto an operator who is using an

exi sting DHCPv4 systemw th the client hardware address as the
custoner identifier, and desires to correlate DHCPv6 assi gnnents
using the sane identifier. Mdifying the systemto use DU D based
correlation across DHCPv4 and DHCPv6 is possible, but it requires a
nmodi fi cati on of the DHCPv4 system and associ at ed back- ends.

Providing an option in DHCPv6 nessages to carry client hardware
address explicitly will help above nentioned scenarios. For e.g. it
can be used along with other identifiers to associate DHCPv4 and
DHCPv6 messages from a dual stack client. Further, having client
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hardware address in DHCPv6 will help in proving additional
i nformation in event debugging and logging related to the client at
rel ay and server.

3. DHCPv6 dient Hardware Address Option

The format of the DHCPv6 Cient Hardware Address option is shown
bel ow.

0 1 2 3
01234567890123456789012345678901

T S T i T S S s i S s

| OPTI ON_CLI ENT_HARDWARE_ADDR | option-length [

B i s T T S T et S S T S I T s sl s ol ST S S S

| chtype | |

B O chaddr +

[ (vari abl e | ength) [

I I

I I

B i s T T S T et S S T S I T s sl s ol ST S S S

opti on- code: OPTI ON_CLI ENT_HARDWARE_ADDR ( TBD)

option-length: 1 + Iength of chaddr

cht ype: Client Hardware address type, see ARP section in "Assigned
Nunbers" RFC, e.g., "1 = 10nb ethernet.

chaddr: Client hardware address.

4. DHCPv6 Cl i ent Behavi or

Al'l hosts or clients MAY include DHCPv6 O ient hardware address
option in all the upstream DHCPv6 nessages |ike SOCI LI T, REQUEST,
RENEW REBI ND, CONFI RM RELEASE and DELCI NE.

5. DHCPv6 Rel ay Agent Behavi or

DHCPv6 Rel ay agents which are directly connected to clients/hosts MAY
| ook for dient Hardware Address option in the incom ng DHCPv6 client
nmessage. | n absence of client hardware option, DHCPv6 Relay agents
MAY include client hardware address option in relayed DHCPv6 ( RELAY-
FORW message. The DHCPv6 Rel ay agent behavi our can depend on
configuration that decides whether dient Hardware Address option
needs to be processed and i ncl uded.

In Rel ay chaining scenarios, any other relay agent other than first
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10.

hop DHCPv6 Rel ay agent or DHCPv6 LDRA [ RFC6221] MJUST not add this
opti on.

DHCPv6 Server Behavi or

If DHCPv6 Server is configured to store or use client hardware
address, it MJST first |1ook for the client hardware address option in
the client DHCP nessage. In case it is not found, Server SHOULD | ook
for client hardware option in the RELAY- FORW nessage of the DHCPv6
Rel ay agent closest to the client.

There is no requirement that a server return this option and its data
in a downstream DHCP nmessage.

| ANA Consi derati ons
I ANA is requested to assign an option code to
OPTI ON_CLI ENT_HARDWARE_ADDR from the "DHCPv6 and DHCPv6 opti ons"
registry (http://ww.iana. org/assi gnnent s/ dhcpv6- par anet er s/ dhcpv6-
paraneters. xm).

Security Considerations
Security issues related DHCPv6 are described in section 23 of
[ RFC3315] .

Acknow edgenent s

Nor mat i ve Ref er ences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC2131] Droms, R, "Dynamic Host Configuration Protocol",
RFC 2131, March 1997.

[ RFC3315] Droms, R, Bound, J., Volz, B., Lenon, T., Perkins, C.,
and M Carney, "Dynanic Host Configuration Protocol for
| Pv6 (DHCPv6)", RFC 3315, July 2003.

[ RFC4361] Lenon, T. and B. Sommerfeld, "Node-specific Cient
Identifiers for Dynam ¢ Host Configuration Protocol
Versi on Four (DHCPv4)", RFC 4361, February 2006.

Hal wasi a, et al. Expi res March 28, 2012 [ Page 5]



Internet-Draft DHCPv6 client hardware address option

Sept enber 2011

[ RFC4580] Vol z, B., "Dynamic Host Configuration Protocol for |Pv6

(DHCPv6) Rel ay Agent Subscriber-1D Option",

June 2006.

[ RFC6221] Mles, D., Ooghe, S., Dec, W, Krishnan,

Kavanagh, "Lightweight DHCPv6 Rel ay Agent

May 2011.

Aut hor s’ Addr esses

Gaur av Hal wasi a
Ci sco Systens

RFC 4580,

and A.
RFC 6221,

Cessna Busi ness Park, Sarjapura Marathalli Quter Ri ng Road

Bangal ore, KARNATAKA 560 087
I ndi a

Phone: +91 80 4426 1321
Emai | : ghal wasi @i sco. com

Shwet ha Bhandar i
Cisco Systens

Cessna Busi ness Park, Sarjapura Marathalli Quter Ri ng Road

Bangal ore, KARNATAKA 560 087
I ndi a

Phone: +91 80 4426 0474
Emai | : shwet hab@i sco. com

Wj ci ech Dec

Ci sco Systens

Haar | er bergweg 13-19

1101 CH Ansterdam Ansterdam 560 087
The Net herl ands

Emai | : wdec@i sco. com

Hal wasi a, et al. Expi res March 28, 2012

[ Page 6]






