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Abst ract

The Email Address Internationalization (UTF8SMIP) extension allows
UTF-8 characters in mail header fields. POP and | MAP servers support
internationalized ermail messages. |If a POP/IMAP client does not
support Enmmil Address Internationalization, POP/IMAP servers cannot
send Internationalized Email Headers to the client and cannot renove
the message. To avoid the situation, this docunent describes a
conversi on nmechanismfor internationalized Enmail nessages to be

tradi tional message fornmat.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 3, 2012.
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunment nust

include Sinplified BSD License text as described in Section 4.e of

the Trust Legal

described in the Sinplified BSD Li cense.
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1. Introduction

Traditional mail systenms, which are defined by [ RFC5322], allow ASCI I
characters in mail header field values. The UTF8SMIP ext ensi on
([I-D.ietf-eai-frmwk-4952bis] and [I-D.ietf-eai-rfc5335bis] allows
UTF-8 characters in mail header field val ues.

If a header field contains non-ASCI| characters, POP/| MAP servers
cannot send Internationalized Email Headers to the client and cannot
renove the nessage. This nmessage downgradi ng nechani sm converts nai
header fields to an all-ASCI| representation. The POP/| MAP servers
can use the downgradi ng nmechani sm and send the Internationalized
Emai | message as a traditional form

[I-D.ietf-eai-rfc5335bis] allows UTF-8 characters to be used in mail
header fields and M ME header fields. The nessage downgradi ng
mechani sm speci fi ed here descri bes the conversion nethod fromthe
internationalized ermail nessages that are defined in
[I-D.ietf-eai-frmwmk-4952bis], and [I-D.ietf-eai-rfc5335bis] to the
traditional email messages defined in [ RFC5322].

There is no good way to convert "From" and "Sender:" header fields,
the draft need to update [RFC5322] to allow enpty "From" and
"Sender:" header fields and it is described in Section 3.

Message Downgradi ng may be inplemented in POP server and | MAP server
only.

This docunent tries to define the nessage downgradi ng process
clearly.

Downgr adi ng consists of the follow ng four parts:

o Updating RFC 5322

0 New header field definitions

o Email header field downgrading

0 M ME header field downgrading

In Section 4 of this document, header fields starting with
"Downgraded-" are introduced. They preserve the original header

fields.

Enmai | header field downgrading is described in Section 5. It
generates ASCl|-only header fields.
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M ME header fields are expanded in [I-D.ietf-eai-rfc5335bis]. MM
header field downgrading is described in Section 6. It generates
ASCI | -only M ME header fields.

Di spl ayi ng downgraded nessages that originally contained
internationalized header fields is out of scope of this docunent. A
POP/ | MAP client which does not support UTF8 extension does not know
i nternationalized nessage format described in
[I-D.ietf-eai-rfc5335bis].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Al'l specialized terns used in this specification are defined in the
Emai | Address Internationalization (EAl) overview
[I-D.ietf-eai-frmwk-4952bis], in the mail nessage specifications

[ RFC5322], or in the M ME docunents [ RFC2045] [RFC2047] [ RFC2183]

[ RFC2231]. The terns "ASCI| address"”, "internationalized emil
address", "non-ASCl| address", "i18mail address", "UTF8SMIP"
"message", and "mailing list" are used with the definitions from
[I-D.ietf-eai-frmwk-4952bis].

Thi s docunment depends on [I-D.ietf-eai-rfc5335bis]. Key words used
in those docunents are used in this docunent, too.

The term "non-ASCI|" refers to a UTF-8 string that contains at |east
one non-ASCl | character

A "UTF8SMIP nmessage" is an emrail nmessage expanded by
[I-D.ietf-eai-rfc5335bis].

3. Updating RFC 5322

"From" header field or "Sender:" header field may contain non-ASCl |
addresses in internationalized Email nmessages. These non- ASCl |
addresses are not allowed in [RFC5322]. The draft proposes that the
pop/ i map downgradi ng uses <group> syntax and encodes non- ASCl |
addresses into <display-name> with enpty <group-1list> described in
Section 5.

This specification redefines "From", "Sender:", "Resent-From" and

"Resent - Sender:" header fields defined in Section 3.6.2 and 3. 6.6 of
[ RFC5322] to allow <group> in the header fields.
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from = "From" address-list CRLF
resent-from = "Resent-From" address-list CRLF
sender = "Sender:" address CRLF

r esent - sender "Resent - Sender : " address CRLF

4. New Header Fields Definition

New header fields starting with "Downgraded-" are defined here to
preserve those nail header field values that contain UTF-8
characters. During downgradi ng, one new "Downgraded-" header field
i s added for each mail header field that cannot be passed as-is to a
POP/ | MAP client that does not support UTF8 extension. The origina
mai | header field is renoved. Only those nmail header fields that
contain non-ASClI| characters are affected. The result of this
process is a nmessage that is conpliant with existing enai
specifications [ RFC5322]. The original internationalized information
can be retrieved by exam ning the "Downgraded-" header fields that
wer e added.

4. 1. Preservati on Header Fi el ds

New preservation header fields are defined to preserve infornation
that appeared in non-ASCI| text in header fields of the incomng
nmessage. The values of the new fields holds the original header
field value in encoded form The revised header field syntax is
specified as foll ows:

fields =/ known- downgr aded- header s
unstructured CRLF

known- downgr aded- header s " Downgr aded-" origi nal - headers

ori gi nal - headers = "Message-1d" / "Resent-Message-1d" /
"In-Reply-To:" / "References:" /
"Original -Recipient" / "Final-Recipient"
To preserve a header field in a "Downgraded-" header field:

1. Cenerate a new "Downgraded-" header field whose value is the
original header field value.

2. Treat the generated header field content as if it were

unstructured, and then apply [RFC2047] encoding with charset
UTF-8 as necessary so that the result is ASClI
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3. Renove the original header field.
5. Email Header Fiel ds Downgradi ng

This section defines the conversion nethod to ASCI| for each header
field that may contain non-ASCI| characters.

[I-D.ietf-eai-rfc5335bi s] expands "Received:" header fields;
[ RFC5322] describes ABNF el enents <mail box>, <word>, <comment >,
<unstructured>; [RFC2045] describes ABNF el enent <val ue>.

5.1. Downgradi ng Method for Each ABNF El enent

Header field downgrading is defined bel ow for each ABNF el enent.
Converting the header field term nates when no non-ASCI| characters
remain in the header field.

5.1.1. RECEl VED Downgr adi ng

If the header field nanme is "Received:" and the FOR cl ause contains a
non- ASCI | address, renove the FOR cl ause fromthe header field.

O her parts (not counting <coment>s) should not contain non-ASClI

val ues.

5.1.2. UNSTRUCTURED Downgr adi ng

If the header field has an <unstructured> field that contai ns non-
ASCI | characters, apply [ RFC2047] encoding with charset UTF-8.

5.1.3. WORD Downgr adi ng

If the header field has any <word> fields that contain non-ASCl |
characters, apply [RFC2047] encoding with charset UTF-8.

5.1. 4. COWENT Downgr adi ng

If the header field has any <commrent> fields that contain non-ASClI
characters, apply [RFC2047] encoding with charset UTF-8.

5.1.5. M Me-VALUE Downgr adi ng

If the header field has any <val ue> el enents defined by [ RFC2045] and
the elenments contain non-ASCI| characters, encode the <val ue>

el ements according to [ RFC2231] with charset UTF-8 and | eave the

| anguage information enpty. |If the <value> elenment is <quoted-
string> and it contai ns <CFW5> outside the DQUOTE, renove the <CFWs>
before this conversion.
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5.1.6. DI SPLAY- NAME Downgr adi ng

If the header field has any <address> (<mail box> or <group>) elenents
and t hey have <di spl ay-nanme> el enents that contain non-ASCl |
characters, encode the <display-nane> el enents according to [ RFC2047]
with charset UTF-8. DI SPLAY- NAME downgrading is the same al gorithm
as WORD downgr adi ng.

5.1.7. CGROUP Downgr adi ng

<group> is defined in Section 3.4 of [RFC5322]. The <group> el enents
may contain <mail box>s which contain non-ASCI| addresses.

If the header field has any <group> el ements that contain <nail box>
el ements, and those <mail box> elenents in turn contain non-ASCl |
addresses, rewite each <group> el enent as

"Internationalized address renoved" display-nane ENCODED WORD ":;
where the <ENCODED WORD> is the original <group-list> encoded
according to [ RFC2047].

5.1.8. MAI LBOX Downgr adi ng
The <mail box> el ements have no equi val ent format for non-ASCl I
addresses. |If the header field has any <mail box> el enents that
contain non-ASClI| characters in their <addr-spec> elenent, rewite
each <addr-spec> elenent to ASCll-only format. The <addr-spec>

el ement that contains non-ASCl| characters may appear in two fornmns
as:

"<" addr-spec ">"
addr - spec

Rewrite both as:

"Internationalized address " ENCODED-WORD " renoved: ;"

where t he <ENCODED- WORD> i s the original <addr-spec> encoded
according to [ RFC2047].
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5.1.9. ENCAPSULATI ON Downgr adi ng

Encapsul ate the header field in a "Downgraded-" header field as
described in Section 4 as a |ast resort.

Applying this procedure to "Received:" header field is prohibited.
ENCAPSULATI ON Downgrading is allowed for "Message-ID"
"In-Reply-To:", "References:", "Original-Recipient” and "Final -
Reci pi ent"” header fields.

5.1.10. TYPED- ADDRESS Downgr adi ng

If the header field contains <utf-8-type-addr> and the <utf-8-type-
addr> contains raw non-ASCI| characters, it is in utf-8-address form
Convert it to utf-8-addr-xtext form Those fornms are described in
[I-D.ietf-eai-rfcb5337bis-dsn]. COMMENT downgrading is al so perforned
inthis case. |If the address type is unrecognized and the header
field contains non-ASClI| characters, then fall back to using
ENCAPSULATI ON downgr adi ng on the entire header field.

5.2. Downgradi ng Method for Each Header Field

Header fields are listed in [ RFC4021]. This section describes the
downgr adi ng nethod for each header field.

If the whole nail header field does not contain non-ASCI| characters,
emai | header field downgrading is not required. Each header field s
downgradi ng nethod is described bel ow.

5.2.1. Address Header Fields That Contai n <address>s

From
Sender :
To:
Cc:

Bcc:

Repl y- To:
Resent - Fr om
Resent - Sender :
Resent - To
Resent - Cc:
Resent - Bcc:
Resent - Repl y- To:
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Ret ur n- Pat h:
Di sposition-Notification-To:

If the header field contains <group> elenments that contain non-ASCl |
addr esses, perform COMENT downgradi ng, DI SPLAY- NAME downgr adi ng, and
GROUP downgr adi ng.

If the header field contains <mail box> el enents that contain non-
ASCI | addresses, perform COMWENT downgradi ng, DI SPLAY- NAME
downgr adi ng, and MAI LBOX downgr adi ng.

5.2.2. Address Header Fields with Typed Addresses

Ori gi nal - Reci pi ent:
Fi nal - Reci pi ent:

If the header field contains non-ASCI| characters, perform TYPED
ADDRESS downgr adi ng.

5.2.3. Downgradi ng Non-ASCI | in Conments

Dat e:

Resent - Dat e:

M ME- Ver si on:

Content-1D:

Cont ent - Tr ansf er - Encodi ng:
Cont ent - Language:

Accept - Language:

Aut o- Submi tt ed:

These header fields do not contain non-ASCI| characters except in
coments. |f the header field contains UTF-8 characters in conments,
per f or m COWENT downgr adi ng.

5.2.4. Message-|D Header Fields
Message- | D:
Resent - Message- | D
I n- Repl y- To:

Ref er ences:

Per f or m ENCAPSULATI ON Downgr adi ng.
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5.2.5. Received Header Field
Recei ved:
Per f orm COMMENT downgr adi ng and RECElI VED downgr adi ng.
5.2.6. M ME Content Header Fields
Cont ent - Type:
Content-Di sposition:
Perform M ME- VALUE downgr adi ng and COMMVENT downgr adi ng.
5.2.7. Non-ASCIl in <unstructured>
Subj ect :
Comment s:
Cont ent - Descri pti on:
Per f or m UNSTRUCTURED downgr adi ng.
5.2.8. Non-ASClI| in <phrase>
Keywor ds:
Per f orm WORD downgr adi ng.
5.2.9. Oher Header Fields
There are other header fields that contain non-ASCI| characters.
They are user-defined and missing fromthis docunent, or future
defined header fields. They are treated as "Optional Fields" and
their field value are treated as unstructured described in Section
3.6.8 of [RFC5322].
Per f or m UNSTRUCTURED downgr adi ng.
I f the software understands the header field s structure and a
downgr adi ng al gorithm other than UNSTRUCTURED is applicable, that
software SHOULD use that al gorithm UNSTRUCTURED downgrading i s used

as a |last resort.

Mailing |ist header fields (those that start in "List-") are part of
this category.
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6. M ME Body-Part Header Field Downgradi ng

M ME body-part header fields may contain non-ASClI| characters
[I-D.ietf-eai-rfcb5335bis]. This section defines the conversion

met hod to ASCl|-only header fields for each M ME header field that
contains non-ASClI | characters. Parse the nessage body’'s M ME
structure at all levels and check each M ME header field to see
whether it contains non-ASCI| characters. |f the header field
contains non-ASClI| characters in the header field value, the header
field is a target of the M ME body-part header field s downgrading.
Each M ME header field s downgrading nmethod is described bel ow.
COWENT downgr adi ng, M Me- VALUE downgr adi ng, and UNSTRUCTURED
downgr adi ng are described in Section 5.

Content-1D:
The "Content-I1D:" header field does not contain non-ASClI
characters except in comments. |f the header field contains UTF-8

characters in coments, perform COMWENT downgradi ng.
Cont ent - Type:

Content-Di sposition
Per f orm M ME- VALUE downgr adi ng and COWMENT downgr adi ng.

Content - Description: Perform UNSTRUCTURED downgr adi ng.
7. Security Considerations

Exi sting clients do not know new From and Sender: header fields
syntax updated by Section 3 and may get wong when they confront
<group> syntax in From and Sender: fields.

A downgr aded nessage’ s header fields contain ASCI| characters only.
But they still contain M Me-encapsul ated header fields that contain
non- ASCI | UTF-8 characters. Furthernore, the body part may contain
UTF-8 characters. |Inplenentations parsing |Internet nessages need to
accept UTF-8 body parts and UTF-8 header fields that are M Me-
encoded. Thus, this docunent inherits the security considerations of
M ME- encoded header fields ([ RFC2047] and [ RFC3629]).

Rewriting header fields increases the opportunities for undetected
spoofing by nalicious senders. However, rewitten header fields are
preserved into Downgraded-* header fields, and parsing Downgraded-*
header fields enables the detection of spoofing caused by
downgr adi ng.

The techni ques described here invalidate nethods that depend on
digital signatures over any part of the nmessage, which includes the
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8.

8.

top-1evel header fields and body-part header fields. Depending on
the specific nessage bei ng downgraded, the follow ng techniques are
likely to break: Domai nKeys Identified Mail (DKIM, and possibly
S/'MME and Pretty Good Privacy (PGP). The two obvious nitigations
are to stick to 7-bit transport when using these techniques (as nost/
all of thempresently require) or to nake sure to have UTF8SMIP end-
t o- end when needed.

VWhile information in any email header field should usually be treated
with sone suspicion, current email systens comonly enpl oy vari ous
mechani sns and protocols to nake the information nore trustworthy.
Currently, information in the new Downgraded-* header fields is
usual Iy not inspected by these nechani sns, and nmay be even | ess
trustworthy than the traditional header fields. Note that the

Downgr aded-* header fields could have been inserted with malicious
intent (and with content unrelated to the traditional header fields).

See the "Security Considerations" section in
[I-D.ietf-eai-frmwk-4952bis] for nore discussion

| mpl enent ati on Not es
1. RFC 2047 Encoding

Whi |l e [ RFC2047] has a specific algorithmto deal with whitespace in
adj acent encoded words, there are a nunber of depl oyed

i npl ementations that fail to inplement the algorithmcorrectly. As a
result, whitespace behavior is sonewhat unpredictable in practice
when multiple encoded words are used. While RFC 5322 states that

i mpl ementations SHOULD linit lines to not nore than 78 characters,

i mpl emrent ati ons MAY choose to allow overly long encoded words in
order to work around faulty [RFC2047] i npl enentati ons.

I mpl enent ati ons that choose to do so SHOULD have an optiona
mechanismto limt line length to 78 characters.

| ANA Consi der ati ons

[[RFC Editor: Please change "should now be" and "should be" to "have
been" when the | ANA actions are complete.]]

[[ Notes in draft: this section is not finished, to be reviewed with
| ANA. 1]

Fol I owi ng instructions in the now obsol ete [ RFC5504], | ANA has made a
series of entries in the the Permanent Message Header Field registry.
Those regi strations should now be changed as foll ows:
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9.1. Statenent about Downgraded- registration

The statement about refusing any "Downgraded-" registrations should
be updated to refer to this docunent and to provide for registering
such fields as specified in Section 9. 3.

[[ Note in draft: The restriction may become usel ess if unknown
header fields may be treated as unstructured. ]]

9.2. Existing Downgraded- registrations
I ndi vi dual existing registrations for

Downgr aded- Bcc

Downgr aded- Cc

Downgr aded- Di sposition-Notification-To
Downgr aded- Fr om

Downgr aded- Mai | - From
Downgr aded- Rcpt - To

Downgr aded- Repl y- To

Downgr aded- Resent - Bcc
Downgr aded- Resent - Cc
Downgr aded- Resent - Fr om
Downgr aded- Resent - Repl y- To
Downgr aded- Resent - Sender
Downgr aded- Resent - To

Downgr aded- Ret ur n- Pat h
Downgr aded- Sender

Downgr aded- To

shoul d be updated to replace "experinmental"” with "obsoleted" and to
reference this docunent.

9.3. Additional header fields
The foll owi ng header fields should be registered in the Permanent
Message Header Field registry, in accordance with the procedures set
out in [ RFC3864].

Header field nane: Downgraded- Message-Id

Appl i cabl e protocol: nail
Status: standard
Aut hor/ change controller: |ETF

Speci fication docunent(s): This docunent (Section 4)
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11.

11.

11.

Header field nane: Downgraded-|n-Reply-To

Appl i cabl e protocol: mail
Status: standard
Aut hor/ change controller: |ETF

Speci fication docunent(s): This docunent (Section

Header field name: Downgraded- References

Appl i cabl e protocol: mail
Status: standard
Aut hor/ change controller: |ETF

Speci fication docunent(s): This docunent (Section

Header field name: Downgraded- Origi nal - Reci pi ent

Appl i cabl e protocol: mail
Status: standard
Aut hor/ change controller: |ETF

Speci fication docunent(s): This docunent (Section

Header field name: Downgraded- Fi nal - Reci pi ent

Appl i cabl e protocol: mail
Status: standard
Aut hor/ change controller: |ETF

Speci fication docunent(s): This docunent (Section
Acknow edgenent s

Thi s docunment draws heavily fromthe experinmental
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in-transit message
downgr adi ng procedure described in RFC 5504 [ RFC5504].

contribution of the co-author of that earlier docunent, Y. Yoneya,

This section is used for tracking the update of this docunment. WII

be renoved after finalize

1. Version 00

o Initial version

o |Inported header field downgradi ng from RFC 5504
2. Version 01

o sane as Version 00
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11.3. Version 02

0 Added updating RFC 5322 to all ow <group> syntax in From and

Sender
0 Added CGROUP Downgr adi ng

11.4. Version 03

0 Replaced <utf8-addr-spec> with <addr-spec>

0 Added updating RFC 5322 to allow <group> syntax in From and

Sender

0 Added one sentence in Security considerations

o0 Updated | ANA consi derations
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0 The sender address is a non-ASCl| address,
"NON- ASCI | -1 ocal @xanpl e.cont'. Its display-nane is "Dl SPLAY-
| ocal ".

o The "To:" header field contains two non-ASClI| addresses,
"NON- ASCI | -renot el@xanpl e. net" and
"NON- ASCI | -r enpt e2@xanpl e. com' |Its di spl ay-nanes are "Dl SPLAY-
renot el" and "Dl SPLAY-r enpt e2".

o The "Cc:" header field contains a non-ASCI| address,
"NON- ASCI | -renot e3@xanpl e.org". |Its display-nane is "Dl SPLAY-
renot e3".

o Four display names contain non-ASCl| characters.

0 The Subject header field is "NON-ASCII-SUBJECT", which contains
non- ASCl | characters.

0 The "Message-1d:" header field contains "NONASCI |- MESSAGE | D',
whi ch cont ai ns non-ASCI| characters.

o There is an unknown header field "X-Unknown-Header" which contains
non- ASCI | char act ers.

Ret ur n- Pat h: <NON- ASCI | - | ocal @xanpl e. con
Received: from... by ... for <NON-ASClI I -renotel@xanpl e. net >
Received: from... by ... for <NON-ASCl I -renotel@xanpl e. net>
From DI SPLAY-1 ocal <NON-ASCI | -1 ocal @xanpl e. cons
To: DI SPLAY-renptel <NON-ASCl | -renotel@xanpl e. net >,
DI SPLAY-renot e2 <NON- ASCI | - r enot e2@xanpl e. cone
Cc: DI SPLAY-renot e3 <NON- ASCI | - r enot e3@xanpl e. or g>
Subj ect: NON- ASCI | - SUBJECT
Dat e: DATE
Message-1d: NON ASCI | - MESSACE_| D
M nme-Version: 1.0
Cont ent - Type: text/plain; charset="UTF-8"
Cont ent - Tr ansf er - Encodi ng: 8bi t
X- Unknown- Header: NON- ASCI | - CHARACTERS

MAI L_BODY

Figure 1: Received nmessage in a mail drop
The downgraded nessage is shown in Figure 2. "Return-Path:",
"From", "To:" and "Cc:" header fields are rewitten. "Subject:" and
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" X- Unknown- Header: " header fields are encoded using [ RFC2047].
"Message-1d:" header field is encapsul ated as
" Downgr aded- Message-1d: " header field.

Return-Path: Internationalized address
=?UTF- 8?Q?NON- ASCI | - | ocal @xanpl e. con?= renoved: ;

Received: from... by ..

Received: from... by ...

From =?UTF-8?Q?Dl SPLAY-I| ocal ?= Internationalized address
=?UTF- 8?Q?NON- ASCI | - | ocal @xanpl e. con?= renoved: ;

To: =?UTF-8?Q?Dl SPLAY-renotel?= Internationalized address
=?UTF- 8?Q?NON- ASCI | - r enot el@xanpl e. net ?= renoved: ; ,
=?UTF- 8?Q?DI SPLAY-renpt e2?= I nternationalized address
=?UTF- 8?Q?NON- ASCI | - r enot e2@xanpl e. con?= renoved: ; ,

Cc: =?UTF-8?Q?DlI SPLAY-renpt e3?= I nternationalized address
=?UTF- 8?Q?NON- ASCI | - r enpt e3@xanpl e. org?= renoved: ;

Subj ect: =?UTF- 8?Q?NON- ASCI | - SUBJECT?=

Dat e: DATE

Downgr aded- Message- 1 d: =?UTF- 8?Q?MESSACE_| D?=

M nme-Version: 1.0

Cont ent - Type: text/plain; charset="UTF-8"

Cont ent - Transf er- Encodi ng: 8bi t

X- Unknown- Header: =?UTF- 8?Q?NON- ASCI | - CHARACTERS?=

MAI L_BODY

Fi gure 2: Downgraded nessage
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