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Abstract

The Host ldentity Protocol [RFC5201] is a signaling protocol for
secure conmuni cation, nobility, and nultihoning that introduces a
crypt ographi ¢ namespace. This docunent specifies an extension for

H P that enabl es mni ddl eboxes to unambi guously verify the identities
of hosts that conmuni cate across them This extension allows

m ddl eboxes to verify the Iiveness and freshness of a H P association
and, thus, to secure access control in mddl eboxes.

Requi renment s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Not ati on

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
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wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 30, 2012
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Host ldentity Protocol (H P) introduces a new cryptographic
nanespace, based on public keys, in order to secure Internet

communi cation. This nanespace all ows hosts to securely address and
authenticate their peers. H P was designed to be m ddl ebox-friendly
and to allow niddl eboxes to inspect HP control traffic. Exanples of
such m ddl eboxes are firewalls and Network Address Transl ators
(NATs) .

In this context, one can distinguish H P-aware n ddl eboxes, which are
designed to process H P packets, and other nm ddl eboxes, which are
unaware of HI P. This docunent addresses only H P-aware m ddl eboxes
whil e the behavior of H P in conbination with H P-unaware niddl eboxes
is specified in [RFC5770]. Mreover, the scope of this docunment is
restricted to m ddl eboxes that use HIP in order to provide

Aut henti cation, Authorization, and Accounting (AAA)-rel ated services
and, thus, need to authenticate the conmunicating peers that send
traffic over the mddlebox. The class of mniddl eboxes this docunent
focuses on does not require the end-host to explicitly register to
the m ddl ebox. HI P behavior for interacting and registering to such
m ddl eboxes is specified in [ RFC5203]. Thus, we focus on niddl eboxes
that build their state based on packets they forward (path-coupl ed
signaling).

An exanpl e of such a mddlebox is a firewall that only allows traffic
fromcertain hosts to traverse. W assune that access control is
perfornmed based on Host ldentities (H's). Such an authenticating

m ddl ebox needs to observe the H P Base EXchange (BEX) or a H P
mobi l ity update [ RFC5206] and check the Host ldentifiers (H's) in the
packets.

Along the lines of [RFC5207], an authentication solution for

m ddl eboxes nust have sone vital properties. For one, the m ddl ebox
nmust be able to unanbi guously identify one or both of the

communi cating peers. Additionally, the solution nmust not allow for
new attacks against the niddl ebox. This docunment specifies a HP
extension that allows m ddl eboxes to participate in the H P handshake
and the H P update process in order to allow these niddl eboxes to
reliably verify the identities of the comunicating peers. To this
end, this H P extension defines how m ddl eboxes can interact with
end-hosts in order to verify their identities.

Verifying public-key (PK) signhatures is costly in terns of CPU
cycles. Thus, in addition to authentication capabilities, it is also
necessary to provide m ddl eboxes with a way of defendi ng agai nst
resour ce- exhausti on attacks that target PK signature verification
Thi s docunent defines how m ddl eboxes can utilize the H P puzzle
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mechani sm defined in [ RFC5201] to sl ow down resource-exhaustion
at t acks.

The presented authentication extension only targets the H P contro
channel . Additional security considerations and possible security
services for the H P payl oad channel are discussed in Section 4.

1.1. Authentication and Replay Attacks

M ddl eboxes may need to verify the H's in the H P base exchange
messages to perform access control based on Host ldentities.
However, passive verification of H's in the nessages is not
sufficient to ensure the identity of an end-host because of a
possi bl e replay attack agai nst which the basic H P protocol as
specified in [ RFC5201] does not provi de adequate protection

To illustrate the need for additional security neasures for H P-aware
m ddl eboxes, we briefly outline the replay attack: Assunme that the
legitimate owner of Host Identity Tag (HHIT) X establishes a HP
association with the legitimte owner of HHT Y at some point in time
and an attacker A overhears the base exchange and records it.

Assume that a niddl ebox M checks HHP His in order to restrict traffic
passing through the box. At sonme later point in tine, Attacker A

col l aborates with another attacker B. They replay the very same BEX
packets to the mi ddl ebox M on the conmunication path. Note that it
is not required that the m ddl ebox Mwas on the comunication path
between X and Y when the BEX was recorded.

The m ddl ebox has no way to distinguish legitimte hosts X and Y from
the attackers A and B as it can only overhear the BEX passively and
it cannot can distinguish the replayed BEX froma the genui ne
handshake. As the attackers overheard the SPI nunbers, they can
traverse the mddl ebox with "fake" ESP packets with valid SP

nunbers, and hence, send data across M wi thout proper authentication
Si nce the niddl eboxes do not know the integrity and encryption keys
for ESP, they cannot distinguish valid ESP packets from forged ones.
Hence, collaborating attackers can use any replayed BEX to falsely
aut henticate to the m ddl ebox and thus inpersonate any host. This is
probl ematic in cases in which the m ddl ebox needs to know t he
identity of the peers that communicate across it. Exanples for such
cases are AAA-rel ated services, such as access control, |ogging of
activities, and accounting for traffic volune or connection duration.

This attack scenario is not addressed by the current H P

specifications. Therefore, this docunent specifies a H P extension
that allows niddl eboxes to defend against this attack

Heer, et al. Expires April 30, 2012 [ Page 5]



Internet-Draft H p- M ddl e- Aut h Cct ober 2011

2. Protocol Overview

This section gives an overview of the interaction between hosts and
aut henti cati ng m ddl eboxes. This docunent describes a franmework that
m ddl eboxes can use to inplenent authentication of end-hosts and

| eaves its further use to other documents and to mni ddl ebox

i mpl enent or s.

2.1. Signed M ddl ebox Nonces

The described attack scenario shows the necessity for unanbi guous
end- host identity verification by middl eboxes. However, this

aut henti cation cannot be purely end-to end: a) Relying on nonces
generated by the end-hosts is not possible because niddl eboxes cannot
verify the freshness of these nonces. b) Introducing tine-stanps
restricts the attack to a certain tine frane but requires global tine
synchroni zati on and therefore shoul d be avoi ded.

The followi ng sections specify how H P hosts can prove their identity
by perform ng a chall enge-response protocol between the m ddl ebox and
the end-hosts. As a challenge, the m ddl ebox adds information (e.qg.
sel f-generated nonces) to H P control packets which the end-hosts
sign with public-key (PK) signatures and echo back

The chal | enge-response nechanismis simlar to the ECHO REQUEST/
ECHO_RESPONSE mechani sm enpl oyed al ready by H P end-hosts (see

[ RFC5201] ). It assumes that the end-hosts exchange at |east two H P
packets with each other. The m ddl ebox adds a CHALLENGE REQUEST
paraneter to the first H P control packet. Simlar to the

ECHO REQUEST paraneter in the original H P protocol, this paraneter
contains an opaque data field that nust be echoed by its receiver
The recei ver echoes the opaque data field in a CHALLENGE RESPONSE
paraneter. The CHALLENGE RESPONSE parameter nust be covered by the
packet signature, thereby proving that the receiver is in possession
of the private key that corresponds to the Hi

The mi ddl ebox can either verify the identity of the initiator, the
responder, or both peers, depending on the purpose of the mni ddl ebox.
The choi ce of which authentication is required |left to m ddl ebox

i mpl enent ers.

2.1.1. CHALLENGE_REQUEST

M ddl eboxes MAY add CHALLENGE REQUEST paraneters to the R1L and |2
packets and to any UPDATE packet. This paranmeter contains an opaque
data bl ock of variable size, which the m ddl ebox uses to carry
arbitrary data (e.g., a nonce). The H P packets that carry ni ddl ebox
chal l enges may contain multiple CHALLENGE REQUEST paraneters, since
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all niddl eboxes on the path may add these paranmeters. A niddl ebox
MUST append its own CHALLENGE REQUEST paraneter behind al ready

exi sting CHALLENGE REQUEST paraneters in the H P packet. In order to
avoi d packet fragnentation, the MBs should restrict the size of the
variable data field in the CHALLENGE REQUEST paraneter. The total

I ength of the packets SHOULD not exceed 1280 bytes to avoid | Pv6
fragmentati on [ RFC2460].

The m ddl eboxes add the CHALLENGE REQUEST paraneter to the
unprotected part of a H P nmessage. Thus, it does not corrupt any
HVAC or public-key signatures that protect the H P packet. However,
t he m ddl ebox MJST reconpute the I P and H P header checksuns as
defined in [ RFC5201] and the UDP headers of UDP encapsul ated H P
packets as defined in [ RFC5770].

A H P end-host that receives a H P control packet containing one or
nmor e CHALLENGE REQUEST paraneters nust copy the contents of each
paranmeter without nodification to a single CHALLENGE RESPONSE
parameter. This end-host MJST send the CHALLENGE RESPONSE par anet er
within the signed part of its reply. Note that niddl eboxes MAY al so
add ECHO REQUEST UNSI GNED paraneters as specified in [ RFC5201] if the
recei ver of the paraneter is not required to sign the contents of the
ECHO_REQUEST

M ddl eboxes can delay state creation by utilizing the
CHALLENGE REQUEST and CHALLENGE_ RESPONSE paraneters by hiding
encrypted or otherw se protected information about previous
aut hentication steps in the opaque data field.

2.1.2. CHALLENGE_RESPONSE

When a mi ddl ebox injects an opaque bl ob of data with a

CHALLENGE REQUEST paraneter, it expects to receive the sanme data

wi thout nodification as part of a CHALLENGE RESPONSE paraneter in a
subsequent packet. Hence, the opaque data MJST be copied as it is
fromthe correspondi ng CHALLENGE REQUEST paraneter. In the case of
mul ti pl e CHALLENGE_REQUEST paraneters, their order MJST be preserved
wi thin the correspondi ng CHALLENGE RESPONSE par anet er.

The CHALLENGE REQUEST and CHALLENGE RESPONSE paraneters MAY be used
for any purpose, in particular when a niddl ebox has to carry state
information in a H P packet to receive it in the next response
packet. The CHALLENGE_RESPONSE MUST be covered by the H P_SI GNATURE

The CHALLENGE RESPONSE parameter is non-critical. Depending on its
| ocal policy, a middlebox can react differently on a m ssing

CHALLENGE RESPONSE paraneter. Possible actions range from degraded
or restricted service, such as bandwidth linmtation, up to refusing
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2

1.

connections and reporting access viol ations.

When sending a H P control packet, an end-host may face the probl em
that not all opaque val ues of the recei ved CHALLENGE REQUEST
paraneters fit into the CHALLENGE RESPONSE paranmeter due to H P
control packet size restrictions. |In this case, the host should send
several packets. The first packet contains a CHALLENGE RESPONSE
paraneter that includes the received opaque val ues of the

CHALLENGE REQUEST paraneters starting fromthe | ast occurrence in the
packet. Further packets contain the remaining values in the reverse
order of the inclusion in the received packet. This way, the

m ddl eboxes cl osest to the sender will already have authenticated the
identity of the peers and can let further control packets pass

t hr ough.

3. M ddl ebox Puzzles

Since PK operations are costly in terns of CPU cycles, a niddl ebox
has to defend itself against resource-exhaustion attacks when
verifying signatures in H P packets. The H P base protocol [RFC5201]
specifies a puzzle nechanismto protect the Responder froml12 floods
that require nunerous public-key operations. However, m ddl eboxes
cannot utilize this mechani sm because they cannot verify the
freshness of the puzzle solution in the BEX packets. This section
speci fi es how m ddl eboxes can utilize the puzzle nmechanismto add
their own puzzlies to Rl, 12, and any UPDATE packets. This allows

m ddl eboxes to shelter against Denial of Service (DoS) attacks on PK
verification.

The puzzl e nechani smfor m ddl eboxes utilizes the CHALLENGE REQUEST
and CHALLENGE_RESPONSE parameters. The CHALLENGE_REQUEST par anet er
contains fields for setting the difficulty and the expiration date of
the puzzle. |In contrast to the PUZZLE parameter in the H P base
specifications, there is no dedicated puzzle seed field. Instead,
the hash of the opaque data field in the CHALLENGE REQUEST paraneter
serves as puzzle seed. The hash is generated by applying the SHA-1
algorithmto the opaque data field. The destination end-host of the
H P control packet MJST solve the puzzle and provide the solution in
t he CHALLENGE RESPONSE paraneter. The m ddl ebox can set the puzzle
difficulty by adjusting the K value in the CHALLENGE REQUEST packet.
The senantics of this field equal the semantics of the PUZZLE
paraneter. Setting Kto O signifies that no puzzle solution is
required.

In case of multiple CHALLENGE RESPONSE paraneters, the responder
derives the puzzle seed fromthe concatenation of the opaque data of
al | CHALLENGE REQUEST paraneters in the received control packet in
the reverse order of their inclusion. Furthernore, he MJST conpute
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the sol ution based on the highest difficulty value Kin the received
CHALLENGE REQUEST paraneters. This selection of K satisfies the
security requirenments of each middl ebox while preventing the the
receiver fromconputing nultiple puzzle solutions. The responder
MUST neet the |owest time boundaries of the received
CHALLENGE_REQUEST paraneters. Oherwi se, there exists one on-path
ni ddl ebox that will not approve the solution

When approaching the | Pv6 packet fragnentation threshold, end-hosts
shoul d split the CHALLENGE RESPONSE paraneter in case of nultiple
CHALLENGE REQUEST paraneters. Hence, end-hosts SHOULD conpute the
puzzl e solution after the overall packet size of the response packet
has been determned. Hence, only the opaque val ues of the
CHALLENGE REQUEST paraneters that are included in the respective
CHALLENGE RESPONSE par aneter MJST be used during the puzzle seed
gener ati on.

Since a puzzle increases the delay and conputational cost for
establishing or updating a H P association, a m ddl ebox SHOULD only
increase K when it is under attack. Moreover, m ddl eboxes SHOULD
di stinguish attack directions. |If the majority of the CPU load is
caused by verifying H P control nessages that arrive froma certain
i nterface, m ddl eboxes MAY increase K for H P control packets that

| eave the interface. The mi ddl ebox chooses the difficultly of the
puzzl e according to its load and | ocal policies.

2.1.4. CHALLENGE_RESPONSE Verification

When a ni ddl ebox has added a CHALLENGE REQUEST paranmeter to a contro
packet and receives a control packet that contains a
CHALLENGE_RESPONSE paraneter, it first checks if its opaque data has
been echoed back correctly. To this end, it traverses the Opaque
val ues included in the CHALLENGE RESPONSE par anet er

If the opaque data has been echoed back correctly by the end-host,

the m ddl ebox verifies the provided puzzle solution. [It, therefore,
hashes the Opaque val ues as contained in the CHALLENGE RESPONSE
paraneter and verifies the signaled solution. 1In case of a

successful verification, the m ddl ebox MAY check further security
mechani sns such as the PK signature and process the packet according
to its function.

2.2. ldentity Verification by M ddl eboxes
Thi s section descri bes how m ddl eboxes can i nfluence the BEX and the

H P update process in order to verify the identity of the H P end-
host s.
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2.2.1. ldentity Verification During BEX

M ddl eboxes MAY add CHALLENGE REQUEST paraneters to Rl and |2 packets
in order to verify the identities of the participating end-hosts.

M ddl eboxes can choose either to authenticate the Initiator, the
Responder, or both. M ddl eboxes MJUST NOT add CHALLENGE REQUEST
paraneters to |1 nessages because this woul d expose the Responder to
DoS attacks. Thus, m ddl eboxes MJST | et unaut henticated and mni ni nmal
|1 packets traverse. Mninmal means that the 11 packet MJST NOT
contain nore than the mninal set of parameters specified by H P
standards or internet drafts. |In particular, the |1l packet MJST NOT
contain any attached payload. Figure 1 illustrates the

aut henti cation process during the BEX

Mai n pat h:
Initiator M ddl ebox Responder
11 | | 11
----------------- > | I T T
I I
RL, + CQ1 | Add CQ | R1
Cmmmmmmmmemeaaaaa | S
I I
12, {CR1} | Verify CRL | 12, {CR1} + CQ
————————————————— > | Add CQ [ e -2 >
| |
R2, {CR2} | Verify CR2 | R2, {CR2}
Commmmmmmemeeeaaa | [ <-mmmmm

CQ M ddl ebox chal | enge reQuest
CR. M ddl ebox chal | enge Response
{}: Signature with sender’s H as key
M ddl ebox authentication of a H P base exchange.
Figure 1
2.2.2. ldentity Verification During Mbility Updates
H P rekeying, nmobility and mul ti homi ng UPDATE nmechani sns for non-
NATt ed environnents are described in [RFC5206]. This section

descri bes how m ddl eboxes process UPDATE nessages in non- NATted
environnents and | eave NATted environnents for future revisions of
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the draft.

The m ddl eboxes can apply m ddl ebox challenges to nobility rel ated
H P control mnessages in the case where both end-hosts are single-
honed. The m ddl ebox chal |l enges can be applied both ways as the
UPDATE process consists of three packets (U1, U2, U3) which al
traverse through the sanme niddl ebox as shown in Figure 2

In cases, in which fewer packets are used for updating an
association, the following rule applies.

RESPONSE RULE:

A H P host, receiving a CHALLENGE REQUEST MUST reply with a
CHALLENGE RESPONSE in its next UPDATE packet. |If no further UPDATE
packets are necessary to conplete the update procedure, an additiona
UPDATE packet contai ni ng the CHALLENGE RESPONSE MJST be sent.

Initiator M ddl ebox Responder

uL | | UL+ oL

----------------------------- > | | mmmmmr e >
I I

U2, {CR1} + CQ [ | W2, {CR1}

T e | K IR
| |

U3, {Crz2} [ | U3, {CR2}

----------------------------- > | (0 I T P

CQ M ddl ebox chal | enge reQuest
CR. M ddl ebox chal | enge Response
{}: Signature with sender’s H as key

M ddl ebox aut hentication of a H P nobility update over a single path.
Fi gure 2

M ddl ebox 1 in Figure 2 can verify the identity of the Responder by
checking its PK signature and the presence of the CHALLENGE RESPONSE
in the U2 packet. |If necessary, the niddl ebox MAY add an

CHALLENGE REQUEST for the Initiator of the update. The m ddl ebox can
verify the Initiator’s identity by verifying its signature and the
CHALLENGE _RESPONSE in the U3 packet.
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2.2.3. ldentity Verification for Multi honed Mbility Updates

Mul ti homed hosts may use nultiple communi cation paths during an H P
mobi l ity update. Depending on whether the mddl ebox is |ocated on
the conmuni cation path between the preferred |ocators of the hosts or
not, the mddl ebox forwards different packets and, thus, needs to
interact differently with the updates. Figure 3 1) and I1)
illustrates an update with M ddl ebox 1 on the path between the
Initiator’s and the Responder’s preferred |ocators and with M ddl ebox
2 on an alternative path. Mddlebox 2 is not |located on the path
between the preferred locators of the H P end-hosts does not receive
the UL nmessage. Therefore, it will not recognize any
CHALLENGE_RESPONSE (CR1) in the second UPDATE packet. Thus, if a

m ddl ebox encount ers non-matching or m ssing CHALLENGE RESPONSE
paraneter in an initial update packet, the m ddl ebox SHOULD i gnore
it.

Conplying to the RESPONSE RULE stated in Section Section 2.2.2, the
RESPONDER generates an additional fourth update packet on receiving
the CHALLENGE REQUEST. The update process for a m ddl ebox on the

preferred communi cation path (M ddl ebox 1) and a m ddl ebox off the
preferred communi cation path (Mddl ebox 2) is depicted in Figure 3.
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I) Min path:
Initiator M ddl ebox 1 Responder
uL i | U+ ol
---------------------------- > | | - e e >
I I
U2, {CR1} + CQ | | W2, {CR1}
Com e e e e e e e e e oo - | K | <--mmmmmm -
I I
U3, {CRrRz} I | W3, {CR2}
---------------------------- > | (0 I e
I1) Alternative path:
Initiator M ddl ebox 2 Responder
Ul (bypasses M ddl ebox 2)
__________________________________________________________________ >
U2, {CR1} + C®B | | W2, {CR1}
O e | wong| <---------------------ooo---
I
U3, {CR3} I | W, {CR3} + CA
---------------------------- > | XK I T
|
U4, {CR4} | | U4, {CRrR4}

CQ M ddl ebox chal | enge reQuest
CR. M ddl ebox chal | enge Response
{}: Signature with sender’s H as key

M ddl ebox aut hentication of a H P nmobility update over different
pat hs.

Figure 3
2.2.4. ldentity Signaling During Updates

As m ddl eboxes have to verify rapidly and forward H P packets, they
need to be supplied with all information necessary to do so. |If end-
hosts hand over conmunication to a new conmuni cati on path,

m ddl eboxes need to be able to learn their Host Identifiers (Hs)
fromthe UPDATE packets. Therefore, all packets that contain a
CHALLENGE_RESPONSE par aneter MJST contain the HOST_I D paraneter.
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2.2.5. dosing of Connections

The connection tear down as defined in [ RFC5201] consists of two
consecutive nessages. This lack of a third nessage restricts

m ddl eboxes to authenticating the Responder of a CLOSE packet.
However, verifying the legitimcy of the Responder suffices in nost
networ k scenarios, as CLOSE packets fromunauthentic Initiators will
be dropped by the Responder due to an invalid HVAC parameter. As a
result, on-path m ddl eboxes will not see CLOSE_ACK packets for

rej ected CLOSE packets. CLOSE ACK packets can be authenticated by
the m ddl eboxes by addi ng a CHALLENGE REQUEST paraneter to the
correspondi ng CLOSE packet as described above. Hence, niddl eboxes do

not falsely tear down connections on illegitimte (forged) CLOSE
packets.
If local policies still require a niddlebox to authenticate the CLOCSE

messages of both peers, the tear down operation needs to be extended
following the RESPONSE RULE in Section 2.2.2. Hence, the responder

si de CLOSE_ACK packet MUST be followed by an initiator side CLOSE_ACK
if the received CLOSE_ACK packet contains a CHALLENGE REQUEST

par amet er .

M ddl eboxes shoul d have | earned the identities of the peers during
the BEX or an UPDATE prior to the CLOSE exchange. Hence, end-hosts
are not required to include their identities in the CLOSE exchange.

If a m ddl ebox has not |learned the identities of the peers when

i nspecting a CLOSE packet, it MJST forward the packet. In order to
prevent m suse of the CLOSE exchange as a side channel for disallowed
communi cation, middl eboxes SHOULD rate |imt unauthenticated CLOSE
exchanges.
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I) Regul ar CLCSE aut henti cation:

Initiator M ddl ebox Responder

| CLOSE + CQL
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I1) Extended CLOSE aut henticati on:

Initiator M ddl ebox Responder

CQ M ddl ebox chal | enge reQuest
CR. M ddl ebox chal | enge Response
{}: Signature with sender’s H as key

M ddl ebox authentication of a H P close with authentication of (1)
the Responder and (I1) both peers.

Figure 4
2.3. Failure Signaling

M ddl eboxes SHOULD i nform the sender of a BEX packet or update packet
if it does not satisfy the requirements of the m ddl ebox. Reasons
for non-satisfactory packets are m ssing HOST I D or

CHALLENGE RESPONSE paraneters. Qher reasons nmay be ni ddl ebox
policies regarding, for exanple, insufficient client capabilities or
or insufficient credentials delivered in a H P CERT paraneter

[ RFC6253]. Options for expressing such shortconi ngs are | CMP packets
if no H P association is established and H P_NOTI FY packets in case
of an already established H P association. Defining this signaling
mechani smis future work.
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2.4. Fragnentation

Anal ogously to the specification in [RFC5201], H P aware m ddl eboxes
SHOULD support | P-level fragnentation and reassenbly for | Pv6 and
MUST support |P-level fragnentation and reassenbly for |Pv4.

However, when addi ng CHALLENGE REQUEST paraneters, a mni ddl ebox SHOULD
keep the total packet size below 1280 bytes to avoi d packet
fragmentation in | Pv6.

2.5. H P Paraneters

This H P extension specifies four new H P paraneters that allow
m ddl eboxes to authenticate H P end-hosts and to protect agai nst DoS
att acks.

2.5.1. CHALLENGE_REQUEST

A m ddl ebox MAY append the CHALLENGE REQUEST paraneter to Rl, |2, and
UPDATE packets. The structure of the CHALLENGE REQUEST paraneter is
depicted in the following figure. The semantics of the K and
Lifetime fields are identical to the fields defined in the PUZZLE
paraneter in [RFC5201]. The opaque data field serves as nonce and
puzzl e seed value. To generate the seed corresponding to the 8-byte
value | in [ RFC5201], the receiver of the puzzle applies Ltrunc as
defined in [ RFC5201] to the received opaque data and truncates the
result to 8 bytes. Note that the opaque data field nust provide
sufficient randomess to serve as puzzl e seed.
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+-
/
/
/
/
T I T S T T i T S S i M e Sy

Type 65334

Length Vari abl e

K Kis the nunmber of verified bits

Lifetime Chal l enge lifetinme 2"(val ue-32) seconds

Opaque Opaque data that serves as nonce and as basis for the
puzzl e. The puzzle value |I is generated by hashing the

opaque data field with the hash function SHA-1 and
truncating it to 8-byte |ength.

2.5.2. CHALLENGE_RESPONSE

The CHALLENGE RESPONSE paraneter is the response to one or nore
CHALLENGE REQUEST paraneters. The receiver of a CHALLENGE REQUEST
paraneter SHOULD reply with a CHALLENGE RESPONSE. O herwi se, the

m ddl ebox t hat added the CHALLENGE REQUEST paraneter MAY decide to
degrade or deny its service. The Opaque fields of the received
CHALLENGE REQUEST paraneters nmust be copied to the CHALLENGE RESPONSE
paraneter in the reverse order of reception w thout any nodification
As the nunber of opaque fields may be variable, it is encoded in the
CHALLENGE RESPONSE paraneter. Furthernore, the length of each Opaque
value is variable and is included in the paraneter. The Opaque

val ues are appended behind the |last Opaque length field. 1nstead of
copyi ng the Opaque field of each CHALLENGE REQUEST paraneter, the
i nput for the puzzle generation procedure may be reused. |If the

puzzle difficulty in the recei ved CHALLENGE REQUEST paraneters is set
to any other value except 0, an appropriate puzzle solution (adhering
to the SCLUTION specifications in [RFC5201]) nust be provided in the
CHALLENGE_RESPONSE paraneter. The CHALLENGE RESPONSE paraneter is
non-critical and covered by the SIGNATURE. The structure of the
CHALLENGE RESPONSE paraneter is depicted bel ow
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Type 322

Length Vari abl e

K Kis the nunber of verified bits
Lifetime Chal l enge lifetime 2"~(val ue-32) seconds
No. opaque val ues Nunber of included opaque val ues

Puzzl e sol ution Random number

Opaque | ength Length of an included Opaque field
Opaque Copi ed unnodi fied fromthe received

CHALLENGE_REQUEST par aneters

3. Security Services for the H P Control Channe

In this section, we define the adversary nodel that the security
analysis in the later sections will be based on.

3.1. Adversary nodel and Security Services

For discussing the security properties of the proposed H P extension
we first define an attacker nodel. W assume a Dol ev-Yao threat
nodel in which an adversary can eavesdrop on all traffic regardless
of its source and destination. The adversary can inject arbitrary
packets with any source and destination addresses. Consequently, an
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adversary can al so replay previously eavesdropped nmessages. However,
the adversary cannot subvert the cryptographic ciphers and hash
function, nor can it conpronise one of the conmunicating nodes.

Even in the face of this strong attacker, the proposed H P extension
enabl es ni ddl eboxes to verify the identity of the comunicating H P
peers. It ensures that both peers are involved in the conmunication
and that the H P BEX or update packets are fresh, i.e. not replayed.
It enables the m ddl ebox to verify the source and destination (in
terns of H's) of the HIP association and the integrity of RSA and DSA
signed HI P packets.

4. Security Services for the H P Payl oad Channe

The presented extension for H P authentication by m ddl eboxes only
covers the H P control channel, i.e., the H P control nessages
Dependi ng on the binding between the H P control and payl oad channel
certain security properties for the payl oad channel can be derived
fromthe strong cryptographic authentication of the end-hosts.
Assum ng that there is a secure binding between packets bel onging to
a payl oad stream and the control stream the sane security properties
as in Section 3 apply to the payl oad stream

ESP [ RFC5202] is currently the default payl oad encapsul ati on format
for HP. Alinmtation of ESP is that it does not provide a secure

bi ndi ng between the H P control channel and the ESP traffic on a per-
packet basis. Hence, the achievable |evel of security for the

payl oad channel is |ower conpared to the H P control channel

This section discusses security properties of an ESP payl oad channe
bound to a H P control channel. Depending on the assuned adversary
nmodel , certain security services are possible. W briefly describe
two application scenarios and how they benefit fromthe resulting
security services. For the payload channel, H P in conbination with
the m ddl ebox authentication schene offers the follow ng security
servi ces

Attribute binding: M ddleboxes can extract certain payl oad channe
attributes (e.g. locators and SPIs) fromthe control channel
These attributes can be used to enforce certain restrictions on
t he payl oad channel, e.g., to exhibit the same attributes as the
control channel. The attributes can either be stated explicitly
in the HHP control packets or can be derived fromthe IP or UDP
packets carrying the H P control nessages.
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Host invol venent: M ddl eboxes can verify whether a certain host is
i nvol ved in the establishnent of a H P association and, thus,
i nvolved in the establishnent of the payl oad channel

Based on these security services we construct two use cases that
illustrate the use of H P authentication by niddl eboxes: access
control and resource allocation as described in the follow ng
secti ons.

4.1. Access Contro

M ddl eboxes can manage resources based on H's. As an exanple, let us
assunme that a m ddl ebox only forwards H P payl oad packets after a
successful H P BEX or H P update. The niddl ebox uses the parameters
in the control channel (specifically IP addresses and SPIs) to filter
the payload traffic. The middlebox only forwards traffic fromand to
specific authenticated hosts and drops other traffic.

The feasibility of subverting the function of the niddl ebox depends
on the assumed adversary nodel

4.1.1. Adversary nodel and Security Services

If we assunme a Dol ev-Yao threat nodel, attribute binding is not

hel pful to aid packet filtering for access control. An attacker can
send packets fromany | P address and can read packets destined to any
| P address. Wthout per packet verification by the m ddl ebox, such
an attacker can inject arbitrary forged packets into the H P payl oad
channel and nmake them traverse the niddl ebox. The attacker can al so
read the packets fromthe H P payl oad channel, and hence, communicate
across the mddl ebox. However, the forged packets are disclosed by

i nconsi stencies in the ESP sequence nunbers, which nakes the attack
visible to the m ddl ebox as well as the H P end hosts. Moreover
attackers can only inject packets into an already established HP
payl oad channel. Opening a new payl oad channel and replaying a

cl osing of the channel are not possible.

An attacker that is not able to send I P packets froman arbitrary
source address and receive | P packets addressed to any destination
cannot use the ESP channel to send fake ESP packets when the

m ddl eboxes bind H's and SPI nunbers to addresses. By fixing the set
of source and destination | P addresses, the opportunity to
successfully inject packets into the payload channel is limted to
hosts that can send packets fromthe same source address as the
legitimate H P hosts. Myreover, an attacker can only receive
injected packets if it is on the comunication path towards the
legitimate HI P peer. Attackers cannot open new H P payl oad channel s
and t hus have no influence on the bound payl oad stream paraneters.
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4.

4.

2

2

Finally, attackers cannot close H P associations of |egitinmte peers.
Resource all ocation

When using His to linmit the resources (e.g. bandw dth) allocated for
a certain host, the H's can be used to authenticate the hosts in a
simlar fashion to the access control illustrated above. Regarding
aut henti cation, both use cases share the sane strengths and
weaknesses. However, the inplications for the targeted scenarios
differ. Therefore, we restrict the follow ng discussion to these

di fferences.

1. Adversary Mdel and Security Services

When assumi ng an Dol ev-Yao threat nodel, an attacker is able to use
resources allocated for the payl oad channel of another host by
injecting packets into this channel. Al so, the attacker cannot open
a new payl oad channel with another host nor can it close an existing
one.

When binding the I P addresses of the H P payl oad channel to the IP
addresses used in the H P control channel and assuming an attacker is
unabl e to receive |IP packets addressed to the | P address of an

aut henti cated host, the attacker cannot utilize the resources

al l ocated to authenticated host. However, the attacker can stil

i nject packets and waste resources, yet w thout having any benefit

ot her than causing disturbance to the other host. Specifically, it
cannot increase the share of resources allocated to itself. Hence,
this nmeasure takes incentive fromselfish users that try to benefit
by nmounting a DoS attack. Defense against purely malicious attackers
that aimat creating disturbance w thout inmediate benefit is
difficult to achieve and out of scope of this docunent.

Security Considerations

This H P extension specifies how H P-aware ni ddl eboxes interact with
t he handshake and nobility-signaling of the Host ldentity Protocol
The scope is restricted to the authentication of end-hosts and
excludes the issue of stronger authentication of ESP traffic at the
m ddl ebox.

Provi di ng m ddl eboxes with a way of adding puzzles to the H P control
packets may cause both H P peers, including the Responder, to spend
CPU tinme on solving these puzzles. Thus, it is advised that H P

i npl ementations for servers enpl oy nechanisns to prevent ni ddl ebox
puzzl es from being used as DoS attacks. Under high CPU | oad, servers
can rate linmt or assign lower priority to packets containing
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m ddl ebox puzzl es.

6. | ANA Consi derations
Thi s docunment specifies two new H P paraneter types. The prelinminary
paraneter type nunbers are 322 and 65334.
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8. Changel og

8.1. \Version 4

- Sone clarifications.

- Add new way to conpute single solution for multiple
CHALLENGE_REQUEST par aneters.

- Modify paraneter |ayout for CHALLENGE RESPONSE par anet er
- Add m ddl ebox authentication for the CLOSE exchange.
- Updat ed outdated references.
8.2. \Version 3
- Sone editorial changes.
- Added text about space issues in response packets with too nmany
CHALLENGE RESPONSE paraneters in Section Section 2.1.2
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