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Abstract

Thi s docunent describes an architecture based on the Host Identity
Protocol (HIP), for active RFIDs, i.e. Radio Frequency ldentifiers

i ncludi ng tanper resistant conputing resources, as specified for
exanple in the |1 SO 14443 or 15693 standards. H P-RFI Ds never expose
their identity in clear text, but hide this value (typically an EPC
Code) by a particular equation that can be only solved by a dedicated
entity, referred as the portal. H P exchanges occur between H P-RFl Ds
and portals; they are transported by |P packets, through the Internet
cl oud.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups nay al so distribute working
docunents as Internet-Drafts. The list of current Internet-Drafts is
at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 2012
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Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.

Al'l 1 ETF Docunents and the information contained therein are provided
on an "AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE
REPRESENTS OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE

| ETF TRUST AND THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL
WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY
WARRANTY THAT THE USE OF THE | NFORVATI ON THEREI N W LL NOT | NFRI NGE
ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS
FOR A PARTI CULAR PURPCSE.

Urien Expires April 2012 [ Page 2]



H P support for RFIDs Cct ober 2011

Tabl e of Contents

ADSt raCt . . e 1
Requirements Language. . . ... ..ottt e e e e 1
Status of this MenD. ... ... . 1
Copyright NOtiCe. ... ... e e 2
Tabl e of Content s. . ... . . e 3
1 OVEI VI BW. . .ttt e e e e 5
1.1 Motivati ON. ... 5
1.2 Passive and active RFIDS. .......... i 5
1.3 About the Internet of Things (10T)......... ... .. ... .. ... .... 6
1.4 H P-RFIDsS. ..o e e e e 6
1.5 Main differences between HP-RFIDand HP................... 7

2. Basic EXchange. ... . ... ... 8
22t L 9

2. 2 RIL-T. i e 9

2. 3 I 2= T i e 9
2.4 R2- T i 10
2.5 H T format. ... .. 10
2.6 State Machi ne. . ... .. e 11
2.6.1 Unassociated. ......... .. 11

2.6.2 1 1-SeNt . ... 11

2.6.3 RL-Sent . ... . . . e e 11

2.6.4 | 2-SeNt ... 11

2.6.5 R2-SENt . ... . 11

2.6.6 Established ........... . ... . . 11

3. FOrmat s. ... e 12
3.1 Payload. . ... 12
3.2 Packet types. . ... e 13
3.3 Sunmary of HIP parameters........ ... ... .. 14
B4 R T e 14
3.5 HP-T-Transf orm . ... ... e e e 15
3.6 F-T 15
3.7 MR T, . e 16
3.8 ESP-Transf Orm . ... . e 16
3.0 ESP-INnfo. .. 16

4. BEX EXanpl . . . 17
4.1 Generic exanpl e. ... 17
T Nt 17

4. 1. 2 RI-T e 17

T T 7 18

4. 1.4 R2-T . 19

4.2 HP-T Transform Ox0001, HMAC. .. ... ... .. 19

4. 2. L L d-T 19

4. 2. 2 RI-T e 19

A, 2. 3 1 2-T e 20

5. HP-T-Transfornms Definition.......... ... ... .. ... 20
5.1 Type 0x0001, HMAC. . .. .. e 20
5.1.1 Suite-1D ... e 20

5.1.2 F-T conputing (f function) .......... ... ... ... ...... 20

5.1.3 K-Auth-Key conputing (g function) ................... 21

Urien Expires April 2012 [ Page 3]



H P support for RFIDs Cct ober 2011

5.1.4 MACG- T CONPULI NG . .ottt e e e 21

5.2 Type 0x0002, Keys-Tree. . .. .. e e e 21
5.2.1 Suite-1D ... 21

5.2.2 F-T conputing (f function) .......................... 21

5.2.3 K-Auth-Key conputing (g function) ................... 22

5.2.4 MACG- T CONPULiNg ..ottt e e 22

6. Security Considerati ONS. ... ... ... 22
7. TANA Considerati ONnS. .. ... . 23
8 Ref Br eNCeS. . . o 23
8.1 Normative references. .. ........ . 23
8.2 Informative references. ... ... . . 24

O ANNEX | 24
9.1 Binary Interface with HHP RFIDs. ... ...... ... . ... . ... ...... 24
9.3 Exchanged data........ ... ... 25
9.3 Javacard code sanple. ... ... 26
AUt hOor’ 8 AdAr 8SSES. . . ottt 31

Urien Expires April 2012 [ Page 4]



H P support for RFIDs Cct ober 2011
1 Overview
1.1 Motivation

RFI Ds are el ectronic devices, associated to things or conputers,
which transmit their identifier (usually a serial nunber) via radio
links. The Host ldentity Protocol [H P] is a security protocol based
on the use of cryptographic identifiers, and specified for |P-based
networ ks [H P].

The first notivation for designing H P support for RFIDs is to
enforce a strong privacy for the Internet of Things, e.g. identity is
protected by cryptographic procedures conpatible with RFID conmputing
resources. As an illustration, EPC codes or |P addresses are today
transmitted in the clear

The second notivation is to define an identity layer for RFIDs
| ogically independent fromthe transport facilities, which may
optionally support |IP stacks.

In other words, we believe that the Internet of Things will be
Identity oriented; RFIDs will act as electronic ID for objects to
which they are linked. In this context, privacy is a nmgjor challenge.

1.2 Passive and active RFIDs

An RFIDis a slice of silicon whose area is about 1 nmm®2 for
conmponents used as cheap el ectronic RFIDs, and around 25 mm® for
chips like contact-less snart cards inserted in passports and nobile
phones.

RFIDs are divided into two classes, the first includes devices that
enbed CPU and nenory (RAM ROM E2PROV) such as contact-|ess smart
cards, and the second conprises electronic chips based on cabl ed
logic circuits.

There are nmultiple standards relative to RFIDs. The |SO 14443
standard introduces conponents dealing with the 13.56 MHz frequency
that enbed a CPU and consunme about 10mA data throughput is about 100
Kbits/s and the nmaxi mum worki ng di stance (fromthe reader) is around
10cm

The 1 SO 15693 standard al so uses the sanme 13.56 Mz frequency, but
enabl es wor ki ng distances as high as one nmeter, with a data
t hroughput of a few Kbits/s.

The |1 SO 18000 standard defines parameters for air interface
communi cati ons associated with frequency such as 135 KHz, 13.56 Mz,
2.45 CGHz, 5.8 GHz, 860 to 960 MHz and 433 MHz. The | SO 18000- 6
standard uses the 860-960 MHz range and is the basis for the dass-1
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Generation-2 UHF RFID, introduced by the EPCgl obal [EPCGLOBAL]
consortium

1.3 About the Internet of Things (10T)

The term"Internet of Thing (10oT)" was invented by the MT Auto-1D
Center, in 2001, and refers to an architecture that conprises four
| evel s,

- Passive RFIDs, such as Class-1 Generation-2 UHF RFI Ds, introduced
by the EPC d obal consortium and operating in the 860-960 MHz range.

- Readers plugged to a local (conputing) system which read the
El ectroni ¢ Product Code [EPC].

- Alocal system offering IP connectivity, which collects
i nformati on pointed by the EPC thanks to a protocol called Object
Nam ng Service (ONS)

- EPCS (EPC I nformation Services) servers, which process inconing
ONS requests and returns PML (Physical Markup Language) files [PM],
e.g. XM docunents that carry neaningful information |inked to RFIDs.

1.4 H P-RFI Ds

PORTAL READER RFI D
B T I I T +
| | Fem e e e - - +
! L + 1 [ S + 1
I + + HP + I< >+ HP + !
'+ IDENTITY+ +----- + | R + [ + |
I+ SOLVER + [HEP] !<=>! [ HEP] ! ! | !
| +--------- + +----- + 1 | SR S +------- + | | I + 1
! + + | I+ + RFID + ! ' + RFID + !
! EPC- Code +IP +!<=> + |P + Radio + !<=>! + Radio + !
! + + | I+ + Ptcol + ! ! + Ptcol + !
| +----- + 1 | IR S +------- + | R + 1
1 1 1 1 1 1
o e e - Fom e e m + Fom e e e e e e e - + o e e - - +

|

V

TO EPC GLOBAL
SERVI CES

Figure 1. H P-RFID Architecture

Thi s docunent suggests enbedding a nodified version of a Hl P-enabl ed
stack in active RFIDs, naned H P-RFIDs. It assunes that such devices
woul d not support an I P stack, but should be rather identity
oriented, i.e. will use readers’ IP resources in order to unveil
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their EPC-Code only to trusted entities (called portals in the
architecture shown by Figure 1). Privacy, e.g. identity protection
seens a key prerequisite [SEC] before the effective massive

depl oynent of these devices.

The H P-RFID architecture includes three functional entities: HP
RFI Ds, RFID readers, and portals, and defines a new H P encapsul ati on
prot ocol (HEP)

- HP RFIDs. H P, as defined in [H P], is transported by |P packets.
H P- RFI Ds support a nodified version of this protocol but do not
require end-to-end I P transport.

- RFID readers. These provide | P connectivity and communi cate with
RFI Ds through radio links either defined by EPC G obal or 1SO
standards. The I P layer transports H P nessages between RFIDs and
other HIP entities. According to H P, an SPI (Security Paraneter

I ndex) associated to an | Psec tunnel MAY be used by the I P host (e.g.
a reader) in order to route H P packets to/fromthe right software
identity.

- HEP, H P Encapsul ation Protocol. H P nessages MAY be encapsul at ed
by protocols such as UDP or TCP in order to facilitate H P transport
in existing software and networking architectures. The HEP does not
modi fy the content of an HI P packet. This class of protocol is not
specified by this docunent.

- PORTAL entity. This device manages a set of readers; it is a HP
entity that includes a full I P stack. Comrunications between porta
and RFIDs logically work as peer to peer H P exchanges. RFID
identifier (HIT) is hidden and appears as a pseudo random val ue;
within the portal a software bl ock called the | DENTITY SOLVER
resol ves an equation f, whose solution is an EPC Code. The porta
accesses EPCI S services; when required privacy nay be enforced by
| egacy protocol such as SSL or |Psec.

- The portal maintains a table linking HT and EPC-Code. It acts as a
router for that purpose it MJIST provide an identity resol ution
mechanism i.e. a relation between H T and EPC- Code.

1.5 Main differences between H P-RFID and H P

In HP [HIP], the HT (Host Identifier Tag) is a fixed val ue obtained
fromthe hash of an RSA public key. This paraneter is therefore
linked to a unique identity, and can be used for traceability

pur poses; in other words H P does not natively include privacy

f eat ures.

In [BLIND], it is proposed to hide the HT with a random nunber
thanks to a hash function, i.e.
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B-HT = shal(HHT || N, with N a randomvalue and || the
concat enati on operati on.

The case in which only one HI'T (either initiator or responder) is
bl i nded | ooks sinmilar to the H P-RFID protocol described in this
draft working with a particular transform (HVAC Transform 0x0001).
Basi ¢ Exchange

The HI P-RFI D base exchange (T-BEX) is derived fromthe "classical"

base exchange (BEX), introduced in [HHP]. It is a four way handshake
illustrated by Figure 2.

HT-I HT-R RT(rl) H P-T-Transforns

RFI D READER PORTAL
R R S
! START ! !

I mmmmmmme oo n ! [

! ! !
o117 !

I HT-1 HT-R !
e >

!
!
RL-T |
!
!

!
|
|
[
I [*ESP-Transf or ns]

| Qo m m e e e e e e e oo |
!

|

|

[

[

I
!
12-T !
HT-1 HT-R H P-T-Transform [ *ESP- Transforn] R-T(r2) !
F-T=f(r1, r2, EPC Code) [*ESP-Info] MAC- T !
I
I
|
|
I

!
I
I R2-T

I HT-1 HT-R [*ESP-Info] MGG T

| o m e e e oo [
!
!
!
!
!
!

!
!
Optional ESP Dial og !
!
!
!

Figure 2. H P-RFIDs Base Exchange (T-BEX), *neans optional attributes
A HEP | ayer MAY be used to transport H P nessages in a non-1P

context, but this optional facility is out of scope for this
docurnent .
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2.1 11-T

When a reader detects an RFID, it realizes all |ow |evel operations
in order to set up a radio communication link. Finally the reader
delivers a START nessage that triggers the RFID

The H P-RFID sends the |11-T packet (I suffix neaning initiator), in
which H T-1 is a pseudorandom value internally generated by the H P-
RFI D.

If the RFID doesn’t known the portal H T it sets the HT-R value to
zero; in that case the reader MAY nodify this field in order to
identify the appropriate entity.

The 11-T message i s not MACed.
2.2 R1-T

The portal produces the R1-T (R suffix meani ng responder) packet,
whi ch includes a nonce r1 and optional parameters. These fields
indicate a |list of supported authentication schenmes (H P-T-
TRANSFORMs) and a |ist of ESP-TRANSFORMs, i.e. secure channels that
coul d be opened between portal and RFI Ds.

Thi s nessage includes the follow ng fields:

- HT-1, a random nunber which identifies a RFID

- HT-R the portal H P, either a null or fixed val ue.

- H T-T- TRANSFORMs, a list of authentication schenes

- ESP-T- TRANSFORMs, an optional |ist of ESP secure channels

The R1-T message i s not MACed.
2.3 12-T
The HI P-RFID builds the |2-T nessage, which contains

- The sel ected H P-T- TRANSFORM (the current authentication schene).
- An optional ESP-TRANSFORM (a cl ass of secure channel between RFID
and portal).

- Anonce r2, included in the R T attribute.

- An equation f(rl, r2, EPC Code), whose solution, according to the
sel ected HI P-T- TRANSFORM unveil s the EPC- Code val ue

- An optional ESP-Info attribute that gives information about the
secure (ESP) channel, and which includes the SPI-1 val ue.

- A keyed MAC (MAC-T), which works with a KI-Auth-key deduced from
rl, r2 and the hidden EPC- Code val ue.

Kl - Aut h-key = g(rl, r2, EPC Code)

The keyed MAC is by default conputed over the conplete |2-T nmessage,
the content of MAC-T resulting fromthis calculation is initially set
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to a null value. Particular H P-T- TRANSFORMs MAY work with different
rul es (see section 6).

The portal and the RFID shares secret keys. The neani ng of these keys
are dependent upon the f equation.

In sone cases the EPC-Code is the only shared key. The portal knows a
list of EPC-Code and tries all solutions for solving f, according to

brute force techniques. As an illustration a hash function may be
used for f:

f=shal(rl || r2 || EPC-Code), where || is the concatenation
operati on.

In other cases a set of keys is shared between portal and RFIDs. For
exanpl e a binary tree of HVAC procedure MAY be used, each HMAC beei ng
associated to a particular key. A binary tree of depth n may identify
2**n RFI Ds, each of themstores n keys (ki:j). The f function is a
list of n values such as

HVAC(r1 || r2, ki:j)
Where ki:j is a secret key, and j the bit value (either 0 or 1) at
the rank i (ranging between 0 and n-1) for the EPC Code (or the RFID
i ndex) .
2.4 RR-T

The fourth and last R2-T packet is optional. It includes

- A keyed MAC (MAC-T) conputed with the KI-Auth-key deduced fromrl1l,
r2 and the hi dden EPC- Code val ue.

Kl - Aut h-key = g(r1, r2, EPC- Code)

- An optional ESP-Info attribute that gives information about the
secure (ESP) channel, and which includes the SPI-R val ue.

The R2-T packet is nandatory when an ESP channel has been previously
negoti ated. ESP channel is required if the portal intends to perform
read or wite operations with the RFIDs.

2.5 HT format

HT-R MAY be a fixed value enbedded in the RFID during the
manuf acturing process or a null value if no specific portal is
required.

H T-1 MAY conprise an optional header given coded according to
various hierarchical rules and MJST include a trailer, which is a
true random nunber.
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2.6 State Machine

The state machine is simlar to the one described in [ RFC 5201]. No
retry operations are perforned, because the comruni cation with the
RFID may be lost at any time. Furthernore RFIDs are generally not
equi pped with tinmers

2.6.1 Unassoci at ed.

The state machine starts.

2.6.2 11-Sent

The RFID has been reset by the reader, and has sent the 11-T nmessage.

2.6.3 R1-Sent

The responder has received the |1-T nessage and has sent the R1-T
packet .

2.6.4 |2-Sent
The RFID has received the RL-T packet, and has sent the |2-T nessage.
2.6.5 R2- Sent

The responder has received the |2-T nessage and has sent the optional
R2-T packet.

2.6.6 Established

The RFID has received the R2-T nessage. A secure channel is
est abl i shed.
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3. Formats

3.1 Payl
The p

0
0

+-
I
+-
I
+-
I
I
I
I
+-
I
I
I
I
+-
I
/
/
I
+-

Next

Heade
byt es

Packe
VER:
RES:

Check
inth

oad
ayl oad format is inported fromthe [H P] specification
1 2 3

1234567890123456789012345678901
B T s T S i S S S i (T S I S S S o S i
Next Header | Header Length | 0| Packet Type | VER | RES.|1]
B e i i S e S i e S T S R S e o o T S s
Checksum [ Controls [
B e T i e S i T e o R e S e S S i ot e TR S N S
Sender’s Host Identity RFID (HT)

B e o T T e e T i ST T S R S e S i st BIE T S i
Receiver’'s Host ldentity RFID (HT)

I
|
I
L
I
I
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-I|-
H P Par aneters I
/
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-I+
Header : normal value is decimal 59, |PPROTO_NONE.

r Length: the length of the H P Header and HI P paraneters in 8
units, excluding the first 8 bytes

t Type: Detailed in section 4.2
0001
000

sum This checksum covers the source and destinati on addresses
e | P header.

H P- RFI Ds al ways deliver H P packets with the null value for the

check

sum field. The reader MJST conpute the checksum

H P- RFI Ds do not check the checksum of received packets.

Contr

ols: this field is reserved for future use (RFU

Sender’s Host Identity RFID: 16 bytes H T

Uien
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Receiver’s Host ldentity RFID: 16 bytes H'T
H P Paraneters: a list of attributes encoded in the TLV for mat

3.2 Packet types

o S +
| Packet type | Packet name |
S e +
| 0x40 | 11-T - The HHP-RFID I nitiator Packet |
I I I
[ 0x41 | RI-T - The HI P-RFI D Responder Packet [
I I I
| 0x42 | 12-T - The Second H P-RFID Initiator Packet|
I I I
| 0x43 | R2-T - The Second HI P- RFI D Responder Packet |
I I I
o e e e e oo - o +
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3.3 Sunmary of HI P parameters

3.4

HI P- T- TRANSFORM

F-T

ESP- Tr ansf or m

I

I

I

|

I

I

| MACGT
I

I

|

| ESP-Info
I

0x408

I

I

I

|

I

I

| 0x406
I

I

|

| 0x40A
I

vari abl e
vari abl e

vari abl e

vari abl e

I

I

I

|

I

I
vari abl e |
I

I

|
variabl e |
I

Ds Cct ober 2011

Random val ue r1 or r2
H P- RFI D transforn(s)
f function val ue
Keyed MAC

ESP transfornmn(s)

ESP paraneter(s)

01234567890123456789012345678901
T I T S S T i T S S M T s

I Type

Length [

B T T i I T T o S S S e b S S S
| Paddi ng- Lengt h
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

/ val ue

val ue /

Paddi ng |

T I T S I T i T S S S e s S i S S S S S S

Type

Length

Val ue
Paddi ng- Lengt h
Paddi ng

Uien

0x400

total length in bytes
random val ue

paddi ng | ength in bytes
paddi ng byt es
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3.5 H P-T-Transform
0 1 2 3

01234567890123456789012345678901
T I I S i T i T S S e It L i T S A s

[ Type [ Lengt h [
T R e e o e S T e e e ok o o
| Paddi ng- Lengt h | Sui t e- | D#1 |
B i S S T s i S T st i S S S S S S S S i
+ Lengt h- of - Sui t e- | D#1 [ val ue +
T T e s i e ek i s o N R S
/ val ue [ Sui t e- | D#2 [
i T e o o s S e e et e ok o Sl
| | Paddi ng |
B i S S T s i S T st i S S S S S S S S i
Type 0x402
Lengt h Total length
Paddi ng- Lengt h Nunber of paddi ng bytes
Suite-1D Defines the H P Cipher Suite to be used
Length-of -Suite-1D Defines the length of optional data
Paddi ng Paddi ng bytes
3.6 F-T
0 1 2 3

01234567890123456789012345678901
B S T S S e T A i i i S S

| Type | Length |
T T e o e e S S e TR
| Paddi ng- Lengt h | val ue |
B i s T T S T et S S T S I T s sl s ol ST S S S
| | Paddi ng |
B T i S S i S T h T i S S S S e

Type 0x404

Length total length, in bytes

Paddi ng- Length padding | ength in bytes

Val ue the f value with a variable length

Paddi ng paddi ng bytes
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3.7 MAG-T

0
01

1 2 3
234567890123456789012345678901

T I I S i T i T S S e It L i T S A s

I
/

Type [ Lengt h [
T R e e o e S T e e e ok o o
Paddi ng- Lengt h | MAC /
B i S S T s i S T st i S S S S S S S S i
| Paddi ng |
B T i it T s i e e i i SR SR
Type 0x406
Length total length, in bytes
Paddi ng- Length padding | ength, in bytes
Val ue Keyed MAC val ue
Paddi ng paddi ng bytes

A MAC
whol e

- The

- The

procedure works with the K-Auth-Key and is conmputed over the
H P nmessage according to the follow ng rul es

checksumfield of the H P header is set to a null val ue.

MAC field of the MAC-T attribute is set to a null val ue

3.8 ESP-Transform

Details of the attribute will be specified by another docunent.

3.9 ESP-Info
Details of the attribute will be specified by another docunent.
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4. BEX Exanpl e

4.1 Generic exanple

4.1.1 11-T

Next Header: 0x3B

Header Lengt h: 0x4

Packet Type: 0x40

Ver si on: Ox1

Reser ved: Ox1

Control : 0x0

Checksum 0x0000

Sender’s H T (RFID) 0x0123456789ABCDEF
0123456789ABCDEF

Receiver's HT (Portal) 0x0000000000000000
0000000000000000

The checksumis conmputed by portal and reader according to rules
specified in [HP]; it covers the source and destination IP

addr esses.

4.1.2 R1-T

rlis

Next Header:

Header Lengt h:

Packet Type:

Ver si on:

Reser ved

Contr ol

Checksum

Sender’s H T (Portal)

Receiver’'s H T (RFID)

R-T

Hl P- T- Tr ansf or s

a 128 bits val ue

0x3B

0xB

0x41

Ox1

Ox1

0x0

Oxabcd

OxA5A5A5A5A5A5A5A5
5A5A5A5A5A5A5A5A

0x0123456789ABCDEF
0123456789ABCDEF

0x040000280002rrrr
rrrrrrrrrrrrrrrr
rrrrrrrrrrrrrrrr
rrrrrrrrrrrrrrerr
Frrrrrrrrrrrr pppp

0x0402001000020001
000000020000pppp

Transforns 1, 2 are supported by the reader

Uien
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4.1.312-T

Next Header : 0x3B

Header Length: 0x14

Packet Type: 0x42

Ver si on: Ox1

Reser ved: Ox1

Control : 0x0

Checksum 0x0000

Sender’'s HT (RFID) : 0x0123456789ABCDEF
0123456789ABCDEF

Sender’s H T (Portal) : OxA5A5A5A5A5A5A5A5
5A5A5A5A5A5A5A5A

H P-T- Transform 0x0402001000060001
0000pppPpPPPPPPPPP

RT 0x040000280002rrrr
rrrrrrrrrrrrrrerr
rrrrrrrrrrrrrrrr
rrrrrrrrrrrrrrerr
FErrrrrrrrrrpppp

F-T 0x040400280002f f f f
fEfffffffffffffef
fEFffffffffffffef
ffffffffffffffff
ffffffffffffpppp

MAC- T 0x040600040006ssss
SSSSSSSSSSSSSSSS
SSSSSSSSSSSSSSSS
SSSSppPpPpPPPPPPPPP

The RFID selects the H P-Transform nunber one. It produces an r2
nonce and conputes a f value. It appends a 20 bytes keyed MAC.
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4.1.4 R2-T

Next Header:

Header Length:

Packet Type:
Ver si on:
Reserved
Contr ol
Checksum

Sender’s H T (RFI D)

Sender’s H T (Portal)

MAC- T

Reader ends the BEX-T.

H P support for RFI

0x3B
0x08
0x40
Ox1
Ox1
0x0
Oxabcd

Ds

Cct ober 2011

0x0123456789ABCDEF
0123456789ABCDEF

O0xASAS5A5A5A5A5A5A5

5A5A5A5A5A5A5A5A
0x040600040006ssss
SSSSSSSSSSSSSSSS
SSSSSSSSSSSSSSSS

SSSSppPpPpPPPPPPPPP

4.2 H P-T Transform 0x0001, HVAC

EPC = 0123456789abcdef cdab

4.2.111-T

<< 3B 04 40 11 00 00 00 00 6A 68 2E 53 51 6B
2F 58 CE 60 25 42 1A E6 00 00 00 00 00 0O
00 00 00 00 00 00 00 00

HEAD 3b04401100000000

SH T 6a682e53516b516f 2f 58ce6025421ae6
dH T 00000000000000000000000000000000

4.2.2 RI-T

>> 3B 0OA 41 11 00
00 00 00 00 00
2F 58 CE 60 25
03 4D DD 2D 52
61 15 00 00 00
00 00 00 00 00

HEAD 3b0a411100000000

00
00
42
79
00
00

00 00
00 00
1A E6
3B 17
00 00
00 00

00 00 00 00 00 OO0
6A 68 2E 53 51 6B
04 00 00 20 00 06
2C B9 5B CD 02 97
04 02 00 10 0O 06

sH T 00000000000000000000000000000000
dH T 6a682e53516b516f 2f 58ce6025421ae6

ATT 0400 20 bytes
ATT 0402 04 bytes

Uien

51
00

00
51
27
E2
00

6F
00

00
6F
6D

02

276d034ddd2d52793b172cb95bcd0297e2df 6115
00020000

Expires April 2012
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4.2.312-T

<< 3B 13 40 11 00 00 00 00 6A 68 2E 53 51 6B 51 6F
2F 58 CE 60 25 42 1A E6 00 00 00 00 OO 0O 00 OO
00 00 00 00O 00 00 00 OO0 04 02 00 10 00 06 00 O1
00 00 00 00 00 OO 00 00O 04 00 00 20 00 06 C5 95
8B 23 6B 9B OE AA 7TA BB 25 F2 7D 24 C5 04 6E 89
19 9E 00 00 00 00 OO0 00 04 04 00 20 00 06 80 1D
BC 55 C5 F3 97 89 F8 3C 6C BA 14 50 18 7D 83 83
3C AF 00 00 00 OO0 00 OO0 04 06 00 20 00 06 2A 23
68 93 2B F7 3A BE C4 6B DD B8 3F 1B 3F 7F 9D ED
8B 83 00 00 00 00 00 00

HEAD 3b13401100000000
sH T 6a682e53516b516f 2f 58ce6025421ae6
dH T 00000000000000000000000000000000
ATT 0402 04 bytes 00010000
ATT 0400 20 bytes ¢5958b236b9b0eaa7abb25f27d24c5046e89199¢e
ATT 0404 20 bytes 801dbc55c5f39789f 83c6cbald50187d83833caf
ATT 0406 20 bytes 2a2368932bf 73abec46bddb83f 1b3f 7f 9ded8b83
5 HP-T-Transforns Definition
5.1 Type 0x0001, HVAC
5.1.1 Suite-ID

Suite-1D: 0x0001
Lengt h-of - Suite-1D: 0x0000

5.1.2 F-T conputing (f function)

The F-T function produces a 20 bytes result, according to the

relation:

K = HVAC- SHAL(r1 | r2, EPC- Code)

Y = f(r1, r2, EPC Code) = HVAC- SHAL(K, CT1 | "Type 0001 key")
Wher e:

- SHA1 is the SHA1l digest function
- EPC-Code is the RFID identity

- HVAC-SHA1l is the keyed MAC al gorithm based on the SHA1l di gest
procedur e.

- CTl is a 32 bits string, whose value is equal to 0x00000001
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- rl and r2 are the two random val ues exchanged by t he BEX
5.1. 3 K-Aut h-Key conputing (g function)

The K-Auth-Key is conputing according to the relation:

K = HVAC-SHAL(r1 | r2, EPC- Code)
Y = HVAC- SHAL(K, CT2 | "Type 0001 key")
Wher e:

- SHA1 is the SHA1l digest function
- EPC-Code is the RFID identity

- HVAC-SHAl is the keyed MAC al gorithm based on the SHA1l di gest
procedur e.

- Cl2 is a 32 bits string, whose value is equal to 0x00000002
- rl and r2 are the two random val ues exchanged by t he BEX
5.1.4 MAC-T conputing
The HVAC- SHA1 function is used with the K-Auth-Key secret val ue:
MAC- T(HI T- T packet) = HVAC SHAL1( K- Aut h- Key, HI P-T packet)
5.2 Type 0x0002, Keys-Tree
5.2.1 Suite-ID
Suite-ID: 0x0002
Lengt h-of -Suite-1D: 0x0006
Val uel: an index, a two bytes nunber, identifying a HASH function
(H), which produces h bytes.
Val ue2: n, the depth of the tree, a two bytes nunber.
Val ue3: p, the maxi mum nunber of child nodes, for each node, a two
byt es nunber.
The maxi mum el ements of a keys-tree is therefore p**n
5.2.2 F-T conputing (f function)
The F-T function produces a list of H, 1<= i <= n, of nh bytes
results, according to the relation:

Y = f(rl, r2, EPC-Code) = HL | H2 | H | Hn
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Wth
H = HVAGC-SHAL(rl1 | r2, Ki:j)

Wher e:

- His digest function producing t bytes

- Ki:j is a set of pn secret keys.

Each EPC- Code is associated with an index, whose value is witten as:

RFI D-I ndex = an p**(n-1) + an-1 p**(n-2) + al

Each ai digit( ai p**(i-1) )whose value ranges between 0 and p-1, is
associated with a key Ki:j (i.e. the tree is made with pn keys, but
only n values are stored in a given RFID), with j=a

- HWVAC-H is the keyed MAC al gorithm based on the H di gest procedure.
- rl and r2 are the two random val ues exchanged by the BEX
5.2.3 K-Aut h-Key conputing (g function)

The K-Auth-Key is conputing according to the relation

K- Aut h-Key = HVAC-H(r1 | r2, RFID-Index)

Wher e:

- His a digest function producing t bytes

- HVAC-H is the keyed MAC al gorithm based on the H di gest procedure.
- RFID INDEX is the RFID index.

- rl and r2 are the two random val ues exchanged by t he BEX
5.2.4 MAG-T conputing

The HVAC-H function is used with the K-Auth-Key secret val ue:

MAC- T(HI T- T packet) = HWVAC H( K- Aut h-Key, HI P-T packet)

Security Considerations

In this section we only discuss the case where no ESP channel is
negotiated, i.e. a three ways handshake is perforned thanks to the

I11-T, RL-T and |2-T packets.

The H P-RFID infrastructure conprises a set readers establishing
sessions with a PORTAL. The exchanged packets MJST be protected by
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secure tunnels such as | PSEC or any appropriate neans. Readers feed
RFI Ds and consequently deliver information about their position
Wthout security association between readers and PORTALsS rogue
devices can inject malicious packets such as I1-T and |2-T whose goa
is to forward a fake f equation that could not be solved by the

| DENTI TY- SOLVER entity. This class of attack targets a Denial of
Service (DoS) threat; conputing resources will be consunmed by the
PORTAL that will stop its solving process after a given timeout.

Mal i ci ous RFIDs can al so perform DoS attacks. However upon detection
they coul d be discarded by their associated reader

The 11-T packet includes no security feature. It may be forged by any
entity.

The R1-T packet includes no security feature. It may be forged by any
entity. A rogue portal SHOULD NOT expect to retrieve the H P-RFID
identity thanks to cryptographi c weaknesses of the f equation

Nervel ess hardware or software inplenentation of the H P-RFID
protocol MJIST be aware that the R1-T packet MJST be carefully parsed
and checked.

The 12-T packet includes a pseudo unique value r2, the f equation and
is MACed. The MAC field proves this packet integrity and optionally
the whole dialog integrity (dealing with I'1-T, RL-T and 12-T).

Al t hough HI P- T- TRANSFORMs detailed in this docunment only deal with
12-T integrity, other transforns MAY use different schenes

The two main classes of the f(rl,r2, EPC-Code) equation are bijections
(such as cipher algorithns) and surjections (such as digest
procedures). In the first case the solution (EPC Code) is unique; its
correctness is checked via the keyed MAC. In the second case there
are nultiples solutions, with very |ow probability of collisions; the
correctness of the highly probable solution is checked by the keyed
MAC.

7. 1 ANA Consi derations
None.
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9 Annex |

Thi s annex provides a sanple code, for NFC RFIDs working at 13.56 Mz
and inpl enenting a Java Virtual Machine.

9.1 Binary Interface with H P RFI Ds

According to the 1SO 7816 standards, enmbedded RFID applications are
identified by an AID attribute (Application IDentifier) whose size
ranges between 5 and 16 bytes.

Conmands exchanged between RFIDs and readers are naned APDUs and are

associated with a short prefix, whose size is usually 5 bytes
referred as CLA, INS, P1l, P2, P3.
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In our sanple we choose an arbitrary value for the AID
representation) and a uni que conmand
in order to
trig the RFID (which resets its state machine and returns the |1

(11223344556601,
CLA=00,

packet,

9.3 Exchanged data

or a non nul

i n hexadeci mal
I NS=C2, P1=00, P2=00. The P3 byte is set to nul

val ue when it pushes the Rl packet.

The reader selects the enbedded H P-RFI D application.
>> 00 A4 04 00 07 11 22 33 44 55 66 01
<< 90 00

The reader trigs the first packet

>> 00 C2 00 00 00

The RFID delivers the R1-T packet.

<< 3B 04 40 11 00 00 00 00 A3 12 9D
55 E8 00 00 00 00 00 00 00 00 00 OO0

The reader forwards the R1-T packet

>> 00 C2 00 00 58
00 00 00
04 00 00
AD 7A BD 00 00 00

00

00

00
20

00 00
00 06

The RFID produces

<<
55
06
59
20
00
D6

3B
E8
00
D4
00
00
BO

Uien

13
00
01
AF
06
00
8A

40
00
00
DO
70
00
55

11 00
00 00
00 00
2B FD
DA C1
00 00
A2 99

3B 0A 41 11 00
A3 12 9D S5E 28

00
68
00

46 95 15 02
00 00 04 02

00

10
00

the 12-T packet.

00
00
00
F9
F7
04
D3

00 00 A3 12
00 00 00 00
00 00 00 00
7C 2F 8A D1
0B CA 63 15
06 00 20 00
86 79 00 00

9D
00
04
23
57
06
00

I1-T.

5E
00

to

00
16
32
10

5E
00
00
32

A6
00

28 16 67 4F FC 4F
00 00 00 00 00

the H P RFID.

00
67
c2
00

28
00
00
EO
D7
A7
00

Expi res Apri

00
4F
B7
06

16
00
20
00

00

2012

00
FC
8D
00

67
00
00

66
67
90

00
4F
13
01

4F
00
06
00
A9
5D
00

00
A8
E7
00

FC
00
71
00
FD
FD

90

00
08
53
00

4F
04
3A

36
A9

A8
00

00
4E
F6
00

A8
02

00

2F

08

00
30
25
00

08
00
19
04
1F
3E

4E

00
55
OF
00

4E
10

04

5C

30

00
E8
09
00

30
00

00
E3
00
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9. 3 Javacard code sanpl e
package hiprfid;
/1 Author Pascal Urien
i mport javacard. franework. *;

i mport javacard.security.* ;

public class rfid extends Applet
{

final static byte SELECT
final static byte INS-H P

(@]

(byte) OxA4 ;
(byte)OxC2 ;

final static short RT = (short) 0x400 ;
final static short H P-T- TRANSFORM = (short) 0x402 ;
final static short F-T = (short)0x404 ;
final static short Signature-T = (short)0x406 ;
final static short ESP-Transform = (short)0x408 ;
final static short ESP-Info = (short) 0x40A ;

final static short ALIGN = 8;
final static short len-r2 =(short) 20;
final byte[] algol = {(byte)0x00, (byte)0x01, (byte)0x00, (byte)0x00 };

final byte[] ctl =

(byt e) 0x00, (byt e) 0x00, ( byt e) 0x00, ( byt e) 0x01,
(byte)' T, (byte)'y", (byte)’'p',(byte)’e’

(byte)’ ', (byte)' 0", (byte)' 0, (byte)’ 0, (byte)’' 1",
(byte)' ", (byte)' k', (byte)'e’, (byte)'y" };

final byte[] ct2 = {

(byt e) 0x00, (byt e) 0x00, ( byt e) 0x00, ( byt e) 0x02,
(byte)' T, (byte)'y', (byte) p', (byte)'e’,

(byte)’ ',(byte)’ 0", (byte)' 0, (byte)’ 0, (byte)’' 1",
(byte)' ", (byte)' k', (byte)'e’, (byte)'y" };

MessageDi gest shal=nul |

RandonDat a rnd=nul | ;

byte[] DB =null;

final static short DBSIZE=(short) 200;

final static short off-nmyH T = (short)0 ;
final static short off-rHIT = (short)16

final static short off-R1l = (short)32

final static short off-R2 = (short)64 ;
final static short off-kaut = (short)96 ;
final static short off-k = (short)128 ;
final static short off-FT = (short)160 ;
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final byte[] HEADER= {
(byt e) 0x3b, (byt e) 0x04, ( byt e) 0x40, ( byt e) 0x11,
(byt e) 0x00, ( byt e) 0x00, ( byt e) 0x00, ( byt €) 0x00 };

final byte[] MyYEPCCODE =
(byt e) 0x01, (byt e) 0x23, ( byt e) 0x45, (byt €) 0x67, ( byt e) 0x89,
(byt e) Oxab, (byt e) Oxcd, ( byt e) Oxef, (byt e) Oxcd, ( byt €) Oxab };

public void init(){
try { shal=MessageDi gest. getl nstance( MessageDi gest. ALG SHA, fal se); }
catch (Crypt oException e){shal=null;}

try { rnd = RandonDat a. get | nst ance( RandonDat a. ALG SECURE- RANDOV) ; }
catch (Crypt oException e){rnd=null;}

DB = JCSystem nakeTr ansi ent Byt eAr r ay( DBSI ZE,
JCSyst em CLEAR- ON- DESELECT) ;

}

public short GetAttOffset(byte[] pkt, short off, short |en,short att)
{ bool ean nore=true;

short type=(short)O;

short tl=(short)O;

if (len <= (short)40) return (short)-1 ;

whil e (nore)
{ type = Uil.getShort(pkt, off)

tl = Util.getShort (pkt, (short)(off+2))
if (type == att) return off ;

of f =(short) (off+tl)

if (off >= (short) (of f+l en))nore=fal se;

}

return -1;

}

public static short GetPadLength(short size)

{

if ( (short)(size % ALIGN) == (short)0) return (short)O;

return (short) (ALIGN - size % ALIGN );
}

public static short Set Att(short att, byte[] ref-att, short off-att,
short len-att, byte[] pkt, short off)

short tl = (short) (len-att + 6)
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short tp = GetPadLength(tl) ;
tl= (short) (tp+tl);

Util.setShort(pkt,off,att) ;
Util.setShort(pkt, (short)(off+2),tl);
Util.setShort (pkt, (short) (off+4),tp);

if (ref_att = null)
Util.arrayCopy(ref-att,off-att, pkt, (short)(off+6),len-att);
el se

Util.arrayFill NonAtom c(pkt, (short)(off+6),len-att, (byte)0);

if (tp != (short)O0)
Util.arrayFill NonAtom c(pkt, (short)(off+6+l en-att),tp, (byte)O0);

return tl ;

public void process(APDU apdu) throws | SCException

{
short | en=(short)0, readCount=(short)O;
short off=(short)O0, pad=(short)O0, | en-rl=(short)O0;
short size=(short)O0;

byte[] buffer = apdu.getBuffer() ; // CLAINS P1 P2 P3

byte cla = buffer[]1S0Or816. OFFSET_CLA];
byte ins = buffer[]1S0Or816. OFFSET | NS] ;
byte P1 = buffer[lSO7816. OFFSET_P1] ;
byte P2 = buffer[lS07816. OFFSET_P2]
byte P3 = buffer[lS07816. OFFSET_LC|

switch (ins)

case SELECT:
si ze = apdu. set | ncom ngAndRecei ve();
return;

case INS _HI P:
if (P3 == (byte)O0)
{

rnd. gener at eDat a( DB, of f _nyHI T, (short) 16) ;
Util.arrayCopy(HEADER, (short)O0, buffer, (short)0, (short)8);
Util.arrayCopy(DB, of f-nyH T, buffer, (short)8, (short)16) ;
Util.arrayFill NonAtom c(DB, (short) 24, (short) 16, (byte)O0) ;
apdu. set Qut goi ngAndSend( (short) 0, (short) 40) ;
br eak;

}
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el se

{

si ze = apdu. set | ncom ngAndRecei ve();

len = Util.nmakeShort ((byte)O, buffer[6]);
len = (short)(len << 3);

len = (short)(len+(short)8)

if (len !'= size) |SCException.throwt (ISOr816. SW DATA-I NVALID) ;
size = (short) (Il en-(short)40);

/' HEADER 00...08
// HT-S 08...24
/'l HT-D 24...40

Util.arrayCopy(buffer, (short)13,DB,off rH T, (short)16);
off= Cet Att OFf set (buffer, (short)45,size, R-T);
if (off==(short)-1) |SCException.throwt(lSOr816. SW DATA-1NVALI D) ;

len = Util.getShort(buffer, (short) (off+2));
pad = Util.get Short(buffer, (short)(off+4));
Il en = (short) (Il en-pad-6);

| en-r 1=l en;

Util.arrayCopy(buffer, (short) (off+6), DB, of f-RL,Ien);
of f= Get Att O f set (buffer, (short)45, si ze, H P- T- TRANSFORM

if (off==(short)-1) |SCOException.throwt(lSOr816. SW DATA-|1 NVALID) ;

len = Util.getShort(buffer, (short)(off+2));
pad = Util.getShort(buffer, (short)(off+4));
Il en = (short) (Il en-pad-6);

/1 algo=Util.getShort(buffer, (short) (off+6)
rnd. gener at eDat a(DB, (short) (of f-Rl+len-r1),len-r2); // rl1 || r2

Util.arrayCopy( MEPCCODE, (short)O0, buffer,
(short) 0, (short) MyEPCCODE. | engt h) ;

hmac(DB, of f _R1, (short)(len-rl + len-r2),
buf fer, (short)O0, (short) MyEPCCODE. | engt h,
shal,
DB, of f - k) ;

Uil.arrayCopy(ctl, (short)O, buffer, (short)O0, (short)ctl.l|ength);
hmac( DB, of f _k, (short) 20,

buf fer, (short)O0, (short)ctl.length,

shal,

DB, of f-FT);
Uil.arrayCopy(ct2,(short)O0, buffer, (short)O0, (short)ct2.1ength);
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hmac( DB, of f - k, (short) 20,
buf fer, (short)O0, (short)ct2.1ength,
shal,
DB, off-kaut);

Util.arrayCopy(HEADER, (short)O0, buffer
(short) 0, (short) HEADER. | engt h) ;

Util.arrayCopy(DB, off-nyH T, buffer, (short)8, (short)16);
Uil.arrayCopy(DB, off-rH T, buffer, (short)?24, (short)16);

of f =(short) 40;
len = Set-Att(H P-T- TRANSFORM al gol
(short)O0, (short)al gol. 1l ength, buffer, of f);

off = (short) (off+len);

len = Set-Att(R-T,DB, (short) (of f-Rl+l en-rl1),len-r2, buffer,of f);
of f = (short) (off+len);

len = Set-Att(F-T, DB, of f-FT, (short) 20, buffer, of f);

off = (short) (off+len);

len = Set-Att(Signature-T,null, (short)O0, (short) 20, buffer, off);

size= (short) (off+len);
buffer[1] = (byte) (size >>3);

hmac( DB, of f - kaut, (short) 20,
buf fer, (short)O, si ze,
shal,
buf fer, (short) (of f+6));

apdu. set Qut goi ngAndSend((short)O0, si ze);
br eak;
}

def aul t:
| SOException.throwt (1 SO7816. SW | NS- NOT- SUPPORTED) ;

}

}

protected rfid(byte[] bArray, short bOfset, byte bLength)
{init();

register();
public static void install( byte[] bArray, short bOfset, byte
bLength )

new rfid(bArray, bOf f set, bLengt h);
}
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public bool ean sel ect ()

{

return true;

}

public void desel ect()

{
}
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