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Abst ract

A mul ti-homed node can be connected to multiple networks that may
utilize different DNS namespaces. The node commonly receives DNS
server configuration information fromall connected networks. Sone
of the DNS servers may have infornmation about nanespaces ot her
servers do not have. VWhen the nulti-honmed node needs to utilize DNS
it has to choose which of the servers to contact to. This docunent
describes a policy based nethod for hel ping on sel ection of DNS
server, for both forward and reverse DNS | ookup procedures, with help
of DNS suffix and I Pv6 prefix information received via DHCPv6 or
DHCPv4.
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1. Introduction

A mul ti-hormed node faces several problens a single-honed node does
not encounter, as is described in [I-D.ietf-mf-problemstatenent].
This docunment studies in detail the problens |ocal nanespaces nay
cause for multi-homed nodes and provides a solution for |Pv6 donmain.
The node may be inplenented as a host or as a router

When mul ti pl e nanespaces are visible for a node, some DNS servers
have information other servers do not have. Because of that, a

mul ti - homed node cannot assune every DNS server is able to properly
answer for any query, but instead the node nust be able to ask right
server for the information it needs.

An exanpl e of an application that benefits fromnulti-honming is a web
browser that conmonly accesses nany different destinations and needs
to be able to dynamically comunicate over different network

i nterfaces.

I n depl oynments where nultiple namespaces are present, selection of
correct route and destination and source addresses for the actual IP
connection is crucial as well, as the resolved destination's IP
addresses nmay be only usable on the network interface over which the
name was resolved on. Hence solution described in this docunent is
assunmed to be commonly used in conbination with tools for delivering
addi tional routing and source and destination address sel ection
pol i ci es.

The Appendi x A describes best current practices possible with tools
precedi ng this docunent and on networks not supporting the sol ution
described in this docunent. As it is possible to solve the problem
with less efficient and | ess explicit manners, the new solution may
be considered as an optinization. However, in sone environnents this
solution is considered essenti al

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Problemdescription for |ocal namespaces with multi-homed nodes
This chapter describes two host nulti-homing related | ocal nanespace
scenarios for which the procedure described in chapter 3 provides a

solution for. Essentially the same chall enges nmay be faced by
Consuner Prem ses Equi pnent as is described in
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[1-D.ietf-v6ops-nultihom ng-w thout-nat66]. This chapter
additionally describes a related problem for which this docunent
provides only partial solution

2.1. Fully qualified donmain nanmes with linited scopes

A mul ti-homed node nay be connected to one or nore networks that are
usi ng | ocal namespaces. As an exanple, the node may have

si mul t aneously open a wireless LAN (WLAN) connection to the public
Internet, cellular connection to an operator network, and a virtua
private network (VPN) connection to a corporate network. Wen an
application initiates a connection establishment to an FQDN, the host
needs to be able to choose the right DNS server for making a
successful DNS query. This is illustrated in the figure 1. An FCQDN
for a public name can be usually resolved with any DNS server, but
for an FQDN of corporation’s or operator’s service's local nane the
node needs to be able to correctly select the right DNS server for
the DNS resolution, i.e. do also network interface selection already
before destination’s | P address is known.

Fom e e e oo +
| DNS server w | | Cor porat e
R + | public + | ----] I ntranet
[ [ | corporation’s | |
| | VPN | local nanes | |
| | S +  4----+
| MF | | FW|
| node | +----+
| | R o
[ [----- WAN ------ | DNS server w |----] Public
| | | public names | | I nt er net
| | S +  4----+
| | | FW|
| | . +  H----+
| |---- cellular ---] DNS server w |
Feomo-- + | public + [ [ Oper at or
| operator’s |----1 I ntranet
| local nanes | |
Fom e e e oo +
Local DNS nanespaces illustrated
Figure 1
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2.2. Network interface specific |IP addresses

In the second probleman FQDN is valid and resol vable via different
network interfaces, but to different and not necessarily globally
reachabl e I P addresses, as is illustrated in the figure 2. Node's
routi ng and source and destination address sel ecti on mechani sm nust
ensure the destination’s IP address is only used in conbination wth
source | P addresses of the network interface the nane was resol ved

on.
R EEREEEEEETEEEE | |
Fommmm - + | Pv6 | DNS server A [------ | 1Pv6
| |-- interface 1 --| saying Peer is | |
| | | at: 2001:0db8:0::1 | |
| MF | R + Fom - +
| node | | Peer |
| | . + e +
| | | Pv6 | DNS server B | |
| |-- interface 2 --| saying Peer is | |
R + | at: 2001:0db8:1::1 |------ | I'Pv6
e e e e e e oo oo + [

Local DNS nanespaces and different | P addresses for an FQDN on
interfaces 1 and 2.

Figure 2

Simlar situation can happen with I Pv6 protocol translation and AAAA
record synthesis [RFC6147]. A synthesised AAAA record is guaranteed
to be valid only on a network interface it was synthesized on

Figure 3 illustrates a scenario where the peer’s |IPv4 address is
synthesi zed into different | Pv6 addresses by DNS servers A and B
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o e e ee e eaeaaa | [ - +
———— + 1PV6 | DNS server A |----] NAT64
| |-- interface 1 --| saying Peer is | +o---- - +
[ [ | at: A Pref96:1Pv4 | [
| MF | SRR R + | e +
| node | | Pv4 +---| Peer
| | o e e ee e eaeaaa + | R e, +
| | | Pv6 | DNS server B | |
[ |-- interface 2 --| saying Peer is [ +o--- - +
e + | at: B_Pref96:1Pv4 |----| NAT64 |

R L T + Fome - +

AAAA synthesis results in interface specific | Pv6 addresses.
Figure 3

A thing worth noting is that interface specific |P addresses can
cause problens also for a single-honed host, if the host retains its
DNS cache during novenent from one network interface to another.
After the interface change a host could have both positive and
negative DNS cache entries no longer valid on the new network
interface. Because of this the cached DNS information should be
consi dered network interface |ocal instead of node gl obal

2.3. A problemnot fully solved by the described solution

A nore conplex scenario is an FQDN, which in addition to possibly
resolving into network interface specific |IP addresses, identifies on
different network interfaces conpletely different peer entities with
potentially different set of service offerings. |In even nore conpl ex
scenario, an FQDN identifies unique peer entity, but one that
provides different services on its different network interfaces. The
solution described in this document is not able to tackle these

hi gher | ayer issues. |In fact, these problens nmay be sol vable only by
manual user intervention.

However, when DNSSEC is used, the DNSSEC validation procedure may
provi de assistance for selecting correct responses for sone, but not
all, use cases. A node may prefer to use the DNS answer that
validates with the preferred trust anchor

3. Deployment scenarios
Thi s docunent has been witten with three particul ar depl oynent

scenarios in mnd. First being a Consuner Prem ses Equi pnent (CPE)
with two or nmore uplink VLAN connections. Second scenario involves a
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cellular device with two uplink Internet connections: WAN and
cellular. Third scenario is for VPNs, where use of |ocal DNS server
may be preferred for |atency reasons, but corporate DNS server nmnust
be used to resolve private nanes used by the corporation

3.1. CPE depl oynent scenario

A home gateway may have two uplink connections |leading to different
networks, as is described in

[I-D.ietf-v6ops-nultihom ng-without-nat66]. |In this scenario only
first uplink connections lead to Internet, while second uplink
connection leads to a private network utilizing private nanmespace.

It is desirable that the CPE does not have to send DNS queries over
bot h uplink connections, but instead CPE should send default queries
to the DNS server of the interface leading to the Internet, and
queries related to private nanespace to the DNS server of the private
net wor k.

In this scenario the | egacy hosts can be supported by depl oyi ng DNS
proxy on the CPE and configuring hosts in the LANto talk to the DNS
proxy. However, updated hosts would be able to talk directly to the
correct DNS servers of each uplink ISP's DNS server. It is

depl oynent deci si on whether the updated hosts woul d be pointed to DNS
proxy or to actual DNS servers

Dependi ng on actual deploynents, all VLAN connections may be
consi dered secure.

3.2. Cellular network scenario

A cellul ar device may have both W.AN and cellul ar network interfaces
up. In such a case it is often desirable to use WAN by default,
except for those connections cellular network operator wants to go
over cellular interface. The cellular network nmay utilize private
names and hence the cellular device needs to ask for those through
the cellular interface.

In this scenario cellular interface can be consi dered secure and WLAN
often insecure.

3.3. VPN scenario

Dependi ng on a depl oynent, there may be need to use VPN only for
traffic destined to a corporate network. The corporation may be

usi ng private nanespace, and hence rel ated DNS queries should be send
over VPN to the corporate DNS server, while by default a DNS server
of a local access network nmay be used.
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In this scenario VPN interface can be considered secure and | oca
access network insecure.

3.4. Dual -stack accesses

A node may be connected to one or nore dual -stack capabl e access
networks. |In such a case both or either of DHCPv4 and DHCPv6 can be
used to | earn DNS server selection information

4. Inproved DNS server selection

This chapter describes a procedure that a (stub / proxy) resolver may
utilize for inproved DNS server selection in face of multiple
nanespaces and nultiple sinultaneously active network interfaces.

4.1. Procedure for prioritizing DNS servers and handling responses

A resolver SHALL build a priority list of DNS servers it will contact
to depending on the query. To build the list in an optiml way, a
node SHOULD ask with DHCP which DNS servers of each network interface
are nost likely able to successfully serve forward | ookup requests
mat ching to specific DNS suffixes or reverse (PTR record) | ookup
requests matching to specific | Pv6 prefixes. For security reasons
the DNS server selection informati on MIST be used only when it is
safe to do so, see section 4.3 for details.

The node SHOULD create a host specific route for the DNS server
addresses | earned via DHCP. The route nust point to the interface
DNS server address was learned on. This is required to ensure DNS
queries are sent out via the right interface.

A resolver lacking nore explicit information shall assune that al
information is available fromany DNS server of any network
interface. The DNS servers |earnt by other DNS server address
configuration nethods MJUST be handl ed as nmediumpriority default
servers.

When a DNS query needs to be made, the resolver SHOULD gi ve highest
precedence to the DNS servers explicitly known to serve matching
suffixes or prefixes. However, the resolver SHOULD take into account
different trust levels of pieces of DNS server selection information
the resol ver may have received fromnode’'s network interfaces. The
resol ver SHOULD prefer DNS servers of trusted interfaces. The DNS
servers of trusted interfaces may be of highest priority only if
trusted interfaces specifically configure DNS servers to be of |ow
priority. The non-exhaustive list on figure 4 illustrates how the
different trust levels of received DNS server selection information
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SHOULD i nfl uence the DNS server selection |ogic.

A resolver SHOULD prioritize between equally trusted DNS servers with
hel p of the DHCP option preference field. The resolver SHOULD NOT
prioritize less trusted DNS servers higher than trusted, even in the
case of less trusted server would apprently have additiona
information. |In the case of all other things being equal the

resol ver shall nake the prioritization decision based on its interna
pr ef er ences.

I nformation from | I'nformation from | Resulting DNS
fromnore trusted | less trusted | server priority
I I

interface A interface B sel ection
__________________________ 5
1. Mediumpriority | Mediumpriority | Default: A then B
def aul t | default [
__________________________ o e e e e e e e e e e e e e e e e e e e e e e e e e m e e = =
2. Mediumpriority | High priority default | Default: A, then B
def aul t | High priority specific | Specific: A then B
__________________________ 5
3. Low priority default | Mediumpriority | Default: B, then A
| default
__________________________ o e e e e e e e e e e e e e e e e e e e e e e e e e m e e = =
4. Low priority default | Mediumopriority | Default: B, then A
Hi gh priority specific | default | Specific: A then B
__________________________ 5

Figure 4: DNS server selection in case of different trust |levels

The resol ver SHOULD avoid sending queries to different interfaces in
parall el as that may waste resources, sonetines significantly, and
woul d al so unnecessary reveal information about ongoing
communi cati ons. I ndependently of whether DNS queries are sent in
series or parallel, replies for DNS queries MJST be waited unti
acceptabl e positive reply is received, all replies are received, or
time out occurs.

Because DNSSEC provi des cryptographi c assurance of the integrity of
DNS data, data that can be validated under DNSSEC i s necessarily to
be preferred over data that cannot be. It follows that, if
validation is not perforned by the host naking the decision about
whether to trust the DNS data froma given interface, it cannot nake
a decision to prefer data fromany interface with any great
assurance: any response could be forged, and there is no way to
detect it without DNSSEC. Specifically, the validating security
awar e host MJUST NOT proceed with a reply that cannot be validated
with DNSSEC i f DNS queries sent to other servers are still pending
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In the case of a trusted DNS server replying negatively to a question
havi ng matching suffix, it will be for inplenentation to decide

whet her to consider that as a final response, or whether to ask al so
fromother DNS servers. The inplenentation decision nay be based,
for exanple, on deploynment or trust nodels.

(DI SCUSS: What about those DNS servers that instead of negative
answer always return positive reply with an | P address of sone
captive portal ?)

4.2. DNS server selection DHCPv6 option
DHCPv6 option descri bed bel ow can be used to i nformresol vers which

DNS server should be contacted when initiating forward or reverse DNS
| ookup procedures.
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0 1 2 3
01234567890123456789012345678901
T T i S S S S S T S
OPTI ON_DNS_SERVER_SELECT [ option-len [
S S T S T S e

DNS- r ecur si ve- nane-server (1 Pv6 address)
B o T T S S S e ot ST S i el TR TR T S S S e o
prf| Reserved |
+

e ik e S S DNS suffixes and prefixes

+
I
+
I
I
I
I
+
I
+
[ (vari abl e | engt h)
I

+

I
I
I
I
+
I
- I
I
I
B T i S S I el s S P S S S S S S N e S
opti on- code: OPTI ON_DNS_SERVER SELECT ( TBD)

option-Ien: Lenght of the option in octets

DNS-r ecur si ve- nane-server: An | Pv6 address of a DNS server

prf: DNS server preference, for selecting between
equal ly trusted DNS servers
01 High
00 Medi um
11 Low

10 Reserved
Reserved: Fl ags reserved for the future. MJST be set to zero

DNS suffixes and prefixes: The list of DNS suffixes for forward DNS
| ookup and prefixes for reverse DNS | ookup the DNS server
has speci al know edge about. Field MJST be encoded as
specified in section "Representation and use of
domai n names" of [RFC3315].

Special suffix of "." is used to indicate
capability to resolve gl obal nanes and act as a
default name server. Lack of "."

suffix on the list indicates DNS server only has
information related to listed suffixes and prefixes.
Prefixes for reverse nmappi ng are encoded as

defined for ip6.arpa [ RFC3152].

DHCPv6 option for explicit DNS suffix configuration

Figure 5
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4.

3.

A node SHOULD i nclude an OPTI ON_ORO option in a DHCPv6 request with
the OPTI ON_DNS_SERVER SELECT option code to informthe DHCPv6 server
about the support for the inproved DNS server selection |ogic.

DHCPv6 server receiving this information MAY then choose to provision
DNS server addresses only with the OPTI ON DNS SERVER SELECT

The OPTI ON_DNS_SERVER _SELECT contains one or nore DNS suffixes the
rel ated DNS server has particul ar know edge of. The option can occur
multiple times in a single DHCPv6 message, if nultiple DNS servers
are to be configured.

| Pv6 prefixes should cover all the DNS suffixes configured in this
option. Prefixes should be as long as possible to avoid potenti al
collision with information received on other option instances or with
options received from DHCPv6 servers of other network interfaces.
Overl apping I Pv6 prefixes are interpreted so that the resol ver can
use any of the DNS servers for queries mathing the prefixes.

If the OPTI ON_DNS_SERVER SELECT contains a DNS server address already
| earned from ot her DHCPv6 servers and possibly through ot her network
i nterfaces, the node MAY append new prefixes and suffixes to the

i nformati on received earlier. The node MJST NOT renove previously
obtained information. However, the node SHOULD NOT extent lifetine
of earlier information either. |In the case conflicting DNS server
address and related information is learned fromless trusted
interface, the node MAY choose to ignore the option

As the DNS options of [RFC3646], the OPTI ON_DNS SERVER SELECT option
MUST NOT appear in any other than the followi ng DHCPv6 nessages:
Solicit, Advertise, Request, Renew, Rebind, |nfornmation-Request, and
Reply.

The i nformati on conveyed in OPTI ON_DNS SERVER SELECT is consi dered
valid until changed or refreshed by general events that trigger
DHCPv6 action. In the event that it is desired for the client to
request a refresh of the information, use of generic DHCPv6
Information Refresh Tinme Option, as specified in [RFC4242] is

envi saged.

DNS server sel ecti on DHCPv4 option
DHCPv4 option descri bed bel ow can be used to i nformresol vers which

DNS server should be contacted when initiating forward or reverse DNS
| ookup procedures.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i

CODE [ Len | Suffix count | Reserved |prf]|

B e i i S e S i e S T S R S e o o T S s
DNS- r ecur si ve- nane-server (1 Pv4 address) |

B e T i e S i T e o R e S e S S i ot e TR S N S

DNS suffixes and prefixes

I

+-
I

+-
I

+
[ (variabl e | ength)
I

+-

I
I
I
I
B T e e S e i e i i S T S S e S S i o i TR S N
opti on- code: OPTI ON_DNS_SERVER_SELECT ( TBD)

option-Ien: Lenght of the option in octets

Suffix count: Nunber of suffixes and prefixes included

DNS-r ecur si ve- nane-server: An | Pv4 address of a DNS server

prf: DNS server preference, for selecting between
equal ly trusted DNS servers
01 High
00 Medi um
11 Low

10 Reserved
Reserved: Fl ags reserved for the future. MJST be set to zero

DNS suffixes and prefixes: The list of DNS suffixes for forward DNS
| ookup and prefixes for reverse DNS | ookup the DNS server
has special know edge about. Field MJST be encoded as
specified in section "Representation and use of
domai n nanes" of [RFC3315].

Special suffix of "." is used to indicate
capability to resolve gl obal nanes and act as a
default name server. Lack of "."

suffix on the list indicates DNS server only has
information related to |isted suffixes and prefixes.
Prefixes for reverse nappi ng are encoded as

defined for in-addr.arpa [ RFC2317]. Trailing zeros
shal | be added until next octet boundary.

DHCPv4 option for explicit DNS suffix configuration

Figure 6
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The OPTI ON_DNS_SERVER _SELECT contai ns one or nore DNS suffixes the
rel ated DNS server has particul ar know edge of. The option can occur
multiple times in a single DHCPv4 message, if nultiple DNS servers
are to be configured.

If multiple instances of OPTI ON DNS SERVER SELECT are present, then
the data portions of all the options are concatenated together as
specified in "Encoding Long DHCP Options in the Dynam c Host
Configuration Protocol (DHCPv4)" [ RFC3396].

If the OPTION _DNS SERVER SELECT contains a DNS server address already
| earned from ot her DHCPv4 servers and possibly through ot her network
i nterfaces, the node MAY append new prefixes and suffixes to the

i nformati on received earlier. The node MJST NOT renove previously
obt ai ned i nformation. However, the node SHOULD NOT extent lifetime
of earlier information either. |In the case conflicting DNS server
address and related information is learned fromless trusted
interface, the node MAY choose to ignore the option

4. 4., Limtati ons on use

A node MAY use OPTI ON_DNS SERVER SELECT in any of the follow ng four
cases. |In other cases the node MJUST NOT use OPTI ON DNS SERVER SELECT
unl ess the node is specifically configured to do so.

1. The server selection option is delivered across a secure, trusted
channel

2. The server selection option is not secured, but the client on a
node does DNSSEC val i dation

3. The server selection option is not secured, the resol ver does
DNSSEC val i dati on, and the client comrunicates with the resol ver
configured with server selection option over a secure, trusted
channel

4. The DNS server |P address that is being reconmended in the server
sel ection option is known and trusted by the client; that is, the
server selection option serves not to introduce the client to a new
server, but rather to informit that a server it has already been
configured to trust is available to it for resolving certain domains

4.5. Coexistence with RFC3646
The OPTI ON_DNS_SERVER SELECT is designed to coexist with
OPTI ON_DNS_SERVERS defined in [ RFC3646]. The DNS servers configured

via OPTI ON_DNS SERVERS MJST BE consi dered as default nane servers
wi th nedi um preference. Wen both options are received fromthe sane
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network interface and the OPTI ON_DNS SERVER SELECT cont ai ns defaul t
DNS server address, the resolver MJST nake the decision which one to
prefer based on preferences. |f OPTI ON_DNS_SERVER SELECT defi nes
medi um preference then DNS server from OPTI ON_ DNS SERVER SELECT SHALL
be selected. Al default servers are assuned to be able to resol ve
queries for gl obal nanes.

I f both OPTI ON_DNS_SERVERS and OPTI ON_DNS_SERVER_SELECT contain the
same DNS server(s) |Pv6 address(es), only one instance of each DNS
servers’ | Pv6 addresses shall be added to the DNS server list.

If a node had indicated support for OPTI ON_DNS_SERVER SELECT in
DHCPv6 request, the DHCPv6 server nay choose to omit sendi ng of
OPTI ON_DNS_SERVERS. This enabl es of fl oadi ng use case where network
adm nistrator wi shes to only advertise low priority default DNS
servers.

4.6. Interactions with OPTI ON_DOVAI N LI ST

A node may be configured with DNS search list with

OPTI ON_DOVAI N_LI ST. Resolution for the name containing any dots
SHOULD first be attenpted with DNS servers of all interfaces as
described earlier. Only if the resolution fails the node SHOULD
append the name with search list suffix(es) and then utilize inproved
DNS server selection algorith again to decide which DNS server(s) to
contact next. A nane without any dots SHALL i medi ately be appended
with suffix(es) and inproved DNS server selection be utilized on
resol ution.

4.7. CNAME/ DNAME record considerations
If a node receives a reply with a canoni cal name (CNAMVE) or
del egati on name (DNAME) the foll owup queries MJIST be sent to the

same DNS server irrespectively of the FQDN received. Oherw se
referrals may fail.

5. Exanpl e of a node behavi or
Figure 6 illustrates node behavior when it initializes two network

interfaces for parallel usage and | earns DNS suffix and prefix
i nformati on from DHCPv6 servers.
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Appli cation Node DHCPv6 server DHCPv6 server
on interface 1 on interface 2
I I I
[ [ S + [
(1) | | open | |
| | interface | |
| R R + |
| | _ |
(2) | | ---option REQ ->|
[ | <--option RESP--|
I I I
| Fomm e eaaaa + |
(3) | | store | |
| | suffixes | |
| S + |
I I I
| Fomm e eaaan + |
(4) | | open | |
| | interface | |
| B T + |
| | , | |
(5 | |---option REQ ------------------ >|
| | <--option RESP------------------- |
I I I I
| AR + | |
(6) | | store I I I
| | suffixes | | |
| b + | |
I I I

Illustration of |earning DNS suffixes
Figure 7
Fl ow expl anati ons:
1. A node opens its first network interface

2. The node obtains DNS suffix and I Pv6 prefix information for the
new i nterface 1 from DHCPv6 server

3. The node stores the |l earned DNS suffixes and | Pv6 prefixes for
| ater use

4. The node opens its seconds network interface 2

5. The node obtains DNS suffix, say 'exanple.coni, and |IPv6 prefix
information, say '8.b.d.0.1.0.0.2.ip6.arpa’ for the newinterface
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2 from DHCPv6 server

6. The node stores the | earned DNS suffixes and prefixes for |ater
use
Figure 7 below illustrates how a resolver uses the |earned suffix

information. Prefix information use for reverse | ookups is not
illustrated, but that would go as the figure 7 exanple.

Appli cation Node DHCPv6 server DHCPv6 server
on interface 1 on interface 2

I I I
(1) |--Nane REQ ->| I I

| | | |

I Hoomiimieeee + I I
(2) | | DNS server | | |

| | prioritization | | |

I R R + I I

I I I I
(3) | [------------ DNS resol ution------ >|

I | <-mmmmmmmm e I

I I I I
(4) |<--Name resp-| I I

I I I

Exanpl e on choosing interface based on DNS suffix

Figure 8

FI ow expl anati ons:

1.

An application makes a request for resolving an FCQDN, e.g.
"private. exanpl e. com

A node creates list of DNS servers to contact to and uses
configured DNS server information and stored DNS suffix
i nformati on on priorization decisions.

The node has chosen interface 2, as from DHCPv6 it was | earned
earlier that the interface 2 has DNS suffix 'exanple.com. The
node then resol ves the requested nane using interface 2's DNS
server to an | Pv6 address

The node replies to application with the resolved | Pv6 address
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6. Scalability considerations

The size limtations of DHCPv6 nessages |limt the nunber of suffixes

and prefixes that can be carried in a configuration option.

I ncluding the suffixes and prefixes in a DHCPv6 option is best suited
for deploynents where relatively few carefully selected suffixes and

prefixes are adequate.

7. Considerations for network adm ni strators

Net wor k admi ni strators depl oyi ng private nanespaces shoul d assi st
advanced hosts in the DNS server selection by providing information
described in this docunent for nodes. To ensure nodes’ routing and
source and destination |IP address selection also works correctly,
networ k adnministrators should al so deploy related technol ogi es for
t hat purpose.

The sol ution described herein is best for selecting a DNS server
havi ng know edge of some nanespaces. The solution is not able to
make the right decision in a scenario where the same nanme points to
different services on different network interfaces, as described in
section 2.3. Network administrators are recomended to avoid
over | oadi ng of nanespaces in such manner.

To mtigate agai nst attacks agai nst |ocal namespaces, administrators
utilizing this tool should depl oy DNSSEC for their zone.
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10. Security Considerations

It is possible that attackers mght try to utilize

OPTI ON_DNS_SERVER SELECT option to redirect some or all DNS queries
sent by a resolver to undesired destinations. The purpose of an
attack might be denial-of-service, preparation for nman-in-the-niddle
attack, or sonething akin.

Attackers mght try to lure specific traffic by advertising DNS
suffixes and prefixes fromvery small to very | arge scope or sinply
by trying to place attacker’s DNS server as the highest priority
default server.

The mai n counterneasure agai nst these attacks is to use this option
only when safe to do so, see section 4.3 for deatils. The safest
approach is for nodes to inplenent validating DNSSEC aware resol vers.
Trusting on validation done by a DNS server is a possibility only if
a host trusts the DNS server and can use a secure channel for DNS
nmessages.

Deci sion on trust |levels of network interfaces depends very nuch on
depl oynent scenario and types of network interfaces. For exanple,
unnmanaged WLAN nay be considered | ess trustworthy than nmanaged
cellular or VPN connections.

A node that accepts DNS server selection rules fromnon-trusted
interfaces and inpl enents DNSSEC val i dati on SHOULD send queries al so
to (all) other known DNS servers in case a non-validatabl e response
is received fromthe preferred DNS server. This protects agai nst
possi bl e redirection attacks.
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Appendi x A.  Best Current Practice for DNS server selection

On some | ocal nanmespace depl oynents explicit policies for DNS server
sel ection are not available. This section describes ways for hosts
to mtigate the problem by sending w de-spread queries and by
utilizing possibly existing indirect information elenents as hints.

A.1. Sending queries out on nultiple interfaces in parallel

A possible current practice is to send DNS queries out of nultiple
interfaces and pick up the best out of the received responses. A
host SHOULD i npl enent DNSSEC in order to be able to reject responses
that cannot be validated. Selection between legitimte answers is

i mpl ementation specific, but replies fromtrusted servers should be
pref erred.

A downsi de of this approach is increased consunption of resources.
Namel y power consunption if an interface, e.g. wireless, has to be
brought up just for the DNS query that could have been resolved al so
via cheaper interface. Also |load on DNS servers is increased.
However, |ocal caching of results nmitigates these problens, and a
node mght also learn interfaces that seemto be able to provide
"better’ responses than other and prefer those - without forgetting
fall back required for cases when node is connected to nore than one
net work using | ocal nanespaces

Anot her downside is revealing to all DNS servers the nanes a host is
connecting to. For exanple, a DNS server of a public hotspot could
learn all the private nanes host is trying to connect on other

i nterfaces.

A.2. Search list option for DNS forward | ookup deci sions

A host can |learn the special DNS suffixes of attached network
interfaces from DHCP search |ist options; DHCPv4 Domain Search Option
nunber 119 [ RFC3397] and DHCPv6 Dommi n Search List Option nunber 24

[ RFC3646]. The host behavior is very simlar as is illustrated in
the exanple at section 3.3. While these DHCP options are not
intented to be used in DNS server selection, they nmay be used by the
host as hints for smarter DNS server prioritization purposes in order
to increase likel yhood of fast and successful DNS query.
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Overl oadi ng of existing DNS search list options is not w thout

probl ens: resol vers woul d obvi ously use the DNS suffixes |earned from
search lists also for nane resolution purposes. This may not be a
probl emin depl oynents where DNS search list options contain few DNS
suffixes |ike 'exanple.com private.exanple.conm, but can becone a
problemif many suffixes are configured.

A.3. Mre specific routes for reverse | ookup deci sion

[ RFC4191] defines how nore specific routes can be provisioned for
hosts. This information is not intented to be used in DNS server

sel ection, but neverthel ess a host can use this information as a hint
about which interface would be best to try first for reverse | ookup
procedures. A DNS server configured via the same interface as nore
specific routes is nore |likely capable to answer reverse | ookup
questions correctly than DNS server of an another interface. The

I'i kel yhood of success is possibly higher if DNS server address is
received in the sane RA [ RFC5006] as the nore specific route

i nformati on.

A. 4. Longest matching prefix for reverse | ookup deci sion

A host may utilize the |longest matching prefix approach when deci di ng
whi ch DNS server to contact for reverse | ookup purposes. Nanely, the
host may send a DNS query to a DNS server |earned over an interface
havi ng | ongest matching prefix to the address being queried. This
approach can help in cases where ULA [ RFC4193] addresses are used and
when the queried address belongs to a host or server within the sane
network (for exanple intranet).

Appendi x B. DNSSEC and nultiple answers validating with different trust
anchors

When validating DNS answers with DNSSEC, a validator night order the
list of trust anchors it uses to start validation chains, in terms of
the host’s preferences for those trust anchors. A host could use
this ability in order to select anong alternative DNS results from
different interfaces. Suppose that a host has a trust anchor for the
public DNS root, and al so has a speci al - purpose trust anchor for
exanpl e.com An answer is received on interface il for

www. exanpl e.com and the validation for that succeeds by using the
public trust anchor. Also, an answer is received on interface i2 for
www. exanpl e.com and the validation for that succeeds by using the
trust anchor for exanple.com |In this case, the host has evidence
for relying on i2 for answers in the exanpl e. com zone.
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