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Abst ract

This specification defines an extension to |IPv6 Nei ghbor Di scovery
Protocol, which all ows managenent of I1Pv6 traffic offloading to | Pv4
and noving IPv4 traffic away froma specific interface.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2012.
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described in the Sinplified BSD License.
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1. Introduction

This specification defines an extension to Nei ghbor Di scovery
Prot ocol [RFC4861], which allows managenent of IPv6 traffic
offloading to I Pv4 and noving I Pv4 traffic away froma specific
net wor k connecti on

The described solution is intended to be used during transition
towards | Pv6, during which tine nulti-interfaced hosts are often
likely to have network interfaces with IPv4d-only capability. A
comon scenari o where coexistence of IPv4 and | Pv6 network interfaces
is expected to occur is when a snartphone has | Pv6-enabl ed cel | ul ar
connection and | Pv4-only WLAN connection active at the sane tine.

2. Requirenents and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Probl em Background

Current Internet hosts generally prefer |Pv6 addresses over |Pv4
addr esses when perform ng source and destination address sel ections,
as is recommended in [I-D.ietf-6man-rfc3484-revise].

A multi-interfaced host nay have | Pv6 enabl ed on a nore ' expensive
interface and a 'cheaper’ interface nay have support only for |Pv4,
In such a scenario it might be desirable for hosts to prefer 1Pv4 in
communi cati on instead of |Pv6.

The above nentioned scenario can becone a problem for exanple, when
a smartphone has sinultaneously |Pv6-enabl ed cellular connection
([1-D.ietf-v6ops-3gpp-eps]) and | Pv4-only W.LAN connectivity active.
When connecting to dual -stack capabl e destinations it would
oftenti mes be generally nore efficient to use WLAN network interface.
Furt hernmore, a cellular network operator may want hosts to of fl oad
traffic away fromcellul ar network whenever hosts have alternate

net work accesses avail abl e.

Similar issue can arise also when a host has nultiple interfaces with
| Pv4 connectivity. The interface that provides better performance at
a lower price should oftentimes be used for the comunication, but it
may not be clear for a host which one of the available interfaces it
shoul d prefer.
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4.

4.

Sol ution

Thi s document introduces a new Nei ghbor Discovery option that a
network can use to communicate the level of router’s willingness to
act as a router for |Pv4d traffic.

The new Nei ghbor Di scovery option was chosen to support hosts without
DHCPv6 [ RFC3315] support and also to work on networks not utilizing
DHCPv 6.

The new Nei ghbor Discovery option can be used together with the Route
I nformation option defined in [RFC4191] to communi cat e of fl oadi ng
i nformation for specific routes.

The new Nei ghbor Discovery option shall be phased out when |Pv4 usage
di m ni shes.

1. Neighbor Discovery Ofload Option

This specification defines a new Nei ghbor Di scovery [ RFC4861] option
called Ofload (Type TBD) to be used in Router Advertisenents. The
option is illustrated in Figure 1. Router and hosts inplenenting
this specification MUST understand the O fl oad option

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h=2 | O Reserved [
B e i i e o e e S T S e e s i i TR S
| Gat eway |
B e o i T o S e i T e e e S i s ot o S R TR S
| Lifetime | Paddi ng |
B i S S T s i S T st i S S S S S S S S i
[ Paddi ng |
B e i i e o e e S T S e e s i i TR S

Figure 1: Router Advertisenent O fload Option
Type
TBD by | ANA.
Length

MUST be set to 2
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D (1 Pv4d Gateway Preference)

Indicates the willingness of the Dual -Stack capable router (who
originated the Router Advertisenent) to serve as a gateway for the
IPv4 traffic. If 'D is unset (0) then the router indicates no
specific to be or not to be a gateway for IPv4 traffic. If "D is
set (1) then the router explicitly indicates it is not willing to
serve as a gateway for IPv4 traffic if there are other usable
gateways present in the same or other available interfaces.

Reser ved

A 15-bit unused field. It MJIST be initialized to zero by the
sender and MJST be ignored by the receiver.

Gat eway

The address of the dual -stack router’s |Pv4 interface used as the
next - hop from hosts point of view for sending and receiving | Pv4
traffic on this link. The |IPv4 address MJST belong to the sane
interface that originated the Router Advertisenent containing this
option. If the router is IPv6 only, then this field MIST be set
to unspecified address (0.0.0.0) or the Neighbor Discovery Ofl oad
option MJST be omitted in all Router Advertisenents originated by
the router.

Li fetine

16-bit unsigned integer. The Lifetine in seconds linits the
validity of state changes caused by this new option. The val ue of
Lifetime in this option SHOULD be snaller than the value of Route
Lifetime contained in the Route Information option [RFC4191], if
present, in the same Router Advertisement.

Paddi ng

The padding MJST be initialized to zero by the sender and MJST be
i gnored by the receiver.

The behavior of 'IPv4d Gateway Preference’ (see Section 4.2) is

di scussed in nore detail in the follow ng sections. The usage of

"Gateway’ for offloading is discussed in Section 4.3 and Section 4. 4.

The O fload option is only used in Router Advertisement nessages.
4.2. Lowering |IPv4 Router Preference

The 'D flag bit in the Ofload option indicates the willingness of
Dual - St ack capabl e router originating the Router Advertisenent to
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serve as a gateway for IPv4 traffic. If 'D is set (1), the router
indicates that it SHOULD NOT be used as a gateway for IPv4 traffic,
if other gateways are present in the sane or other avail able
interfaces. If "D is unset (0), the router does not indicate any
preference of being or not being a gateway for IPvd traffic. Wen
"D is unset (0), the decision of tenporarily nodifying the routing
status is left for hosts that receive the Ofload option (see
Section 4.3 and Section 4.4). The 'Gateway' field in the Ofl oad
option contains the |IPv4 address of the Dual -Stack interface that
originated the Router Advertisenent. The address serves as the
identification of the next-hop |IPv4 routers.

4.3. 1Pv4d Ofloading to Specific Routes

To enable offloading of IPv4 traffic to specific routes, both Ofl oad
option and Route Information option [RFC4191] MJST present in the
same Router Advertisement. A host receiving such Router
Advertisenent need to maintain a set of status including specific
route, Router Preference, and Lifetime. A specific route consists of
an | Pv4 gateway fromthe O fload option and an | Pv4 prefix fromthe
Route Information option. The Prefix field in the Route Information
option SHOULD follow the | Pv4-napped | Pv6 address format defined in

[ RFC4291]. The Prefix Length in the Route Information option is used
to indicate the IPv4 prefix length. The Router Preference in the
Route I nformation option indicates whether to prefer the I Pv4 router
associated with this prefix over others. The Lifetime in the Ofload
option deternmines how |long the tenporarily added specific route wll
be valid. The Lifetine field in Route Information option SHOULD be

i gnor ed.

Wien 'D flag is unset (0) in the Ofload option, the advertised
specific route shall be added by hosts if there is no duplicated
prefix matching to the advertised prefix and the advertised lifetine
in Ofload option is valid. |If there is a matching prefix, such
specific route will be updated or del eted according to the status of
Lifetime and Router Preference. The Lifetinme in Ofload option
determi nes whether the route will be deleted or updated dependi ng on

the existing routing status of the hosts. |If the advertised Lifetine
is set to 0, any matched prefix and the correspondi ng route MJST be
removed. |If Lifetime is valid, the Router Preference further

det ermi nes whether the gateway of the existing route, if matched,
will be substituted to the advertised one, or the lifetime for
existing route will be updated.

Wen 'D flag is set (1) in the Ofload option, any existing specific

routes with the next-hop router matching to the advertised gateway
SHOULD be removed
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To avoid misconfiguration of offloading operation, only one Ofl oad
option is allowed in a single Router Advertisenent.

4.4, 1Pv4 Ofloading to Default Gateway

If there is no Route Infornmation options containing |Pv4-nmapped | Pv6
addresses in the same Router Advertisenent, the default gateway for
of fl oadi ng can be added, updated, or deleted depending on the 'D
flag, Lifetime, and existing routing status on the hosts. Wen 'D
is set (1), the existing default gateway nmatching to the advertised
one SHOULD be renoved if there are other usabl e gateways present in
the same or other available interfaces.

When 'D is unset (0) and there is no default gateway present for the
receiving interface, the advertised gateway with valid lifetinme can
be added. |If the advertised gateway natches to the existing one on
the host, depending on the advertised lifetine, the existing default
gateway shall be updated to the advertised lifetime in Ofload option
or deleted if the lifetine is set 0. |If there is a default gateway
exi sting on the receiving interface, which does not match to the
adverti sed gateway, the advertised one SHOULD be i gnored.

4.5, Ofload Lifetine

The lifetime in the Ofload option deternines the valid period of
tenporary routing changes including | Pv4 gateway preferences and

of floading of IPv4 traffic to specific routes and default gateway.

If the router sends a new Router Advertisenent wi thout the O fl oad
option before the router lifetine expires, it is an indication to the
receiving hosts that any existing Ofl oad option caused state/

i nformati on MJUST be renoved

5. Router Behavi or

A router configuration SHOULD all ow network adninistrator to add and
configure this option into Router Advertisement nessages. The
configuration can be selectively enabled (the Ofload option is
included in the Router Advertisenent) or disabled (the Ofload option
is not included in the Router Advertisenent). For specific route

of fl oadi ng, the prefix(es) advertised in the Route Infornation option
SHOULD fol Il ow | Pv4 mapped | Pv6 address (e.g. ::ffff:1.2.3.4) as
described in 4.3.

6. Host Behavi or

A nmulti-interface capabl e host SHOULD nonitor presence of Ofl oad
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9.

9.

1.

option in received Router Advertisenent nessages. Wen the O fl oad
option is received, the | Pv4 gateway preferences and offloading to
default gateway shall tenporarily be updated as described in 4.2 and
4.4, Depending on the presence of Route Infornmation in the sane
Rout er Advertisenent, the offloading to specific |Pv4 routes shall
tenporarily be updated as described in 4.3. Hosts SHOULD uses the
lifetime value in the Ofload option to deternmine the valid tine of
all routing changes caused by the Router Advertisement received.

If the host receives a Router Advertisenent without the O fl oad
option and there is an existing state created by an earlier received
O fload option, then the host MJUST renove all |Pv4 gateway
preferences and offl oading nodifications fromthe previ ous Router
Advertisenment. The renoval s concerns the prefixes configured from
router where the router advertisenent was received.

Security Considerations

The O fload option allows malicious hosts and routers to affect a
victimhost’s next hop and default address selection if spoofing of
Rout er Advertisenents are possible on the access link. This is a

wel | - known and understood security threat [ RFC3756] and can be
nmtigated using, for exanple, Secure Neighbor Discovery [RFC3971].
The security of utilizing the Ofload option is at the equal level to
solution in [ RFC4191].

| ANA Consi derations
This specification defines a new Nei ghbor Di scovery option described
in Section 4. 1.
Ref erences
Nor mati ve References
[I-D.ietf-6man-rfc3484-revise]
Mat sunoto, A, Kato, J., Fujisaki, T., and T. Chown,
"Update to RFC 3484 Default Address Selection for |Pv6",
draft-ietf-6nman-rfc3484-revise-04 (work in progress),

July 2011.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Levels", BCP 14, RFC 2119, March 1997.

[ RFC4861] Narten, T., Nordmark, E., Sinpson, W, and H Solinman,

Kor honen, et al. Expires May 3, 2012 [ Page 8]



Internet-Draft Traffic O fl oadi ng Cct ober 2011

"Nei ghbor Di scovery for |IP version 6 (IPv6)", RFC 4861,
Sept enber 2007.

[ RFC4862] Thomson, S., Narten, T., and T. Jinnei, "IPv6 Stateless
Addr ess Autoconfiguration", RFC 4862, Septenber 2007.

9.2. Informative References

[I-D.ietf-v6ops-3gpp-eps]
Korhonen, J., Soininen, J., Patil, B., Savolainen, T.,
Baj ko, G, and K lisakkila, "IPve in 3GPP Evol ved Packet
Systent, draft-ietf-v6ops-3gpp-eps-08 (work in progress),
Sept enber 2011.

[ RFC3315] Dronms, R, Bound, J., Volz, B., Lenon, T., Perkins, C.,
and M Carney, "Dynanm c Host Configuration Protocol for
| Pv6 (DHCPv6)", RFC 3315, July 2003.

[ RFC3756] N kander, P., Kenpf, J., and E. Nordmark, "IPv6 Nei ghbor
Di scovery (ND) Trust Mdels and Threats", RFC 3756,
May 2004.

[ RFC3971] Arkko, J., Kenpf, J., zill, B., and P. N kander, "SEcure
Nei ghbor Di scovery (SEND)", RFC 3971, March 2005.

[ RFC4191] Draves, R and D. Thaler, "Default Router Preferences and
Mor e- Specific Routes”, RFC 4191, Novenber 2005.

[ RFC4291] Hinden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 4291, February 2006.

Appendi x A.  Address Sel ection Approach
A.l. Mdification to Default Address Sel ection

The ' | ower-than-1Pv4 Preference’ affects the Source Address Sel ection
Rule 3. The notation Lower(SA) returns true if the address SA was
configured fromthe prefixes advertised by a 'l ower-than-1Pv4d
Preference’ router. Lower(SA) returns false is the address SA was
configured fromprefixes advertised by other than 'l ower-than-1Pv4
Preference’ router. The notation Default(D) returns false if the
address D has nore specific routes (i.e. other than the default
route). Default(D) returns true if the address D points only to a
default route. The nodified Rule 3 would be as foll ows:
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Rule 3: Avoid deprecated addresses.

The addresses SA and SB have the same scope. |f Lower(SA) == true
and Default(D) == true, then mark SA tenporarily as "deprecated"
If Lower(SB) == true and Default(D) == true, then nark SB
tenporarily as "deprecated". |If one of the two source addresses

is "preferred" and one of themis "deprecated" (in the [RFC4862]
sense), then prefer the one that is "preferred.”

Simlar nodification also concerns the Destination Address Sel ection
Rul e 3 when checki ng whet her a candi date source address for a given
destination is deprecated.

A. 2. Address sel ection exanpl es

Li nk-1 ocal addresses are omtted in all follow ng exanples. The
assunption is that possible destinations have a gl obal scope and al
| Pv6 enabl ed interfaces have at | east one gl obal scope | Pv6 address.
Therefore, the default address sel ection would al ways out put gl oba
scope addresses over link-1local addresses.

A.2.1. Case 1: IPv6-only cellular and IPv4-only WLAN accesses

A host has obtained global |IPv6 address, 2001:db8::2, on a cellular
interface and with it has received Nei ghbor D scovery option with

"l ower-than-1Pv4’ preference. The host al so has gl obal |Pv4 address,
192.0.2.2, on a WAN interface.

When connecting to a dual -stack enabl ed destination, both 2001: db8::2
and 192.0.2.2 are considered as source addresses candi dates. |Pv4
address is selected, because 2001:db8::2 is considered deprecated.
Hence host uses WLAN for contmuni cati on

When connecting to I Pv6-only destination, 2001:db8::2 is selected and
cellular network used, as there are no other |Pv6 addresses
avai |l abl e.

A 2.2. Case 2: WAN access with multiple prefixes

A host has obtained two gl obal |Pv6 addresses, one of which was from
a router indicating 'lower-than-1Pv4 preference. For exanple, 2001:
db8:1::2 fromrouter with 'l ower-than-I1Pv4" preference and
2001: db8:2::3 fromrouter w thout any special preferences.

When connecting to | Pv6-only destination, both addresses are

consi dered as source address candi dates. Source address sel ection
chooses 2001:db8:2::3 as 2001:dbh8:1::2 is considered deprecated
(Lower (2001: db8::2) == true and Default(D) == true).
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A.2.3. Case 3: WAAN and cellular interface with cellular’s |Pv4 not
default route

A host has obtained | Pv6 address, 2001:db8::2, and | Pv4 address,
192.0.2.2, fromcellular network. The network has indicated '| ower-
than-1Pv4’ preference for IPv6 and 'not your default router’ for

I Pv4. The host al so has dual -stack W.AN access with 2001:db8:1::3
and 192. 0. 2. 30 addr esses.

When connecting to I Pv4-only destination, host selects 192.0.2.30 as
source address because default gateway on the interface of 192.0.2.2
address is 'not default gateway’. WAN is used for conmunication.

When connecting to | Pv6-only destination, host selects 2001: db8:1::3
fromWAN interface as the 2001: db8::2 is considered deprecated
(Lower (2001: db8::2) == true and Default(D) == true). W.AN is used
for conmmuni cation

When connecting to dual -stack destination, host selects fromthe four
candi dat e addresses 2001:db8:1::3, as IPv6 is preferred in genera
and as that address is not deprecated. WAN is used for

comruni cati on.

A.2.4. Case 4: Dual -stack cellular access

A host has obtained | Pv6 address, 2001:db8::2, and | Pv4 address,
192.0.2.2, fromcellular network. The network has indicated '| ower-
than-1 Pv4’ preference.

When connecting to a dual -stack enabl ed destination, both addresses
are consi dered as candi date source addresses. |Pv4 address is
chosen, because | Pv6 address is considered deprecated.

A.2.5. Case 5: Dual-stack cellular and single stack W.AN

A host has obtained | Pv6 address, 2001:db8::2, and | Pv4 address,
192.0.2.2, fromcellular network. The network has indicated '|ower-
than-1Pv4’ preference for IPv6 and 'not your default router’ for

| Pv4. The host al so has WLAN access with 192.0. 2. 30 address.

When connecting to dual -stack destination, all three addresses are
consi dered as source address candi dates. The |Pv4 address from W.AN,
192.0.2.30, is selected as the | Pv6 address, 2001:db8::2, is

consi dered deprecated and as the I Pv4 default route points to W.AN.
Hence WLAN i s used for conmunication
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A.2.6. Case 6: Coexistence with RFC4191

A host has obtained | Pv6 address, 2001:db8:1::2/64 fromcellular
network. The network has indicated '| ower-than-1Pv4 preference for

I Pv6 and a nore specific route to 2001:dbh8:2::/48. The host al so has
| Pv6 WLAN access with 2001: db8: 3:: 3/ 64 address.

When connecting to 2001: db8:2::1 the host selects 2001: db8:1::2 from
cellular interface as a source address, because Lower(2001:db8:1::2)
== true and Default(2001: db8:2::1) == fal se and hence the

2001: db8:1::2 is not considered as deprecated address even though

"l ower-than-1Pv4’ preference was advertised

When connecting to 2001: db8:4::1 the host selects 2001: db8:3::3 from
WLAN i nterface as a source address, because Lower(2001:db8:2::1) ==
true and Defaul t(2001:db8:3::3) == true) and hence 2001:db8:2::1 is
consi dered as deprecated address.
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