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Abst ract

The aut horization request in QAuth 2.0 utilizes query paraneter
serizalization. This specification defines the authorization request
using JWI serialization. The request is sent thorugh "request”
paraneter or by reference through "request _uri" paraneter that points
to the JW, allowi ng the request to be optionally signed and

encrypt ed.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 5, 2015.
Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The paraneters "request" and "request_uri" are introduced as
addi ti onal authorization request paraneters for the QAuth 2.0

[ RFC6749] flows. The "request” paraneter is a JSON Wb Token (JW)
[ JWIT whose body holds the JSON encoded QAuth 2.0 authorization
request paraneters. The [JW] can be passed to the authorization
endpoi nt by reference, in which case the paraneter "request _uri" is
used instead of the "request".

Using [JWI] as the request encoding instead of query paraneters has
several advantages:

1. The request may be signed so that integrity check may be
implemented. If a suitable algorithmis used for the signing,
then non-repudi ati on property may be obtained in addition

2. The request nmay be encrypted so that end-to-end confidentiality
may be obtained even if in the case TLS connection is terni nated
at a gateway or a sinilar device.

There are a few cases that request by reference is useful such as:

1. Wien it is detected that the User Agent does not suport |ong
URLs: It is entirely possible that sone extensions nmay extend the

Saki mura & Bradl ey Expi res January 5, 2015 [ Page 2]



Internet-Draft oaut h-j son-request July 2014

URL. For exanple, the client might want to send a public key
with the request.

2. Static signature: The client may nake a signed Request Object and
put it on the client. This may just be done by a client utility
or other process, so that the private key does not have to reside
on the client, sinplifying programi ng.

3. Wen the server wants the requests to be cacheabl e: The
request _uri may include a sha256 hash of the file, as defined in
FI PS180-2 [ FI PS180-2], the server knows if the file has changed
without fetching it, so it does not have to re-fetch a sane file,
which is a win as well.

4. Wen the client wants to sinplify the inplenentation wthout
conprom sing the security. |If the request paraneters go through
the Browser, they may be tanpered in the browser even if TLS was
used. This inplies we need to have signature on the request as
well. However, if HITPS "request_uri" was used, it is not going
to be tanpered, thus we now do not have to sign the request.
This sinplifies the inplenmentation.

This capability is in use by Openl D Connect.

1.1. Requirenents Language
The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Term nol ogy

For the purposes of this specification, the follow ng terns and
definitions apply.

2.1. Request bject

JWI [JWI] that holds QAuth 2.0 authorization requests as JSON obj ect
inits body

2.2. Request Object UR

absolute URI from which the Request (bject (Section 2.1) can be
obt ai ned
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3.

Request bj ect

A Request (bject (Section 2.1) is used to provide authorization
request paraneters for QAuth 2.0 authorization request. It contains
QAuth 2.0 [RFC6749] authorization request paraneters including
extension paraneters. It is a JSON Web Signature (JW5) [JWS] signed
JWI [JWI] . The paraneters are included as the top | evel nenbers of
JSON [ RFC4627] . Paraneter nanes and string val ues MJST be i ncl uded
as JSON strings. Numerical values MJST be included as JSON nunbers.
It MAY include any extension paraneters. This JSON [ RFC4627]
constitues the body of the [JW].

The Request hject MAY be signed or unsigned (plaintext). Wen it is
plaintext, this is indicated by use of the "none" algorithm [JWA] in
the JW5 header. |If signed, the Authorization Request (hject SHOULD
contain the Clainms "iss" (issuer) and "aud" (audience) as nenbers,
with their semantics being the sanme as defined in the JW [ JWI]

speci fication.

The Request hject MAY al so be encrypted using JVWE [JWE] after
signing, with nesting performed in the same manner as specified for
JWIs [JWI]. The Authorization Request Cbject MAY alternatively be
sent by reference using "request _uri" paraneter.

REQUI RED QAuth 2.0 Aut horization Request parameters that are not
included in the Request (hject MJIST be sent as a query paraneter. |f
a required paranmeter is not present in neither the query paraneter or
the Request hject, it forns a mal forned request.

If the parameter exists both in the query string and the
Aut hori zati on Request Object, they MJIST exactly natch.

Following is the exanple of the JSON which consitutes the body of the
[Jwr].

{

"redirect_url":"https://exanpl e.com rp/endpoint_url"
"cliend_id":"http://exanple.conrp/"
}

The following is a non-normative exanple of a [JW] encoded

aut hori zati on request object. It includes extension variables such
as "nonce", "userinfo", and "id_token". Note that the line waps
within the values are for display purpose only:
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al gorithm = HS256

aaa’

JSON Encoded Header = "{"al g":"HS256","typ":"JW"}"
JSON Encoded Payl oad = "{"response_type":"code id_token",

JWI

4.

Sak

"client_id":"s6BhdRkqt 3",

"redirect _uri":"https://client.exanple.confcbh",

"scope":"openid profile",

"state":"afOifjsldkj",

"nonce":"n-0S6_WA2M ",

"userinfo":{"clains":{"nane": null,"ni ckname": {"optional ":true},
"emai |l ":null,"verified":null,
"picture":{"optional ":true}},"format":"signed"},

"id_token":{"max_age": 86400, "i s029115":"2"}}"

= eyJOeXAi O JKV1Q LCIhbGeci G JI Uzl 1N J9. eyJyZXNwb25z7V90eXBlI | j oi Y29kZ
SBpZF90b2t | bi | sl MNsaWudF9pZCl 61 nM2QrhkUmt xdDM LCIyZWRpcnVj dF91cnki O
i JodHRwczpcL1w Y2XpZWs0LnvAYWLwbGUUY29t XC9j Yi | sI nN b3BI | j oi b3Bl b ki
HByb2ZpbGUi LCIzdGF0ZSI 61 nFrMd manNsZG: gl i wi dXNI cnl uZnBi Onsi Y2xhaW zl|
j p71 mbhbWUi Onb1bGas| nbpY2t uYWLI | j p71 mMOwdd vbnFsl j pOcnVI f Swi ZWLhaVWw O
nb1bGasl nZl cm maW/kl j pudWksLCIwaWNOdXJ1 1 p71 mdwdd vbnfsl j pOcnVI f X0sl
nZvcemlhdCl 61 nNpZ251 ZCJ9LCIpZF90b2t | bi | 6eyJt YXhf YWl | j 04Nj QMVCW aXNvM
j KxMTUi G |yl n19. 20 gRgr br HKALFZ5p_7bc_RSATbH wo_Agk- ZRpD3wY

Request Obj ect UR

I nstead of sending the Request (bject in a QAuth 2.0 authorization
request directly, this specification allows it to be obtained from
the Request hject URI. Using this nmethod has an advant age of
reduci ng the request size, enabling the caching of the Request

bj ect, and generally not requiring integrity protection through a
crypt ographi c operation on the Request (bject if the channel itself
is protected.

The Request hject URI is sent as a part of the QAuth Authorization
Request as the value for the parameter called "request_uri". How the
Request Obhject is registered at Request bject URI is out of scope of
this specification, but it MJST be done in a protected channel.

NOTE: the Request Object MAY be registered at the Authorization
Server at the client registration tine.

When the Authorization Server obtains the Request Object from Request
bject URI, it MJIST do so over a protected channel. If it is
obtained froma renote server, it SHOULD use either HTTP over TLS 1.2
as defined in RFC5246 [ RFC5246] AND/OR [JWB] with the al gorithm

consi dered appropriate at the tine.
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When sending the request by "request_uri", the client MAY provide the
sha256 hash as defined in FIPS180-2 [FIPS180-2]of the Request hject
as the fragnent to it to assist the cache utilization decision of the
Aut hori zati on Server

5. Authorization Request

The client constructs the authorization request URl by adding the
foll owi ng paraneters to the query conponent of the authorization
endpoi nt URl using the "application/x-ww-formurl encoded" fornmat:

request REQUI RED unless "request _uri" is specified. The Request
bj ect (Section 3) that holds authorization request paraneters
stated in the section 4 of QAuth 2.0 [ RFC6749].

request _uri REQUI RED unl ess "request"” is specified. The absolute
URL that points to the Request Object (Section 3) that holds
aut hori zati on request paraneters stated in the section 4 of QAuth
2.0 [ RFC6749].

state RECOMMENDED. QAuth 2.0 [RFC6749] state.

The client directs the resource owner to the constructed URI using an
HTTP redirection response, or by other nmeans available to it via the
user - agent .

For exanple, the client directs the end-user’s user-agent to make the
foll owi ng HTTPS request (line breaks are for display purposes only):

GET /authorize?request _uri=https¥%BAYWRFY2Fcl i ent ¥2Eexanpl e¥2Econt2Fcb HTTP/ 1. 1
Host: server. exanpl e.com

The autorization request object MAY be signed AND/ OR encrypted

Upon receipt of "request _uri" in the request, the authorization
server MJST send a GET request to the "request _uri" to retrieve the
aut hori zati on request object unless it is already cached at the

Aut hori zati on Server.

If the response was signed AND/ OR encrypted, it has to be decoded
accordi ngly before being processed.

Then, the Authorization Server MJST reconstruct the conplete client
request fromthe original HITP request and the content of the request
object. Then, the process continues as described in Section 3 of
QAuth 2.0 [ RFC6749]

Saki mura & Bradl ey Expi res January 5, 2015 [ Page 6]



Internet-Draft oaut h-j son-request July 2014

6

Aut hori zati on Server Response

Aut hori zation Server Response is created and sent to the client as in
Section 4 of QAuth 2.0 [ RFC6749]

In addition, this docunent defines additional 'error’ val ues as
f ol | ows:

invalid_request_uri The provided request_uri was not avail able.
invalid request format The Request Object format was invalid.

i nval i d_request _parans The parameter set provided in the Request
bj ect was invalid.

| ANA Consi der ati ons

This docunment registers following error strings to the QAuth Error
Regi stry.

invalid_request_uri The provided request_uri was not avail able.
invalid request format The Request Object format was invalid.

i nval i d_request _parans The parameter set provided in the Request
bj ect was invalid.

Security Considerations

In addition to the all the security considerations discussed in QAuth
2.0 [RFC6819], the followi ng security considerations SHOULD be taken
i nto account.

When sendi ng the authorization request object through "request"”
paraneter, it SHOULD be signed with then consi dered appropriate

al gorithmusing[JW5]. The "al g=none" SHOULD NOT be used in such a
case.

If the request object contains personally identifiable or sensitive
information, the "request _uri" MJST be of one-tinme use and MJUST have
| arge enough entropy deened necessary with applicable security
policy. For higher security requirement, using [JWE is strongly
reconmended.
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