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Abstract

Sinple Wb Di scovery (SWD) defines an HTTPS GET based nechanismto
di scover the location of a given type of service for a given
principal starting only with a domai n nane.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 9, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

I nt roducti on

Sinple Wb Di scovery (SWD) defines an HTTPS GET based nechanismto

di scover the location of a given type of service for a given
principal starting only with a donmain name. SWD requests use query
paraneters to specify a URI for the principal and another URI for the
type of service being sought. |f the request is successful then the
response, by default, is a JavaScript Object Notation (JSON)

[ RFC4A627] object containing an array of URIs that point to where the
princi pal has instances of services of the requested type.

For exanple, let us say that a requester wants to di scover where Joe
keeps his calendar. The requester could take Joe's e-mail address,
"j oe@xanpl e.com', and use its domain to create an HITPS GET request
of the following form(with long Iines broken for display purposes
only):

GET /.wel | - known/ si npl e- web-di scovery

?pri nci pal =j oe@xanpl e. com

&servi ce=urn: exanpl e: servi ce: cal endar HTTP/ 1.1
Host: exanpl e. com

HTTP/ 1.1 200 K
Cont ent - Type: application/json

"l ocations": ["https://cal endars. exanpl e. net/ cal endars/j oseph”]

}

Note: The request-URl is left unencoded in the above exanple for the
sake of readability. The query parameters above would actually be
encoded as "?princi pal =j oe%l0exanpl e. com&ser vi ce=ur n¥3Aexanpl e¥8Aser v
i ce¥BAcal endar .

1. Notational Conventions

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in Key words for use in
RFCs to I ndicate Requirenent Levels [RFC2119].

Si npl e Wb Di scovery Request

Domai ns that support SWD requests SHOULD make an SWD server avail able
for their domain at the path "/.well-known/sinpl e-web-di scovery"

The syntax and semantics of "/.well-known" are defined in RFC 5785

[ RFC5785]. "/.well-known/si npl e-web-di scovery" MJST point to an S\WD
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server conpliant with this specification

SWD servers MUST support receiving SWD requests via TLS 1.2 [ RFC5246]
and MAY support other transport |ayer security mechani sns of

equi val ent security. SWD servers MJST reject SWD requests sent over
plain HTTP or any other transport that does not provide both privacy
and validation of the server’s identity.

An SWD server is queried using an HTTPS GET request with the
previously specified path along with a query segnent containing a
form encoded using the application/x-ww-formurlencoded encodi ng
algorithmas defined in HTML 4. 01 [ WBC. REC- ht ml 401-19991224]. The
form MUST contain two nane/val ue pairs that MJST appear exactly once,
"principal" and "service". Both nane/value pairs MIST have val ues
that are set to URIs [RFC3986]. |If any of the previous requirenents
are not nmet in an SWD request, then the request MJST be rejected with
a 400 Bad Request.

The SWD request form MAY contain additional name/value pairs but if
those nane/val ue pairs are not recognized by the SW server then the
SWD server MJST ignore them for processing purposes.

The "principal" query conponent is a URl that identifies an entity.
The "service" query conponent is a URI that identifies a service
type. The semantics of the SWD query is "Please return the

| ocation(s) of instances of the specified service type associ ated
with the specified principal”. The definition of URIs used to
identify principals and services are outside the scope of this
speci fication.

SWD servers MAY al so be |l ocated on ports other than 443 (the default
HTTPS port), provided they use TLS on those ports. The nmeans by

whi ch an SWD client would know to use any alternative ports are out
of scope for this specification

2.1. "sinple-web-discovery" Subdonain

It may be difficult or inpossible for some domains wanting to support
SWD requests to make an SWD server available for their domain at the

path "/.well-known/si npl e-web-di scovery”. For instance, in the case
of hosted donmains, no web server nmay be running on the donmai n host at
all.

For that reason, SWD servers for a domain MAY be |l ocated on a

speci fic subdomai n of that domain: "sinple-web-discovery". For
exanpl e, the SWD server for the domain "exanpl e. conf’ MAY be | ocated
at the URI "https://sinple-web-di scovery. exanpl e.coni. wel | -known/ si np
| e-web-di scovery".
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SW clients MUST first attenpt to make an SWD request to the domain’s
"/ .well -known/ si npl e-web- di scovery" endpoint, and then if that fails,
they MJUST then attenpt to make the request to the SW endpoint at the
"si npl e-web-di scovery" subdomain for the donain.

3. Sinple Wb Discovery Responses
3.1. Response Containing One or Mre Locations

A 200 OK response to an SWD request that contains the information
requested MJUST return content of type application/json [ RFC4627].

The JSON response MJST contain a JSON object that contains a nenber
pai r whose nanme is the string "locations" and whose value is an array
of strings that are each a URI pointing to a |ocation where the
desired service type belonging to the specified principal can be
found. There are no semantics associated with the order in which the
URIs are listed in the array.

The JSON obj ect MAY contain other menbers but a receiver of the
obj ect MAY ignore any nenber pairs whose nane it does not recogni ze.

3.2. 401 Unauthorized Response
An SWD server MAY respond to a request with a 401 Unaut hori zed
Response, as described in RFC 2616 [ RFC2616], Section 10. Per the
RFC, the request MAY be repeated with a suitable Authorization header
field. Authorization information may be communicated in this nmanner
including a JSON Wb Token [ JWI].

3.3. Oher HITP 1.1 Responses
An SWD server MAY return other HTTP 1.1 responses, including 404 Not
Found, 400 Bad Request, and 403 Forbi dden. SWD inplenentations MJST
correctly handl e these responses.

4. 1 ANA Consi derations
This specification registers a well-known URl suffix value relative
to "/.well-known/" in the | ANA Wl |-Known URI registry defined in RFC
5785 [ RFC5785] :

URI suffix: sinple-web-discovery
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6

6

1.

Change controller: |ETF

Speci fication docunent: [[ this document ]]

Security Considerations

SWD responses can contain confidential information. Therefore a,
general approach is used to require TLS in all cases. But TLS can
only provide for privacy and server validation, it cannot validate
that the requester is authorized to see the results of a query. The
exact nechanismused to determine if the requester is authorized to
see the result of the query is outside the scope of this

speci fication.

Because SWD responses can contain confidential information, the
requestor nay need authorization to receive them Standard HTTP
aut hori zati on nechani sns MAY be enpl oyed to request authorized
access, including the use of an HTTP Aut horization header field in
requests, which in turn, may contain a JSON Web Token [JW], anobng
ot her authorization data formats.

Wien the SWD server for a donmain is |ocated at the
"si nmpl e-web- di scovery" subdomain, a TLS certificate will need to be
present for that subdomain.
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Appendi x A.  Docunent Hi story
[[ to be renoved by the RFC editor before publication as an RFC ]]
-04

o0 Specified that the SWD server for a donmain nay be |ocated at the
"si nmpl e- web- di scovery" subdomain of the donmain and that SWD
clients nmust first try the endpoint at the donmain and then the
endpoi nt at the subdomai n.

0 Renoved the "SWD service redirect" response, since redirection can
be acconplished by pointing the "sinpl e-web-di scovery" subdonain
to a different location than the donain’ s host.

0o Renoved "mail to:

synt ax.

fromexanples in favor of bare e-mmil address

0 Specified that SWD servers nay al so be run on ports other than
443, provided they use TLS on those ports.

-03

0 Changed "requests use the x-wwformurlencoded format" to
"requests use query paraneters" and changed "an x-www«form
url encoded form' to "a form encoded using the application/
x-ww\« f orm url encoded encodi ng algorithm', both at the suggestion
of Julian Reschke.

0 Updated exanples to use "urn:exanple:" URNs rather than
"urn:exanple.org:" URNs, also at Julian's suggestion
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o Applied applicable editorial inprovenments from JOSE specs to SWD.
0 Updated references to rel ated specifications.

-02

0 Update exanples to use exanple.{comnet,org} domain nanes.

o Provide encoded representation of the request-UR query paraneters
for the first exanple request.

0 Changed "200 O K. " to "200 OK".

0 Respect line length restrictions in exanples.

o No nornmative changes.

-01

0 Refresh draft before expiration of -00. No normative changes.
-00

o Initial version.
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