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Abst ract

This specification defines the use of a JSON Wb Token (JW) Bearer
Token as a neans for requesting an QAuth 2.0 access token as well as
for use as a nmeans of client authentication.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on October 28, 2012
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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described in the Sinplified BSD License.
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1. Introduction

JSON Wb Token (JWI) [JWI] is a JSON-based security token encodi ng
that enables identity and security infornmation to be shared across
security domains. JWs utilize JSON data structures, as defined in
RFC 4627 [ RFC4627]. A security token is generally issued by an
identity provider and consunmed by a relying party that relies on its
content to identify the token's subject for security related

pur poses.

The QAuth 2.0 Authorization Protocol [I-D.ietf-oauth-v2] provides a
met hod for meking authenticated HTTP requests to a resource using an
access token. Access tokens are issued to third-party clients by an
aut hori zation server (AS) with the (sonetimes inplicit) approval of
the resource owner. In QAuth, an authorization grant is an abstract
termused to describe internediate credentials that represent the
resource owner authorization. An authorization grant is used by the
client to obtain an access token. Several authorization grant types
are defined to support a wide range of client types and user
experiences. QAuth also allows for the definition of new extension
grant types to support additional clients or to provide a bridge

bet ween QAuth and other trust frameworks. Finally, QAuth allows the
definition of additional authentication nechanisns to be used by
clients when interacting with the authorization server

The QAuth 2.0 Assertion Profile [I-D.ietf-oauth-assertions] is an
abstract extension to QAuth 2.0 that provides a general franmework for
the use of Assertions (a.k.a. Security Tokens) as client credentials
and/ or authorization grants with QAuth 2.0. This specification
profiles the QAuth 2.0 Assertion Profile [I-D.ietf-oauth-assertions]
to define an extension grant type that uses a JSON Wb Token (JW)
Bearer Token to request an QAuth 2.0 access token as well as for use
as client credentials. The format and processing rules for the JWI
defined in this specification are intentionally simlar, though not
identical, to those in the closely related SAML 2.0 Bearer Assertion
Profiles for QAuth 2.0 [I-D.ietf-oauth-samn 2-bearer].

Thi s docunent defines how a JSON Web Token (JWI) Bearer Token can be
used to request an access token when a client wishes to utilize an
existing trust relationship, expressed through the semantics of (and
digital signature calculated over) the JW, w thout a direct user
approval step at the authorization server. It also defines howa JW
can be used as a client authentication mechanism The use of a
security token for client authentication is orthogonal and separable
fromusing a security token as an authorization grant and the two can
be used either in combination or in isolation

The process by which the client obtains the JWI, prior to exchanging
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it with the authorization server or using it for client
aut hentication, is out of scope.

1.1. Notational Conventions
The key words "MJST', "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Unl ess ot herwi se noted, all the protocol paranmeter names and val ues
are case sensitive

1.2. Termnol ogy
Al terns are as defined in The QAuth 2.0 Authorization Protocol
[I-D.ietf-oauth-v2], QAuth 2.0 Assertion Profile
[I-D.ietf-oauth-assertions], and JSON Wb Token (JWI) [JW].

2. HITP Parameter Bindings for Transporting Assertions
The QAuth 2.0 Assertion Profile [I-D.ietf-oauth-assertions] defines
generic HTTP paraneters for transporting Assertions (a.k.a. Security
Tokens) during interactions with a token endpoint. This section
defines the values of those paranmeters for use with JW Bearer
Tokens.

2.1. Using JWIs as Authorization Gants

To use a JWI Bearer Token as an authorization grant, use the
foll owi ng paraneter val ues and encodi ngs.

The value of the "grant_type" paraneter MJST be
"urn:ietf:parans: oaut h: grant-type:jwt-bearer”.

The val ue of the "assertion" paraneter MJUST contain a single JWI.
2.2. Using JWs for Cient Authentication

To use a JWI Bearer Token for client authentication grant, use the
foll owi ng paraneter val ues and encodi ngs.

The value of the "client_assertion_type" paraneter MJST be
"urn:ietf:parans:oauth:client-assertion-type:jwt-bearer”.

The value of the "client_assertion" paraneter MJST contain a single
JWI.
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3. JW Format and Processing Requirenments

I'n

order to issue an access token response as described in The QAuth

2.0 Authorization Protocol [I-D.ietf-oauth-v2] or to rely on a JW
for client authentication, the authorization server MJST validate the
JWI according to the criteria below. Application of additiona
restrictions and policy are at the discretion of the authorization
server.

(0]

Jones,

The JWI MUST contain an "iss" (issuer) claimthat contains a
unique identifier for the entity that issued the JW.

The JWI' MUST contain a "prn" (principal) claimidentifying the
subj ect of the transaction. The principal MY identify the
resource owner for whomthe access token is being requested. For
client authentication, the principal MJST be the "client_id" of
the QAuth client. Wen using a JW as an authorization grant, the
principal SHOULD identify an authorized accessor for whomthe
access token is being requested (typically the resource owner, or
an aut hori zed del egate).

The JWI MUST contain an "aud" (audience) claimcontaining a UR
reference that identifies the authorization server, or the service
provider principal entity of its controlling domain, as an

i nt ended audi ence. The token endpoint URL of the authorization
server MAY be used as an acceptable value for an "aud" el enent.
The aut horization server MJST verify that it is an intended

audi ence for the JWI.

The JWI MUST contain an "exp" (expiration) claimthat limts the
ti me wi ndow during which the JWI' can be used. The authorization
server MJST verify that the expiration time has not passed
subject to allowable clock skew between systens. The

aut hori zati on server MAY reject JWIs with an "exp" clai mval ue
that is unreasonably far in the future.

The JWI' MAY contain an "nbf" (not before) claimthat identifies
the tine before which the token MJUST NOT be accepted for
processi ng.

The JWI' MAY contain an "iat" (issued at) claimthat identifies the
time at which the JWI was issued. The authorization server NMAY
reject JWIs with an "iat" claimvalue that is unreasonably far in
t he past.

The JWI' MAY contain a "jti" (JW ID) claimthat provides a unique

identifier for the token. The authorization server MAY ensure
that JWIs are not replayed by maintaining the set of used "jti"
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values for the length of time for which the JW woul d be
consi dered valid based on the applicable "exp" instant.

o The JWI MAY contain other clains.

0o The JWI MUST be digitally signed by the issuer and the
aut hori zation server MJST verify the signature.

o The authorization server MIST verify that the JW is valid in all
other respects per JSON Wb Token (JWI) [JWI].

3.1. Authorization Gant Processing

If present, the authorization server MIST al so validate the client
credenti al s.

If the JWI is not valid, or the current time is not within the
token’s valid tine window for use, the authorization server MJST
construct an error response as defined in QAuth 2.0
[I-D.ietf-oauth-v2]. The value of the "error" paraneter MJST be the
"invalid_grant” error code. The authorization server MAY include
additional information regarding the reasons the JW was consi dered
invalid using the "error_description" or "error_uri" paraneters.

For exanpl e:

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-store

{

"error":"invalid_grant",
"error_description":"Audi ence validation fail ed"

}

3.2. dient Authentication Processing

If the client JW is not valid, or its subject confirmation

requi renents cannot be net, the authorization server MJST construct
an error response as defined in QAuth 2.0 [I-D.ietf-oauth-v2]. The
value of the "error" paraneter MJST be the "invalid client" error
code. The authorization server MAY include additional information
regardi ng the reasons the JW was considered invalid using the
"error_description" or "error_uri" paraneters.

4, Authorization Gant Exanple

Though non-nornmative, the followi ng exanples illustrate what a
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conform ng JWI and access token request would | ook Iike.

Bel ow i s an exanpl e JSON object that could be encoded to produce the
JWI Clains Object for a JW:
{"iss":"https://jw-idp.exanpl e.cont,

"prn":"mailto: mke@xanpl e. cont,

"aud":"https://jw-rp. exanpl e. net",

"nbf": 1300815780,

"exp": 1300819380,

"http://clai ns. exanpl e. coni nenber": true}

The followi ng exanpl e JSON obj ect, used as the header of a JW,
declares that the JW is signed with the ECDSA P-256 SHA- 256
al gorithm

{"al g":"ES256"}

To present the JWI with the clains and header shown in the previous
exanpl e as part of an access token request, for exanple, the client
ni ght make the followi ng HTTPS request (with |line breaks for display
pur poses only):

POST /token. ocauth2 HTTP/ 1.1

Host: aut hz. exanpl e. net

Cont ent - Type: application/ x-ww-form url encoded

grant _type=ur n¥BAi et f ¥8Apar ans¥BAoaut h¥3Agr ant -t ype¥3Aj wt - bear er
&assertion=eyJhbCci G JFUzI 1Ni J9.

eyJpc3M[...onmtted for brevity...].

JOl -ZhwP_2n[...omtted for brevity...]

5. Security Considerations

No additional security considerations apply beyond those descri bed
within The QAuth 2.0 Authorization Protocol [I-D.ietf-oauth-v2], the
QAuth 2.0 Assertion Profile [I-D.ietf-oauth-assertions], and the JSON
Web Token (JWI) [JWI] specification.

6. | ANA Consi der ations

6. 1. Sub- Nanespace Registration of
urn:ietf:paranms: oauth: grant-type:jw-bearer

This is a request to | ANA to pl ease register the val ue
"grant-type:jw-bearer” in the registry urn:ietf:parans: oauth
established in An | ETF URN Sub- Namespace for QAuth
[1-D.ietf-oauth-urn-sub-ns].

Jones, et al. Expi res Cctober 28, 2012 [ Page 7]



Internet-Draft QAut h JWI' Bearer Token Profiles April 2012

0 URN: wurn:ietf:parans: oauth:grant-type:jwt-bearer

o0 Comon Nane: JW Bearer Token G ant Type Profile for QAuth 2.0
0 Change controller: |IETF

0 Description: [[this docunent]]

6. 2. Sub- Nanespace Registration of
urn:ietf:parans:oauth:client-assertion-type:jw-bearer

This is a request to | ANA to pl ease register the val ue
"client-assertion-type:jwt-bearer" in the registry
urn:ietf:parans: oauth established in An | ETF URN Sub- Namespace for
QAuth [I-D.ietf-oauth-urn-sub-ns].

0 URN wurn:ietf:parans:oauth:client-assertion-type:jw-bearer

o Common Nanme: JW Bearer Token Profile for QAuth 2.0 dient
Aut henti cati on

o Change controller: |ETF

0 Description: [[this docunent]]
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Appendi x B. Document Hi story
[[ to be renoved by RFC editor before publication as an RFC ]]
-04

0 Merged in changes between draft-ietf-oauth-sanm 2-bearer-09 and
draft-ietf-oauth-sam 2-bearer-11.

0 Added the optional "iat" (issued at) claim which was al ready
present in the JW spec.

-03

0 Added the "jti" (JW ID) claimto enable replay protection.
0 Respect line length restrictions in exanples.

-02

0 Renoved renmi ning vestiges of normative text tal king about SAM.
that remained fromthe SAML Profile draft.
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0 Replaced all references where the reference is used as if it were
part of the sentence (such as "defined by [I-D.whatever]") with
ones where the specification name is used, followed by the
reference (such as "defined by Watever [I-D. whatever]").

-01

0 Merged in changes fromdraft-ietf-oauth-sam 2-bearer-09. In
particular, this draft now uses draft-ietf-oauth-assertions,
rat her than being standalone. It also now defines howto use JW

bearer tokens both for Authorization Gants and for dient
Aut henti cati on.

-00

o Initial draft.
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