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Abst ract

This draft proposes an additional endpoint for QAuth authorization
servers for revoking tokens.
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1. Introduction

The QAuth 2.0 core specification [I-D.ietf-oauth-v2] defines severa
ways for a client to obtain refresh and access tokens. This

speci fication supplenents the core specification with a nechanismto
revoke both types of tokens and facilitates the foll ow ng use cases:

0 The end-user triggers revocation fromwithin the client that sends
the appropriate revocation request to the autorization server
From the end-user’s perspective, this looks like a "logout" or
"reset" function. The request causes the renoval of the client
perm ssions associated with the particular token to access the
end-user’s protected resources. This use case nmakes it even nore
confortable to the end-user to revoke his access grant inmmediately
via the client.

0o In contrast to revocation by a client, the authorization server
(or arelated entity) may offer its end-users a self-care porta
to delete access grants given to clients independent of any token
storing devices. Such a portal offers the possibility to an end-
user to | ook at and revoke all access grants he once authorized.
In cases the token storing device is not available, e.g. it is
| ost or stolen, revocation by a self-care portal is the only
possibility to limt or avoid abuse.

In the end, security, usability, and ease of use are increased by
t oken revocati on.

By using an additional endpoint, the token revocation endpoint,
clients can request the revocation of a particular token. Conpliant
i mpl erent ati on MUST support the revocation of refresh tokens, access
t oken revocati on MAY be support ed.

2. Token Revocation

The client requests the revocation of a particular token by making an
HTTP POST request to the token revocation endpoint. The |ocation of
the token revocati on endpoint can be found in the authorization
servers docunentation. The token endpoint URI MAY include a query
component .

Since requests to the token revocation endpoint result in the
transm ssion of plain text credentials in the HITP request, the
aut hori zati on server MIJST require the use of a transport-I|ayer
security nechani sm when sending requests to the token revocation
endpoi nts. The authorization server MJST support TLS 1.0

([ RFC2246] ), SHOULD support TLS 1.2 ([RFC5246]) and its future
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repl acenents, and MAY support additional transport-|ayer nechani sns
meeting its security requirenents

The client constructs the request by including the follow ng
paraneters using the "application/x-ww-formurl encoded" format in
the HTTP request entity-body:

t oken REQUI RED. The token that the client wants to get revoked.
Note: the authorization server is supposed to detect the
token type autonatically.

The client also includes its authentication credentials as descri bed
in Section 2.3. of [I-D.ietf-oauth-v2].

For exanple, a client may request the revocation of a refresh token
with the followi ng request (line breaks are for display purposes

only):

POST /revoke HITP/ 1.1

Host: server. exanpl e. com

Cont ent - Type: application/x-wwform url encoded
Aut hori zation: Basic czZCaGRSa3FOMzpnWDFnTnFOM2IW

t oken=45ghi ukl dj ahdnhzdauz&

The aut horization server first validates the client credentials (if
present) and verifies whether the client is authorized to revoke the
particul ar token based on the client identity and its policy. For
exanple, only the client the token has been issued for m ght be
allowed to revoke it. It is also conceivable to allow a dedi cated
user self-care portal to revoke all kinds of tokens.

In the next step, the authorization server invalidates the token

Whet her the revocation takes effect instantly or with some del ay
depends on the architecture of the particul ar depl oynent. The client
MUST NOT neke any assunptions about the tining and MJUST NOT use the

t oken agai n.

If the processed token is a refresh token and the authorization
server supports the revocation of access tokens, then the

aut hori zation server SHOULD al so invalidate all access tokens issued
for that refresh token.

The aut horization server indicates a successful processing of the
request by a HITP status code 200. Status code 401 indicates a
failed client authentication, whereas a status code 403 is used if
the client is not authorized to revoke the particular token. For al
other error conditions, a status code 400 is used along with an error
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response as defined in section 5.2. of [I-D.ietf-oauth-v2]. The
followi ng error codes are defined for the token revocati on endpoint:
unsupported token_type The authorization server does not support the
revocation of the presented token type. |.e. the client
tried to revoke an access token on a server not supporting
this feature.

i nval i d_token The presented token is invalid.

2.1. JSONP Support

The revocation endpoi nt MAY support JSONP [jsonp] by allow ng CGET
requests with an additional paraneter:

call back The qualified nane of a JavaScript function
Exanpl e request:

htt ps://exanpl e. conl r evoke?t oken=45ghi ukl dj ahdnhzdauz&
cal | back=package. nyCal | back

Successful response:
package. myCal | back();
Error response:

package. myCal | back({"error":"invalid_token"});
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