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Abstract

User - Managed Access (UMA) is a profile of QAuth 2.0. UMA defines how
resource owners can control protected-resource access by clients
operated by arbitrary requesting parties, where the resources reside
on any nunber of resource servers, and where a centralized

aut hori zati on server governs access based on resource owner policies.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on July 29, 2016
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. I nt roduction

User - Managed Access (UMA) is a profile of QAuth 2.0 [QAuth2]. UMA
defines how resource owners can control protected-resource access by
clients operated by arbitrary requesting parties, where the resources
resi de on any number of resource servers, and where a centralized

aut hori zati on server governs access based on resource owner policies.
Resource owners configure authorization servers with access policies
that serve as asynchronous authorization grants.

UMA serves nunmerous use cases where a resource owner uses a dedicated
service to manage aut horization for access to their resources,
potentially even without the run-tinme presence of the resource owner
A typical exanple is the following: a web user (an end-user resource
owner) can authorize a web or native app (a client) to gain one-tine
or ongoi ng access to a protected resource containing his home address
stored at a "personal data store" service (a resource server), by
telling the resource server to respect access entitlenents issued by
hi s chosen cl oud-based authorization service (an authorization
server). The requesting party operating the client might be the
resource owner, where the app is run by an e-conmmerce conpany that
needs to know where to ship a purchased item or the requesting party
ni ght be resource owner’s friend who is using an online address book
service to collect contact information, or the requesting party night
be a survey conpany that uses an autononpbus web service to conpile
popul ati on denographics. A variety of use cases can be found in

[ UMA- usecases] and [ UMA- casest udi es].

Pl ease see for the full UMA-Core 1.0 Specification for a conplete
description of UVA Core.
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