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Abstract

This docunent specifies the RADIUS attributes extensions of |Pv4 and
IPv6 traffic statistics for the differentiated accounting policies
and traffic recording on the AAA server.
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Yeh

I nt roducti on

RADI US has been wi dely used as the centralized Authentication and

Aut hori zati on nmanagenent nethod for the service provision to the
users in Broadband network. [RFC3162], [RFC4818] and
[ietf-radext-ipv6-access-05] has specified sone attributes to support
the service provision of |Pv6-only and dual -stack. Radius is also a
protocol for carrying accounting informtion between a Network Access
Server and a shared accounting server. |In the scenarios of dual -
stack or any other IPv6 transition use case, such as DS-Lite, 6rd or
the potential 4rd, there is a denand to report the separated |IPv4d &
IPv6 traffic statistics for the differential accounting and traffic
recor di ng.

[BBF TR-187] (Edited by ALU & G sco), which dedicates for the network
architecture nodels and el enents requirenents in the PPPOE scenario
to support IPv6-only or dual stack for Internet access service, has
expressed this demand in its section 9.4. The explicit texts are as
fol | ows:

The BNG nust al so be able to support separate queues for |Pv4 and
IPv6 traffic, as they nmay be used to offer I Pv4 and | Pv6 services
with different policies.

Not e that BNG of BBF is a kind of NAS of | ETF.

R-60 The BNG MUST support forwarding IPv6 and I Pv4 traffic in
comon traffic classes.

R-61 The BNG MUST support forwarding IPv6 and | Pv4 traffic in
separate traffic classes.

R-64 The BNG MUST support input and output octet counters that are
separate for both IPv6 and I Pv4 traffic.

R-65 The BNG MUST support input and output packet counters that
are separate for both IPv6 and I Pv4 traffic.

Per the section 9.4 of BBF TR-187, the NAS is required to support
separate queues and counters for IPv4 or IPv6 traffic, and the Radius
attributes of Acct-Input-Cctets, Acct-Qutput-Cctets, Acct-Input-
Packets, Acct-Qutput-Packets are recomrended to use for the
conbination traffic. That nmeans sonme new RADIUS attributes is
required to report the separated IPv4 or IPv6 traffic statistics.

[draft-nmaglione-radext-ipv6-acct-extensions-01] (Edited by Tel ecom

Italia, Ericsson & Magyar Tel ekom) tries to define the follow ng
attributes
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Pv6- Acct - I nput-Cctets
Pv6- Acct - Qut put-Cctets
Pv6- Acct - | nput - Packet s
Pv6- Acct - Qut put - Packet s
Pv6- Acct - | nput - G gawor ds
| Pv6- Acct - Qut put - G gawor ds

for the collecting of IPv6 traffic statistics in RADIUS accounting
messages. [draft-hu-v6ops-radi us-issues-ipv6-00] (Edited by China
Tel ecom & ZTE) presents the same issue on the accounting for dual -
stack traffic statistics, but it sounds like lint to the PPP case.
[draft-w nter-radext-fancyaccounting-00] also shows the interest to
define a group of attributes to report the statistics for various
traffic classes, but tries to use the extended type space. And
[draft-yeh-radext-dual - stack-access-02] (Edited Huawei) tries to use
the traditional fornat defined in [ RFC2865], [ RFC2866] and [ RFC2869]
to extend some new attributes

Acct -1l nput-1Pv4-Cctets
Acct - Qut put - |1 Pv4-Cctets
Acct - | nput - | Pv4- Packet s
Acct - Qut put - | Pv4- Packet s
Acct - | nput - | Pv4- G gawor ds
Acct - Qut put - | Pv4- G gawor ds
Acct -1 nput-1Pv6-Cctets
Acct - Qut put - | Pv6-Cctet s
Acct - I nput - | Pv6- Packet s
Acct - Qut put - | Pv6- Packet s
Acct - | nput - | Pv6- G gawor ds
Acct - Qut put - | Pv6- G gawor ds

agai nst the dual -stack case for traffic statistics reporting in
RADI US.

[draft-ietf-radext-radi us-extensions-02], which is already in the
phase of WA.C, has extended the type space of RADI US attribute and
defined the new formats for the extended type attributes with sone
new data types. That mi ght neans the type code in the new extended
space will be used to define a new attribute, if it is agreed to nove
the " Unassi gned’ code space (from 144 to 191) to be ’'Deprecated

This docunent tries to use both the traditional format defined in

[ RFC2865] and the new format defined in

[draft-ietf-radext-radi us-extensions-02] for the extension of |Pv4
and I Pv6 traffic statistics, and |l et the W5 deci des which one is nore
suitable for the cases nentioned here.
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4.

4.

Term nol ogy and Language

Thi s docunment describes sone new RADIUS attri butes and the associ at ed
usage on NAS and AAA server. This docunent should be read in
conjunction with the rel evant RADI US specifications, including

[ RFC2865], [RFC2866], [RFC2869], and

[draft-ietf-radext-radi us-extensions-02], for a conplete nechani sm
Definitions for terms and acronyns not specifically defined in this
docunent are defined in RFC2865, RFC2866, RFC2869, and
[draft-ietf-radext-radi us-extensions-02].

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in BCP 14, [RFC2119].

Depl oynment Scenari os

Figure 1 show the typical use case of the traffic statistics
reporting for the dual -stack users.

S + S + S +
| Host / | PPPoE | | RADI US | AAA |
| Customer | ------------ | NAS I | Server |
| Router | | POE [ [ Account i ng [ [

S + S + S +
Dual - St ack Separ at ed queues and counter

for 1Pv4 and I Pv6 traffic

Figure 1: Traffic Statistics of Dual-Stack Users for RADI US
Accounti ng

Note that traffic statistics reporting is also needed in the |IPv6
transition cases, such as DS-Lite, 6rd or the potential 4rd.
Traffic Statistics Attributes

1. Define the Attributes in the Traditional Unsigned Type Space

There are 8 new attributes of the traffic statistics, including:
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Acct -1l nput-1Pv4-Cctets
Acct - Qut put - | Pv4-Cctets
Acct - | nput - | Pv4- Packet s
Acct - Qut put - | Pv4- Packet s
Acct-1lnput-1Pv6-Cctets
Acct - Qut put - |1 Pv6-Cctet s
Acct - | nput - | Pv6- Packet s
Acct - Qut put - | Pv6- Packet s

defined in this section per the traditional format defined in
[ RFC2865] .

Descri ption

The traffic statistics attributes, including Acct-Input-IPv4-
Cctets, Acct-Qutput-IPv4-Cctets, Acct-Input-IPvd-Packets, Acct-
Qut put - | Pv4- Packet s and Acct-Ilnput-IPv6-Cctets, Acct-CQutput-IPv6-
Cctets, Acct-Input-I|Pv6-Packets, Acct-Qutput-I|Pv6-Packets,

i ndi cate how many octets or packets of I1Pv4 or | Pv6 received from
the user or sent to the user fromthe starting of this service
provi ded, and can be present in Accounting-Request records while
the Acct-Status-Type is set to InterimUpdate or Stop.

For the attribute of Acct-Input-IPv4-Cctets, NAS report how nmany
Cctets of IPv4 traffic received fromthe user fromthe starting of
the service authorized.

For the attribute of Acct-Qutput-IPv4-Cctets, NAS report how nmany
Cctets of IPv4 traffic sent to the user fromthe starting of the
service authorized.

For the attribute of Acct-Input-IPv4-Packets, NAS report how many
packets of IPv4 traffic received fromthe user fromthe starting
of the service authorized.

For the attribute of Acct-Qutput-IPv4-Packets, NAS report how many
packets of IPv4 traffic sent to the user fromthe starting of the
service authori zed.

For the attribute of Acct-Input-1Pv6-Cctets, NAS report how nmany
Cctets of IPv6 traffic received fromthe user fromthe starting of
the service authorized.

For the attribute of Acct-Qutput-IPv6-Cctets, NAS report how many

Cctets of IPv6 traffic sent to the user fromthe starting of the
servi ce authori zed.
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For the attribute of Acct-Input-IPv6-Packets, NAS report how many
packets of I Pv6 traffic received fromthe user fromthe starting
of the service authorized.

For the attribute of Acct-CQutput-I|Pv6-Packets, NAS report how nany
packets of IPv6 traffic sent to the user fromthe starting of the
service authorized.

A summary of the Traffic Statistics attributes format is shown as
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Type | Length | Val ue [
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Val ue (cont.) [
B E e r e s i s i o T T s S S S S 2
| Val ue (cont.) |
i R R R e i T ik ST D I S SR SR T

Type

TBAn (by | ANA)
Length

=10
Val ue

The Value field is 8 octets and uses Integer64 defined in
[draft-ietf-radext-radi us-extensions-02], for its data type.

4.2. Define the Attributes in the Extended Type Space
Descri ption
The definition and usage of the traffic statistics attributes,
i ncluding Acct-Input-1Pv4-Cctets, Acct-Qutput-IPv4-Cctets, Acct-
| nput - | Pv4- Packets, Acct-CQutput-IPv4-Packets and Acct-Input-1Pv6-
Cctets, Acct-Qutput-I1Pv6-Cctets, Acct-Input-IPve-Packets, Acct-
Qut put - | Pv6- Packets, are the same as that described in section 4.1

A summary of the Traffic Statistics attributes format is shown as
below. The fields are transnmitted fromleft to right.
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01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| Extended- Type
B e i i e o e e S T S e e s i i TR S

[ Type [ Length

| Val ue (cont.)

Val ue [

T i T S T i T S S S

| Val ue (cont.)

B T S S L T S S s i S

Type

Acct -1l nput-1Pv4-Cctets 241.
Acct - Qut put - | Pv4-Cctets 241.
Acct - | nput - | Pv4- Packet s 241.
Acct - Qut put - | Pv4- Packet s 241.
Acct-1lnput-1Pv6-Cctets 241.
Acct - Qut put - |1 Pv6- Cctet s 241.
Acct - | nput - | Pv6- Packet s 241.
Acct - Qut put - | Pv6- Packet s 241.

Length
=11

Val ue

TBAL( by
TBA2( by
TBA3( by
TBA4( by
TBA5( by
TBAG6( by
TBA7( by
TBAS( by

| ANA)
| ANA)
| ANA)
| ANA)
| ANA)
| ANA)
| ANA)
| ANA)

or
or
or
or
or
or
or
or

241.
241.
241.
241.
242.
242.
242.
242.

42( suggest ed)
43( suggest ed)
47(suggest ed)
48( suggest ed)
42( suggest ed)
43(suggest ed)
47(suggest ed)
48( suggest ed)

The Value field is 8 octets and uses Integer64 defined in

[draft-ietf-radext-radi us-extensions-02],

5. Table of Attributes

for its data type

The following table provides a guide to which attributes may be found

i n which kinds of packets, and in what quantity.

Req- Acc- Rej- Chall Accounting #

uest ept ect -enge Request
0 0 0 0 0-1
0 0 0 0 0-1
0 0 0 0 0-1
0 0 0 0 0-1
0 0 0 0 0-1
0 0 0 0 0-1
0 0 0 0 0-1
0 0 0 0 0-1

TBAl
TBA2
TBA3
TBA4
TBAS
TBAG
TBA7
TBAS8

Attribute

Acct -1 nput-1Pv4-Cctets

Acct-Qut put-I1Pv4-Cctets
Acct - | nput - | Pv4- Packet s
Acct - Qut put - | Pv4- Packet s
Acct -1 nput-1Pv6-Cctets

Acct - Qut put - |1 Pv6-Cctet s
Acct - I nput - | Pv6- Packet s
Acct - Qut put - | Pv6- Packet s

The meani ng of the above table entries is as follows:
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0 This attribute MJUST NOT be present.

0+ Zero or nore instances of this attribute MAY be present.
0-1 Zero or one instance of this attribute MAY be present.

1 Exactly one instance of this attribute MJUST be present.
1+ One or nore of these attributes MJST be present.

6. Security Considerations

Security issues related RADIUS are described in section 8 of RFC2865
and section 5 of RFC3162.

7. | ANA Consi der ati ons

I ANA is requested to assign 8 new attribute types code in the "Radius
Types" registry (http://ww.iana.org/assignnents/radi us-types for the
followi ng attri butes:

Acct -1 nput-1|Pv4-Cctets

Acct - Qut put - |1 Pv4-Cctets
Acct - | nput - | Pv4- Packet s
Acct - Qut put - | Pv4- Packet s
Acct-1lnput-1Pv6-Cctets

Acct - Qut put - | Pv6-Cctet s
Acct - | nput - | Pv6- Packet s
Acct - Qut put - | Pv6- Packet s

I ANA should all ocate these codes fromthe standardi zed type space of
the RADIUS attributes using the "I ETF Review' policy [ RFC5226].
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