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Abst r act

RFC 3580 provides guidelines for the use of the Renpte Authentication
Dialin User Service (RADIUS) within | EEE 802 | ocal area networks
(LANs). This docunment proposes additional attributes for use within
| EEE 802 networks, as well as providing clarifications on the usage
of the EAP-Key-Nane attribute, updating RFC 4072. The attributes
defined in this docunent are usable both within RAD US and Di aneter.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that
other groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This Internet-Draft will expire on April 23, 2012.
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

This docunent may contain material from | ETF Docunents or |ETF
Contri butions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
materi al may not have granted the I ETF Trust the right to allow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into |anguages other
than Engli sh.
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1.

1.

I nt roducti on

In situations where it is desirable to centrally manage

aut henti cation, authorization and accounting (AAA) for | EEE 802

[ I EEE-802] networks, deploynent of a backend authentication and
accounting server is desirable. 1In such situations, it is expected
that | EEE 802 authenticators will function as AAA clients.

"I EEE 802. 1X Renpte Authentication Dial In User Service (RAD US)
Usage Gui delines" [RFC3580] defined guidelines for the use of the
Renote Authentication Dialin User Service (RADIUS) w thin networks
utilizing | EEE 802 | ocal area networks. This docunent defines
additional attributes suitable for usage by | EEE 802 aut henticators
acting as AAA clients. The attributes defined in this docunent are
usabl e both wi thin RADIUS and Di aneter

1. Term nol ogy

Thi s docunent uses the follow ng terns:

Access Point (AP)

A Station that provides access to the distribution
services via the wireless nedi umfor associ ated Stations.

Associ ati on The service used to establish Access Point/Station

mappi ng and enabl e Station invocation of the distribution
system servi ces.

authenticator An authenticator is an entity that require authentication

fromthe supplicant. The authenticator may be connected
to the supplicant at the other end of a point-to-point
LAN segrment or wireless I|ink.

aut henti cati on server

An aut hentication server is an entity that provides an
aut hentication service to an authenticator. This service
verifies fromthe credentials provided by the supplicant,
the claimof identity made by the supplicant.

Station (STA) Any device that contains an | EEE 802. 11 confornmant nedi um

access control (MAC) and physical layer (PHY) interface
to the wirel ess nedium (W).

Suppl i cant A supplicant is an entity that is being authenticated by

an authenticator. The supplicant nmay be connected to the
aut henticator at one end of a point-to-point LAN segnent
or 802.11 wireless link
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1.2. Requirenents Language

In this docunent, several words are used to signify the requirenents

of the specification. The key words "MJST", "MJST NOT", "REQUI RED",

"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MNAY",

and "OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .

2. RADIUS attributes
2.1. Allowed-Called-Station-Id
Descri ption

The Allowed-Called-Station-1d Attribute allows the RAD US server
to specify the authenticator MAC addresses and/or networks to
which the user is allowed to connect. One or nore Allowed-Call ed-
Station-1d attributes MAY be included in an Access-Accept or CoA-
Request packet.

A summary of the Allowed-Called-Station-1d Attribute format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
| Type | Length | String...

o e e e e e e e e e e e e e e e e e e e e e e e e b e e e b e e

Code
TBD1

Length
>=3

String

The String field is one or nore octets, containing the |ayer 2
endpoint that the user’'s call is allowed to be terminated on, as
specified in the definition of Called-Station-1d in [ RFC2865]
Section 5.30 and [ RFC3580] Section 3.20. 1In the case of |EEE 802,
the Allowed-Called-Station-1d Attribute is used to store the

Medi um Access Control (MAC) address in ASCII format (upper case
only), with octet values separated by a "-". Exanple:

"00-10- A4-23-19-C0". \here restrictions on both the network and
aut henti cator MAC address usage are intended, the network nane
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MUST be appended to the authenticator MAC address, separated from
the MAC address with a ":". Exanple: "00-10-A4-23-19-C0: AP1".
Where no MAC address restriction is intended, the MAC address
field MUST be onitted, but the network nane field MJUST be

i ncluded. Exanple: "AP1". Wthin | EEE 802. 11 [| EEE-802. 11], the
SSID constitutes the network nanme; within | EEE 802. 1X

[ EEE-802. 1X], the Network-1d Name (NI D-Nanme) constitutes the
network nanme. Since a NID- Name can be up to 253 octets in |ength,
when used with [| EEE-802.1X], there may not be sufficient room
within the Allowed-Called-Station-1d Attribute to include a MAC
addr ess.

If the user attenpts to connect to the NAS froma Called-Station-
Id that does not match one of the All owed-Call ed-Station-Id
attributes, then the user MIUST NOT be pernmitted to access the

net wor k.

The All owed-Cal |l ed-Station-1d Attribute can be useful in the
foll owi ng situations:

[1] Where users can connect to a NAS wi thout an Access- Request being
sent by the NAS to the RADI US server (e.g. where key caching is
supported within | EEE 802.11 or | EEE 802. 1X [| EEE-802.1X]). To
avoid el evation of privilege attacks, key cache entries are
typically only usable within the network to which the user
originally authenticated (e.g. the originally sel ected network
nane is inplicitly attached to the key cache entry). Also, if
it is desired that access to a network name not be avail abl e
froma particular authenticator MAC address, then the
aut henti cator can be set up not to advertise that particular
net wor k nane.

[2] Wher e pre-authentication may be supported (e.g. |EEE 802.1X
pre-authentication). |In this situation, the network nanme
typically will not be included in a Called-Station-1d Attribute
within the Access-Request, so that the RADIUS server will not
know t he network that the user is attenpting to access. As a
result, the RADI US server may desire to restrict the networks to
whi ch the user can subsequently connect.

[ 3] Where the network portion of the Called-Station-1d is present
within an Access- Request, the RADI US server can desire to
aut hori ze access to a network different fromthe one that the
user sel ected.
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2.2. EAP-Key- Nane
Description

The EAP-Key-Nanme Attribute, defined in "Di ameter Extensible

Aut henti cation Protocol (EAP) Application" [RFC4072], contains the
EAP Session-1d, as described in "Extensible Authentication

Prot ocol (EAP) Key Managenent Framewor k" [RFC5247]. Exactly how
this Attribute is used depends on the Iink layer in question.

It should be noted that not all link |ayers use this nane and

exi sting EAP nethod inpl enentati ons do not generate it. An EAP-
Key- Name Attribute MAY be included within Access-Request, Access-
Accept and CoA- Request packets. A sunmmary of the EAP-Key- Name
Attribute format is shown below. The fields are transmtted from
left to right.

0 1 2 3
01234567890123456789012345678901
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
| Type | Length | String...

o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

Code

102 [ RFC4072]
Length

>=3
String

The String field is one or nore octets, containing the EAP
Session-1d, as defined in "Extensible Authentication Protocol

(EAP) Key Managenent Framewor k" [RFC5247]. Since the NAS operates
as a pass-through in EAP, it cannot know the EAP Session-1d before
receiving it fromthe RADIUS server. As a result, an EAP-Key- Nane
Attribute sent in an Access-Request MJST only contain a single NUL
character. A RADI US server receiving an Access-Request with an
EAP- Key- Nane Attribute containing anything other than a single NUL
character MJST silently discard the Attribute. In addition, the
RADI US server SHOULD include this Attribute in an Access-Accept or
CoA- Request only if an EAP-Key-Nane Attribute was present in the
Access- Request .
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2.3. EAP-Peer-Id
Description

The EAP-Peer-1d Attribute contains a Peer-I1d generated by the EAP
nmet hod. Exactly how this name is used depends on the link |ayer
in question. See [RFC5247] for nore discussion. The EAP-Peer-1d
Attribute MAY be included in Access-Request, Access-Accept and
Account i ng- Request packets. Mre than one EAP-Peer-I1d Attribute
MUST NOT be included in an Access-Request; one or nore EAP-Peer-Id
attributes MAY be included in an Access-Accept.

It should be noted that not all link |layers use this nane, and

exi sting EAP net hod inpl enentati ons do not generate it. Since the
NAS operates as a pass-through in EAP [RFC3748], it cannot know
the EAP-Peer-1d before receiving it fromthe RAD US server. As a
result, an EAP-Peer-Id Attribute sent in an Access-Request MJST
only contain a single NUL character. A hone RADI US server

recei ving an Access- Request an EAP-Peer-1d Attribute containing
anything other than a single NUL character MJST silently discard
the Attribute. In addition, the home RADI US server SHOULD i ncl ude
one or nore EAP-Peer-1d attributes in an Access-Accept only if an
EAP-Peer-1d Attribute was present in the Access-Request. A
summary of the EAP-Peer-Id Attribute format is shown below. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T i it T s i S e i SR SR
[ Type | Length [ String..
i Tl e e o o i e s S e e S c e e e R
Code
TBD2
Length
>=3
String
The String field is one or nore octets containing a EAP Peer-1d
exported by the EAP nmethod. For details, see [RFC5247] Appendi x

A. A robust inplenmentation SHOULD support the field as
undi sti ngui shed octets.
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2.4. EAP-Server-Id
Description

The EAP-Server-1d Attribute contains a Server-1d generated by the
EAP nethod. Exactly how this nane is used depends on the link

I ayer in question. See [RFC5247] for nore discussion. The EAP-
Server-1d Attribute is only allowed in Access- Request, Access-
Accept, and Accounti ng- Request packets. More than one EAP-Server-
Id Attribute MUST NOT be included in an Access-Request; one or
nmore EAP-Server-1d attributes MAY be included in an Access-Accept.

It should be noted that not all link |layers use this nane, and

exi sting EAP net hod inpl enentati ons do not generate it. Since the
NAS operates as a pass-through in EAP [ RFC3748], it cannot know
the EAP-Server-1d before receiving it fromthe RADIUS server. As
a result, an EAP-Server-1d Attribute sent in an Access- Request
MUST contain only a single NUL character. A hone RADI US server
receiving in an Access- Request an EAP-Server-1d Attribute

cont ai ni ng anything other than a single NUL character MJST
silently discard the Attribute. 1In addition, the home RADI US
server SHOULD include this Attribute an Access-Accept only if an
EAP-Server-1d Attribute was present in the Access-Request. A
summary of the EAP-Server-1d Attribute format is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T i it T s i S e i SR SR
[ Type | Length [ String...
i Tl e e o o i e s S e e S c e e e R
Code
TBD3
Length
>=3
String
The String field is one or nore octets, containing a EAP Server-Id
exported by the EAP nmethod. For details, see [RFC5247] Appendi x

A. A robust inplenmentation SHOULD support the field as
undi sti ngui shed octets.
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2.5. Mbility-Domain-Id
Description

A single Mbility-Donmain-1d Attribute MAY be included in an
Access- Request or Accounting-Request, in order to enable the NAS
to provide the RADI US server with the Mbility Domain ldentifier
(MDI D), defined in | EEE 802. 11r [I|EEE-802.11r]. A sumary of the
Mobility-Domain-1d Attribute format is shown below. The fields
are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S

| Type | Length | Val ue

B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
Val ue |

B e o o o S S S S o T e R R e

Code
TBD4

Length
6

Val ue

The Value field is four octets, containing a 32-bit unsigned
integer. Since the Mbility Domain ldentifier defined in | EEE
802. 11r [I EEE-802.11r] is only two octets in length, the two nost
significant octets MIST be set to zero by the sender, and are
ignored by the receiver; the two |least significant octets contain
t he MDI D val ue.

2.6. Preauth-Ti meout
Description

This Attribute sets the nmaxi num nunber of seconds which pre-
authentication state is required to be kept by the NAS, without
being utilized within a user session. For exanple, when

[ EEE-802. 11] pre-authentication is used, if a user has not
attenpted to utilize the P derived as a result of pre-
authentication within the tinme specified by the Preauth-Ti neout
Attribute, the PMK MAY be discarded by the Access Point. However,
once the session is underway, the Preauth-Tinmeout Attribute has no
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2.

7.

bearing on the naxi mum session tine for the user, or the naxinmm
time during which key state nmay be kept prior to re-

aut hentication. This is determ ned by the Session-Ti neout
Attribute, if present.

This Attribute MAY be sent by the server to the NAS in an Access-
Accept. A summary of the Preauth-Timeout Attribute format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901

B E e r e s i s i o T T s S S S S 2

| Type | Length | Val ue

B T T i I T T o S S S e b S S S
Val ue (cont) |

i i S e i (I SRR HE S SR R S

Code

TBD5

Length

6

Val ue

The field is 4 octets, containing a 32-bit unsigned integer
encoding the maxinumtinme in seconds that pre-authentication state
shoul d be retained by the NAS.

Net wor k- | d- Nane

Description

The Network-1d-Name Attribute is utilized by inplenentations of
| EEE-802. 1X [ | EEE-802.1X] to specify the name of a Network-Id
(NI D- Nane) .

Unli ke the I EEE 802.11 SSID (which is a maxi numof 32 octets in

I ength), the NID-Nane may be up to 253 octets in | ength.
Consequently, if the MAC address is included within the Called-
Station-1d Attribute, it is possible that there will not be enough
remai ni ng space to encode the NID-Nane as well. Therefore when
used with | EEE 802. 1X [| EEE-802. 1X], the Called-Station-1d
Attribute SHOULD contain only the MAC address, with the Network-

| d-Name Attribute used to transmit the NID- Name. The Network-1d-
Name Attribute SHOULD NOT be used to encode the | EEE 802. 11 SSI D
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2.

8.

as noted in [RFC3580], the Called-Station-1d Attribute is used for
thi s purpose.

Zero or one Network-1d-Nane Attribute is permtted within a RAD US
Access- Request or Accounting- Request packet. Wen included within
an Access- Request packet, the Network-1d-Nane Attribute represents
a hint of the NID-Nanme to which the Supplicant should be granted
access. In order to indicate which network nanes the Supplicant
is permtted to access, the Allowed-Called-Station-1d Attribute is
provided within an Access-Accept. Wen included within an
Account i ng- Request packet, the Network-1d-Nanme Attribute
represents the NID-Name to which the Supplicant has been granted
access.

A summary of the Network-1d-Name Attribute format is shown bel ow
The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
| Type | Length | String...

o e e e e e e e e e e e e e e e e e e e e e e e e b e e e b e e

Code

TBD7

Length

>=3

String

The String field is one or nore octets, containing a N D Nane.
For details, see [IEEE-802.1X]. A robust inplenentation SHOULD
support the field as undi stingui shed octets.

Access-I nfo

Description

The Access-Info Attribute is utilized by inplementations of

| EEE-802. 1X [ | EEE-802.1X] to specify the Access status information
field within an Access Information Type Length Val ue Tuple (TLV)
to be sent to the user within MACsec Key Agreement (MKA) or EAPoL-
Announcenent franes.

A single Access-Info Attribute is permitted within a RADI US
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Cod

Len

Val

Access- Accept, Access-Chall enge, Access-Reject or Accounting-
Request packet.

A summary of the Access-Info Attribute format is shown below. The
fields are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901

B i S S T s i S T st i S S S S S S S S i

[ Type [ Lengt h [ Val ue

B e i i e o e e S T S e e s i i TR S
Val ue |

B o I NI S R S S R T S T S S

e

TBD8

gth

6

ue

The Value field is four octets containing a 32-bit unsigned
integer. Since the Acess status information field of the Access
Informati on TLV defined in [IEEE-802.1X] Section 11.12.2 is only
two octets in length, the two nost significant octets of the Val ue

field MUST be set to zero by the sender and are ignored by the
receiver.

3. Table of attributes

The following table provides a guide to which attributes may be found
i n which kinds of packets, and in what quantity.
Access- Access- Access- Access-
Request Accept Rej ect Challenge # Attribute
0 0+ 0 0 TBD1 All owed-Call ed-Station-Id
0-1 0-1 0 0 102 EAP- Key- Nane
0-1 0+ 0 0 TBD2 EAP-Peer-1d
0-1 0+ 0 0 TBD3 EAP-Server-1d
0-1 0 0 0 TBD4 Mobility-Domain-1d
0-1 0-1 0 0 TBD5 Preaut h- Ti neout
0-1 0 0 0 TBD6 Net wor k- | d- Nane
0 0-1 0-1 0-1 TBD7 Access-Info
CoA- Acct -
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Req Req # Attribute

0+ 0 TBD1 Al lowed-Call ed-Station-I1d
0-1 0 102 EAP- Key- Nane

0 0+ TBD2 EAP-Peer-1d

0 0+ TBD3 EAP-Server-I|d

0 0-1 TBD4 Mobility-Domain-1d
0 0 TBD5 Preaut h- Ti meout

0 0-1 TBD6 Net wor k-1 d- Name
0-1 0-1 TBD7 Access-Info

The followi ng tabl e defines the neaning of the above table entries.

0 This Attribute MUST NOT be present in packet.

0+ Zero or nore instances of this Attribute MAY be
present in the packet.

0-1 Zero or one instance of this Attribute MAY be
present in the packet.

4. Dianeter Considerations

The EAP-Key-Nanme Attribute is already defined as a RADIUS Attribute
within Dianeter EAP [RFC4072]. Wen used in D aneter, the other
attributes defined in this specification can be used as D aneter AVPs
fromthe Code space 1-255 (RADIUS Attribute conpatibility space). No
addi tional Dianeter Code values are therefore allocated. The data
types and flag rules for the attributes are as foll ows:

Fom e e e e oo oo +
| AVP Flag rules |
[----+----- S T - | ----+
I I | SHLD| MUST| I
Attribute Name Val ue Type | MJST| MAY | NOT| NOT| Encr |
----------------------------------------- I R R TRl I
Al | owed- Cal | ed- [ [ [ [ [ [
Station-1d UTF8String | M | P | | VvV | Y |
EAP- Peer-1d UTF8String | M | P | | V | Y |
EAP- Server-1d UTF8String | M | P | | V | Y |
Mobi |'i ty- Domai n-1d Unsi gned32 | | P | V| Y |
Pr eaut h- Ti neout Unsigned32 | M | P | | V| Y |
Net wor k- | d- Name UTF8String | M | P | | vV | Y |
Access-Info Unsigned32 | M | P | | VvV | Y |
----------------------------------------- I S i ST I

The attributes in this specification have no special translation
requirenents for Dianeter to RADIUS or RADI US to Di aneter gateways;
they are copied as is, except for changes relating to headers,

al i gnnment, and paddi ng. See al so [ RFC3588] Section 4.1 and [ RFC4005]
Section 9.
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What this specification says about the applicability of the
attributes for RAD US Access- Request packets applies in Dianeter to
AA- Request [ RFC4005] or Di aneter- EAP- Request [ RFC4072]. What is said
about Access-Chal |l enge applies in Dianeter to AA-Answer [ RFC4005] or
Di anet er - EAP- Answer [ RFC4072] with Result-Code AVP set to

DI AVETER_ MULTI _ROUND_AUTH.

What is said about Access-Accept applies in Dianeter to AA- Answer or
Di anet er - EAP- Answer nessages that indicate success. Sinmlarly, what
i s said about RADIUS Access-Reject packets applies in D aneter to AA-
Answer or Di aneter- EAP- Answer nessages that indicate failure.

What is said about COA- Request applies in Dianeter to Re-Auth-Request
[ RFC4005]. What is said about Accounting-Request applies to Di aneter
Accounti ng- Request [RFC4005] as well.

5. | ANA Consi derati ons

Thi s docunent uses the RADI US [ RFC2865] nanespace, see
<http://ww.iana. org/ assi gnment s/ radi us-types>. This specification
requires assignnent of a RADIUS attribute types for the foll ow ng
attri butes:

Attribute Type
Al l owed-Cal | ed-Station-1d TBD1
EAP- Peer-1d TBD2
EAP- Server-1d TBD3
Mobi |'i ty- Domai n-1d TBD4
Pr eaut h- Ti meout TBD5
Net wor k- | d- Nanme TBD6
Access-I nfo TBD7

6. Security Considerations
Since this docunent describes the use of RADIUS for purposes of
aut henti cation, authorization, and accounting in | EEE 802 networ ks,
it is vulnerable to all of the threats that are present in other
RADI US applications. For a discussion of these threats, see
[ RFC2607], [RFC2865], [RFC3162], [RFC3579], [RFC3580] and [ RFC5176] .
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