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Abst ract

Bandwi dt h on Demand services are offered by network operators in
i ndustry and research sectors to support the needs of selected
custoners needi ng hi gh bandwi dt h poi nt-to-point connections.

Wthout a standard interface for controlling the use of network
resources, user applications and services are subject to limts of
| ayering, security and interoperability across multiple vendors of
net wor k equi pnent.

In this docunent, we argue the necessity in providing network
information to the applications, thereby enabling the applications
to directly provision network el ements associated with the rel evant
applications.
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1. Introduction

Bandwi dt h on Demand services are offered by network operators in

i ndustry and research sectors to support the needs of selected

cust onmers needi ng hi gh bandwi dth point-to-point connections. Such
servi ces take advantage of dynamic control of the underlying network
to set up forwarding and resource allocation as requested by the
customer. Some control is given directly to the custoner via a
portal so that there is no need to go through an internediate

stage of service order provisioning on the part of the network
operator.

Currently such services are often based on nmanagenent interfaces to
vendor equi prent that are vendor-specific, and as a result the
operator nust redesign its supporting control application for each
vendor domain, or linmt their offering to a single vendor donain.

In this docunent, we propose that providing a conmon interface to
net wor ks of different vendors and technol ogi es woul d enabl e the
networ k provider to offer Bandwi dth on Demand and ot her services
that are faster to deploy across a w de range of network equi pnent
by using additional network infornation.

Here are some of the conventions used in this document. The key
words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY', and "OPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].
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2. Related Wrk

There has been nmuch work in this area in recent years. OpenFl ow has
defined an architecture for offering virtualized network contro
through a centralized controller and proxies called Fl owisors.
These all ow users to configure forwardi ng of packets within slices
of the network partitioned off for their use. The controller is
designed to control each network elenent directly through a

dedi cated control interface. It is not designed to work with

exi sting control plane protocols.

More generally, TMF has devel oped nodels and interfaces for
operations and admi nistration of networks through the north-bound
interface provided by the el enent nmanagenent system These
interfaces are not intended for real-tine control of the network
el ement and need to take into account variations in the design and
features of different types of equipnent.

PCE is a client-server protocol that operates in MPLS networks that
enabl es the network operators to conpute and potentially provision
optinmal point-to-point and point-to-nultipoint connections. However,
PCE does not interface with applications to optinize traffic from
user applications.

3. Problem Definition

Figure 1 illustrates the relationship between application and

net wor k t oday, where custoner control of bandwi dth on demand is
provi ded through applications created by the network operator
supporting the user interface, features and backend accounting for
the service. Such applications are used in single donain

depl oynents and have linited visibility of underlying | P/MPLS and
Transport networks and, nost inportantly, resource availability on
t hose networks.
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. + . +
| Application | | Application |
[ #1 [ [ #2 [
e e e - + e e e - +
I I
I I
T + T +
| Network | Network |
| Domain #1 | | Domai n #2 |
e e e e oo oo + e e e e oo oo +

Figure 1: Application to network relationship today

This presents a nunber of chall enges and problens. Wthout a
standard interface to the network el ements that conprise one or nore
net work domai ns and their associated control software, each
bandwi dt h on denand supporting application rmust be built for a
specific set of vendor equi pnment and is not easily generalizable to
different vendors or even different equi pnment offered by a single
vendor. Wile signaling interfaces such as the UNI could offer

st andardi zed access to network control, such interfaces have not
been adopt ed because they provide mninmal security and functionality
and are designed for nore of a peer relationship between network
elements, traditionally at only a single (peer) layer of the

net wor k.

Simlarly, bandwi dth on demand applications nust be designed for a
singl e technol ogy, which restricts the range of use and potentia
users. |If Domain #1 uses SDH, for exanple, and Domain #2 uses OIN
it may be necessary to design supporting Application #2 from scratch
even though Application #1 has been successfully offering service.
Ideally the interface should all ow sonme | evel of technol ogy

i ndependence, as well as potentially integration to permt contro

of multiple layers simultaneously (esp. packet and circuit).

Third, the application is generally linmted to sinple services
connecting a source to destination, because interfaces hide network
t opol ogy and do not allow visualization of the topology for
different customer views. For some services users may wish to
exerci se control over path routing aspects such as shared risk
required latency characteristics or inclusion or exclusion of areas
for policy reasons.

Pan et. al Expires April 31, 2012 [ Page 5]



Internet-Draft Shared Mesh Protection in MPLS-TP Cct ober 2011

4. The Role of an SDN Layer

To sol ve the above problem the proposal is to introduce a software-
driven network (SDN) layer (as shown in Figure 2), that is
responsi ble for network virtualization, programmability and
nmoni t ori ng, between supporting applications and the network.

e e e - + e e e - + e e e - +
| Application | | Application | | Application |
| #1 | | #2 | | #3 |
o m e + o m e + o m e +
I I I
| | |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
SDN Layer |

[ (Network virtualization, progranmmability
[ and Moni toring) [

oo e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| |
I I
oo + oo +
| Physical Network | | Physical Network
| Domain #1 [ [ Domai n #2 [
s + s +

Figure 2: Application to network relationship for SDN

The purpose of the SDN Layer is to enable the applications
supporting bandw dth on demand services to access information about
and control (aggregate) traffic flows at various |layers of the
networ k through a standard, secure and custonizable interface.
Applications can visualize the traffic flows at the network | ayer
and nanage the mapping or binding between its traffic flows from
edge-t o-edge through the associ ated networks.

The inplenmentation of an SDN Layer involves interfacing anong
different types of applications and different types of network
domai ns, based on technol ogy or vendor, administrative or policy
control. Standardized interfaces nust be defined to support this.

The architecture should be agnostic as to the type of network
control plan used in a supporting domain. The focus of work should
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be on providing richer access to control of network resources rather
than on the schenme for network control used in the domain.

5. Use Cases
5.1. Schedul ed/ Dynani ¢ Bandw dth On- Demand Service

Figure 3 illustrates the flow of a schedul ed or dynani c bandw dt h
service. In the sinplest case, connectivity may already be provided
bet ween user-speci fied endpoints, however the bandw dth all ocated
bet ween endpoints can be varied within sone overall Iimt based on a
predefi ned schedul e or on spontaneous custoner request. Note that
all owi ng bandwi dth to be partitioned so that a scheduling
application has control over sonme pre-allocated set of resources is
necessary to support the schedul ed BoD service. Also, the SDN | ayer
ideally hides the specific technol ogy used to support the
connection, offering control of the service with associated rate,

| atency and recovery features.

In nore sophisticated services, the customer may be allowed to
create new connections within a specified set of endpoints and
del ete such connections when the connectivity is no |onger required.

User
Req’' s D T +
———————— >| Controller |
TS +
I
| <----- Nort h-bound protocol to adjust connections
I
\|/
Fomm e - + Hom e e oo - +
[ PE1 | [ PE2 |
[ | ===== Provi si oned Connection ===>| [
T + F +

Fi gure 3: Schedul ed/ Dynam ¢ BoD Service
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5.2. Milti-Layer BoD Support

User
Req’' s R +
-------- >| Controller |
Fom e e o +
| o
| <----- Nort h-bound protocol to nmap packets to circuits
I
\[/
Fom e e e e e e e e oo + Fom e e e e e e e e oo +
Pkt | PE1 | Transport | PE2 | Pkt
====>| Cl assifer<->Tunnel |<=== Crcuit ===>| d assifer<->Tunnel |====>
o e e + o e e +
Figure 4: Milti-Layer BoD service
Figure 4 illustrates a BoD service that supports nulti-Ilayer network
control. This extends allows the network operator’s supporting

applications to combine control of packet forwarding through

guar ant eed bandwi dth tunnels that connect sites in a (virtual)
private network as requested dynam cally by the BoD custoner.
Different transport network technol ogi es may be used to provide the
server layer transport functions so that the application can evol ve
easily with new transport technol ogi es.
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5.3. Virtualized Network Service

User
Req’ s R +
-------- >| Controller |
s +
Iy
Topol ogy --->| | <----- Nort h-bound protocol to adjust connections
Gat hering | |
|\
I + oo +
[ PE1 | [ PE2 |
| | ===== Provi si oned Connection ===>| |
Fomm e - + Hom e e oo - +
Figure 5: Virtualized network service
Figure 5 illustrates the flow of a virtualized network service that

of fers sone degree of topology visibility and control in addition to
the features of scheduled or dynam c BoD. For sone custoners it may
be desirable to provide visibility into the topol ogy of the
resources they control, in order for the custoner so they may
control the physical and/or virtual topology of the resources used
within their dedicated domain.

If this topology information is provided together with associated
cost, latency, SRLG etc. for the links and nodes in the topol ogy,
the customer is provided with additional flexibility to manipul ate
routing of their data flows so as to bal ance the cost, |atency,
energy efficiency or survivability using know edge of client
applications and their particular needs and priorities.

At this tinme such visibility is not possible to provide, as
protocols provide either no visibility into topol ogy or ful
visibility into topology. For security reasons it is likely that a
supporting network operator will want to linmt visibility and
control to some virtualized topol ogy using functionality provided by
the SDN orchestrator.

5.4. BoD Actions Supported by the SDN Orchestrator
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The follow ng summari zes actions that woul d be supported by
the SDN orchestrator as part of a BoD service

i ncrease or decrease bandwi dth on an existing path between
two, or nore, network clients;

dynamically learn if resources are available, (e.g.: bandw dth
| atency, SRLG etc.) to create a path between two, or nore
network clients;

create a path and assign associ ated characteristics, (e.g.
bandwi dth, latency, SRLG etc.) that connect two, or nore, network
clients;

configure mappi ng of packets, Ethernet franmes, OIN frames, etc.
froma client interface into a specified network path (or paths)
connecting the appropriate ingress and egress client interfaces;

configure some partition of network resources (e.g., links and
I ink capacity connecting sonme set of nodes and client endpoints)
to be controlled by a specific application

provide real or virtual topology information (links, nodes and
associ ated information such as costs, latency, etc.) for this
partition to the associ ated application.

6. Security Consideration

TBD

7. | ANA Consi derations

Thi s docunent has no actions for | ANA
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