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Recap: Replay Attack 
1.) Authentic Base EXchange: 

2.) Replay: 



Recap: What’s the Problem? 

•  Everyone can replay a BEX 
– No knowledge of private key needed 

•  Only end-to-end freshness in BEX 
– Middleboxes can’t verify freshness of BEX 

 

Proposed solution: 

        + CHALLENGE_REQ 

{CHALLENGE_RES} OK! 
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!
Internet-Draft               Hip-Middle-Auth                October 2011!
!
!
    0                   1                   2                   3!
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1!
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+!
   |             Type              |             Length            |!
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+!
   | K, 1 byte     |    Lifetime   |       No. opaque values       |!
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+!
   /                   Puzzle solution #J, 8 bytes                 /!
   /                                                               /!
   /                                                               /!
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+!
   |          Opaque length        |         Opaque length         |!
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+!
   /                   Opaque, (variable length)                   /!
   /                                   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+!
   /                                   |                           /!
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                           /!
   /                   Opaque, (variable length)                   /!
   /                         +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+!
   /                         |               Padding               |!
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+!
!
!
   Type               322!
   Length             Variable!
   K                  K is the number of verified bits!
   Lifetime           Challenge lifetime 2^(value-32) seconds!
   No. opaque values  Number of included opaque values!
   Puzzle solution    Random number!
   Opaque length      Length of an included Opaque field!
   Opaque             Copied unmodified from the received!
                      CHALLENGE_REQUEST parameters!
!
!
!
!
3.  Security Services for the HIP Control Channel!
!
   In this section, we define the adversary model that the security!
   analysis in the later sections will be based on.!
!
3.1.  Adversary model and Security Services!
!
   For discussing the security properties of the proposed HIP extension!
   we first define an attacker model.  We assume a Dolev-Yao threat!
   model in which an adversary can eavesdrop on all traffic regardless!
   of its source and destination.  The adversary can inject arbitrary!
   packets with any source and destination addresses.  Consequently, an!
!
!
!
Heer, et al.             Expires April 30, 2012                [Page 18]!
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