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Abstract

This document specifies the application of security staining on an
IPv6 datagrams and the minimum requirements for IPv6 nodes staining
flows, IPv6 nodes forwarding stained packets and interpreting stains
on flows.

The usage of the packet staining destination option enables proactive
delivery of security intelligence to IPv6é nodes such as firewalls and
intrusion prevention systems, and end-points such servers,
workstations, mobile and smart devices and an infinite array of as-
yet-to-be-invented sensors and controllers.
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Why?






|der detection approaches are falling

Time between compromise and exploitation
can be sub-second

Too much latency between detection and
Intelligence distribution

.dat files and CRLS are huge
— Not appropriate for metered services (3G/40]

On-line queries subject to disruption and
compromise



Hacktivists
Spies
Criminals
Soldiers,
Terrorists

Multi-layer (5+):
Legacy controls
+ Proactive Intelligence
+ Smart device security

Artificial Intelligence /
Autonomous Threats

Business Data risk

= reputation risk

= compliance risk

financial risks

intellectual property risks

Control Data (kinetic)
= physical risk
= property risk




VWhat?



Threat Intelligence

Traffic flow Messaging / Web
analysis analysis

Closed source
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How?



IPv4 header
32 bits

TO0S Datagram Length

aggram-1D Hags Hag Offset

Not enough
space / fully
allocated

Protocol Meader Checksum

Source IP Address

Destination IP Address

‘ IP Options { with padding if necessary)

Largely not supported
by network nodes or
end-points

IP header staining

IPv6 header
32 bits

Source Address Short on space and
128 bits trend towards other
uses (load balancing)?
Destination Address
128 bits
Nxt Hdr Ext length
Destination Options ext

Does not require “slow path” processing + —

has space for many stains + has space for J
12

digital signature as appropriate




Destination Options format

0 1 2 3
0123456789 01234567890123456789°01
Fotetetet ot et et et et et et et ettt et
| Option Type | Option Length |
ottt otetetot et ot oteteteteteatotototototototatotet ottt ot atatatat
|s|uU| Stain Data |
totetetetetet ot ot otetetet et et ot atotototot ot ot otetoteat ot ot atetatat

Figure 1: Packet Stain Destination Option Layout

Options type 8-bit identifier of the type of option. The option identifier for the reputation
stain option will be allocated by the IANA

Options length 8-bit unsigned integer. The length of the option (excluding the Option Type
and Option Length fields).

S bit When this bit is set, the reputation stain option has been signed.

U bit When this bit is set, the reputation stain option contains a malicious URL.

Stain data Contains the stain (reputation information) data
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IPvG concept of operations

Perimeter device

End point device
reads stain and

Stain applied as
Destination Option

may read stain and
apply policy —or

Untreated IPv6

packet header extension pass to endpoint applies policy.
\ Carrier network Enterprise network /

-

.. ) O Cd ﬂjﬂjQ

@ternet/partner‘ intranet network Enter\pmse netwaork
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Juestions & Comments to date

Draft O1 (April 2012])

— Is this legal?
— Provide sample code?
— More details on S and U bits

— Add use-case for home users [mitigate loss of NAT
firewalls)

— Add stain semantics

— Discuss scalability advantages over .dat or CRL-type
solutions

— Discuss reputation algorithms



Conclusion

Is “packet staining” worth pursuing?



Back-up



Use-cases
i IP Packet Staining

\

m'ltelligence source

Intelligence
Distribution

(- R Intelligence management @ Stained packet from suspect source @ Unstained / neutral packet
& Compromised / victim device () Packet Manipulation Device (PMD) ¢} “Staining reading device’

\- _




2 layers : Firewall and AV

—

Web defacement

Business Data (logical)
= reputation risk
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Hacktivists
Spies
Criminals,

J

Multi-layers (5+):
DDOS protection

Firewall and AV (network])
Firewall and AV (multi-
endpoint)

IDS / IPS

Network Access Control
Time Source

Hardened DNS / DHCP
Secure Event Management
Encrypted deskto
Whitelisting

Advanced Persistent Threat (APT)

Business Data risk

= reputation risk

= compliance risk

= financial risks

= intellectual property risks
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IPv4-support concept of operations

Tunnelled v4 in v6 with
stain on v6 header

\ Carrier network

Untreated IPv4 packet

Enterprise network \

/

|

(Dual stack?) Perimeter

device reads stain and

apply policy —and / or
pass v4 packet

V4 end point device
reads stain and applies
policy.
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IJANA Option Types required

Option types are set by IANA and are 8 bits. Example of required
staining option type below.

Un-signed Signed

Reputation stain

nnnnnn01
nnnnnn00

Reputation stain + URL

nnnnnnlO0 nnnnnnll
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Security
stain

chip

K]etwork processing unh

IP offload engine

Options /
Ext
header
sub-

engine

Central
processing unit
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Use-cases (under development)

* Use case
— Mobile devices roaming on the internet
— Closed networks with admin error
— Mesh networks with admin error
— Closed networks with USB bots

— Q: what is a vendor device stains on the way out?
Is there an B2B staining processes? Will the
carrier PMD over-write? — needs to be part of RFC.



Reputation algorithm requirements

* Out of scope for RFC — can be vendor specific

* <<To be developed>> Minimum requirements
for staining algorithm: Whitepaper in Q1 2012



Threat Intelligence distribution

Intelligence

(Open / Closed) consumption points

Source intelligence

__________________

Network observation devices:
Routers, DNS, web proxys,
email gateways, IPS

_________________________________

——————————————————————————

Distribution via: vendor
management console,
multicast, other
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