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LISP NAT Traversal — Overview and Scope

TR Internet @

xTR

-
- N

= LISP relies on the XxTR being reachable at its RLOC and on ports 4341
and 4342, to receive LISP data and control traffic

= A NAT traversal mechanism is required to enable
— NAT discovery
— XTR reachability on port 4341

= Scope: NAT traversal for the deployments where xXTR is behind a NAT but
its Map-Server is on the public side of the NAT



LISP NAT Traversal - Overview

Internet

xTR

= RTR: Re-encapsulating Tunnel Router

= RTR acts as a data plane proxy for LISP data traffic to and from the xTR
behind the NAT

= This enables maintaining the LISP Control plane and Data plane
separation



NAT Discovery

* Src RLOC and Port ]

\nfo-RepY

from Info-Request
* RTR RLOC(s)

= XTR receives a new RLOC and sends Info-Request using the new RLOC
to its Map-Server

= MS replies with an Info-Reply

= XTR compares the new RLOC and port with src RLOC and port from info-
Reply to discover NAT device on the path

= If NAT exists, XTR picks one (or more) RTR RLOC from the Info-Reply and
proceeds to Registration



XTR Registration

MS DB:
site1-EID-prefix => RTR-RLOC

NAT State:
ITR-local, 4341 => addr’, p’
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Site1-EID-prefix => RTR-RLOC
RTR Cache:
site1-EID-prefix => addr’, p’-> RTR-RLOC,4342, ITR-local, Unverified
= Goals:

— Register RTR-RLOC for site-1-EID-prefix in MS
— RTR learn addr’, p’ associated with site1-EID-prefix
— Setup required NAT state

= Avoid creating new security threats due to gleaning an RLOC



XTR Registration

MS DB:
site1-EID-prefix => RTR-RLOC

NAT State:
ITR-local, 4341 => addr’, p’

site 1- XTR
4

e

ITR-local, 434

RTR Cache:
site1-EID-prefix => addr’, p’ -> RTR-RLOC,4342, ITR-local, Unverified

= Goals:
— Register RTR-RLOC for site-1-EID-prefix in MS
— RTR learn addr’, p’ associated with site1-EID-prefix
— Setup required NAT state

= Avoid creating new security threats due to gleaning an RLOC



XTR Registration — R bit

NAT State:
ITR-local, 4341 => addr’, p’

MS DB:
site1-EID-prefix => RTR-RLOC

site 1- XTR
4

e

ITR-local, 434

RTR Cache:
site1-EID-prefix => addr’, p’-> RTR-RLOC,4342, ITR-local




XTR Registration — R bit

MS DB:

NAT State: rnr=— _
ITR-local, 4341 => addr’, p’ site1-EID-prefix => RTR-RLOC

>
-

e

ITR-local, 434

RTR Cache:
site1-EID-prefix => addr’, p’ -> RTR-RLOC,4342, ITR-local

= Sending the Map-Register/Map-Notify through the RTR allows the RTR to
verify the EID-prefix-to-RLOC mapping when caching.

= Map-Notify (R=1): MS-RTR Authentication Data is appended at the end of
the Map-Notify

= RTR verifies the MS-RTR Auth. Data for integrity protection and origin
authentication of Map-Notify



XTR Registration — Instance ID

MS DB:
site1-EID-prefix => RTR-RLOC

NAT State:
ITR-local, 4341 => addr’, p’

site 1- XTR
4

e

ITR-local, 434

Instance ID = OXFFFFFF

RTR Cache:
site1-EID-prefix => addr’, p’ -> RTR-RLOC,4342, ITR-local

= |nstance ID OxFFFFFF is used to identify a LISP control packet
encapsulated in a LISP data header

10



Map-Request Handling

MS DB:

NAT State: rnr=— _
ITR-local, 4341 => addr’, p’ site1-EID-prefix => RTR-RLOC

>
-

e

ITR-local, 434

xTR Map-Cache:
0/0 => RTR-RLOC

RTR Cache:
site1-EID-prefix => addr’, p’ -> RTR-RLOC,4342, ITR-local

= By storing RTR-RLOC as default RLOC for data plane LISP traffic xTR
encapsulates all LISP data packets to RTR

= By setting the proxy bit in Map-Register xXTR can activate Map-Server
Proxy Reply

= |f proxy bit is not set in Map-Register: xTR periodically sends Info-

Requests. MS encapsulates Map-Requests to xXTR (not recommended)
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XTR Registration — Multi xTR site

MS DB:
site1-EID-prefix => RTR-RLOC

NAT State:
ITR-local, 4341 => addr’, p’

RTR Cache:
site1-EID-prefix => addr’, p’ -> RTR-RLOC,4342, ITR-local, xTR-ID

= XTR-ID: 128 bit xXTR-ID is appended at the end of the Map-Register
message, Map-Register (R=1, 1=1):

= RTR, and MS cache xTR-ID.
= MS includes xTR-ID in Map-Notify messages
= RTR uses xTR-ID in Map-Notify to identify destination xTR
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Data Flow |

MS DB:
site1-EID-prefix => RTR-RLOC

NAT State:
ITR-local, 4341 => addr’, p’

Internet

RTR Cache:

site1-EID-prefix => addr’, p’ -> RTR-RLOC,4342, ITR-local
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Data Flow Il

MS DB:
site1-EID-prefix => RTR-RLOC

NAT State:
ITR-local, 4341 => addr’, p’
ITR-local, xxxx => addr”, p”

xTR Map-Cache:
0/0 => RTR-RLOC

RTR Cache:

site1-EID-prefix => addr’, p’ -> RTR-RLOC,4342, ITR-local
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Message Formats: Info-Request

0 1 2 3
©1234567890123456789012345678901
 E ik It e S e e s T T e e S e e S e e e o
| Type=7 |R]| Reserved

 E ik It e S e e s T T e e S e e S e e e o
| Nonce . . . |
 E ik It e S e e s T T e e S e e S e e e o
| . . . Nonce |
 E ik It e S e e s T T e e S e e S e e e o
| Key ID | Authentication Data Length
 E ik It e S e e s T T e e S e e S e e e o
~ Authentication Data ~
 E ik It e S e e s T T e e S e e S e e e o
| TTL |
 E ik It e S e e s T T e e S e e S e e e o
|  Reserved | EID mask-len | EID-prefix-AFI

 E ik It e S e e s T T e e S e e S e e e o
| EID-prefix |
 E ik It e S e e s T T e e S e e S e e e o
| AFI = @ | <Nothing Follows AFI=0> |
 E ik It e S e e s T T e e S e e S e e e o



Message Formats: Info-Reply

0 1 2 3

©12345678901234567890123456789601
s It Ik e T S e Ak It ok Tt S T S S
| Type=7 |R]| Reserved
s It Ik e T S e Ak It ok Tt S T S S
| Nonce . . . |
s It Ik e T S e Ak It ok Tt S T S S
| . . . Nonce |
s It Ik e T S e Ak It ok Tt S T S S
| Key ID | Authentication Data Length
s It Ik e T S e Ak It ok Tt S T S S
~ Authentication Data ~
s It Ik e T S e Ak It ok Tt S T S S
| TTL |
s It Ik e T S e Ak It ok Tt S T S S
|  Reserved | EID mask-len | EID-prefix-AFI
s It Ik e T S e Ak It ok Tt S T S S
| EID-prefix |

D e S T R S R S S S S e e S e S e Sl e S e S R EE R L S

| AFI = 16387 | Rsvdil | Flags
+-+-+-+-+-+-+-+-+-+-+-+-+-+-F+-F-+-F-+-+-F-F+-F-F+-F-F-F-F-+-+-+-+-+
| Type = 7 | Rsvd2 | 4 +n
+-+-+-+-+-+-+-+-+-+-+-+-+-+-F+-F-+-F-+-+-F-F+-F-F+-F-F-F-F-+-+-+-+-+
| MS UDP Port Number | ETR UDP Port Number
+-+-+-+-+-+-+-+-+-+-+-+-+-+-F+-F-+-F-+-+-F-F+-F-F+-F-F-F-F-+-+-+-+-+
| AFI = x | Global ETR RLOC Address ...
+-+-+-+-+-+-+-+-+-+-+-+-+-+-F+-F-+-F-+-+-F-F+-F-F+-F-F-F-F-+-+-+-+-+
| AFI = x | MS RLOC Address ...
+-+-+-+-+-+-+-+-+-+-+-+-+-+-F+-F-+-F-+-+-F-F+-F-F+-F-F-F-F-+-+-+-+-+
| AFI = x | Private ETR RLOC Address ...
+-+-+-+-+-+-+-+-+-+-+-+-+-+-F+-F-+-F-+-+-F-F+-F-F+-F-F-F-F-+-+-+-+-+
| AFI = x | RTR RLOC Address 1 ...
+-+-+-+-+-+-+-+-+-+-+-+-+-+-F+-F-+-F-+-+-F-F+-F-F+-F-F-F-F-+-+-+-+-+
| AFI = x | RTR RLOC Address n ... |

D e S T R S R S S S S e e S e S e Sl S S el S R EE S L S
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(<] 1 2

©12345678901234567890123456789601

e ettt R L b R o e Rt R 3 XTR/M N

3

/| IPv4 or IPv6 Header
\ Src_RLOC = xTR_local ) Dst_RLOC = RTR_RLOC
B e ik i T T e e e e e s ik Ik Ik b s sk Tt T S S S S S o
/| Source Port = 4341 | Dest Port = 4342
UDP 4-4-d-d—ddmdmdodmdmdododododbdmdod b mbob bbb b o bbb b= = -
\ | UDP Length | UDP Checksum
ik T T T otk Of ot ok Tk T R A
LH |Type=8 |S| Reserved
e T e T s it ok o or T T N P A A
/| IPv4 or IPv6 Header
\ Src_RLOC = xTR local R Dst_RLOC = Map-Server_RLOC
B e ik i T T e e e e e s ik Ik Ik b s sk Tt T S S S S S o
/| Source Port = xxxx | Dest Port = 4342
UDP 44 -d-d-ddodmdodmdmdodod bbb mdod b mdob b mbob b o bbb b= = -
\ | UDP Length | UDP Checksum

e sl o T e e S ik Tt sl Sk Tl S o

LCM |Type=3 |P|R|I| LISP Map-Register Message , xTR-ID

e T e  an e EE I R R R R EE R e R R T e T R T

0 1 2

©012345678901234567890123456789601

3

I
+
I
+
I
+
I
+
I
I
+
I
+
I
+
I
+

Map-Register

(XTR->RTR->MS)

Legend:
Green: Fields to be cached by RTR
Red : Fields that are new,

or are important to NAT Traveral

-} NAT
v

e S e e e ek T EE S R e S

/| IPv4 or IPv6 Header
\ | Src_RLOC = addr’ , Dst_RLOC = RTR_RLOC
B Rt i e e R S T et e e e A e
/| Source Port = P’ | Dest Port = 4342
UDP +-+-4-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-F-+-+-+-+-+-+-+-+-+-+-
\ | UDP Length | UDP Checksum
+-d-t-+-+-t-+-F-+-F-t-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-+-+-F-F-+-+-
LH |[Type=8 |S| Reserved
+odt-t-t-F-t-t-F-t-t-F-t-F-t-F -ttt -ttt -d -t -F -4
/| IPv4 or IPv6 Header
\ | Src_RLOC = xTR_local , Dst_RLOC = Map-Server_RLOC
B Rt i e e R S T et e e e A e
/| Source Port = xxxx | Dest Port = 4342
UDP +-+-+-4-+-+-+-+-+-F-F-+-+-+-+-+-+-F-+-+-+-F-F-+-F-F-+-+-F-+-+-+-
\ | UDP Length | UDP Checksum

e T e R EE I R R E R EE S E S e R o et TR LR R R

LISP Map-Register Message , XxTR-ID

t-t-t-t-t-t-t-t-t-t-t-t-t-F-t-t-t-t-t-t-F-t-F-t-t-F-F-F-t-+-+-+-

I
I
+
I
+
I
+
I
+
I
I
+
I
+
I
+
I
+

RTR
0 ‘--~__.~..:..9‘ Ivnss

©1234567890123456789012345678901

OH

ubp

LCM

2

3

e e R L R

IPv4 or IPv6 Header

Src_RLOC = RTR_RLOC , Dst_RLOC = Map-Server_RLOC
R T R e R o e et T S T e e e e
Source Port = xxxx | Dest Port = 4342
tot-t-t-t-t-tot -ttt -ttt -ttt -t -ttt
UDP Length | UDP Checksum
R i R e St et aah s st (R LR R b SR R e S
|[PIR|I|] ... LISP Map-Register Message
+-t-t-t-t-F-t-t-t-F-t-t-t-+-+-+-+-+-+-+-+-+-+-+-+-+-+
XTR-ID
R e el et et LR L R R b SR R S

17

-—-

-—4-

-—4-

-—4-

-—4-



/
\

/
UDP
\

oWV H
~ ~

=~

T UVHT-
~

~ N

SR L LR el L el DLl L b Bl Lk el L Sk DL EE Dl Eh Ll EE Sl T Seh EE bk ol D ek B E e e
| IPv4 or IPv6 Header

I
| Src_RLOC = RTR_RLOC , Dst_RLOC = xTR_local lXTRlMN

I U R s
| Source Port = 4342 | Dest Port = 4341 |
I R
| UDP Length | UDP Checksum |
T T T T T T T e
IN|L|E|V]T] | Nonce/Map-Version |
R I e Tk T S e e T ek A T St S e e S e e R e S &
| Instance ID = OXFFFFFF [
R T e ik i T e e ak h Ik ok T S S S S A A S A R S

| IPv4 or IPv6 Header |
| Src_RLOC = Map-Server_RLOC , Dst_RLOC = xTR_local |
ik T e T e T T F ot ot ok R AR AR
| Source Port = 4342 | Dest Port = 4342 |
e T e i ok Tt T e e etk b et ot P SRR
| UDP Length | UDP Checksum |
et T T S ok o kb T et E SR S e S SR
| Type=4 |R|I] ... LISP Map-Notify Message |
R T e ik i T e e ak h Ik ok T S S S S A A S A R S
~ MS-RTR Authentication Key/Length/Data ~

e e T S e et sl S T S L P IR S S S

et sl I e R e e e T 3

| IPv4 or IPv6 Header

| Src_RLOC = RTR_RLOC , Dst_RLOC = addr’

e T S S e e e s Sk (R S I S SR S
| Source Port = 4342 | Dest Port = P’
Fot-t-t-d-t-d-t-t-d-t-d-t-dot-d-t-t-d-t-d-t-tot-t-t-t-F-t-F-+-+-+
| UDP Length | UDP Checksum |
e Tk e e e s e Tt A St T S e e e e e k=
IN|L|E|V]T] | Nonce/Map-Version

e Tt e e e kTt A s T S S e e e e e A st Tl R S
| Instance ID = OXFFFFFF

e T R et L b EE R e TR R e E R E S e e R e e 3

| IPv4 or IPv6 Header

| Src_RLOC = Map-Server_RLOC , Dst_RLOC = xTR_local |
B e ek T T T e e e E h h Ik ik b ek T S e A A S S S S
| Source Port = 4342 | Dest Port = 4342

T T T T T S ot ok ok o T U AR A A
| UDP Length | UDP Checksum |
Ik T o T e S S ot ok ok T A RS AU AR
| Type=4 |R|I| ... LISP Map-Notify Message

ok T o T e T r of ot ok Tk T A A A AR
~ MS-RTR Authentication Key/Length/Data , XxTR-ID ~

Fot-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+

UDP
I\

LCM

A

©1234567890123456789012345678901

Map-Notify
(XTR<-RTR<-MS)

Legend:
Green: fields that are fetched from RTR cache
Red :fields that are new,

or are important to NAT Traversal

3

e T B R R L R

Src_RLOC = Map-Server_RLOC ,
R T o T &
Source Port = 4342 | Dest Port
+
|

+-+-

+-+-

IR]

+-+-
MS -
+-+-

+-+-

+-+-

IPv4 or IPv6 Header

Dst_RLOC =RTR_RLOC
B S el it st TR R e
4342
B s it T S e e e S e S S s ot
UDP Length UDP Checksum
B et e T TR I Sl S Sl S R e Sl S R e Sl R e S
LISP Map-Notify Message
Bl e e b sl R R Sl EE Sl e e el e el st T S Sl e
RTR Key ID | MS-RTR Auth. Data Length
B e s et T e e S P S Sl o
MS-RTR Authentication Data
B e e e an et TR R b el e S Sl e R R e
XTR-ID
B s it T S e e e S e S S s ot
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R R R R R R R R RRRRRRRRRRREREE
Q&A?

= Thank you!
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Message Formats: Data-Map-Notify

0123456789012345678901234561789°01

e S R e O e e UM U S S S
/| IPv4 or IPv6 Header |
OH | (uses RLOC addresses) |
\ | |
S e S M O M e SO U S S S e S
/| Source Port = XXXX | Dest Port = 4341
UDP +—+—t—t—tottototototototototot ot oot ottt et ot ot mt b ottt b=t =+
\ | UDP Length | UDP Checksum
S e T S S e O M e UM U S S S
L IN|L|E|V|T]| | Nonce/Map-Version
I \ 4et—tototototototototototot ottt ot ot ottt ot et b ot m bbb — =t bt
s /| Instance ID/Locator Status Bits
= e S S S e B S S S S S
/| IPv4 or IPv6 Header |
IH | (uses RLOC or EID addresses)
\ | |
S e S M O M e SO U S S S e S
/| Source Port = XXXX | Dest Port = 4342 |
UDP +—+—t—t—tottototototototototot ot oot ottt et ot ot mt b ottt b=t =+
\ | UDP Length | UDP Checksum
S e T S S e O M e UM U S S S
LCM | LISP Map-Register Message
S e S M O M e SO U S S S e S

- NTR infers MN translated RLOC and port from the outer header of this

message. This address is cached by NTR and is used by NTR to send data to MN.

- Basically Data-Map-Register functions as an authenticated Echo Request
message.

- Router Alert is used on LISP data packets that include LISP control payload, so
NTR knows that it has to process them differently.

- Inner header destination RLOC must be set to MN’s Map-Server RLOC. NTR
retrieves this RLOC to identify the MS to send the Map-Register to.

- Inner Header source address should be ignored. NTR re-originates the inner
header src addr.
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Basic Overview — NTR as re-encapsulating
XTR

MN-EID=>NTR-RLOC

MN-EID=>MN-translated-RLOC+port

Essentially, NTR becomes a second xTR for MN. NTR hides MN’s mobility events from its
corresponding nodes, further ensuring scalability of LISP-MN.
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