Recommendations for filtering ICMP

messages
(draft-ietf-opsec-icmp-filtering-03)

F. Gont, G. Gont, C. Pignhataro

IETF 83
Paris, France. March 25-30, 2012



Overview

* This |-D provides advice on the filtering of
ICMP/ICMPV6 messages

* For each message type/code, we discuss:

e Uses

Message Specification
Threats

Operational Impact if blocked

Advice



Progress made so far

 |nitial individual version originated years ago

* Progress had been stalled, but we made up our
minds to finish it ;-)

 Current version covers most ICMP/ICMPv6
messages

e Currently working on a rev to address feedback
received on the opsec mailing-list



Moving forward

» Additional reviews would be helpful
 Document ready for WGLC after next rev?



Feedback?

All co-authors
draft-letf-opsec-icmp-filtering@tools.ietf.org

(or post to opsec@ietf.org)


mailto:draft-ietf-opsec-icmp-filtering@tools.ietf.org
mailto:opsec@ietf.org

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5

