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What’s	
  the	
  Problem	
  

•  Reverse	
  proxies	
  such	
  as	
  SSL	
  VPNs	
  hide	
  
mulBple	
  real	
  servers	
  behind	
  them	
  

•  All	
  these	
  servers	
  appear	
  to	
  have	
  the	
  same	
  
origin,	
  but	
  they’re	
  different	
  servers	
  

•  Browsers	
  treat	
  all	
  the	
  pages	
  as	
  if	
  they’re	
  part	
  
of	
  the	
  same	
  origin.	
  
– Scripts	
  
– Cookies	
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The	
  proposal	
  

•  Add	
  a	
  new	
  aSribute	
  to	
  a	
  web	
  resource	
  
returned	
  in	
  the	
  HTTP	
  response	
  

•  Mark	
  different	
  parts	
  of	
  the	
  big	
  website	
  as	
  
belonging	
  to	
  different	
  origins	
  

•  Format	
  is	
  like	
  this:	
  
	
  
Extended-Origin: owa1; path=/int/owa	
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The	
  Proposal	
  

•  Origin	
  changes	
  from	
  a	
  3-­‐tuple:	
  
<hSps	
  ;	
  sslvpn.example.com	
  ;	
  443>	
  

•  to	
  a	
  4-­‐tuple:	
  
<hSps	
  ;	
  sslvpn.example.com	
  ;	
  443	
  ;	
  owa1>	
  
	
  

•  The	
  path	
  parameter	
  is	
  used	
  to	
  parBBon	
  the	
  
website.	
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Alternate	
  SoluBon	
  
•  ParBBon	
  using	
  different	
  FQDN:	
  
– owa1.sslvpn.example.com	
  
–  lunch.sslvpn.example.com	
  
– worldclock.sslvpn.example.com	
  

•  Cons:	
  
– You	
  need	
  lots	
  of	
  different	
  cerBficates	
  or	
  a	
  
wildcard	
  cerBfiate	
  –	
  high	
  cost	
  

– Adding	
  a	
  server	
  requires	
  adding	
  a	
  DNS	
  entry.	
  
•  Yes,	
  SSL	
  VPN	
  products	
  offer	
  this	
  opBon.	
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Yet	
  Another	
  Alternate	
  SoluBon	
  
•  Same	
  as	
  last	
  slide,	
  but	
  add	
  a	
  “reverse	
  proxy”	
  
record	
  in	
  the	
  DNS.	
  
lunch.sslvpn.example.com IN 
RPROXY sslvpn.example.com	

•  Then	
  the	
  browser	
  goes	
  to	
  the	
  proxy.	
  
•  Cons:	
  	
  
– Seems	
  harder	
  to	
  implement	
  
– Opens	
  the	
  doors	
  to	
  many	
  aSacks	
  if	
  not	
  protected	
  
by	
  DNSSEC	
  
•  Maybe	
  even	
  if	
  it	
  is.	
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QUESTIONS?	
  


