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Abst r act

Thi s docunent describes how to use secure DNS to associate an S/M Me
user’'s certificate with the intended domain nane, sinilar to the way
that DANE (RFC 6698) does for TLS.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on March 10, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1.

1.

I nt roducti on

S/'M ME [ RFC5751] nessages often contain a certificate. This
certificate assists in authenticating the sender of the nessage and
can be used for encrypting nessages that will be sent in reply. In
order for the SIMME receiver to authenticate that a nmessage is from
the sender whomis identified in the nessage, the receiver’s mail
user agent (MJA) nust validate that this certificate is associated
with the purported sender. Currently, the MJA nust trust a trust
anchor upon which the sender’s certificate is rooted, and nust
successfully validate the certificate.

Sone people want to authenticate the association of the sender’s
certificate with the sender without trusting a configured trust
anchor. G ven that the DNS admi nistrator for a domain name is

aut horized to give identifying informati on about the zone, it nmkes
sense to allow that adm nistrator to al so nake an authoritative

bi ndi ng between emai|l nmessages purporting to cone fromthe donain
nane and a certificate that m ght be used by soneone authorized to
send mail fromthose servers. The easiest way to do this is to use
t he DNS.

Thi s docunent describes a nmechanismfor associating a user’s
certificate with the domain that is simlar to that described in

[ RFC6698]. Most of the operational and security considerations for
usi ng the nmechanismin this docunent are described in RFC 6698, and
are not described here at all. Only the major differences between
this nmechani sm and those used in RFC 6698 are described here. Thus,
the reader nust be famliar with RFC 6698 before reading this
docunent .

1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent al so makes use of standard PKI X, DNSSEC, and S/M M
term nol ogy. See [RFC5280], [RFC4033], [RFC4034], [RFC4035], and
[ RFC5751] respectively, for these terns.

The SM MEA Resource Record

The SM MEA DNS resource record (RR) is used to associate an end

entity certificate or public key with the associ ated enmmi |l address,
thus formng a "SM MEA certificate association". The semantics of
how the SMMEA RRis interpreted are given later in this docunent.
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The type value for the SMMEA RR type is defined in Section 6.1. The
SM MEA RR is class independent. The SM MEA RR has no special TTL
requirenents. The SMMEA wire format and presentation format are the
sanme as for the TLSA record.

3. Donmain Names for SSMME Certificate Associations
Domai n nanmes are prepared for requests in the foll ow ng manner

1. The user nane (the "left-hand side" of the enmil address, called
the "local -part" in [RFC2822] and the "local part" in [RFC6530]),
is encoded with Base32 [ RFC4648], to becone the |eft-nost |abe
in the prepared domain nane. This does not include the "@
character that separates the left and right sides of the emil
addr ess.

2. The string "_sminecert" becones the second | eft-npst |abel in the
prepared domai n nane.

3. The dommin nane (the "right-hand side" of the email address,
called the "domain" in [RFC2822]) is appended to the result of
step 2 to conplete the prepared donmi n nane.

For exanple, to request a SM MEA resource record for a user whose
address is "chris@xanpl e.cont, you would use
"MNUHE2LT. _sni necert.exanple.com in the request.

Desi gn note: Encoding the user name with Base32 allows |ocal parts
that have characters that would prevent their use in donmain nanes.
For exanple, a period (".") is a valid character in a local part, but
woul d wreak havoc in a domain nane. Similarly, [RFC6530] allows non-
ASCI| characters in |local parts, and encoding a local part wth non-
ASCI | characters with Base32 renders the name usable in the DNS

4. SM MEA RR Exanpl es
[[ Simlar in format to draft-ietf-dane-protocol, but with very
di fferent exanples, of course. ]]
5. Mandatory-to-I|npl enent Features
S/IM ME MJAs conforming to this specification MIST be able to
correctly interpret SM MEA records with certificate usages 0, 1, 2,

and 3. S/MME MJAs confornming to this specification MIST be able to
conpare a certificate association with a certificate offered by
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another S/M ME MJA using selector types 0 and 1, and matching type O
(no hash used) and matching type 1 (SHA-256), and SHOULD be able to
make such conparisons with matching type 2 (SHA-512).

6. | ANA Consi derati ons
6.1. TLSA RRtype

Thi s docunent uses a new DNS RR type, SM MEA, whose value will be
all ocated by | ANA fromthe Resource Record (RR) TYPEs subregistry of
the Donain Nane System (DNS) Paraneters registry.

7. Security Considerations

DNS zones that are signed with DNSSEC usi ng NSEC for denial of

exi stence are susceptible to zone-wal ki ng, a nmechanismthat all ow
soneone to enunerate all the names in the zone. Someone who wanted
to collect emanil addresses froma zone that uses SM MEA mi ght use
such a mechani sm  DNSSEC-si gned zones using NSEC3 for denial of
exi stence are significantly | ess susceptible to zone-wal ki ng.
Soneone could still attenpt a dictionary attack on the zone to find
SM MEA records, just as they can use dictionary attacks on an SMIP
server to see which addresses are valid.

8. Acknow edgenents
M ek G eben and Martin Pels contributed technical ideas and support
to this docunent.

9. References

9.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC4033] Arends, R, Austein, R, Larson, M, Mssey, D., and S
Rose, "DNS Security Introduction and Requirenents",
RFC 4033, March 2005.

[ RFC4034] Arends, R, Austein, R, Larson, M, Mssey, D., and S

Rose, "Resource Records for the DNS Security Extensions",
RFC 4034, March 2005.

Hof f man & Schl yter Expi res March 10, 2013 [ Page 5]



Internet-Draft DNS- Based Aut hentication for S/M ME Sept enber 2012

[ RFC4035] Arends, R, Austein, R, Larson, M, Massey, D., and S
Rose, "Protocol Mdifications for the DNS Security
Ext ensi ons”, RFC 4035, March 2005.

[ RFC4648] Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, Cctober 2006.

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, May 2008.

[ RFC5751] Ransdell, B. and S. Turner, "Secure/Miltipurpose Internet
Mai | Extensions (S/M ME) Version 3.2 Message
Speci fication", RFC 5751, January 2010.

[ RFC6698] Hoffnan, P. and J. Schlyter, "The DNS-Based Authentication
of Named Entities (DANE) Transport Layer Security (TLS)
Protocol : TLSA", RFC 6698, August 2012.

9.2. Informative References
[ RFC2822] Resnick, P., "Internet Message Format", RFC 2822,
April 2001.

[ RFC6530] Klensin, J. and Y. Ko, "Overview and Framework for
Internationalized Email", RFC 6530, February 2012.

Aut hors’ Addr esses

Paul Hof f man
VPN Consortium

Enmai | : paul . hof f man@pnc. org
Jakob Schl yter
Kirei AB

Enmai | : jakob@irei.se

Hof f man & Schl yter Expi res March 10, 2013 [ Page 6]






