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Abstract

DNS zone admini strators occasionally need to update data published by
a parent zone, such as NS and DS records. Traditionally these
updat es have happened out-of -band: through DNS regi strar interfaces,
EPP, websites, or nmanually by operators. Sone updates could al so be
done using DNS Dynam c Update [ RFC2136].

The I ETF s DNSOP wor ki ng group is considering proposing additiona
mechani sms for such updates, possibly |everagi ng DNSSEC f or
aut henti cati on.

Thi s docunment presents some use cases to drive this design work
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1. Introduction

Exi sting mechani snms for child-to-parent conmunication in DNS have
sonme constraints that limt their utility. |In particular, they
require an authentication, which typically requires an extra
credential to be exchanged between parent and child. Wth the advent
of DNSSEC, it might be possible to use DNSSEC to aut henticate these
updat es.

Furt hernore, current nechani sns such as dynam c update al so require
that the child zone be able to reach the naster server for the parent

zone. In environnents with hidden nasters, offline DNSSEC signers or
other network architecture constraints, this is not always be
f easi bl e.

This docunent identifies the main targets and use cases for autonated
updates and the concerns related to such automation.

[ Note: Wile the document describes the use-cases with the zone, not
the nane server, as actor, this should not be taken to nmean the
signaling nmust be within the zone ]

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. DNS records with use cases for automated updates

This docunment limts the scope of use cases to those DNS records that
relate to the parent-child relationship itself. Policies for the TTL
could be dictated by the parent or the child, depending on the

rel ati onshi p.

3.1. The DS RRset

The DS record needs to be updated when the child zone performs a Key
Signing Key rollover. The parent nane server cannot necessarily
confirmthe updated information by |ooking into the child zone, for
exanpl e when the child zone has a spare, unpublished, DNSKEY record.
Some parents want to receive DNSKEYs and create the DS record based
on the received record. Oher parents do not want to be responsible
for creating any data for the child, and want to receive ready-nade
DS records, optionally restrained by the parent’s choices of valid
al gorithns.
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3.2. The NS RRset

Both the child and the parent have a copy of the NS RRset. These
RRsets are supposed to be identical. |If they differ, it is referred
as a "Lane Del egation". Keeping these sets synchronized would result
in fewer |anme del egations. Mdifying the NS RRset is nore
complicated, as it could involve talking to name servers who do not
yet know about the zone.

3.3. due records

A ue records are A or AAAA records that are needed to resolve an NS
record that has a recursive relationship. For exanple, if the NS
record for exanple.compoints to ns.exanple.com then a glue record
is added to the parent zone (.com for ns.exanple.com Note that
ns. exanpl e.com coul d be used in NS records for other zones as well.

4. Use cases

There are different kind of parent-child relationships. A very
common relationship is the TLD registry using a Registry-Registrar-
Regi strant nodel. 1In this nodel, the child dictates the content to
the parent. Another comon parent-child relationship is the
corporate relationship where the head office dictates sone parent
zone content to the child.

4.1. DNSSEC use cases in the Registant, Registrar, Registry nodel
4.1.1. Registrar has not adopted DNSSEC

Regi strant running the child zone needs to convey their DS record to
the Registry running the parent zone. Registrant can only

conmmuni cate to the Registry using a Registrar. This Registrar does
not support the EPP option to convey the DS record from Regi strant to
Regi stry. By sending an update via DNS to the Registry, Registrant
bypasses the Iintations of the Registrar. This use case would
require sone kind of boot-strap.

4.1.2. Registrar supports DNSSEC tediously

Regi strar supports sending a DS record to the Registry via EPP.

Regi strant needs to use a human-oriented website interface of

Regi strar, which is very hard to automate and woul d break every tinme
Regi strar nodifies their website for Registrants. By sending an
update via DNS to the Registry, Registrant bypasses the lintations
of the Registrar.
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4.1.3. sub-Registrar supports DNSSEC but Regi strar does not

Regi strant can send DNSSEC updates to their (sub)Registrar, but the
Regi strar does not support receiving updates from sub-Regi strar and
sub- Regi strar cannot conmunicate to Registry directly. The

Regi strant or sub-Registrar could bypass the Iinmtations of the
Regi strar by sendi ng DNSSEC updates directly to the Registry.

4.1.4. Registrant not setup to talk EPP to Registrar

Registrant is a |ightweight entity using an off-the-shel ve DNSSEC
management solution. They have no technical expertise to conmunicate
using EPP to the Registrar or Registry. Their DNS software could

aut omat e sendi ng DNSSEC updates to the Registrar or Registry.

4.2. DNSSEC use cases with direct parent-child DNS server conmunication
4.2.1. DNS managenent solution of different vendors cannot conmunicate

Two di fferent vendors have inpl enented non-standard, vendor-specific
met hods for non-DNS parent-child interaction. The DNS
adm nistrator(s) have different devices that cannot conmmunicate with
each other. |If a generic DNS nethod was standardi zed, devices could
i mpl ement this nethod and inter-operate with each other

4.2.2. DNS managenent solution requires non-DNS traffic and new
Aut henti cati on net hod

A non-DNS nethod for updating DS records between parent and child has
been inplemented. This nmethod requires a lot of overhead to depl oy.
A new aut henticati on nethod between parent and child is needed, for
which there is no standard, causing potential interoperability
issues. Firewall zones for DNS servers need to be updated to all ow
non-DNS traffic. |If a generic DNS nethod was standardi zed, devices
could inplenent this nmethod and inter-operate with each other

4.2.3. DNS Managerment GU tools are | acki ng DNSSEC support

The DNS administrator is both administrating parent and child zone
usi ng one or nore DNS managenent sol utions. These solutions are
runni ng known up to date nane server software but the vendor has not
yet adopted DNSSEC in their GUJI. A standardized sol ution not
requiring additional GUJ conmponents coul d support updates nore
readily.
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4.2.4. DNS managenent sol ution does not handl e when being both child
and parent

The DNS admi ni strator uses a vendor product that does not autonmate
adding the DS in the parent zone, despite the child DNSKEY bei ng
available to it. The DNS administrator needs to manually cal cul ate
the DS record and add it to the parent. They can no | onger run
automated rollovers due to this required action that can only be
performed manually. |If a generic DNS nethod was standardized, the
devi ce coul d send updates irrespective of whether it al so manages the
parent zone without additional effort.

4.3. Non-DNSSEC rel ated DNS record updat es
4.3.1. NS record and gl ue updates for the parent

Regi strant has a difficult tinme keeping parent glue and NS RRsets up
to date due to using a nmanual process. After establishing an

aut henticated rel ati onshi p between parent and child using the
DNSKEY/ DS records, the parent could update its glue records based on
the child zone content, either by regular polling, or by receiving a
notification of the child to update. The parent could distribute
such a notification to its siblings.

4.3.2. Parent changes its infrastructure

Parent name servers are pulling zones fromdifferent hidden primaries
run by different departnents with hundreds of zones. The parent nane
server infrastructure changes, and it wants to all its hidden
primaries to use a different NS RRset. The parent sends an update to
the hidden primaries to update the NS RRset for their zones. This
category woul d al so cover dyndns sol utions where clients send

i ndi vi dual host record updates to a parent that m ght change its

| ocati on.

5. Rel ationships of zones and name servers

VWhile the relationship between child zone and parent zone are well
defined, in practice the chain of DNS servers involved is nore
complicated. Oten the authoritative servers for the child zone do
not comunicate directly with the authoritative servers of the parent
zone. Any nethods for signaling between the child and parent zone
shoul d attenpt to acconmpdate the listed infrastructure.
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5.1. H dden prinmary servers

Zones coul d be updated with | XFR/ AXFR using hidden primary servers.

DNSSEC signers often work this way. These primary nane servers are
usual ly restricted via dedicated VPN links or firewalls, and may not
be able to deternmine or communicate with the required parent server

for sending or receiving updates.

5.2. Ofline private keys

Sone DNSSEC si gni ng sol utions keep the private key inside an HSM or
ot herwi se keep the private keys offline. Updates would need to be
able to be generated offline, transported to an internet connected
machi ne, and then transnitted to the parent zone.

5.3. Parent infrastructure

Some parent zones will require receiving updates for child zones
directly fromthe child nane servers, facilitating their current use
of firewalls to restrict communication within the network. O her
parent zones, such as TLDs, will want to | eave their current name
server structure unchanged and prefer updates for the child to a
speci al nanme server dedicated to receive these updates

a

.4. Update capability indicator

Servers or zones that do not support or allow secure updates should
not be sent repetitive update requests.

5.5. Legalities
Some depl oynments need to take |l egal restrictions into account. One
such exanple is the Registry, Registrar, Registrant nodel, where the
Regi strant and Registry have no fornal relationship with each other
or are prohibited fromconmunicating directly with each other. In
such situations, secure autonmated updates should not be attenpted.

6. The in-band update process
Dependi ng on the appropriate process and rel ationship between parent
and child zone, there could be different requirenents for the update
process.

6.1. No automatic updates

Records nust be added or nodified by the administrator of the zone
usi ng an out - of - band net hod.
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.2. Automatic child to parent updates for the DS record only

The child can send updates of its DS record to the parent, but cannot
request updates to the NS RRset or glue records. The parent nust be
able to reject DS records that do not conply to its all owed sel ection
of valid DNSKEY al gorithmns.

.3. Fully-automatic child to parent updates

The child can send updates of all its records hosted at the parent,
including DS records, NS records and glue records. The parent nust
be able to reject certain updates based on |local policy

.4. Automatic parent to child updates

The parent can send updates to the child for the NS records and gl ue
records.

.5. Fully-automatic child and parent synchronization

Parent and child automatically synchronize with no interaction on the
part of the operators. This could be uni-directional of bi-
directional

.6. Sem -automatic update

Parent and child synchronize, but only on the request of the parent
or child administrator.

Applicability of automated updates to DNS infrastructure records

Aut omat i on and direct conmunication mght not be appropriate in all
scenarios. |Inplenentations should take note of the considerations in
this section.

.1. Administrative Criteria

There are many situations where autonated updates would not be

all owed, or in practice could not be deployed in certain
jurisdictions or corporate structures. Autonmatic update sol utions
shoul d all ow for disabling any such updates to support these
restricted depl oynents.

.1.1. Contractual obligations

Sone DNS depl oynents have contractual restrictions that prevents
certain parties fromdirectly communi cating with each other. For
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exanpl e, sonme TLDs using the RRR nodel do not allow the Registry to
talk to Registrants directly.

7.1.2. Conpany policy

Corporations often separate duties to different individuals or
departnents, sometines across different jurisdictions . For exanple,
a DNS officer in one country mght not have the authorization of the
conmpany to update a DNS zone run by a subsidiary in other country.
However, the reverse policy could also be true, where a DNS officer
in one country running the parent zone nust be able to update any
child zone record of a subsidiary in another country.

7.1.3. Separation of roles

A Registrant (or "owner") of a zone might use a subcontractor to run
the infrastructure of its zone. It might not be appropriate for the
subcontractor to nake any changes in the infrastructure of the zone,
despite being in possession of required private keys to send changes
to the parent. Simlarly, a DNS adninistrator m ght be using a
DNSSEC si gni ng service, but would not want to allow this signing
service to make any changes to the zone content other then signing

t he zone.

7.2. Content criteria

[ Note: Wth NS records, are there any cases where the NS and gl ue
records in the parent zone should not be identical to those in the
child zone? What if the child name servers report different NS
RRset s7?]

When a DNS update is requested by the child zone, the parent zone
coul d check and see if such an update woul d cause (significant?) harm
to the child zone, and potentially refuse such an update.

7.2.1. DS update changing a secure zone to becone insecure

If a DS record deletion request would cause the last DS record in the
parent for that zone to be del eted, DNSSEC validation for the child
zone woul d change from secure to insecure. A parent zone m ght w sh
to refuse such an update or require an additional confirmation.

7.2.2. DS update changing a zone to becone bogus
The parent zone has two DS records for a child zone. Only one of
t hese matches a DNSKEY record in the child zone. |If a DS record

del etion request would cause the valid DS record in the parent zone
to be del eted, DNSSEC validation for the child zone woul d change from
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7

7
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W

secure to bogus. Sinmilarly, if a child zone is is currently not
signed, and the parent zone receives a DS record addition request,
DNSSEC validation for the child zone would switch frominsecure to
bogus. A parent zone might wish to refuse such an update or require
an additional confirmation.

2.3. DS update changing a zone to become secure

If a child zone becones signed and automatically sends a DS addition
request to the parent zone, the child zone would change frominsecure
to secure. This requires a sustained conmitnent by the child to

mai ntain its DNSSEC status by regularly resigning its RRSI G records.
The operators of the child zone nmight not be ready for such
commitnent, resulting in the zone beconing bogus at a later state. A
parent zone m ght wi sh to refuse such an update or require an

addi tional confirmation.

2.4. NS update causing an outage
If a child zone sends an NS update to the parent, the parent zone
could check if the new NS records are properly configured to serve
the child zone, guaranteeing that no service interruption wuld be
caused by this update. A parent zone might wish to ignore such an
update without an explicit override flag. This night be especially
important to DNS operators that are unaware of these new DNS update
mechani sm and bel i eve that changing zone content on the child would
never cause any inpacts to the parents.
Security Considerations
[Note: This currently overlaps with the section above]
An update of a DS record could change the authentication state of the
parent-child relationship and should be handled with care. [ Note: or
require out-of-band signaling?]
| ANA Consi derations

This Internet Draft includes no request to | ANA

Acknowl edgenent s

[ Note: none yet ]
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