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Abst ract

The Web Real - Ti me Communi cati on (WebRTC) framework supports
i nteractive comuni cati on between web-browsers, including support for
audi o, video and text. This docunment describes how energency
services functionality can be inplenented within the WbRTC

framework, including support for location and call routing as well as

interoperability with Public Safety Answering Points (PSAPs)
supporting next generation energency services.
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1. Introduction

The Web Real - Ti me Communi cati on (WebRTC) franmework supports

i nteractive comuni cation between web-browsers, including support for
audi o, video and text. This docunent describes how energency
services functionality can be inplenented within the WbRTC
framework. Since signaling is out of scope of the WDbRTC standards
suite as noted in "Overview Real Time Protocols for Browser-based
Applications” [I-D.ietf-rtcweb-overview] Section 3, this docunent
focuses on other aspects such as location, call routing and nedia
support .

No guidance is provided as to whether a given WbRTC application or
service will be subject to emergency service obligations. As noted
in "Best Current Practice for Communications Services in support of
Energency Cal ling" [RFC6881] Section 4:

Sone jurisdictions have regul ati ons governi ng whi ch devi ces need
to support enmergency calling and devel opers are encouraged to
ensure that devices they devel op neet rel evant regul atory
requirenents. Unfortunately, the natural variation in those
regul ations also nakes it inpossible to accurately describe the
cases when devel opers do or do not have to support emergency
cal l'i ng.

It should al so be understood that this docunment does not advocate use
of |P-based communication in all situations. For exanple, where
accurate |ocation cannot be obtained, energency callers could be
better served by utilizing the tel ephony capabilities of the
underlying platform (e.g., a nobile-device) where avail able, as
proposed in [WebTel]. This can enable location to be provided in
situations where it would not otherw se be available, as well as
permtting an energency call to be placed even when the device does
not have access to the Internet.

The document is laid out as follows: Section 1 provides an

i ntroduction and reviews prior work. Section 2 discusses
requirenents relating to location and call routing. Section 3

di scusses media requirements. Section 4 discusses accessibility.
Section 5 discusses security considerations.

1.1. Termnol ogy
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

This docunment uses terns from|[RFC3261], [RFC5012] and [ RFC6443].
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1. 2. Prior Wrk

The 1 ETF ECRIT WG has devel oped an overview of the enmergency calling
architecture as well as a best current practice docunent detailing
i mpl ement ati on requirenents.

"Framework for Emergency Calling using Internet Multinmedi a" [RFC6443]
provi des an overvi ew of how | ETF specifications can be used to
support energency calling using nultinedia. At a high level, this

i nvol ves determnation of the caller |ocation, conveyance of the

| ocation within a signaling protocol such as Session Initiation
Protocol (SIP) [RFC6442], routing of the call using the Location-to-
Service Translation (LoST) protocol [RFC5222], and exchange of nedia
using Real -time Transport Protocol (RTP) [ RFC3550].

"Best Current Practice for Comunication Services in support of
Energency Calling" [RFC6881] builds on [ RFC6443] to describe the
requirenents for end devices ("ED-" requirenents), access networks
("AN-"), service providers ("SP-"), Public Safety Answering Points
(PSAPs) and internediate devices ("INT-") to achieve globally

i nteroperabl e energency calling on the Internet.

Bot h [ RFC6443] and [ RFC6881] assune the use of SIP as the signaling
mechani sm for energency calling. As noted in [ RFC6443] Section 1:

Thi s docunent di scusses the use of the Session Initiation Protoco
(SIP) [RFC3261] by PSAPs and calling parties. Wile other inter-
domain call signaling protocols may be used for enmergency calling,
SIP is ubiquitous and possesses the proper support of this use
case.

Since standardi zation of signaling is out of scope of the WbRTC
standards effort, and WebRTC applications can utilize a wide variety
of signaling nechanisns, the requirenments described in [ RFC6881] do
not necessarily apply to WbRTC i npl enentations, applications and
services. Therefore in this docunent, we focus on energency calling
requi renents that are independent of the signaling nechanism such as
those relating to accessibility, location, call routing and nedi a.

2. Location and Call Routing Requirenents
Deternination of caller location as well as call routing is an
essential aspect of enmergency services support. Rel evant
requirenents from [ RFC6881] i ncl ude
ED- 15/ |1 NT- 4/ AN-4 Devi ces, internedi ate Devices and/ or access

net wor ks SHOULD support a nmanual nethod to override the |ocation
the access network deternmines. Wen the override location is
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supplied in civic form it MJST be possible for the resultant
Presence Information Data Format - Location Object (PIDF-LO
received at the PSAP to contain any of the elenents specified in
[ RFC4119] and [ RFC5139].

ED- 17/ 1 NT-9/ AN-9 Devi ces that support endpoint neasuring of

| ocati on MUST have at |east a coarse |location capability
(typically <lkm accuracy) for routing of calls. The location
mechani sm MAY be a service provided by the access network.

ED- 24 Where the operating system supporting application prograns
whi ch need | ocation for enmergency calls does not allow access to
Layer 2 and Layer 3 functions necessary for a client application
to use DHCP | ocation options and/or other |ocation technol ogies
that are specific to the type of access network, the operating
system MJST provide a published APl conforming to ED-12 through
ED- 23 and ED-25 through ED-32. It is RECOVMENDED that all
operating systens provide such an API.

ED- 41/ SP- 20 Locati on objects MJST be created with information
about the method by which the | ocation was determ ned, such as
GPS, manual ly entered, or based on access network topol ogy
included in a PIDF- LO "nmethod" elenent. |n addition, the source
of the location informati on MUST be included in a PlIDF-LO

"provi ded- by" el ement.

ED- 49 Endpoi nts MJST support one or nore nechanisns that allow
themto determine their public |IP address, for exanple, STUN
[ RFC5389] .

ED- 50 Endpoi nts MJST support LIS discovery as described in
[ RFC5986], and the LoST discovery as described in [RFC5223].

Since browser applications do not have direct access to operating
system |l ocation APls, ED-24 is not applicable to WbRTC

For reasons that will be described, automatically obtaining |ocation
suitabl e for energency use is challenging for WebRTC appl i cati ons.

In order to ensure that |ocation is avail able when needed, as well as
to provide resilience against errors in automated | ocation

determ nati on, WebRTC energency service applications SHOULD support
manual override as reconmended in ED- 15.

The WBC Ceol ocation APl [ Geol ocati onAPI] was not devel oped with
energency services location in mnd, so that requirenments ED- 17 and
ED-41 are not well supported. [ Geol ocationAPlI] does not provide
informati on on the source of the location information as required in
ED-41; attenpting to infer the source fromthe accuracy paraneter is
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NOT RECOMMENDED. Currently, Location Based Services utilized by
Geol ocation APls do not warrant their use in energency services and
do not consistently provide the accuracy required by emergency
services applications, so that energency use of the WBC Geol ocation
APl is al so NOT RECOMVENDED.

An alternative is to inplement |ocation configuration and cal

routing in Javascript, using an HTTP-based protocol such as HELD

[ RFC5985] and LoST [RFC5222]. While this approach can provide

| ocation usable in energency services applications, it is only
applicable on networks with a Location Information Server (LIS), such
as enterprise deploynents subject to Milti-Line Tel ephone System
(M.TS) regulations [StateM.TS].

In order to utilize location and call routing services, it is first
necessary to |l ocate the appropriate servers. Since the discovery
mechani sns descri bed in [ RFC5986] and [ RFC5223] are based on use of a
DHCP option, which cannot be assunmed to be accessible in Javascript,
ED-50 is difficult to support wthin WbRTC- based energency services
appl i cations.

For LoST discovery, the energency services application can determnne
the appropriate LoST server(s) on its ow. To avoid potential
issues, it is best to avoid pre-configuration of particular servers,
all owi ng the appropriate server to be deternined dynam cally.

LI S di scovery requires determ nation of the domain name that can be
used for LIS discovery, as noted in [ RFC5986] Section 3.4:

If a Device knows one or nore alternative donmain nanes that night
be used for discovery, it MAY repeat the U NAPTR process using

those domain nanmes as input. For instance, static configuration
of a Device nmight be used to provide a Device with a domai n nane.

Wil e static configuration of the donain name can be used in
situations where device nobility is restricted, the appropriate LIS
depends on the network to which the host is attached, so that this is
not a general solution

"Location Information Server (LIS) Discovery using | P address and
Reverse DNS" [|.D.ietf-geopriv-res-gwlis-discovery] specifies a
means for a device to discover several alternative domain nanmes that
can be used as input to the Dynanmic Del egation Di scovery Service
(DDDS). Since several of the techniques (such as use of PTR RRs and
Session Traversal Uilities for NAT (STUN) [RFC5389]) are potentially
i mpl ement abl e in WebRTC- based energency services applications this
approach MAY be used.
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3. Media Requirenents

Wthin [ RFC6881] media-rel ated requirements are covered in Section
14. These incl ude:

ED- 71 Endpoi nts MJUST send and receive nedia streams on RTP
[ RFC3550] .

ED- 72 Normal SIP offer/answer [RFC3264] negoti ations MJST be used
to agree on the nedia streans to be used.

ED- 73/ SP-41 G 711 A law (and mu Law if they are intended be used
in North Anerica) encoded voice as described in [ RFC3551] MJST be

supported. |If the endpoint cannot support G 711, a transcoder
MUST be used so that the offer received at the PSAP contai ns
G 711. It is desirable to include wi deband codecs such as G 722

and AMR-VWB in the offer. PSAPs SHOULD support narrowband codecs
conmon on endpoints in their area to avoid transcoding.

ED- 74 Sil ence suppression (Voice Activity Detection nethods) MJST
NOT be used on energency calls. PSAP call takers sonetinmes get

i nformati on on what is happening in the background to determ ne
how to process the call.

ED- 77 Endpoi nts supporting video MJST support H. 264 per [RFC6184].

Requirement ED-71 is satisfied by conpliant WebRTC i npl enent ati ons
since "Web Real - Ti nre Communi cati on (WbRTC): Media Transport and Use
of RTP" [I-D.ietf-rtcweb-rtp-usage] Section 4.1 requires support for
RTP [ RFC3550] .

Requirement ED-72 is specific to SIP and so does not apply generally
to WebRTC i npl enent ati ons, applications and services. However, it is
bel i eved that the APls under devel opnent within the WBC WbRTC WG can
support this requirenent.

Requirement ED- 74 is satisfied by conpliant WbRTC i npl enent ati ons
since the WebRTC API s under devel opnent wi thin WBC [ WEBRTC], support
sil ence suppression control via the "constraints" paraneter

[I.Dietf-rtcweb-rtp-usage] Section 4.3 does not provide a
recomendati on on a nandatory-to-inplenent set of codecs. Wile

ED- 73 does not require inplenentation of G711 if the service
supports transcoding, G 711 is not difficult to inplenment and is

wi dely supported, with a high level of interoperability. Therefore
it is reconmended that G 711 be included as a mandatory-to-inpl enent
audio codec within [I-D.ietf-rtcweb-rtp-usage] Section 4.3.

Aboba & Thonson I nf or mat i onal [ Page 7]



| NTERNET- DRAFT Ener gency Services Support in WebRTC 13 June 2013

Currently the disposition of ED-77 is unclear. Discussion of
mandat ory-t o-i npl ement vi deo codecs is ongoing within the | ETF RTCWEB
W5 but has not reached a conclusion. While there is a need to
support interoperable video within energency services applications,
nore options may be available within an energency services context
than would be the case for general use. For exanple, within the
PSAP, it may be feasible to support nultiple video codecs, either by
installation of browser plugins, or by use of nultiple browsers. In
some energency service applications (such as the VRS), codec
requirenments may be specific to the service and may be satisfiable by
a custom device or browser approved for use with that service, which
may include the required codecs inplenmented natively or via plug-ins,
as the service provider sees fit.

4. Accessibility

By lowering the barriers to devel opnent of realtine-enabled browser
applications, as well as by building on accessibility support within
the browser, WebRTC pronises to enable the devel opment of a new
generation of accessible emergency applications and services.

In order to support accessibility, it is RECOMENDED t hat WebRTC
based energency applications and services conformto the Wb Content
Accessi bility Guidelines (WCAG v2.0 [WCAG .

In order to support accessibility for individuals with hearing or
speech disabilities, support for textual conmunications is inportant.

Currently the WBC is devel oping a proposed charter for the Tined Text
Wrking Goup [TTWG, which will potentially produce a second edition
of the tined Text Markup Language (TTM.) 1.0 recommendation as well
as publishing a recommendation for a version 1.1 specification

Text-related requirenents in [ RFC6881] are covered in Section 14,
i ncl udi ng:

ED- 75 Endpoi nts supporting Instant Messaging (IM MJST support
ei ther [RFC3428] and [ RFC4975].

ED- 76 Endpoi nts supporting real-tinme text MJST use [ RFC4103]. The
expectations for energency service support for the real-tinme text
medi um are described in [ RFC5194], Section 7.1

Since [ RFC3428] and [ RFC4975] are both based on SIP, ED 75 does not
apply to all WeDbRTC based energency applications and services. As
noted in "Energency Services Functionality with the Extensible
Messagi ng and Presence Protocol (XWPP)" [I-D.tschofenig-ecrit-xnpp-
es], XMPP [RFC6120] is a potential alternative for enmergency services
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applications |ooking to support instant nessagi ng [ RFC6121] and
mul ti-user chat [XEP-045] functionality.

"RTP Payl oad for Text Conversation" [RFC4103] is typically

i mpl emented along with SIP signaling as described in "Franework for
Real - Time Text over |P Using the Session Initiation Protocol (SIP)"
[RFC5194]. As a result, ED 76 does not apply to WbRTC

i mpl enent ati ons.

Alternatives to support of real-tine text functionality are
avai l abl e, such as "In-Band Real Tine Text" [XEP-0301], which
supports real-time text by addition of child elenents wthin XMPP
nmessage stanzas. The use of child elenents to encapsul ate real -tine
text, as well as transmi ssion of conplete |lines enables [ XEP-0301] to
provi de backward conpatibility with existing XMPP instant-nmessagi ng
and Multi-User Chat (MJC) clients, with no changes required to XMPP
servers. Since XWMPP can be encapsul ated within HTTP via nmechani sns
such as BOSH [ XEP-0206] or WbSockets [ RFC6455], [ XEP-0301] can be

i mpl emented in Javascript. Experience with Javascript inplenentation
using the [Strophe] XMPP library indicates that adequate performance
is achievable. 1In contrast, inplementing real-tine text as nedia as
in [RFC4103] requires native browser support, as well as requiring
changes to the configuration of internediaries such as Session Border
Controllers (SBCs). Also, [RFC4103] is not backward conpatible with
SI P instant nessagi ng i npl ementati ons supporting page- node [ RFC3428]
or session [ RFC4975] approaches.

5. Security Considerations
Security requirenments in [ RFC6881] include

ED- 48/ SP-24 TLS [ RFC5746] MUST be used to protect |ocation (but
see Section 9.1). Al inplementations MJST support TLS

ED- 58/ SP-30 TLS is the prinmary nechani smused to secure the
signaling for emergency calls. |Psec [RFC4301] MAY be used

i nstead of TLS for any hop. Either TLS or | PSEC MJUST be used when
attenpting to signal an energency call

ED-59/SP-31 If TLS session establishnent is not avail able, or
fails, the call MJST be retried w thout TLS

ED- 60/ SP-32 [ RFC5626] is RECOVMENDED to mmintain persistent TLS
connecti ons between entities when one of the entity is an
endpoint. Persistent TLS connection between proxies is
RECOMVENDED usi ng any suitabl e nechani sm

ED- 61/ AN- 28 TLS SHOULD be used when attenpting to retrieve
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| ocation (configuration or dereferencing) with HELD. The use of
[ RFC5077] is RECOMWENDED to minimze the tine to establish TLS
sessions wi thout keeping server-side state. [|Psec MAY be used

i nstead of TLS

ED- 62/ AN- 29 When TLS session establishnent fails, the | ocation
retrieval MJUST be retried wi thout TLS

For WebRTC, HTTPS MUST be used to protect signaling for an energency
call, with potential fail-over to HTTP. HITPS SHOULD be used to
protect |location retrieval (HELD) and call routing (LOST).

WbRTC security considerations are discussed in "Security

Consi derations for RTC-Web" [I-D.ietf-rtcweb-security]. The WbRTC
security architecture, described in "RTCWEB Security Architecture”
[I-D.ietf-rtcweb-security-arch], requires inplenentation of Secure
RTP [ RFC3711] as well as DTLS/ SRTP [ RFC5764] .

While the security features of WbRTC exceed the requirenments
outlined in [ RFC6881], support for emergency services within WbRTC
rai ses concerns about potential attacks on the energency services
infrastructure, given the potential for nalicious code to be executed
within the browser. One way to | essen the |ikelihood of attacks by
untrusted Javascript applications is for PSAPs to put up their own
sites for emergency calling, protected by HTTPS

Wil e | CE [ RFC5245] provides denonstration of |iveness and consent to
receive, it is possible for an attacker to overwhel mthe PSAP by
generating a large nunber of prank calls. 1P relay services are al so
potential targets since these don't require forging of Caller-Id nor
do they provide audio or video fromthe attacker

Security threats to | P-based energency services are described in
"Security Threats and Requirenents for Energency Call WMarking and
Mappi ng" [ RFC5069]. These include attacks on the energency services
system such as attenpting to deny systemservices to all users in a
given area, to gain fraudul ent use of services and to divert
energency calls to non-enmergency sites. [RFC5069] al so describes
attacks against individuals, including attenpts to prevent an

i ndividual fromreceiving aid, or to gain informati on about an

ener gency.

"Threat Analysis of the Geopriv Protocol" [RFC3694] describes threats
agai nst geographic |ocation privacy, including protocol threats,
threats resulting fromthe storage of geographic |ocation data, and
threats posed by the abuse of infornmation

Overal |, experience indicates a relationship between anonymity and
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the preval ence of prank calling. Therefore sonme protection may be
provi ded through authentication of the caller either in the signaling
or nmedia plane. It is NOT RECOMVENDED t hat WebRTC- based ener gency
applications and services support anonynous energency calling.

6. | ANA Consi derations
Thi s docunent does not require actions by | ANA
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