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Abst ract

Thi s docunent describes how to re-use the energency services
mechani sms specified for the Session Initiation Protocol (SIP) to
acconpl i shing emergency calling support in vehicles. Profiling and
sinmplifications are possible due to the nature of the functionality
that is going to be provided in vehicles with the usage of d oba
Posi ti oni ng System (GPS)

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 13, 2014.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (http://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew t hese docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nmust include Sinplified BSD License text
as described in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Sinplified BSD License.
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1. Introduction

Emergency calls nade fromvehicles can assist with the objective of
significantly reducing road deaths and injuries. Unfortunately,
drivers often have a poor |ocation-awareness, especially on urban
roads (al so during night) and abroad. 1In the nost crucial cases, the
victims) may not be able to call because they have been injured or
trapped.

I n Europe the European Commi ssion has |aunched the "eCall’ initiative
that may best be described as a user-initiated or automatically
triggered systemto provide notifications to Public Safety Answering
Poi nts (PSAPs), by nmeans of cellular conmunications, that a vehicle
has crashed, and to provide geodetic location information and where
possi bl e a voice channel to the PSAP

The general termfor such systenms is Automatic Crash Notification
(ACN). ACN systens transnmit sone anmount of data specific to the
incident, referred to generally as "crash data." Wile different
systens transnit different amounts of crash data, standardized
formats, structures, and mechani sns are needed to provide
interoperability anmong systens and PSAPs.

Thi s docunent describes how existing | ETF nechani sns are used to
provide the realization of next-generation ACN in general, including
Eur opean eCal |

Thi s docunent registers the 'application/energencyCall.VEDS+xm’ M ME

content-type, and registers the 'VEDS entry in the Emergency Cal
Additional Data registry.
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The Vehicle Emergency Data Set (VEDS) is an XM. structure defined by
the Associ ation of Public-Safety Conmunications Oficials (APCO and
the National Energency Number Association (NENA). The ’application/
energencyCal | . VEDS+xm® M ME content-type is used to identify it.

The ' VEDS' entry in the Enmergency Call Additional Data registry is
used to construct a 'purpose’ paraneter value for conveying VEDS data
in a Call-Info header.

Crcuit-switched eCall systens transnmit crash data as a defined set,
the M ninum Set of Data (MSD) [eCall-MsD]. The MSD for circuit-
switched eCall is a binary fornat defined by CEN, the European
Conmittee for Standardization. It is expected that CEN will choose
to define the XM schema for the eCall MSD for use in next-generation
systenms. Once this done, a M ME content-type (e.g., 'application/
energencyCal | . eCal | . MsD+xml ’) and Energency Call Additional Data
entry (e.g., 'eCall.MSD ) need to be registered for the MSD. Note
that Appendi x Appendi x A explains how the functionality available in
| ETF specifications maps to the functionality required for the MSD of
the mobile circuit switched voice sol ution

CEN and/or other entities may define additional sets of data in the
sane manor: a standardized format, such as XM, is defined, and a
M ME content-type and Energency Call Additional Data entry
regi st ered.

An In-Vehicle System (1VS) transnmits crash data by encoding it in one
of the standardi zed and regi stered formats (such as VEDS or
eCall.MsD) and attaching it to an INVITE as a data block. The bl ock
is identified by its MM content-type, and pointed to by a CID URL
ina Call-Info header with a ’'purpose’ paraneter value corresponding
to the bl ock.

The mechani snms descri bed here can be used to deploy ACN systens in
general including eCall by providing for emergency calls that are
identifiable as ACN calls or specifically eCall calls and that carry
one or nore defined crash data objects.

1.1. Overview of Current Depl oynment Model s

Current (circuit-sw tched or |egacy) systens for placing energency

calls fromvehicles, including automatic crash notification system
generally use one of three architectural nodels: Telenatics Service
Provider (TSP), direct, and paired handset. These three nodels are
illustrated bel ow.

In the TSP nodel the IVS transnits crash data to the TSP using
proprietary neans. The TSP operator bridges in the PSAP and
communi cates | ocation, crash, and other data to the call taker
verbally (there is a three-way voice call between the vehicle, the
TSP, and t he PSAP).
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[1/----\\\" proprietary +------ + 911 trunk R +
[l IvS|||-------------- >+ TSP +------------------ >+ PSAP |
\\\----/// crash data +------ + +------ +

In the paired nodel the IVS uses a Bluetooth link to a previously-

pai red handset to establish an emergency call with the PSAP and then
communi cates | ocation data to the PSAP via text-to-speech; crash data
i s not conveyed.

++

[1]----\\\ | 911 voice call via handset R +
[1] TVS [|]--->]+-mccmmmm e e e e e >+ PSAP |
\\\----/7] ++ | ocation via text-to-speech R +

In the direct nodel the I'VS communi cates crash data to the PSAP via

the eCall in-band modem (in the voice call).
[1]----\\\ 112/ 911 voice call via IVS Fo----- +
[1] TVS |]|-------mmmmm e e >+ PSAP |
\\\----/11 crash data via eCall in-band nbdem +------ +

1.2. Mgration to | P-based Mdels

The migration to next-generation (all-1P) would then | ook |ike as
fol | ows.

In the TSP nodel The IVS transnits crash data to the TSP using either
proprietary or standard nmeans. The TSP bridges in the PSAP and

transmts crash and other data to the PSAP using | ETF specifications.
There is a three-way call between the vehicle, the TSP, and the PSAP

proprietary

[ll----\\\ or standard +------ + st andard F------ +
IVS  eemeeeeee oo >+ TSP 4--ccmmmmmm e oo >+ PSAP
\W\----/// crash data Fo----- + crash + other data +------ +

In the paired nodel, the IVS uses a Bluetooth link to a previously-
pai red handset to establish an energency call with the PSAP; it is

not clear what facilities are or will be available for transnmitting
crash data.

++

1] ----\\\ || | P-based Energency Call C R +
I VS R I R R >+ PSAP |

\\\----/1] ++ IR +

In the direct nodel the 1VS comunicates crash data to PSAP using
I nternet protocols.
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3.

1 ----\\\ NGL- 1- 2/ N&3-1-1 call R +
Y R e e >+ PSAP |
\W\----/11 crash data +------ +

This document is focused on the interface to the PSAP, that is, how
an emergency call (including |ocation and crash data) is setup and
data is transmitted to the PSAP using existing | ETF specifications.
The goal is to re-use existing specifications rather than to invent
new. For the direct nodel (such as the European eCall), this is the
end-to-end description. For the TSP nodel, this describes the right-
hand side, leaving the left-hand side up to the entities involved
(e.g., IVS and TSP vendors) who are then free to use the sane
nmechani smas for the right-hand side or not.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

Thi s docunment re-uses term nol ogy defined in Section 3 of [RFC5012].
Additionally, we use the follow ng abbreviations:

I'VS: In-Vehicle System

TSP: Tel ematics Service Provider

MSD: M ni num Set of Data
VEDS: Vehicl e Emergency Data Set

NENA: National Energency Number Associ ation
APCCO  Associ ation of Public-Safety Comrunications Oficials

CEN: European Conmittee for Standardi zation

ESI net: Emergency Services |P network

Profile
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In the context of emergncy calls placed froma vehicle it is assuned
that the car is equipped with a built-in GPS receiver. For this
reason only geodetic location information will be sent within an
energency call. The follow ng | ocation shapes MJST be i npl enent ed:
2d and 3d Point (see Section 5.2.1 of [RFC5491]), Circle (see Section
5.2.3 of [RFC5491]), and Ellipsoid (see Section 5.2.7 of [RFC5491]).
The coordinate reference systenms (CRS) specified in [ RFC5491] are

al so mandatory for this docunent. The <direction> elenent, as
defined in [ RFC5962] which indicates the direction of travel of the
vehicle, is inportant for dispatch and hence it MJST be included in
the PIDF-LO . The <headi ng> el ement specified in [ RFC5962] MJST be

i mpl ement ed and MAY be incl uded.

This specification also inherits the ability to utilize test cal
functionality from Section 15 of [RFC6881].

4., Exanpl e

Figure 7 shows an energency call placed froma vehicle whereby

| ocation information information is directly attached to the SIP

I NVI TE message itself. The call uses the request UR
"urn:service:sos.ecall.automatic’ service URN and is recogni zed as an
energency call because the request URI starts with ’urn:service: sos’
The Vol P provider routes the call to an Emergency services | P Network
(ESInet), as for any enmergency call. The ESInet routes the call to
an appropriate PSAP using location information and the fact that that
it is an eCall carrying crash data. (In deploynments where there is
no ESlnet, the VolP provider may route directly to an appropriate
PSAP.) The energency call continues towards the PSAP and in this
exanple it hits the ESRP, as the entry point to the ESInet. Finally,
the emergency call will be received by a call taker and first

reponders will be dispatched.
Hom e e oo - +
| LoST |
| Server | H------mimi e +
e + | |
N | o m oo - + |
[ [ | PSAP2 | [
| | oo + |
v I I
Hommma- + e + Hommma- + |
Vehicle ------ > Proxy |--+->] ESRP |---->| PSAP1 |----- > Cal | - Taker |
o m oo - + | oo - + o m oo - + |
I I
| oo + |
| | PSAP3 | |
| A RERREE + |
I I
I I
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| ESI net I
o mm e e e e e e e e e e e e e e e e e e e e e e e +

The exanple, shown in Figure 8, illustrates a SIP energency cal

eCall INVITE that is being conveyed with | ocation information encoded

in a PIDF-LO and VEDS dat a.

Rosen, Tschofenig & Cell Expires January 13, 2014 [ Page 7]



Internet-Draft | P-based | n-Vehicle Energency Call July 2013

I NVI TE urn: service:sos. ecall.automatic SIP/2.0
To: urn:service:sos.ecall.automatic
From <sip:+13145551111@xanpl e. conP; t ag=9f xced76s
Call -1 D 3848276298220188511@at | ant a. exanpl e. com
Geol ocati on: <cid:target123@xanpl e. conp
Geol ocati on-Routi ng: no
Call -Info: cid:1234567890@t | ant a. exanpl e. com

pur pose=ener gencyCal | Dat a. VEDS
Accept: application/sdp, application/pidf+xm
CSeq: 31862 INVITE
Content-Type: multipart/nm xed; boundary=boundaryl
Cont ent - Lengt h:

--boundaryl

Cont ent - Type: application/sdp

...Session Description Protocol (SDP) goes here
--boundary1l

Cont ent - Type: appli cation/ pi df +xm
Content-1D: <targetl23@tl ant a. exanpl e. conp
<?xm version="1.0" encodi ng="UTF-8"?>
<presence
xm ns="urn:ietf:paranms: xm :ns: pidf"
xm ns: dme"urn:ietf: parans: xnm : ns: pi df : dat a- nodel "
xm ns: gp="urn:ietf:parans: xnl : ns: pi df : geopri v10"
xm ns: dyn="urn:ietf:parans: xm : ns: pi df : geopri v10: dynam c"
xm ns: gm ="http://ww. opengi s. net/gm"
xm ns: gs="http://ww. opengi s. net/pidflo/1.0"
entity="sip: +13145551111@xanpl e. coni >
<dm devi ce id="123">
<gp: geopri v>
<gp: | ocati on-i nf o>
<gm : Poi nt srsNanme="urn: ogc: def: crs: EPSG : 4326" >
<gm : pos>- 34. 407 150. 883</gm : pos>
</ gm : Poi nt >
<dyn: Dynami c>
<dyn: headi ng>278</ dyn: headi ng>
<dyn: di recti on><dyn: di recti on>
</ dyn: Dynami c>
</ gp: | ocation-info>
<gp: usage-rul es/ >
<met hod>gps</ nmet hod>
</ gp: geopri v>
<tinmestanp>2012-04-5T10: 18: 29Z</ti nest anp>
<dm devi cel D>1MBGDWBA KP042788</ dm devi cel D>
</ dm devi ce>
</ presence>

--boundaryl
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6

6

Cont ent - Type: application/enmergencyCal | . VEDS+xni
Content-1D: 1234567890@t | ant a. exanpl e. com

...eCall VEDS data object goes here
--boundaryl- -
Security Considerations

Thi s docunment does not raise security considerations beyond those
described in [RFC5069]. As with enmergency service systens with end
host provided location infornmation there is the possibility that that
|l ocation is incorrect, either intentially (in case of an a denial of
service attack agai nst the energency services infrastructure) or due
to a mal functioning devices. The reader is referred to [I-D.ietf-
ecrit-trustworthy-1ocation] for a discussion of sone of these

vul nerabilities.

| ANA Consi der ati ons

.1. Service URN Registration

I ANA is requested to register the URN "urn:service:sos.ecall’ under
the sub-services 'sos’ registry defined in Section 4.2 of [RFC5031].

This service identifier reaches a public safety answering point
(PSAP), which in turn dispatches aid appropriate to the energency
related to accidents of vehicles. Two sub-services are registered as
wel |, nanely

urn: service: sos. ecal | . manual

This service URN indicates that an eCall had been triggered based
on the manual interaction of the driver or a passenger

urn:service:sos.ecall.automatic
This service URN indicates that an eCall had been triggered
automatically, for exanple, due to a crash. No human invol venent

was det ect ed.

2. MM Content-type Registration for 'application/
emer gencyCal | . VEDS+xm '’

This specification requests the registration of a new M ME type
according to the procedures of RFC 4288 [ RFC4288] and guidelines in
RFC 3023 [ RFC3023].

M ME nedia type nanme: application

M ME subtype nane: energencyCal |l . VEDS+xm

Mandat ory paraneters: none
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Optional paraneters: charset

I ndi cates the character encoding of encl osed XM.

Encodi ng consi derations: Uses XM., which can enploy 8-bit
characters, depending on the character encoding used. See Section
3.2 of RFC 3023 [ RFC3023].

Security considerations: This content type is designed to carry
vehicle crash data during an energency call. This data may
contains personal information including vehicle VIN, |ocation
direction, etc. appropriate precautions need to be taken to linit
unaut hori zed access, inappropriate disclosure to third parties,
and eavesdropping of this information. Please refer to Section 7
and Section 8 of [I-D.ietf-ecrit-additional-data] for nore

i nformation.

Interoperability considerations: None

Publ i shed specification: [TBD: This specification]

Applications which use this nedia type: Energency Services

Addi tional information: None

Magi ¢ Nunber: None

File Extension: .xn

Maci ntosh file type code: ' TEXT

Person and emni|l address for further information: Hannes
Tschof eni g, Hannes. Tschof eni g@nx. net

I ntended usage: LIM TED USE

Author: This specification is a work itemof the |ETF ECRIT
working group, with mailing list address <ecrit@etf.org>

Change controller: The IESG <ietf@etf.org>

Regi stration of the 'VEDS entry in the Energency Call Additiona
Data registry

This specification requests 1ANA to add the 'VEDS entry to the
Energency Call Additional Data registry, with a reference to this
docunent. The Enmergency Call Additional Data registry has been
established by [I-D.ietf-ecrit-additional-data].

Contri butors
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en, Tschofenig & Gel |l Expires January 13, 2014 [ Page 10]



Internet-Draft | P-based | n-Vehicle Energency Call July 2013

8. Acknow edgenents

We would like to thank M chael Mntag, Arnoud van Wjk, Ban Al -Bakri,
and GQunnar Hellstroem for their feedback.

9. References
9. 1. Nor mat i ve Ref erences

[10] Schul zrinne, H, "A Uniform Resource Nanme (URN) for
Energency and Ot her Well-Known Services", RFC 5031,
January 2008.

[1] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[2] Peterson, J., "A Presence-based GEOPRI V Location Object
Format", RFC 4119, Decenber 2005.

[ 3] Wnterbottom J., Thonson, M and H. Tschofenig, "GEOPRIV
Presence Informati on Data Format Location Object (PlIDFLO
Usage Clarification, Considerations, and Recommendati ons",
RFC 5491, March 2009.

[4] Rosen, B. and J. Pol k, "Best Current Practice for
Conmruni cati ons Services in Support of Enmergency Calling",
BCP 181, RFC 6881, March 2013.

[ 5] Pol k, J., Rosen, B. and J. Peterson, "Location Conveyance
for the Session Initiation Protocol", RFC 6442, Decenber
2011.

[ 6] Schul zrinne, H, Singh, V., Tschofenig, H and M Thonson,

"Dynanmi c Extensions to the Presence Information Data
Format Location Object (PIDF-LO", RFC 5962, Septenber

2010.

[7] Murata, M, St. Laurent, S. and D. Kohn, "XM. Media
Types", RFC 3023, January 2001.

[ 8] Freed, N. and J. Klensin, "Media Type Specifications and
Regi stration Procedures”, RFC 4288, Decenber 2005.

[9] Rosen, B., Tschofenig, H, Marshall, R and R Randy,
"Additional Data related to an Energency Call", Internet-

Draft draft-ietf-ecrit-additional-data-09, Miy 2013.
9.2. Informative references
[1] Schul zrinne, H and R Marshall, "Requirements for

Emer gency Context Resolution with Internet Technol ogi es”,
RFC 5012, January 2008.

Rosen, Tschofenig & Cell Expires January 13, 2014 [ Page 11]



Internet-Draft | P-based | n-Vehicle Energency Call July 2013

[2]

[3]

[4]

[ 5]

Taylor, T., Tschofenig, H, Schul zrinne, H and M
Shannugam "Security Threats and Requirenments for

Emer gency Cal |l Marking and Mapping", RFC 5069, January
2008.

Tschofenig, H., Schulzrinne, H and B. Aboba, "Trustworthy
Location", Internet-Draft draft-ietf-ecrit-trustworthy-
| ocati on-05, March 2013.

Schul zrinne, H, "Tinmed Presence Extensions to the
Presence Information Data Format (PIDF) to |Indicate Status
Information for Past and Future Tine Intervals", RFC 4481
July 2006.

CEN, , "Intelligent transport systens - eSafety - eCall
m ni num set of data (MSD), EN 15722", June 2011

Appendi x A, Matching Functionality with eCall M nimum Set of Data (MsD)

[eCal | -MBD] outlines a nunber of data elenents that are transmitted

in

an energency call triggered by a vehicle. Note that the work on

eCall for nobile circuit switched voice is constrained in a nunber of
ways since | egacy eCall uses an inband voice nodem for backwards
compatibility with the already deployed cellular infrastructure to
transmt data froma vehicle to a PSAP. Since the functionality in

t hi

s docunent is based on the Session Initiation Protocol (SIP) these

limtations do not exist. As such, it is not useful to transmt the
MSD i nband in the voice channel but to rather use the SIP nmechani sns
standardi zed for energency call handling. Any voice, video, or real-
text comunication will be negotiated using the Session Description
Protocol (SDP), as shown in Figure 8, and the actual mnedia stream

wi |

| then take place in RTP packets. For transmitting |ocation

informati on an XM.-based data structure had been defined, the so-

cal

| ed Presence Information Data Format Location Object (PIDF-LO.

The following Iist conpares the eCall mininmumset of data with the
functionality provided in this docunent.

Version of the MSD Format: Conveying information in a Sl P-based

energency call is acconplished by using XM. payl oads and XM
provi des nanespace declarations that allow a receipient of that
information to distinguish different versions and additiona
extensions. For exanple, if additional data about a vehicle is
defined and can be transmitted by vehicle then a respective

ext ensi on can be defined for use inside a previously-defined XM
structure. One or nore top-level structures can be transnitted
usi ng the nechanismdefined in [I-D.ietf-ecrit-additional-data].
Sel ecting the appropriate extension point depends on the type of
ext ensi on envi si oned.

Message ldentifier: Every SIP I NVITE nmessage contains a Call-1D,

Rosen,

which is a globally unique identifier for this call
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Test Call Indication A service URN starting with "test." indicates a
request for an automated test. For exanpl e,
"urn:service:test.sos.ecall.automatic" indicates such a test
feature. This functionality is defined in [ RFC6881].

Automatic Activation Indication: This docunent registers new service
URNs, which allow the differentiation between manually and
automatically triggered energency calls. The two service URNs
are: urn:service:sos.ecall.automatic and
urn: service: sos. ecal | . manua

Vehicle ldentification: The PIDF data structure contains a devicelD
field that holds the Vehicle Identification Nunmber (VIN)

Ti mestanp of Incident Event: The PIDF-LO el enment contains the
ti mestanp when the PIDF-LO was created, which is at the tine of
the incident.

Vehi cl e Location: The location of the vehicle is conveyed using the
PI DF | ocati on object, as described in Section 3.

Vehicle Direction: The direction of the vehicle is part of |ocation
i nformation, as described in Section 3.

Recent Vehicle Location: Wth this optional functionality multiple
| ocation objects may be required to be transported simultaneously.
This can be achi eved using <timed-presence>, defined in RFC 4481
[ RFC4481] .

Additional Data: [I-D.ietf-ecrit-additional-data] provides the
ability to carry additional data for an emergency call.

Wil e nost fields have an equivalent already in the corresponding SIP
energency signaling payl oads there are currently no fields defined in
[I-D.ietf-ecrit-additional-data] that allow infornmation about the

"Vehi cl e Type Encodi ng", "Nunber of Passengers", and "Vehicle
Propul sion Storage type" to be conveyed. Extensions for those fields
wi Il have to be defi ned.
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