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Abst ract

The | ETF and ot her standards organi zati on have efforts targeted at
standardi zi ng various aspects of placing emergency calls on IP
networks. This meno describes best current practice on how devices,
net wor ks and services using | ETF protocols should use such standards
to nake energency calls.
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on March 10, 2012
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Thi s docunment uses ternms from [ RFC3261], [RFC5012] and
[I-D.ietf-ecrit-framework].

2. Introduction

Thi s docunment describes how access networks, Session Initiation

Prot ocol [RFC3261] user agents, proxy servers and Public Safety
Access Points (PSAPs) support energency calling, as outlined in
[I-D.ietf-ecrit-framework], which is designed to conpl enent the
present docunent in section headings, nunmbering and content.
Understanding [I-D.ietf-ecrit-framework] is necessary to understand
this docunment. This BCP succinctly describes the requirenents of end
devi ces and applications (requirenents prefaced by "ED-"), access
networ ks (including enterprise access networks) (requirenents
prefaced by "AN-"), service providers (requirenents prefaced by
"SP-") and PSAPs to achi eve globally interoperable energency calling
on the Internet.

Thi s docunment al so defines requirenents for "Internedi ate" devices
whi ch exi st between end devices or applications and the access
network. For exanple, a hone router is an "Internediate" device.
Reporting location on an energency call (see Section 6) may depend on
the ability of such internediate devices to neet the requirenents
prefaced by "INT-".

The access network requirenents apply to those networks which nmay be
used to place energency calls using | ETF protocols. Loca
regul ati ons may inpact the need to support this docunment’s access
net wor k requirenents.

O her organi zations, such as the North Anerican Emergency Nunber
Associ ation (NENA), define the PSAP interface. NENA s docunents
reference this docunent.

3. Overview of how energency calls are placed
An energency call can be distinguished (Section 5) from any other

call by a unique Service URN [ RFC5031], which is placed in the cal
set-up signaling when a hone or visited enmergency dial string is
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detected. Because energency services are local to specific
geographic regions, a caller nust obtain his location (Section 6)
prior to making energency calls. To get this |location, either a form
of measuring (e.g., GPS) (Section 6.2.3) device location in the
endpoi nt is deployed, or the endpoint is configured (Section 6.5)
with its location fromthe access network’s Location Information
Server (LIS). The location is conveyed (Section 6.7) in the SIP
signaling with the call. The call is routed (Section 8) based on

| ocation using the Location-to-Service Translation (LoST) protocol

[ RFC5222], which maps a location to a set of PSAP URIs. Each UR
resolves to a PSAP or an Energency Services Routing Proxy (ESRP)

whi ch serves a group of PSAPs. The call arrives at the PSAP with the
I ocation included in the SIP I NVITE request.

4. Wi ch devices and services shoul d support energency calls

ED-1 A device or application that inplements SIP calling SHOULD
support energency calling. Sone jurisdictions have regul ations
gover ni ng whi ch devices need to support emergency calling and

devel opers are encouraged to ensure that devices they devel op neet

rel evant regulatory requirenents. Unfortunately, the natura
variation in those regulations also makes it inpossible to accurately
descri be the cases when devel opers do or do not have to support

emer gency cal ling.

SP-1 If a device or application expects to be able to place a cal
for help, the service provider that supports it MJST facilitate
energency calling. Sone jurisdictions have regul ati ons governi ng
this.

ED- 2 Devices that create nmedi a sessions and exchange real -tine audio,
vi deo and/or text, have the capability to establish sessions to a

wi de variety of addresses, and communi cate over private | P networks
or the Internet, SHOULD support energency calls. Sone jurisdictions
have regul ati ons governing this.

5. ldentifying an emergency cal
ED- 3 Endpoi nts SHOULD recogni ze dial strings of energency calls. |If
the service provider always knows the | ocation of the device (the
correct dial string depends on which country you are in), the service

provi der may recogni ze them see SP-2.

SP-2 Proxy servers SHOULD recogni ze energency dial strings if for
some reason the endpoint does not recogni ze them
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ED- 4/ SP-3 Emergency calls MJST be marked with a Service URN in the
Request - URI of the INVITE

ED- 5/ SP- 4 Geographically local dial strings MJST be recogni zed.

ED- 6/ SP-5 Devices MJST be able to be configured with the honme country
fromwhich the home dial string(s) can be determ ned

ED- 7/ SP-6 Emergency dial strings SHOULD be determ ned from LoST
[ RFC5222]. Dial Strings MAY be configured directly into the device.

AN-1 LoST servers MJST return dial strings for energency services

ED- 8 Endpoi nts which do not recogni ze energency dial strings SHOULD
send dial strings as per [RFC4967].

SP-7 If a proxy server recogni zes dial strings on behalf of its
clients, it MJST recogni ze energency dial strings represented by

[ RFC4967] and SHOULD recogni ze the energency dial strings represented
by a tel URI [RFC3966].

ED-9 Endpoi nts SHOULD be able to have home dial strings provisioned.
SP-8 Service providers MAY provision home dial strings in devices.

ED- 10 Devi ces SHOULD NOT have one button emergency calling
initiation.

ED- 11/ SP-9 All sub-services for the 'sos’ service specified in
[ RFC5031]. MUST be recogni zed.

6. Location and its role in an energency cal

Handl ing | ocation for energency calling usually involves severa

steps to process and multiple entities are involved. 1In Internet
emergency calling, where the endpoint is located is "deterni ned"
using a variety of measurenment or wiretraci ng nethods. Endpoints can
be "configured" with their own | ocation by the access network. In
some circunstances, a proxy server can insert location into the
signaling on behalf of the endpoint. The location is "mapped" to the
URI to send the call to, and the location is "conveyed" to the PSAP
(and other entities) in the signaling. Likew se, we enploy Location
Configuration Protocols (LCPs), the Location-to-Service Mapping
Protocol, and Locati on Conveyance Protocols for these functions. The
Location-to-Service Transl ation protocol [RFC5222] is the Location
Mappi ng Protocol defined by the | ETF.
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6.1. Types of location information

There are several forns of location. Al |ETF |ocation configuration
and | ocation conveyance protocols support both civic and geospati al
(geo) forms. The civic fornms include both postal and jurisdictiona
fields. A cell tower/sector can be represented as a point (geo or
civic) or polygon. Endpoints, Internedi ate Devices and Service
Providers receiving other fornms of |ocation representati on MIST map
theminto either a geo or civic for use in energency calls.

ED- 12/ 1 NT- 1/ SP- 10 Endpoi nts, Internedi ate Devi ces and Service
Provi ders MJST be prepared to handle | ocation represented in either
civic or geo form

ED- 13/ I NT- 2/ SP- 11/ AN-2 Entities MJST NOT convert (civic to geo or geo
to civic) fromthe formof location the determ nation nechani sm (see
Section Section 6.2) supplied prior to receipt by the PSAP

6.2. Location Determn nation

ED- 14/ 1 NT- 3/ AN-3 Any | ocation determ nati on nechani sm MAY be used,
provi ded the accuracy of the | ocation neets |ocal requirenents.

6.2.1. User-entered |location infornmation

ED- 15/ 1 NT- 4/ AN- 4 Devi ces, internediate Devices and/or access networks
SHOULD support a manual nethod to override the | ocation the access
network determ nes. Wen the override location is supplied in civic
form it MJST be possible for the resultant Presence Infornation Data
Format - Location Object (PIDF-LO received at the PSAP to contain
any of the elenents specified in [RFC4119] and [ RFC5139].

6.2.2. Access network "wire database" location infornation

AN-5 Access networ ks supporting copper, fiber or other hard wired IP
packet service SHOULD support |ocation configuration. |f the network
does not support location configuration, it MJST require every device
or intermedi ate device that connects to the network to support end
system neasured | ocation

AN-6/ I NT-5 Access networks and internedi ate devices providing wire
dat abase | ocation informati on SHOULD provide interior |ocation data
(building, floor, room cubicle) where possible. It is RECOMVENDED
that interior location be provided when spaces exceed approxi mately
650 square neters. See [I-D.ietf-ecrit-framework] Section 6.2.2 for
a discussion of how this value was determ ned.

AN-7/ I NT-6 Access networks and internedi ate devices (including
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enterprise networks) which support internediate range wirel ess
connections (typically 100mor |ess of range) and which do not
support a nmore accurate |ocation determ nation mechani sm such as
triangul ation, MJST support |ocation configuration where the |ocation
of the access point is reflected as the location of the clients of

t hat access point.

AN-8/ I NT-7 Where the access network provides |ocation configuration,

i ntermedi ate devi ces MJST either be transparent to it, or provide an
i nterconnected client for the supported configurati on nechanismand a
server for a configuration protocol supported by end devices
downstream of the internedi ate device such that the | ocation provided
by the access network is available to clients as if the internediate
device was not in the path.

6.2.3. End-system neasured |ocation information

ED- 16/ 1 NT- 8 Devi ces MAY support end-system neasured | ocation. See
[I-Dietf-ecrit-franework] Section 6 for a discussion of accuracy of
| ocati on.

ED- 17/ 1 NT-9/ AN-9 Devi ces that support endpoint neasuring of |ocation
MUST have at |east a coarse location capability (typically <lkm
accuracy) for routing of calls. The location nechani sm MAY be a
service provided by the access network.

6. 2. 4. Net wor k- measured | ocation information

AN- 10 Access networks MAY provi de network-neasured | ocation

determi nation. Wreless access networks that do not supply network
measured | ocation MIST require every device or internedi ate device
connected to the network to support end-system neasured | ocation
Uncertainty and confidence may be specified by |ocal regulation
Where not specified, uncertainty of less than 100 neters with 95%
confidence is RECOWENDED for dispatch |ocation

AN-11 Access networks that provide network measured | ocation MJST
have at | east a coarse location (typically <lkm when not | ocation
hi di ng) capability at all tines for routing of calls.

AN-12 Access networks with range of <10 neters (e.g. personal area
net wor ks such as Bl uetooth MJUST provide a | ocation to nobile devices
connected to them The location provided SHOULD be that reported by
the upstream access network unl ess a nore accurate mechanismis
avail abl e.
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6.3. \Who adds | ocation, endpoint or proxy

ED- 18/ 1 NT- 10 Endpoi nts SHOULD attenpt to configure their own | ocation
usi ng the Location Configuration Protocols (LCPs) listed in ED 21.

SP-12 Proxies MAY provide | ocation on behalf of devices if:

0 The proxy has a relationship with all access networks the device
could connect to, and the relationship allows it to obtain
| ocati on.

0 The proxy has an identifier, such as an | P address, that can be
used by the access network to determine the |ocation of the
endpoi nt, even in the presence of NAT and VPN tunnels that may
obscure the identifier between the access network and the service
provi der.

ED- 19/ I NT- 11/ SP- 13 Where proxies provide |ocation on behal f of

endpoi nts, the service provider MJST ensure that either the end
device is provided with the local dial strings for its current

| ocation (where the end device recogni zes dial strings), or the
service provider proxy MJST detect the appropriate local dial strings
at the time of the call.

6.4. Location and references to |location

ED- 20/ I NT- 12 Devi ces SHOULD be able to accept and forward | ocation by
val ue or by reference. An end device that receives |ocation by
reference (and does not al so get the correspondi ng val ue) MJST be
able to performa dereference operation to obtain a val ue.

6.5. End systemlocation configuration

bt ai ning | ocation fromthe access network may be preferable even if
the device can nmeasure its own |ocation, especially indoors where
nost measur enent nechani sns are not accurate enough. This sections
requirenents do not apply to devices that can accurately neasure
their own | ocation.

ED- 21/ 1 NT- 13 Devi ces MJUST support both the Dynam c Host Configuration
Prot ocol (DHCP) |ocation options [RFCA776], [RFC6225] and HITP
Enabl ed Location Delivery (HELD) [RFC5985]. Wen devi ces deploy a
specific access network interface for which | ocation configuration
nmechani sms such as Link Layer Discovery Protocol - Media Endpoint

Di scovery (LLDP-MED) [LLDP-MED] or 802.11v are specified, the device
SHOULD support the additional respective access network specific

| ocation configuration nechani sm

AN- 13/ 1 NT-14 The access network MJST support either DHCP | ocation
options or HELD. The access network SHOULD support other |ocation
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configuration technologies that are specific to the type of access
net wor k.

AN- 14/ 1 NT-15 Where a router is enployed between a LAN and WAN in a
smal |l (less than approxi mately 650 square neters) area, the router
MUST be transparent to the | ocation provided by the WAN to the LAN
This may nean the router nust obtain location as a client fromthe
WAN, and supply an LCP server to the LAN with the location it
obtains. Were the area is larger, the LAN MJST have a | ocation
configuration nechani smsatisfying the requirenments of this docunent.

ED- 22/ 1 NT- 16 Endpoints SHOULD try all LCPs supported by the device in
any order or in parallel. The first one that succeeds in supplying
| ocati on MJUST be used.

AN- 15/ 1 NT-17 Access networks that support nore than one LCP MJUST
reply with the sane location information (within the limts of the
data format for the specific LCP) for all LCPs it supports.

ED- 23/ 1 NT- 18/ SP- 14 When HELD is the LCP, the request MJST specify a
val ue of "energencyRouting" for the "responseTi ne" paraneter and use
the resulting location for routing. |If a value for dispatch |ocation
will be sent, another request with the "responseTi ne" paraneter set
to "enmergencyDi spatch” nust be conpleted, with the result sent for

di spat ch purposes

ED- 24 \Where the operating system supporting application prograns

whi ch need | ocation for energency calls does not allow access to
Layer 2 and Layer 3 functions necessary for a client application to
use DHCP | ocation options and/or other |ocation technologies that are
specific to the type of access network, the operating system MJST
provi de a published APl conform ng to ED- 12 through ED-23 and ED- 25
through ED-32. It is RECOMENDED that all operating systens provide
such an API.

6.6. \When location should be configured

If an endpoint is nmanually configured, the requirements in this
section are not applicable.

ED- 25/ 1 NT- 19 Endpoi nts SHOULD obtain | ocation inmediately after
obtai ning | ocal network configuration information.

ED- 26/ I NT-20 If the device is configured to use DHCP for
boot st rappi ng, and does not use it MJST include both options for

| ocation acquisition (civic and geodetic), the option for LIS

di scovery, and the option for LOST discovery as defined in [ RFC4776],
[ RFC6225], [RFC5986] and [ RFC5223].
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ED- 27/ 1 NT-21 If the device sends a DHCPI NFORM nessage, it MJST

i nclude both options for |ocation acquisition (civic and geodetic),
the option for LIS discovery, and the option for LoST di scovery as
defined in [RFC4776], [RFC6225], [RFC5986] and [ RFC5223].

ED- 28/ I NT-22 To ninimze the effects of VPNs that do not allow
packets to be sent via the native hardware interface rather than via
the VPN tunnel, |ocation configuration SHOULD be attenpted before
such tunnel s are established.

ED- 29/ 1 NT- 23 Sof t ware whi ch uses LCPs SHOULD | ocate and use the
actual hardware network interface rather than a VPN tunnel interface
to direct LCP requests to the LIS in the actual access network.

AN-16 Network adm nistrators MJST take care in assigning | P addresses
such that VPN address assignnents can be distinguished fromloca

devi ces (by subnet choice, for exanple), and LI Ss SHOULD NOT attenpt
to provide location to addresses that arrive via VPN connections
unless it can accurately determ ne the | ocation for such addresses.

AN-17 Pl acenment of NAT devices where an LCP uses | P address for an
i dentifier SHOULD consider the effect of the NAT on the LCP. The
address used to query the LIS MUST be able to correctly identify the
record in the LIS representing the location of the querying device

ED- 30/ 1 NT- 24 For devices which are not expected to change | ocation
refreshing | ocation on the order of once per day i s RECOVVENDED.

ED- 31/ 1 NT- 25 For devices which roam refresh of |ocation information
SHOULD be nore frequent, with the frequency related to the nobility
of the device and the ability of the access network to support the
refresh operation. |If the device detects a |link state change that

m ght indicate having noved, for exanple when it changes access

poi nts, the device SHOULD refresh its |ocation

ED- 32/ NT-26/ AN-18 It is RECOMWENDED t hat | ocation determ nation not
take |l onger than 250 ns to obtain routing |ocation and systens SHOULD
be designed such that the typical response is under 100 ms. However,
as nmuch as 3 seconds to obtain routing |location MAY be tolerated if

| ocation accuracy can be substantially inproved over what can be
obtained in 250 ns.

6.7. Conveying |location

ED- 33/ SP-15 Location sent between SIP entities MJST be conveyed using
[I-D.ietf-sipcore-Ilocation-conveyance].
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6.8. Location updates

ED- 34/ AN- 19 Where the absolute | ocation or the accuracy of |ocation
of the endpoint may change between the tinme the call is received at
the PSAP and the tine dispatch is conpleted, |ocation update
mechani sms MJUST be inpl enented and used.

ED- 35/ AN- 20 Mbbi | e devi ces MJST be provided with a nmechanismto get
repeated | ocation updates to track the nmotion of the device during
the conpl ete processing of the call

ED- 36/ AN-21 The LIS SHOULD provide a | ocation reference which pernits
a subscription with appropriate filtering.

ED- 37/ AN-22 For calls sent with | ocation-by-reference, with a SIP or
SI PS schene, the server resolving the reference MJST support a
SUBSCRI BE [ RFC3265] to the presence event [RFC3856]. For other

| ocati on-by-reference schenmes that do not support subscription, the
PSAP will have to repeatedly dereference the URI to deternmine if the
devi ce noved

ED-38 If location was sent by value, and the endpoint gets updated

| ocation, it MJST send the updated location to the PSAP via a SIP re-
I NVI TE or UPDATE request. Such updates SHOULD be linmted to no nore
than one update every 10 seconds, a value selected to keep the |oad
on a |l arge PSAP manageabl e, and yet provide sufficient indication to
the PSAP of notion

6.9. Miltiple locations

ED-39/SP-16 If the LIS has nore than one location for an endpoint it
MUST conformto the rules in Section 3 of [RFC5491]

ED-40 If an endpoint has nore than one |ocation available to it, it
MJUST choose one |ocation to route the call towards the PSAP. |f
multiple locations are in a single Presence Information Data Fornat
(PIDF), the procedures in [RFC5491] MUST be followed. |If the
endpoint has multiple PIDFs, and has no reasonabl e basis to choose
from anong them a random choice is acceptable.

SP-17 |If a proxy inserts |ocation on behalf of an endpoint, and it
has nmultiple locations available for the endpoint it MJST choose one

location to use to route the call towards the PSAP. If multiple
| ocations are in a single PIDF, the procedures in [RFC5491] MJST be
followed. |If the proxy has multiple PIDFs, and has no reasonabl e

basis to choose from anong them a random choice is acceptable.

SP-18 If a proxy is attenpting to insert location but the endpoint
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conveyed a location to it, the proxy MJIST use the endpoint’s |ocation
for routing in the initial INVITE and MJST convey that |ocation
towards the PSAP. It MAY also include what it believes the |ocation
to be in a separate Geol ocation header

SP-19 Al location objects received by a proxy MJST be delivered to
t he PSAP.

ED- 41/ SP- 20 Locati on objects MJIST be created with information about
the met hod by which the |ocation was determ ned, such as GPS
manual |y entered, or based on access network topology included in a
PIDF- LO "nethod" elenent. |In addition, the source of the location
i nformati on MJUST be included in a PlIDFLO "provi ded- by" el enent.

ED- 42/ SP-21 A location with a nmethod of "derived'" MJST NOT be used
unl ess no other |ocation is avail able.

6.10. Location validation

AN-23 A LI'S SHOULD perform |l ocation validation of civic | ocations via
LoST before entering a location in its database.

ED- 44 Endpoi nts SHOULD validate civic |ocations when they receive
themfromtheir LCP. Validation SHOULD be perfornmed in conjunction
with the LoST route query to minimze |oad on the LOST server.

6. 11. Def aul t | ocati on

AN- 24 When the access network cannot deternine the actual |ocation of
the caller, it MJST supply a default |ocation. The default SHOULD be
chosen to be as close to the probable location of the device as the
network can determne. See [I-D.ietf-ecrit-framework]

SP-22 Proxies handling energency calls MJIST insert a default |ocation
inthe INVITEif the incomng INVITE does not contain a |ocation and
the proxy does not have a nethod for obtaining a better |ocation

AN- 25/ SP-23 Default |ocations MJST be marked wi th net hod=Default and
the proxy MJIST be identified in provided-by el enent of the PIDFLO

6.12. Oher |ocation considerations
ED-45 |f the LCP does not return location in the formof a PIDF-LO
[ RFC4119], the endpoint MJST map the location information it receives
fromthe configuration protocol to a PIDF-LO

ED- 46/ AN- 26 To prevent agai nst spoofing of the DHCP server, entities
i mpl ementing DHCP for |ocation configuration SHOULD use [ RFC3118],
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al though the difficulty in providing appropriate credentials is
significant.

ED-47 1f SIMME [ RFC5751] is used, the I NVITE nessage MJUST provide
enough i nformati on unencrypted for internediate proxies to route the
call based on the location information included. This would include
t he Ceol ocati on header, and any bodi es containing |ocation
information. Use of SSMME with emergency calls is NOT RECOMVENDED
for this reason.

ED- 48/ SP-24 TLS [ RFC5746] MUST be used to protect |ocation (but see
Section 9.1). Al inplenmentations MJIST support TLS

7. LIS and LoST Di scovery

ED- 49 Endpoi nts MJST support one or nore nechanisns that allow them
to determine their public IP address, for exanple, STUN [ RFC5389].

ED- 50 Endpoi nts MJST support LIS discovery as described in [ RFC5986],
and the LoST di scovery as described in [RFC5223].

ED- 51 The device MJST have a configurable default LoST server
par aneter.

ED- 52 DHCP LoST di scovery MJST be used, if available, in preference
to configured LOST servers. That is, the endpoint MJST send queries
to this LoST server first, using other LoST servers only if these
queries fail.

AN- 27 Access networ ks which support DHCP MJST inplenment the LIS and
LoST di scovery options in their DHCP servers and return suitable
server addresses as appropriate.

8. Routing the call to the PSAP

ED- 53 Endpoi nts who obtain their own | ocation SHOULD perform LoST
mappi ng to the PSAP URI.

ED- 54 Mappi ng SHOULD be perforned at boot tine and whenever | ocation
changes beyond the service boundary obtained froma prior LoST
mappi ng operation or the time-to-live value of that response has
expired. The value MJST be cached for possible | ater use.

ED- 55 The endpoi nt MJUST attenpt to update its location at the tine of

an energency call. If it cannot obtain a new | ocation quickly (see
Section 6), it MJST use the cached val ue.
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ED- 56 The endpoi nt SHOULD attenpt to update the LoST mapping at the
time of an emergency call. |If it cannot obtain a new mappi ng

qui ckly, it MJST use the cached value. |If the device cannot update
the LoST mappi ng and does not have a cached value, it MJST signal an
energency call w thout a Route header containing a PSAP UR

SP-25 Networ ks MJUST be designed so that at |east one proxy in the
out bound path will recognize energency calls with a Request UR of
the service URN in the "sos" tree. An endpoint places a service URN
in the Request URI to indicate that the endpoint understood the cal
was an energency call. A proxy that processes such a call |ooks for
the presence of a SIP Route header field with a URI of a PSAP
Absence of such a Route header indicates the endpoint was unable to
i nvoke LoST and the proxy MJST performthe LoST mapping and insert a
Rout e header field with the URl obtained.

SP-26 To deal with old user agents that predate this specification
and with endpoints that do not have access to their own | ocation
data, a proxy that recognizes a call as an enmergency call that is not
mar ked as such (see Section 5) MJST also performthis mapping, with
the best location it has available for the endpoint. The resulting
PSAP URI would be placed in a Route header with the service URN in
the Request URI.

SP-27 Proxy servers perform ng mappi ng SHOULD use | ocati on obtai ned
fromthe access network for the mapping. |If no location is
avail abl e, a default location (see Section 6.11) MJST be suppli ed.

SP-28 A proxy server which attenpts napping and fails to get a
mappi ng MJST provide a default mapping. A suitable default mapping
woul d be the mappi ng obtai ned previously for the default |ocation
appropriate for the caller.

ED- 57/ SP-29 [ RFC3261] and [ RFC3263] procedures MJST be used to route
an energency call towards the PSAP' s URI.

9. Signaling of emergency calls

9.1. Use of TLS
ED- 58/ SP-30 TLS is the prinmary mechani smused to secure the signaling
for emergency calls. |Psec [RFC4301] MAY be used instead of TLS for
any hop. Either TLS or |IPSEC MJUST be used when attenpting to signa

an energency call.

ED-59/SP-31 If TLS session establishnent is not available, or fails,
the call MJST be retried wi thout TLS
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ED- 60/ SP-32 [ RFC5626] is RECOVMENDED to mmintain persistent TLS
connecti ons between entities when one of the entity is an endpoint.
Persi stent TLS connection between proxies is RECOWENDED usi ng any
sui tabl e mechani sm

ED- 61/ AN-28 TLS SHOULD be used when attenpting to retrieve |ocation
(configuration or dereferencing) with HELD. The use of [RFC5077] is
RECOMVENDED to minimze the time to establish TLS sessions without
keepi ng server-side state. |Psec MAY be used instead of TLS

ED- 62/ AN-29 When TLS session establishnment fails, the | ocation
retrieval MJUST be retried wi thout TLS

9.2. SIP signaling requirenents for User Agents

ED-63 The initial SIP signaling nmethod is an I NVITE request:

1. The Request URI SHOULD be the service URN in the "sos" tree. |If
the device does not interpret local dial strings, the Request-
URI MUST be a dial string URI [RFC4967] with the dialed digits.

2. The To header field SHOULD be a service URN in the "sos" tree.
If the device does not interpret local dial strings, the To:
MUST be a dial string URI with the dialed digits.

3. The From header field SHOULD contain the AoR of the caller

4, A Route header field SHOULD be present with a PSAP URlI obtai ned
fromLoST (see Section 8). |If the device does not interpret
dial plans, or was unable to obtain a route froma LoOST server,
no such Route header field will be present.

5. A Contact header field MJUST be globally routable, for exanple a
GRUU [ RFC5627], and be valid for several nminutes follow ng the
term nation of the call, provided that the UAC remains
registered with the same registrar, to pernmt an i mediate call -
back to the specific device which placed the energency call. It
is acceptable if the UAC inserts a locally routable URI and a
subsequent B2BUA naps that to a globally routable URI

6. O her header fields MAY be included as per nornal SIP behavior

7. If a geolocation URI is included in the INVITE, a Supported
header field MJUST be included with a ’'geol ocation-sip’ or
"geol ocation-http" option tag, as appropriate.
[I-D.ietf-sipcore-I|ocation-conveyance].

8. If a device understands the SIP | ocation conveyance
[I-D.ietf-sipcore-location-conveyance] extension and has its
| ocation available, it MJST include l|ocation either by-val ue,
by-reference or both.

9. A SDP offer SHOULD be included in the INVITE. |If voice is
supported the offer SHOULD i nclude the G 711 codec, see
Section 14. As PSAPs may support a wi de range of nedia types
and codecs, sending an offerless INVITE may result in a | engthy
return offer, but is permitted. Cautions in [RFC3261] on
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10.

9. 3.

of ferl ess INVITEs shoul d be considered before such use.

If the device includes |ocation-by-value, the UA MIST support
mul ti part nmessage bodies, since SDP will likely be also in the
I NVI TE.

SI P signaling requirenments for proxy servers

SP-33 SIP Proxy servers processing enmergency calls:

1.

If the proxy interprets dial plans on behalf of user agents, the
proxy MJST | ook for the |Iocal energency dial string at the
| ocation of the end device and MAY | ook for the home dial string.
If it finds it, the proxy MJST:
* Insert a Geolocation header field. Location-by-reference MIJST

be used because proxies nmust not insert bodies.
* Insert the Geol ocation-Routing header with appropriate

par amet ers

Map the location to a PSAP UR using LoOST.

Add a Route header with the PSAP URI.

Repl ace the Request-URI (which was the dial string) with the

service URN appropriate for the emergency dial string.
* Route the call using normal SIP routing nmechanisns.
If the proxy recogni zes the service URN in the Request URI, and
does not find a Route header, it MJST query a LOST server
imediately. |f a location was provided (which should be the
case), the proxy uses that location to query LoST. The proxy may
have to dereference a location by reference to get a value. If a
| ocation is not present, and the proxy can query a LIS which has
the location of the UA it MJST do so. |If no location is present,
and the proxy does not have access to a LIS which could provide
| ocation, the proxy MJST supply a default |ocation (See
Section 6.11). The location (in the signaling, obtained froma
LIS, or default) MJIST be used in a query to LoST with the service
URN received with the call. The resulting URI MJST be placed in
a Route header added to the call
The proxy MAY add a Geol ocation header field. Such an additiona
| ocati on SHOULD NOT be used for routing; the |location provided by
the UA shoul d be used.
Either a P-Asserted-ldentity [RFC3325] or an ldentity header
field [ RFC4474], or both, SHOULD be included to identify the
sender. For services which nust support energency calls from
unaut henti cated devices, valid identity may not be avail abl e.
Proxi es encountering a P-Asserted-ldentity will need to pass the
header to the PSAP, which is in a different domain. [RFC3325]
requires a "spec(T)" to determ ne what happens if the "id"
privacy service, or a Privacy header is present and requests
privacy. 1In the absence of another spec(T), such proxies should
pass the header unnodified if and only if the connection between
the proxy and the PSAP is, as far as the proxy can deternmi ne,
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10.

11.

12.

13.

protected by TLS with nmutual authentication using keys reliably
known by the parties, encrypted with no less strength than AES
and the local regulations governing the PSAP do not otherw se
speci fy.

5. Proxies SHOULD NOT return a 424 error. |t should process the
INVITE as best as it can.

6. Proxies SHOULD NOT obey a Ceol ocation-Routing value of "no" or a
m ssing value if the proxy nmust query LoST to obtain a route.
Emergency calls are always routed by | ocation

Cal |l backs

ED- 64/ SP- 34 Devi ces devi ce SHOULD have a globally routable URI in a
Contact: header field which remains valid for several m nutes past
the tine the original call containing the URI conpl etes unless the
device registration expires and i s not renewed.

SP-35 Call backs to the Contact: header URI received within 30

m nutes of an energency call must reach the device regardl ess of cal
features or services that would normally cause the call to be routed
to sonme other entity.

SP-36 Devi ces MJUST have a persistent AOR URl either in a P-Asserted-
Identity header field or From protected by an lIdentity header field
suitable for returning a call sonme time after the original call

Such a call back would not necessarily reach the device that
originally placed the call

M d-cal | behavi or
ED- 65/ SP-37 During the course of an energency call, devices and
proxies MJST initiate a call transfer upon receipt of REFER request
within the dialog with nmethod=INVI TE and the Referred-by header field
[ RFC3515] in that request.

Call term nation
ED- 66 Nornal [RFC3261] procedures for termnation MUST be used for
term nation of the call.

Di sabling of features

ED- 67/ SP-38 User Agents and proxies MJST disable features that wll
i nterrupt an ongoi ng energency call, such as:
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14.

Call Wiiting

Call Transfer

Three Vay Call

Hol d

Qut bound Cal | Bl ocki ng

when an energency call is established, but see ED-66 with respect to
Call Waiting. Also see ED-74 in Section 14.

Oo0Oo0oo0oo

ED- 68/ SP-39 The energency dial strings SHOULD NOT be permitted in
Call Forward nunbers or speed dial lists.

ED- 69/ SP-40 The User Agent and Proxi es MJUST disable call features
which would interfere with the ability of call backs fromthe PSAP to
be conpl et ed such as:

0o Do Not Disturb

o Call Forward (all Kkinds)

These features SHOULD be di sabl ed for approxinately 30 m nutes
followi ng term nation of an energency call.

ED- 70 Call backs SHOULD be determ ned by retaining the domain of the
PSAP whi ch answers an out goi ng enmergency call and instantiating a

timer which starts when the call is termnated. If a call is
received fromthe sane domain and within the timer period, sent to
the Contact: or AoR used in the enmergency call, it should be assuned

to be a call back. The suggested timer period is 5 mnutes.

[ RFC4916] may be used by the PSAP to informthe endpoint of the
domai n of the PSAP. Recognizing a call back fromthe domain of the
PSAP wi || not always work, and further standardization will be
required to give the endpoint the ability to recognize a call back

Medi a
ED- 71 Endpoi nts MJST send and receive nedia streans on RTP [ RFC3550].

ED- 72 Nornmal SIP offer/answer [RFC3264] negotiati ons MJST be used to
agree on the nedia streams to be used.

ED- 73/ SP-41 G 711 A law (and nu Law if they are intended be used in
North America) encoded voice as described in [ RFC3551] MUST be
supported. |If the endpoint cannot support G 711, a transcoder MJST
be used so that the offer received at the PSAP contains G 711. It is
desirabl e to include w deband codecs such as G 722 and AMR-WB in the
offer. PSAPs SHOULD support narrowband codecs common on endpoints in
their area to avoid transcodi ng.

ED- 74 Sil ence suppression (Voice Activity Detection nethods) MJST NOT
be used on energency calls. PSAP call takers sonetinmes get
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15.

i nformati on on what is happening in the background to determn ne how
to process the call.

ED- 75 Endpoi nts supporting I nstant Messaging (IM MJST support either
[ RFC3428] and [ RFC4975].

ED- 76 Endpoi nts supporting real-time text MJUST use [ RFC4103]. The
expectations for emergency service support for the real-time text
medi um are described in [RFC5194], Section 7.1

ED- 77 Endpoi nts supporting video MJST support H. 264 per [RFC6184].

Testing

ED- 78 I NVITE requests to a service URN starting with "test."

i ndi cates a request for an autonated test. For exanple,
"urn:service:test.sos.fire". As in standard SIP, a 200 (CK) response
i ndi cates that the address was recogni zed and a 404 (Not found) that
it was not. A 486 (Busy Here) MJST be returned if the test service
is busy, and a 404 (Not found) MJST be returned if the PSAP does not
support the test nechani sm

ED-79 In its response to the test, the PSAP MAY include a text body
(text/plain) indicating the identity of the PSAP, the requested

service, and the location reported with the call. For the latter,
the PSAP SHOULD return | ocation-by-value even if the origina
| ocation delivered with the test was by-reference. |If the |ocation-

by-reference was supplied, and the dereference requires credentials,
the PSAP SHOULD use credentials supplied by the LIS for test
purposes. This alerts the LIS that the dereference is not for an
actual energency call and location hiding techniques, if they are
bei ng used, may be enployed for this dereference. Use of SIPS for
the request would assure the response containing the location is kept
private

ED- 80 A PSAP accepting a test call SHOULD accept a medi a | oopback
test [I1-D.ietf-music-nedi a-1 oopback] and SHOULD support the "rtp-
pkt - | oopback” and "rtp-start-1oopback” options. The user agent would
specify a | oopback attribute of "I oopback-source", the PSAP being the
mrror. User Agents should expect the PSAP to | cop back no nore than
3 packets of each nedia type accepted (which limits the duration of
the test), after which the PSAP would nornally send BYE

ED- 81 User agents SHOULD performa full call test, including nmedia

| oopback, after a disconnect and subsequent change in | P address not
due to a reboot. After an initial test, a full test SHOULD be
repeat ed approximately every 30 days with a random i nterval
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16.

17.

17.

17.

ED- 82 User agents MJUST NOT place a test call imediately after
booting. |If the IP address changes after booting, the endpoint
shoul d wait a random anount of time (in perhaps a 30 m nute period,
sufficient for any aval anche restart to conplete) and then test.

ED- 83 PSAPs MAY refuse repeated requests for test fromthe sanme
device in a short period of tine. Any refusal is sighaled with a 486
or 488 response.

Security Considerations

Security considerations for emergency calling have been docunented in
[ RFC5069], and [ RFC6280]. This docunent suggests that security (TLS
or | Psec) be used hop by hop on a SIP call to protect |ocation
information, identity, etc. It also suggests that if the attenpt to
create a security association fails, the call be retried w thout the
security. It’'s nore inportant to get an energency call through than
to protect the data; indeed, in many jurisdictions privacy is
explicitly wai ved when maki ng emergency calls. Placing a cal

wi t hout security may reveal user information, including |ocation.

The alternative - failing the call if security cannot be established,
i s considered unacceptabl e.

| ANA Consi der ati ons

This docunent registers service URNs in the Service URN Label s
registry per [RFC5031] for testing.

1. test service urn

A new entry in the URN Service Label registry is added. The new
service is "test", the reference is this docunent, and the
description is "self test".

2. ’'test’ Subregistry

A new Subregistry is created, the "'test’ Sub-Service. The
registration process is Expert Review per [RFC5226]. The expert

revi ew shoul d consider that the entries in this registry nomnally
track the entries in the sos sub registry, although it is not
required that every entry in sos have an entry in test, and it is
possible that entries in the test sub-registry not necessarily be in
the sos sub registry. For exanple, testing of non-energency URNs may
be allowed. The Reference is this docunent. The initial content of
the subregistry is:
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18.

19.

19.

Servi ce Ref er ence Descri ption
test. sos [this docunent] test for sos
t est. sos. anbul ance [this docunent] test for sos.anbul ance
test.sos.aninmal-control [this docunent] test for sos.aninal-contro
test.sos.fire [this document] test for sos.fire
test. sos. gas [this docunent] test for sos.gas
test.sos. marine [this docunent] test for sos.nmarine
test.sos. mountain [this docunent] test for sos.nountain
t est. sos. physi ci an [this docunent] test for sos.physician
t est. s0s. poi son [this docunent] test for sos.poison
test.sos. police [this docunent] test for sos.police
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