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1.

I nt roducti on

The Extensible Authentication Protocol [RFC3748] provides

aut henti cation between a peer (a party accessing sone service) and a
aut hentication server. Traditionally, peers have not relied
significantly on information received from EAP servers. However
facilities such as EAP Channel Binding [I-D.ietf-enu-chbind] provide
the peer with confirmation of information about the resource it is
accessing. Oher facilities such as EAP Posture Transport
[I-D.ietf-nea-pt-eap] permt a peer and EAP server to discuss the
security properties of accessed networks. Both of these facilities
provide peers with information they need to rely on and provide
attackers who are able to inpersonate an EAP server to a peer with
new opportunities for attack

I nstead of adding these new facilities to all EAP nethods, work has
focused on addi ng support to tunnel nethods
[I-D.ietf-enu-eaptunnel-req]. There are nunerous tunnel methods

i ncludi ng [ RFC4851], [RFC5281], and work on building a standards
track tunnel nethod [I-D.ietf-enmu-eap-tunnel-nethod]. These tunne
met hods are extensible. By adding an extension to support a facility
such as channel binding to a tunnel nethod, it can be used with any

i nner method carried in the tunnel

Tunnel methods need to be careful about man-in-the-niddle attacks.
See section 3.2 and 4.6.3 in [I-D.ietf-enu-eaptunnel-req] and

[ TUNNEL-M TM for a detail ed description of these attacks. An
exanpl e of the attack can happen when a peer is willing to perform
aut hentication inside and outside a tunnel. An attacker can

i npersonate the EAP server and offer the inner nethod to the peer
However, on the other side, the attacker acts as a man-in-the-niddle
and opens a tunnel to the real EAP server. Figure 1 illustrates this
attack. At the end of the attack, the EAP server believes it is
talking to the peer. At the inner nmethod level, this is true. At
the outer nethod | evel, however, the server is talking to the
attacker.
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A classic t

unnel attack where the attacker inserts an extra tunne

bet ween the attacker and EAP server

Figure 1: dassic Tunnel Attack

There are several mitigation strategies for this classic attack.
First, security policy can be set up so that the sane nethod is not

of fered by

a server both inside and outside a tunnel. A technica

solution is available if the inner method is sufficiently strong:
cryptographic binding is a security property of a tunnel nethod under
whi ch the EAP server confirnms that the inner and outer parties are

t he sane.

One comon way to do this is to ask the outer party (the

other end of the tunnel) to prove know edge of the Master Session Key
(MSK) of the inner nethod. As defined in RFC 3748, cryptographic

bi ndi ng may prove to the peer that the inner and outer exchanges are
with the sane party, but it typically does not nmake this proof;

instead it

is typically limted to proving to the server that the

i nner and outer peer are the sane.
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2.  An Exanpl e Problem

The GSS-EAP nmechanism [1-D.ietf-abfab-gss-eap] provides application
aut hentication using EAP. A peer could reasonably trust sone
applications significantly nore than others. |If the peer sends
confidential information to sone applications, an attacker may gain
significant value fromconvincing the peer that the attacker is the
trusted application. Channel bindings are used to tell the peer

whi ch application service is being connected to. Prior to channe

bi ndi ngs, peers could not distinguish one Network Access Service
(NAS) from another, so attacks where one NAS inpersonated anot her
wer e out-of -scope. However channel bindings add this capability and
thus expands the threat nodel of EAP. The GSS-EAP nmechani smrequires
di stingui shing one service from anot her.

A relatively untrusted service, say a print server, has been

compromi sed. A user is attenpting to connect to a trusted service
such as a financial application. Both the print server and the
financial application use an Authentication, Authorization and
Accounting protocol (AAA) to transport EAP authentication back to the
user’s EAP server. The print server nounts a nman-in-the-niddle
attack on the user’s connection to the financial application and
clains to be the application

The print server offers a tunnel nethod towards the peer. The print
server extracts the inner nmethod fromthe tunnel and sends it on
towards the AAA server. Channel binding happens at the tunnel nethod
though. So, the print server is happy to confirmthat it is the
financial application. After the inner nethod conpl etes, the EAP
server sends the MSK to the print server over the AAA protocol. If
only the MSK i s needed for cryptographic binding then the print
server can successfully perform cryptographic binding and may be abl e
to inmpersonate the financial application to the peer
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A nodi fied tunnel attack when an extra server rather than extra
client is inserted.

Fi gure 2: Channel Binding Requires Mrre than Crypto Bi nding

This attack is not specific to GSS-EAP. The channel bindings
specification [I-D.ietf-enu-chbind] describes a number of situations

wher e channel bindings are inportant for network access. In these
situations one NAS coul d inpersonate another by using a simlar
att ack.
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3.

3.

The Server insertion Attack

The previous section described an exanple of the server insertion
attack. In this attack, one party adds a |layer of tunneling such
that fromthe perspective of the EAP peer, there are nore nethods
than fromthe perspective of the EAP server. This attack is nost
beneficial when the party inserting the extra tunnel is a legitimte
NAS, so nitigations need to be able to prevent a legitimte NAS from
i nappropriately adding a | ayer of tunneling. Sone depl oynents
utilize an intentional internediary that adds an extra |level of EAP
tunnel i ng between the peer and the EAP server; see Section 3.3 for a
di scussi on.

1. Conditions for the Attack

For an inserted server attack to have value, the attacker needs to
gain an advantage fromits attack. An advantage to the attacker
could cone from

o0 The attacker can send infornmation to a peer that the peer would
trust fromthe EAP server but not the attacker. Exanples of this
i ncl ude channel binding responses.

0 The peer sending infornmation to the attacker that was intended for
the EAP server. For exanple, the inner user identity may disclose
privacy-sensitive information. The channel binding request may
di scl ose what service the peer wi shes to connect to.

0 The attacker may influence session paraneters. For exanple, if
the attacker can influence the MSK, then the attacker may be able
to read or influence session traffic and nount an attack on the
confidentiality or integrity of the resulting session

0 An attacker may inpact availability of the session. |In practice
t hough, an attacker that can nount a server insertion attack is
likely to be able to inpact availability in other ways.

For this attack to be possible, the follow ng conditions need to
hol d:

1. The attacker needs to be able to establish a tunnel nmethod with
t he peer over which the peer will authenticate.

2. The attacker needs to be able to respond to any inner
aut hentication. For exanple an attacker who is a legitimte NAS
can forward the inner authentication over AAA towards the EAP
server. Note that the inner authentication may not be EAP
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3. Typically, the attacker needs to be able to conplete the tunne
met hod after inner authentication. This nmay not be necessary if
the attacker is gaining advantage frominformation sent by the
peer over the tunnel

4. In sonme cases the attacker may need to conplete a Secure
Associ ation Protocol (SAP) or otherw se denonstrate know edge of
the MSK after the tunnel method successfully conpletes.

Attackers who are legitinate NASes are the primary focus of this
meno. Previous work has provided mitigation against attackers who
are not a NAS; these mitigations are briefly discussed.

3.2. Mtigation Strategies
3.2.1. Server Authentication

If the peer confirns the identity of the party that the tunnel nethod
is established with, the peer prevents the first condition (attacker
establishing a tunnel nethod). Many tunnel nethods rely on TLS

[ RFC5281] [I-D.ietf-emu-eap-tunnel-nmethod]. The specifications for
these nethods tend to encourage or nmandate certificate checking. |If
the TLS certificate is validated back to a trust anchor and the
identity of the tunnel nethod server confirned, then the first attack
condi ti on cannot be net.

Many chal | enges make server authentication difficult. There is not
an obvi ous nane by which to identify a tunnel nmethod server. It is
not obvious where in the tunnel server certificate the name should be
found. One particularly problematic practice is to use a certificate
that nanmes the host on which the tunnel server runs. G ven such a
nane it is very difficult for a peer to understand whether that
server is intended to be a tunnel method server for the realm

It’s not clear what trust anchors to use for tunnel servers. Using
comercial Certificate Authorities (CAs) is probably undesirable
because tunnel servers often operate in a closed conmunity and are
often provisioned with certificates issued by that community. Using
comrercial CAs can be particularly problematic with peers that
support hostnanes in certificates. Then anyone who can obtain a
certificate for any host in the donain being contacted can

i mpersonate a tunnel server.

These difficulties | ead to poor deploynment of good certificate
validation. Mny peers nake it easy to disable certificate
validation. Oher peers validate back to trust anchors but do not
check nanes of certificates. Wat nane types are supported and what
configuration is easy to perform depends significantly on the peer in
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quest i on.

Speci fications al so nake the probl em worse. For exanple [ RFC5281]
indicates that the only inpact of failing to performcertificate
validation is that the inner nethod can be attacked. Administrators
and inplementors believing this claimmay believe that protection
from passive attacks is sufficient.

In addition, sonme deploynments such as provisioning or strong inner
met hods are designed to work without certificate validation. Section
3.9 of the tunnel requirenents [I-D.ietf-enmu-eaptunnel-req] discusses
this requirenent

3.2.2. Server Policy

Server policy can potentially prevent the second condition (attacker
being able to respond to inner authentication) from being possible.
If the server only perforns a particular inner authentication within
a tunnel, then the attacker cannot gain a response to the inner

aut hentication without their being such a tunnel. The attacker may
be able to add a second | ayer of tunnels; see Figure 3. The inner
tunnel may limt the attacker’'s capabilities; for exanple if channe
binding is perforned over tunnel t2 in the figure, then an attacker
cannot observe or influence it.
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A tunnel t1 fromthe peer to the attacker contains a tunnel t2 from
the peer to the home EAP server. Inside t2 is an inner
aut henti cati on.

Figure 3: Miltiple Layered Tunnels

Peer policy can be conbined with this server policy to help prevent
conditions 1 (attacker can establish a tunnel the peer will use) and
2 (attacker can respond to inner authentication). |If the peer
requires exactly one tunnel of a particular type and the EAP server
only performs inner authentication over a tunnel of this type, then
the attacker cannot establish tunnel t1 in the figure above.

An attacker may be able to nount a nore traditional man-in-the-mddle
attack in this instance; see Figure 4. This policy on the peer and
EAP server conbined with a tunnel nethod that supports cryptographic
binding will allow the EAP server to detect the attacker. This means
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may be available through an entirely different nmeans. For exanple, a
Li ght wei ght Directory Access Protocol [RFC4510] or other directory
server may provide an attacker a way to get chall enges and provide
responses for an authentication nechanismentirely outside of the
AAA/ EAP context. An attacker with this capability may be able to get
around server policy requiring an inner authentication be used only
in a given type of tunnel

An attacker can convert an inner authentication using an EAP net hod
to a inner authentication that does not use EAP in sonme cases. This
may avoi d cryptographi c binding.

Converting EAP I nner Authentication

An attacker may contact another authentication resource to gain a
chal | enge useful for an inner authentication

Non- EAP Sources of |nner Authentication

To Recap, the followi ng policy conditions appear sufficient to
prevent a server insertion attack:

1. Peer and EAP server require a particular inner EAP nethod used
within a particular tunnel nethod

2. The inner EAP nmethod’ s authentication is only available within
the tunnel and through no ot her neans includi ng non- EAP nmeans

3. The inner EAP nethod produces a key

4. The tunnel nethod uses cryptographi c binding and t he peer
requires the other end of the tunnel to prove know edge of the
i nner MSK.

3.2.3. Existing Cryptographic Bi nding

The npost advanced exanpl es of cryptographic binding today work at two
levels. First, the server and peer prove to each other know edge of
the inner MSK. Then, the inner MSK is conbined into sone outer key
material to formthe tunnel’s keys. This is sufficient to detect an
inserted server or peer provided that the attacker does not |earn the
inner MSK. This seens sufficient to defend agai nst attackers who
cannot act as a legitinate NAS

The definition of cryptographic binding in RFC 3748 does not require
these steps. To neet that definition it would be sufficient for a
peer to prove know edge of the inner key to the EAP server. This
woul d open sone additional attacks. For exanple by indicating
success an attacker might be able to mask a cryptographic binding
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failure. Especially if only the tunnel key material is used for the
final keys, the peer is unlikely to be able to detect the failure.

As discussed in the previous section, cryptographic binding is only
effective when the inner nmethod is EAP

3.2.4. Introduci ngEMSK- based Cryptographic Bindi ng

Crypt ogr aphi ¢ bi ndi ng can be strengt hened when the inner EAP net hod
supports an Extended Master Session Key (EMSK). The EMSK i s never
di sclosed to any party other than the EAP server or peer, so even a
| egitimate NAS cannot |learn the EMSK. So, if the same techni ques
currently applied to the inner MSK are applied to the i nner EMSK
then condition 3 (conpleting tunnel authentication) will not hold
because the attacker cannot conplete this new form of cryptographic
bi nding. This does not prevent the attacker from/| earning
confidential information such as a channel binding request sent over
the tunnel prior to cryptographic binding.

Qbviously as with all fornms of cryptographic binding, cryptographic
bi ndi ng only works for key-deriving inner EAP nethods. Also, sone
depl oynents (see Section 3.3 insert internedi ates between the peer
and the EAP server. EMSK-based cryptographic binding is inconpatible
with these depl oynents because the internedi ate cannot |earn the
EMBK.

Formal | y, EMSK-based cryptographic binding is a security claimfor
EAP tunnel nethods that hol ds when

1. The peer proves to the server that the peer participating in any
inner method is the sane as the peer for the tunnel method.

2. The server proves to the peer that the server for any inner
method is the same as the server for the tunnel nethod.

3. The MBK and EMSK for the tunnel depend on the MSK and EMSK of
i nner met hods.

4. The peer MJIST be able to force the authentication to fail if the
peer is unable to confirmthe identity of the server

5. Proofs offered need to be secure even agai nst attackers who know
the i nner method MSK

I f EMSK-based cryptographic binding is not an optional facility it
provi des a strong defense agai nst server insertion attacks and other
tunnel M TM attacks for inner nethods that provide an EMSK. The
strength of the defense is dependent on the strength of the inner
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met hod. EMSK- Based cryptographi c binding MAY be provided as an
optional facility. The value of EMSK-based cryptographic binding is
reduced sonmewhat if it is an optional feature. It pernits
configurations where a peer uses other neans to authenticate the
server if the peer has sufficient information configured to validate
the certificate and identity of an EAP server while using EMSK-based
crypt ographi ¢ binding for deploynents where that is possible.

I f EMSK-based cryptographic binding is an optional facility, the
negoti ati on of whether to use it MJST be protected by the i nner MBK
or EMSK. Typically the MBK will be used as the prinary advantage of
maki ng EMSK- based cryptographi c binding an optional facility is to
permt intermediates who know only the MSK to decline to use EMSK-
based cryptographi c binding. The peer MJST have an opportunity to
fail the authentication after the server declines to use EMSK-based
crypt ogr aphi ¢ bi ndi ng.

3.2.5. Mx Key into Long-Term Credential s

Anot her defense against tunnel M TM attacks potentially including
server insertion attacks is to use a different credential for
tunnel ed net hods from ot her authentications. This nmay prevent the
second condition (attacker being able to respond to inner

aut hentication) fromtaking place. For exanple, if key nmaterial from
the tunnel is nixed into a shared secret or password that is the
basis of the inner authentication, then the second condition will not
hol d unl ess the attacker already knows this shared secret. The
advantage of this approach is that it seens to be the only way to
strengt hen non- EAP i nner authentications within a tunnel

There are several disadvantages. Choosing a function to mx the
tunnel key material into the inner authentication will be very
dependent on the inner authentication. |In addition, this appears to
i nvol ve a layering violation. However, exploring the possibility of
providing a solution like this seens inportant because it can
function for inner authentications where no other approach will work

3. 3. I nt ended | nt er nedi at es

Sone depl oynents introduce a tunnel server separate fromthe EAP
server; see [RFC5281] for an exanple of this style of depl oynent.

The only difference between such an internediate and an attacker is
that the internedi ate provides some function valuable to the peer or
EAP server and that the internediate is trusted by the peer. |If
peers are configured with the necessary information to validate
certificates of these internediates and to confirmtheir identity,
then tunnel M TM and inserted server attacks can be defended agai nst.
The internediates need to be trusted with regard to channel binding

Hartman, et al. Expi res Decenber 30, 2012 [ Page 14]



Internet-Draft Mut ual Crypto Bi nding June 2012

and ot her services that the peer depends on.

Support for trusted internediates is not a requirenment according to
the tunnel nethod requirenents.

It seens reasonable to treat trusted internedi ates as a special case

if they are supported and to focus on the security of the case where
there are not internediates in the tunnel as the common case.
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4. Recommendati ons
4.1. Miutual Cryptographic Binding

The EAP Tunnel Method [I-D.ietf-enu-eap-tunnel-nethod] should gain
support for EMSK-based cryptographic binding.

As channel binding support is added to existing EAP nmethods, EMSK-
based cryptographi c binding or sone other form of cryptographic

bi ndi ng that protects against server insertion should al so be added
to these nmethods. Mitual cryptographic binding nay al so be val uabl e
when ot her services are added to EAP nethods that nay require a peer
trust an EAP server.

4.2. State Tracking

Today, nutual authentication in EAP is thought of as a security claim
about a nmethod. However, in practice it’'s an attribute of a
particul ar exchange. Mitual authentication can be obtained via
checking certificates, through mutual cryptographic binding, or in
very controlled cases through carefully crafted peer and server
policy conbined with existing cryptographic binding. Using services
Ii ke channel binding that involve the peer trusting the EAP server
shoul d require nmutual authentication be present in the session

to acconplish this, inplementations including channel binding or

ot her peer services MJST track whether mnutual authentication has
happened. They SHOULD default to not permtting these peer services
unl ess nutual authentication has happened. They SHOULD support a
configuration where the peer fails to authenticate unl ess nutual

aut hentication takes place. Discussion of whether this configuration
shoul d be reconmended as a default is required.

The EAP Tunnel Method should pernit peers to force authentication
failure if they are unable to performnutual authentication. The
protocol should pernmit this to be deferred until after nutual
crypt ographi ¢ binding is considered.

Servi ces such as channel binding should be deferred until after
crypt ographi ¢ bi ndi ng/ mutual cryptographi c bindi ng.

4.3. Certificate Nam ng
Wrk is required to pronote interoperable depl oynent of server
certificate validation by peers. A standard way to name EAP servers

is required. Recommendations for what nane forns peers should
i mpl ement i s required.

Hartman, et al. Expi res Decenber 30, 2012 [ Page 16]



Internet-Draft Mut ual Crypto Bi nding June 2012

4.4. Inner Mxing

More consideration of the proposal to mix sone key material into
inner authentications is desired. As stated today, the proposal is
under-defined and fairly invasive. Are there versions of this
proposal that would be valuable? |Is there a way to viewit as

somet hing nore abstract so that it does not involve tunnel and inner
met hod specific conbinatorial explosion?
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5. Survey of Tunnel Methods
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6. Survey of |nner Methods
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7. Security Considerations

Hartman, et al. Expi res Decenber 30, 2012 [ Page 20]



Internet-Draft Mut ual Crypto Bi nding June 2012

8. Acknow edgenents

The authors would like to thank Al an DeKok for hel ping to explore
these attacks. Al an focused the discussion on the inportance of

i nner authentications that are not EAP and proposed nixing in key
material as a way to resolve these authentications.

Jari Arkko provided a review of the attack and val uabl e context on
past efforts in devel opi ng cryptographi c bindi ng.

Sam Hartman’s and nmargaret WAssernman’s work on this nmeno is funded by
Huawei

Hartman, et al. Expi res Decenber 30, 2012 [ Page 21]



Internet-Draft Mut ual Crypto Bi nding June 2012

9. References
9. 1. Nor mati ve Ref erences

[ RFC3748] Aboba, B., Blunk, L., Vollbrecht, J., Carlson, J., and H
Levkowet z, "Extensible Authentication Protocol (EAP)",
RFC 3748, June 2004.

9. 2. I nformati ve References

[I-D.ietf-abfab-gss-eap]
Hartman, S. and J. How ett, "A GSS-API Mechanismfor the
Ext ensi bl e Aut henticati on Protocol",
draft-ietf-abfab-gss-eap-08 (work in progress), June 2012.

[I-D.ietf-enmu-chbind]
Hartman, S., dancy, T., and K Hoeper, "Channel Binding
Support for EAP Met hods", draft-ietf-enu-chbind-16 (work
in progress), Muwy 2012.

[I-D.ietf-emnmu-eap-tunnel - met hod]
Zhou, H., CamWnget, N, Salowey, J., and S. Hanna,
"Tunnel EAP Method (TEAP) Version 1",
draft-ietf-enu-eap-tunnel -nmethod-03 (work in progress),
June 2012.

[1-D.ietf-emnu-eaptunnel -req]
Zhou, H., Salowey, J., Hoeper, K., and S. Hanna,
"Requirenents for a Tunnel Based EAP Met hod",
draft-ietf-enu-eaptunnel-req-09 (work in progress),
Decenber 2010.

[I-D.ietf-nea-pt-eap]
CamrWnget, N. and P. Sangster, "PT-EAP:. Posture Transport
(PT) Protocol For EAP Tunnel Methods",
draft-ietf-nea-pt-eap-02 (work in progress), My 2012.

[ RFC2759] Zorn, G, "Mcrosoft PPP CHAP Extensions, Version 2",
RFC 2759, January 2000.

[ RFC4A510] Zeilenga, K., "Lightweight Directory Access Protocol
(LDAP): Techni cal Specification Road Map", RFC 4510,
June 2006.

[ RFC4851] Cam Wnget, N, MGew, D., Salowy, J., and H Zhou, "The
Fl exi bl e Aut hentication via Secure Tunneling Extensible
Aut henti cation Protocol Mthod (EAP-FAST)", RFC 4851,
May 2007.

Hartman, et al. Expi res Decenber 30, 2012 [ Page 22]



Internet-Draft Mut ual Crypto Bi nding June 2012

[ RFC5281] Funk, P. and S. Bl ake-W/Ison, "Extensible Authentication
Prot ocol Tunnel ed Transport Layer Security Authenticated
Prot ocol Version 0 (EAP-TTLSv0)", RFC 5281, August 2008.

[ TUNNEL- M TM

Hartman, et al. Expi res Decenber 30, 2012 [ Page 23]



Internet-Draft Mut ual Crypto Bi nding June 2012

Aut hors’ Addr esses

Sam Har t man
Pai nl ess Security

Email: hartmans-ietf@rit. edu

Mar gar et WAsser man

Pai nl ess Security

Emai | : nrw@ai nl ess-security.com

URI : http://ww:. pai nl ess-security. conl
Dacheng Zhang

Huawei

Emai | : zhangdacheng@uawei . com

Hartman, et al. Expi res Decenber 30, 2012 [ Page 24]






