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Abst r act

Thi s docunment describes the problem of enabling a | arge nunber of
systens to comunicate directly using IPsec to protect the traffic
between them It them expands on the requirenments, for such a

sol uti on.

Manual configuration of all possible tunnels is too cunbersone in
many such cases. |In other cases the |P address of end points change
or the end points nmay be behi nd NAT gat eways, making static
configuration inpossible. The Auto Di scovery VPN solution is
chartered to address these requirenents.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 11, 2013.

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the I ETF Trust’s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1.

1.

I nt roducti on

| Psec [ RFC4301] is used in several different cases, including tunnel-
nmode site-to-site VPNs and Renote Access VPNs. Host to host

conmmuni cati on enpl oyi ng transport node al so exists, but is far |ess
commonl y depl oyed

The subject of this docunent is the problem presented by |large scale
depl oynents of |IPsec and the requirements on a solution to address
the problem These nmay be a | arge collection of VPN gateways
connecting various sites, a |l arge nunber of renote endpoints
connecting to a nunber of gateways or to each other, or a mx of the
two. The gateways and endpoints may belong to a single

admi ni strative domain or several domains with a trust relationship.

Section 4.4 of RFC 4301 describes the major |Psec databases needed
for I Psec processing. It requires an extensive configuration for
each tunnel, so manually configuring a system of nmany gateways and
endpoi nts becones infeasible and infl exible.

The difficulty is that all the configuration nentioned in RFC 4301 is
not superfluous. |KE inplenentations need to know the identity and
credentials of all possible peer systens, as well as the addresses of
hosts and/ or networks behind them A sinplified nmechanism for
dynani cal |l y establishing point-to-point tunnels is needed. Section 2
contai ns several use cases that notivate this effort.

1. Term nol ogy

Endpoint - A device that inplenents IPsec for its own traffic but
does not act as a gateway.

Gateway - A network device that inplenments IPsec to protect traffic
flowi ng through the device

Poi nt-to-Point - Direct conmunication between two parties w thout
active participation (e.g. encryption or decryption) by any other
parties.

Hub - The central point in a star topology, generally inplenented in
a gat eway

Spoke - The edge devices in a star topology, inplenmented in endpoints
or gateways

Security Association (SA) - Defined in [ RFC4301].
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1.2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2. Use Cases

This section presents the key use cases for |arge-scale point-to-
poi nt VPN.

In all of these use cases, the participants (endpoints and gat eways)
may be froma single organization or frommnultiple organizations with
an established trust relationship. Wen nultiple organizations are

i nvol ved, products frommultiple vendors are enpl oyed so open
standards are needed to provide interoperability. Establishing
conmmuni cati ons between participants with no established trust
relationship is out of scope for this effort.

2.1. Endpoint-to-Endpoint P2P VPN Use Case

Two endpoints wi sh to conmuni cate securely via a direct, point-to-
poi nt SA.

The need for secure endpoint to endpoint communications is often
driven by a need to enpl oy high-bandwi dth, [ow |l atency | oca
connectivity instead of using slow, expensive links to renote

gat eways. For exanple, two users in close proximty may wish to

pl ace a direct, secure video or voice call w thout needing to send
the call through renote gateways, which would add | atency to the
call, consune precious renote bandw dth, and increase overall costs.
Such a usecase al so enabl es connectivity when both endpoints are
behi nd NAT gat eways. Such usecase should allow for seaml ess
connectivity even as Endpoints roam in behing or away from gateways.

In a hub and spoke topol ogy when two end-poi nts comruni cate, they
must use a nmechani smfor authentication, such that they do not expose
themto inpersonation by the other spoke endpoint.

2.2. CGateway-to-Gateway AD VPN Use Case

A typical Enterprise traffic nodel is Hub and Spoke, with the
Gat eways connecting to each other using | Psec tunnels.

However for the voice and other rich nmedia traffic that occupies a
| ot of bandwi dth and the traffic tronboning to the Hub can create
traffic bottlenecks on the Hub and can lead to a increase cost. It
is for this purpose Spoke-to-Spoke tunnels are dynam cally created
and t or n- down.

The Spoke Gateways can thensel ves conme up and down, getting different

| P addresses in the process, making th static configuration
i mpossi bl e.
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Al'so for the reasons of cost and nanual error reduction, it is
desired there be minimal or even no configuration on the Hub as a new
Spoke Router is added or renoved.

In a hub and spoke topol ogy when two spoke gat eways comuni cate, they
must use a nechani smfor authentication, such that they do not expose
themto inpersonation by the other gateways spoke.

2.3. Endpoint-to-Gateway AD VPN Use Case

An endpoi nt should be able to use the nost efficient gateway as it
roans in the internet.

A nobil e user roanmi ng on the Internet may connect to a gateway, which
because of roaming is no |l onger the nost efficient gateway to use
(reasons could be cost/ efficiency/ l|atency or sone other factor).
The nobil e user should be able to discover and then connect to the
current nost efficient gateway without having to reinitiate the
connecti on.
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3. I nadequacy of Existing Solutions

Several solutions exist for the problens described above. However,
none of these solutions is adequate, as described here.

3.1. Exhaustive Configuration

One sinple solution is to configure all gateways and endpoints in
advance with all the informati on needed to determ ne which gateway or
endpoint is optimal and to establish an SA with that gateway or
endpoint. However, this solution does not scale in a | arge network
wi th hundreds of thousands of gateways and endpoi nts, especially when
mul ti pl e organi zations are involved and things are rapidly changing
(e.g. nmobile endpoints). Such a solution is also linmted by the
smal | est endpoi nt/ gateway, as the sane exhaustive configuration is
to be applied on all endpoints/ gateways. A nore dynamc, secure and
scal abl e system for establishing SAs between gateways is needed.

3.2. Star Topol ogy

The nmpst conmon way to address this problemtoday is to use what has

been termed a "star topology”". |In this case one or a few gateways
are defined as "Hub gateways", while the rest of the systens (whether
endpoi nts or gateways) are defined as "spokes". The spokes never

connect to other spokes. They only open tunnels with the core
gateways. Also for a |arge nunber of gateways in one adm nistrative
domai n, one gateway may be defined as the core, and the rest of the
gateways and renpte access clients connect only to that gateway.

This solution however does not work when the spokes, get dynanmic IP
address which the "core gateways" cannot be configured with. It is
al so desired that there is mnimal to no configuration on the Hub as
the nunber of spokes increases and new spokes are added and del et ed
randonm y.

Anot her problemwi th stars and trunks is that it creates a high | oad
on the core gateways as well as on the trunk connection. This |oad
is both in processing power and in network bandwi dth. A single
packet in the trunk scenario can be encrypted and decrypted three
times. It would be nmuch preferable if these gateways and clients
could initiate tunnels between them bypassing the core gateways.
Additionally, the path bandwidth to these core gateways nmay be | ower
than that of the path between the satellites. For exanple, two
renote access users may be in the same building with high-speed wifi
(for example, at an | ETF neeting). Channeling their conversation
through the core gateways of their respective enpl oyers seens
extrenely wasteful, as well as having | ower bandw dth.
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The challenge is to build a large scale, |Psec protected networks
that can dynamically change with mini num adm ni strative overhead.

3.3. Proprietary Approaches

Several vendors offer proprietary solutions to these probl ens.
However, these solutions offer no interoperability between equi pnent
from one vendor and another. This nmeans that they are generally
restricted to use within one organization, and it is harder to nove
of f such solutions as the features are not standardi zed. Besides
mul ti pl e organi zati ons cannot be expected to all choose the sane
equi pnent vendor.
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4. Requirenents
This section is currently being updated and hence under fl ux.
4.1. Gateway and End Poi nt Requirenents

1. For any network topol ogy (whether Hub-and-Spoke or Full Mesh)
Gat eways/ end points MJST allow for ninimal configuration changes
when a new Gateway or end-point is added, renoved or changed. The
solution should allow for such configuration on a global basis.

2. Gteways/ end-points MJST allow | Psec Tunnels to be setup without
any configuration changes, even as peer addresses gets updated every
time the device cones up.

3. Gateways MJIST all ow tunnel binding, such that applications like
Routing using the tunnels can work seam essly without any updates to
the higher |evel application configuration i.e. OSPF configuration

4. In a Hub-and- Spoke topol ogy, Spoke Gateways/ en-points MJST all ow
for direct communication with other Spoke Gateways/ end-points, using
aut hentication that does not expose themto other Gateway Spoke.

5. Gat eways SHOULD al | ow for easy handoff of sessions in case end-
points are roam ning and cross policy boundaries.

6. Gateways SHOULD all ow for easy handoff of a session to another
gateway, to optim ze |atency, bandw dth or other factor, based on

policy.
7. Gateways/ End-points MJST be able to work, behing NAT boxes.
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5. Security Considerations

The solution to the problens presented in this draft may invol ve
dynam ¢ updates to databases defined by RFC 4301, such as the
Security Policy Database (SPD) or the Peer Authorization Database
(PAD) .

RFC 4301 is silent about the way these databases are popul ated, and
it is inplied that these databases are static and pre-configured by a
human. Al l owi ng dynam c updates to these dat abases nust be thought
out carefully, because it allows the protocol to alter the security
policy that the | Psec endpoints inplenent.

One obvious attack to watch out for is stealing traffic to a
particular site. The IP address for ww. exanple.comis 192.0. 2. 10.
If we add an entry to an | Psec endpoint’s SPD that says that traffic
to 192.0.2.10 is protected through peer G+ Mallory, then this allows
GnMallory to either pretend to be www exanpl e.comor to proxy and
read all traffic to that site. Updates to this database requires a
clear trust nodel.

More to be added.
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6. | ANA Consi derati ons

No actions are required fromIANA for this informational document.
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