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Abstract

LSP-Ping is a wi dely depl oyed Operation, Administration, and

Mai nt enance (OAM nechanismin MPLS networks. This docunent
descri bes nechanisns for detecting data-plane failures using LSP
Ping in MPLS based E-VPN and PBB- EVPN net wor ks.
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I nt roducti on

[ EVPN] describes MPLS based Ethernet VPN (E-VPN) technol ogy. An E-
VPN conprises CE(s) connected to PE(s). The PEs provide |ayer 2 E-
VPN anong the CE(s) over the MPLS core infrastructure. In E-VPN

net wor ks, PEs advertise the MAC addresses |learned fromthe locally
connected CE(s), along with MPLS Label, to renote PE(S) in the
control plane using nulti-protocol BGP. E-VPN enables nulti-honing
of CE(s) connected to nultiple PEs and | oad bal ancing of traffic to
and fromnulti-homed CE(S).
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[ PBBEVPN] describes the use of Provider Backbone Bridgi ng [802. 1ah]
with E-VPN. PBB-EVPN mai ntains the CMAC |l earning in data pl ane and
only advertises Provider Backbone MAC (B-MAC) addresses in control
pl ane usi ng BGP.

Procedures for sinple and efficient nechanisns to detect data-plane
failures using LSP Ping in MPLS network are well defined in

[ RFCA379] [ RFC6425] . This document defines procedures to detect data-
pl ane failures using LSP Ping in MPLS networks depl oying E-VPN and

PBB- EVPN. This draft defines 3 new Sub-TLVs for Target FEC Stack TLV
with the purpose of identifying the FEC on the Peer PE.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

The term FEC-Type is used to refer to a tuple consisting of <FEC
El ement Type, Address Famly>.

3. Term nol ogy
B- MAC. Backbone MAC Address
CE: Custoner Edge Device
C- MAC. Custoner MAC Address
DF: Designated Forwarder
ESI: Ethernet Segnent ldentifier
EVI: E-VPN | nstance
E- VPN. Ethernet Virtual Private Network
MPLS- OAM  MPLS Operations, Adninistration and M ntenance
P2MP: Poi nt-to-Miltipoint
PBB: Provi der Backbone Bridge

PE: Provider Edge Device
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4. Proposed Target FEC Stack Sub-TLVs

Thi s docunment introduces three new Target FEC Stack sub-TLVs that
are included in the LSP-Ping Echo Request packet sent for detecting
faults in data-plane connectivity in E-VPN and PBB- EVPN net wor ks.
These Target FEC Stack sub-TLVs are described next.

4.1. E-VPN MAC Sub- TLV

The E-VPN MAC sub-TLV is used to identify the MAC for an EVI under
test at a peer PE

The E-VPN MAC sub-TLV fields are derived fromthe MAC adverti senent
route defined in [EVPN] and has the format as shown in Figure 1.
This TLV is included in the Echo Request sent to the Peer PE by the
PE that is the originator of the request.

0 1 2 3
01234567890123456789012345678901
T S T i T S S s i S s

Rout e Di sti ngui sher
(8 octets)
B i i S Tk sl o S S S S S i S S S i e o
Et hernet Segnment ldentifier
(10 octets)

B iy S SN S
[ must be zero |
B i s i T T i St S e T i i S S S S
Et hernet Tag ID [
e T S e e T s ol ol S R R SR R S S T S i sl S S S S S S
MAC Address |
(6 Cctets) i S e e e e
| MAC Addr Len | |P Addr Len |
B i s i T T i St S e T i i S S S S
I P Address (4 or 16 Cctets) |
e T S e e T s ol ol S R R SR R S S T S i sl S S S S S S
EVI |
S L S I i S e ok

—_——

+—+—+—+— +— +— +—— +—

Figure 1: E-VPN MAC sub-TLV for mat
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The LSP Ping echo request is sent using the E-VPN MPLS | abel (s)
associated with the MAC route announced by a renote PE and the MPLS
transport |abel(s) to reach the renote PE

4.2. E-VPN Inclusive Miulticast Sub-TLV

The E-VPN Inclusive Milticast sub-TLV fields are based on the E-VPN
Inclusive Miulticast route defined in [EVPN .

The E-VPN Inclusive Milticast sub-TLV has the format as shown in
Figure 2. This TLV is included in the echo request sent to the E-VPN
peer PE by the originator of request to verify the nulticast
connectivity state on the peer PE(s) in E-VPN and PBB- EVPN.

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
[ Rout e Di sti ngui sher

| (8 octets)

B i i S S S o I e S S o s oI S S S Y
| Et her net Segnment ldentifier

[ (10 octets)

+ B T ks i e s S SN SN S
[ [ must be zero |
R R e R e s s e o S S e R e o o
I
+-
I
+-

—_

Et hernet Tag ID |

B T s T S i S S S i (T S I S S S o S i
EVI |

i e S S e e T S R ek o ik SR SR SR S

Figure 2: E-VPN Inclusive Milticast sub-TLV format

Broadcast, multicast and unknown unicast traffic can be sent using
ingress replication or P2MP P-tree in E-VPN and PBB-EVPN network. In
case of ingress replication, the Echo Request is sent using a | abe
stack of <Transport |abel, Inclusive Milticast |abel> to each renote
PE participating in E-VPN or PBB-EVPN. The inclusive nulticast |abel
i s the downstream assi gned | abel announced by the renpte PE to which
the Echo Request is being sent. The Inclusive Milticast |abel is the
i nner |label in the MPLS | abel stack

When using P2MP P-tree in E-VPN or PBB-EVPN, the Echo Request is

sent using P2MP P-tree transport |abel for inclusive P-tree
arrangenent or using a |l abel stack of <P2MP P-tree transport | abel
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upstream assi gned EVPN I nclusive Milticast |abel> for aggregate
i nclusive P2MP P-tree arrangenent as described in Section 5.

In case of E-VPN, an additional, E-VPN Auto-Di scovery sub-TLV and
ESI MPLS | abel as the bottomlabel, may al so be included in the Echo
Request as is described in Section 5.

4.3. E-VPN Auto-Di scovery Sub-TLV

The E- VPN Aut o-Di scovery (AD) sub-TLV fields are based on the
Et hernet AD route advertisenment defined in [EVPN]. E-VPN AD sub-TLV
applies to only E-VPN

The E-VPN AD sub-TLV has the format shown in Figure 3.

0 1 2 3

01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Rout e Di stingui sher |
| (8 octets) |
B i S S T s i S T st i S S S S S S S S i
[ Et hernet Segnent ldentifier [
| (10 octets) |
+ B S S i ol s S S
[ [ must be zero |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Et hernet Tag ID |
B T i S S i S T h T i S S S S e
I EVI I
B E e r e s i s i o T T s S S S S 2

Figure 3: E-VPN Auto-Discovery sub-TLV format

5. Operations
5.1. Unicast Data-plane connectivity checks

Figure 4 is an exanple of a PBB-EVPN network. CE1l is dual-honed to
PE1 and PE2. Assunme, PE1 announced a MAC route with RD 1.1.1.1:00 and
B- MAC 0Oaa. 00bb. 00cc and with MPLS | abel 16001 for EVI 10. Sinilarly
PE2 announced a MAC route with RD 2.2.2.2:00 and B- MAC 00aa. 00bb. 00cc
and with MPLS | abel 16002.

On PE3, when a operator perforns a connectivity check for the B-MAC
addr ess 00aa. 00bb. 00cc on PEl, the operator initiates an LSP Ping
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request with the target FEC stack TLV contai ning E-VPN MAC sub-TLV in
the Echo Request packet. The Echo Request packet is sent with the
{Transport Label(s) to reach PE1l + E-VPN Label = 16001} MPLS | abel
stack. Once the echo request packet reaches PELl, it will process the
packet and perform checks for the E-VPN MAC sub-TLV present in the
Target FEC Stack TLV as described in Section 4.4 in [ RFC4379] and
respond according to [ RFC4379] processing rules.

BEB +----------------- + BEB
[T ||l
+----+ AC1 +----- + R + Fo-- -+
| CEll------ I | PE3-----| CE2|
+- - - - +\ | PE1 | | P MPLS | | SO —
\ R + Net wor k R +
\ | I
AC2\  +----- + |
\ | |
\| PE2 | [
H--mnn + |
A |
| - +
BEB
<-802.1Q > <------ PBB over MPLS------ > <-802.1Q >

Fi gure 4: PBB EVPN network

Simlarly, on PE3, when an operator perforns a connectivity check for
the B- MAC address 00aa. 00bb. 00cc on PE2, the operator initiates an
LSP Ping request with the target FEC stack TLV containi ng E- VPN MAC
sub-TLV in the echo request packet. The echo request packet is sent
with the {MPLS transport Label (s) to reach PE2 + E-VPN Label = 16002}
MPLS | abel stack.

LSP Ping operation for unicast data-plane connectivity checks in E-

VPN, are simlar to as described above for PBB-EVPN except that the
checks are for C-MACs and not for B-MACs.
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5.2. Inclusive Milticast Data-plane Connectivity Checks
5.2.1. Ingress Replication

Assume PE1l announced an Inclusive Milticast route for EVI 10, with
RD 1.1.1.1:00, Ethernet Tag (ISID 10), PMSI tunnel attribute Tunne
type set to ingress replication and downstream assi gned i ncl usive
mul ticast MPLS | abel 17001. Similarly PE2 announced an | nclusive
Multicast route for EVI 10, with RD 2.2.2.2:00, Ethernet Tag (ISID
10), PMSI tunnel attribute Tunnel type set to ingress replication
and downstream assigned inclusive nmulticast MPLS | abel 17002.

Gven CEl is dual homed to PE1 and PE2, assume that PEl1 is the DF
for 1SID 10 for the port corresponding to the ESI 1laa.22bb. 33cc.
44dd. 5500.

When an operator at PE3 initiates a connectivity check for the
inclusive nulticast on PEl, the operator initiates an LSP Ping
request with the target FEC stack TLV contai ning E-VPN I nclusive
Mul ticast sub-TLV in the Echo Request packet. The Echo Request
packet is sent with the {Transport Label (s) to reach PE1l + E-VPN
Incl. Multicast Label = 17001} MPLS | abel stack. Once the packet
reaches PEl, the packet will have E-VPN Inclusive multicast |abel
PE1 will process the packet and perform checks for the E-VPN

I nclusive Milticast sub-TLV present in the Target FEC Stack TLV as
described in Section 4.4 in [RFC4379] and respond according to

[ RFCA379] processing rules.

Qperator at PE3, nay sinmlarly also initiate an LSP Ping to PE2 with
the target FEC stack TLV contai ning E-VPN Inclusive Milticast sub-
TLV in the echo request packet. The echo request packet is sent with
the {transport Label (s) to reach PE2 + E-VPN Incl. Milticast Label =
17002} MPLS | abel stack. Since PE2 is not the DF for 1SID 10 for the
port corresponding to the ESI value in the Inclusive Milticast sub-
TLV in the Echo Request, PE2 will reply with special code indicating
that FEC exists on the router and the behavior is to drop the packet
because of not DF as described in Section 7.

In case of E-VPN, in the Echo Request packet, an Ethernet AD sub-TLV
and the associated MPLS Split Horizon Label at the bottom of the
MPLS | abel stack, nmay be added to enulate traffic coming froma M
site, this label is used by |eaf PE(s) attached to the same MH site
not to forward packets back to the MH site. If the behavior on a
leaf PE is to drop the packet because of Split Horizon filtering,
the PE2 will reply with special code indicating that FEC exists on
the router and the behavior is to drop the packet because of Split
Hori zon Filtering as described in Section 7
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5.

2.2. Using P2MP P-tree

Both inclusive P-Tree and aggregate inclusive P-tree can be used in
E- VPN or PBB- EVPN net wor ks.

When using an inclusive P-tree arrangenent, p2np p-tree transport

| abel itself is used to identify the L2 service associated with the
Inclusive Miulticast Route, this L2 service could be a customer

Bri dge, or a Provider Backbone Bridge.

For an Inclusive P-tree arrangenent, when an operator perforns a
connectivity check for the nmulticast L2 service, the operator
initiates an LSP Ping request with the target FEC stack TLV

contai ning E-VPN Inclusive Milticast sub-TLV in the echo request
packet. The echo request packet is sent with the {P2MP P-tree | abel}
MPLS | abel st ack.

When using Aggregate Inclusive P-tree, a PE announces an upstream
assigned MPLS | abel along with the P-tree ID, in that case both the
p2np p-tree MPLS transport |abel and the upstream MPLS | abel can be
used to identify the L2 service.

For an Aggregate |nclusive P-tree arrangenent, when an operator
performs a connectivity check for the nulticast L2 service, the
operator initiates an LSP Ping request with the target FEC stack TLV
contai ning E-VPN Inclusive Milticast sub-TLV in the echo request
packet. The echo request packet is sent with the {P2MP P-tree | abel +
E- VPN Upstream assi gned Multicast Label} MPLS | abel stack

The Leaf PE(s) of the p2np tree will process the packet and perform
checks for the E-VPN Inclusive Milticast sub-TLV present in the
Target FEC Stack TLV as described in Section 4.4 in [ RFC4379] and
respond according to [ RFC4379] processing rules. A PE that is not
the DF for the EVI on the ESI in the Inclusive Milticast sub-TLYV,
will reply with a special code indicating that FEC exists on the
router and the behavior is to drop the packet because of not DF as
described in Section 7.

In case of E-VPN, in the Echo Request packet, an Ethernet AD sub-TLV
and the associated MPLS Split Horizon Label at the bottom of the
MPLS | abel stack, nmay be added to enulate traffic coming froma M
site, this label is used by |eaf PE(s) attached to the same MH site
not to forward packets back to the MH site. If the behavior on a
leaf PE is to drop the packet because of Split Horizon filtering,
the PE2 will reply with special code indicating that FEC exists on
the router and the behavior is to drop the packet because of Split
Hori zon Filtering as described in Section 7
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5.

5.

7.

2.3. Controlling Echo Responses when using P2MP P-tree

The procedures described in [RFC6425] for preventing congestion of
Echo Responses (Echo Jitter TLV) and limting the echo reply to a
singl e egress node (Node Address P2MP Responder Identifier TLV) can
be applied to LSP Ping in PBB EVPN and E- VPN when usi ng P2MP P-
trees for broadcast, nulticast and unknown unicast traffic.

3. E-VPN Aliasing Data-plane connectivity check

Assume PE1l announced an Ethernet Auto discovery Route with the ESI
set to CELl system|D and MPLS | abel 19001, and PE2 an Ethernet Auto
di scovery Route with the ESI set to CEL system|D and MPLS | abel
19002.

When an operator perfornms at PE3 a connectivity check for the

al i asing aspect of the Ethernet AD route to PEl, the operator
initiates an LSP Ping request with the target FEC stack TLV

contai ning E-VPN Et hernet AD sub-TLV in the echo request packet. The
echo request packet is sent with the {Transport |abel (s) to reach
PE1 + E-VPN Ethernet AD Label 19001} MPLS | abel stack.

When PE1 receives the packet it will process the packet and perform
checks for the E-VPN Ethernet AD sub-TLV present in the Target FEC
Stack TLV as described in Section 4.4 in [ RFC4379] and respond
according to [ RFC4379] processing rules.

Security Considerations

The proposal introduced in this docunent does not introduce any new

security considerations beyond that already apply to [ EVPN, [ PBBE
VPN] and [ RFC6425].

| ANA Consi der ati ons

Thi s docunent defines 3 new sub-TLV type to be included in Target
FEC Stack TLV (TLV Type 1) [RFC4379] in LSP Ping.

| ANA is requested to assign a sub-TLV type value to the foll ow ng
sub-TLV fromthe "Miltiprotocol Label Sw tching (MPLS) Label

Swi tched Paths (LSPs) Paranmeters - TLVs" registry, "TLVs and sub-
TLVsS" sub-registry:
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0 E- VPN MAC route sub-TLV.
0 E- VPN I ncl usi ve Mul ticast route sub-TLV
0 E- VPN Aut o- Di scovery Route sub-TLV

Proposed new Return Codes

[ RFCA379] defines values for the Return Code field of Echo Reply.

Thi s docunent proposes two new Return Codes,

whi ch SHOULD be

included in the Echo Reply nessage by a PE in response to LSP Ping

Echo Request nessage:

1. The FEC exists on the PE and the behavior is to drop the packet

because of not DF.

2. The FEC exists on the PE and the behavior is to drop the packet

because of Split Horizon Filtering.
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