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1. Specification of requirenments

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Contributors

In addition to the authors listed above, the foll ow ng individuals
al so contributed to this docunent:

Quai zar Vohra
Kireeti Konpella
Apurva Meht a
Nadeem Mohanmead
Juni per Networks

Clarence Filsfils
Denni s Cai
Ci sco

3. Introduction

Thi s docunment describes procedures for BGP MPLS based Ethernet VPNs
(E-VPN). The procedures described here are intended to neet the
requirenents specified in [E-EVPN-REQ . Please refer to [E-VPN-REQ
for the detailed requirenents and notivation. E-VPN requires
extensions to existing | P/MPLS protocols as described in this
docunent. In addition to these extensions E-VPN uses several building
bl ocks from exi sting MPLS technol ogi es.

4. Term nol ogy
CE: Custoner Edge device e.g., host or router or swtch

E-VPN I nstance (EVI): An E-VPN routing and forwardi ng i nstance on a
PE.

Et hernet segnent identifier (ESI): If a CEis nulti-honmed to two or
nore PEs, the set of Ethernet links that attaches the CE to the PEs
is an ' Ethernet segnent’. Et hernet segnments MUST have a uni que non-

zero identifier, the 'Ethernet Segnent ldentifier’.

Et hernet Tag: An Ethernet Tag identifies a particul ar broadcast
domain, e.g., a VLAN. An E-VPN instance consists of one or nore
broadcast domains. Ethernet tag(s) are assigned to the broadcast
domai ns of a given E-VPN instance by the provider of that E-VPN, and
each PE in that E-VPN instance perforns a mappi ng between broadcast

Saj assi, Aggarwal et al.Expires January 14, 2012 [ Page 5]



I NTERNET DRAFT BGP MPLS Based Ethernet VPN June 29, 2012

domain identifier(s) understood by each of its attached CEs and the
correspondi ng Et hernet tag.

Li nk Aggregation Control Protocol (LACP)
Mul tipoint to Multipoint (MP2MP):
Point to Miultipoint (P2MP):

Point to Point (P2P):

5. BGP MPLS Based E-VPN Overvi ew
This section provides an overvi ew of E-VPN

An E- VPN conprises CEs that are connected to PEs that formthe edge
of the MPLS infrastructure. A CE may be a host, a router or a switch.
The PEs provide virtual Layer 2 bridged connectivity between the CEs.
There may be nultiple E-VPNs in the provider’s network.

The PEs may be connected by an MPLS LSP infrastructure which provides
the benefits of MPLS technol ogy such as fast-reroute, resiliency,

etc. The PEs nmay al so be connected by an IP infrastructure in which
case | P/GRE tunneling or other IP tunneling can be used between the
PEs. The detail ed procedures in this version of this document are
specified only for MPLS LSPs as the tunneling technol ogy. However
these procedures are designed to be extensible to IP tunneling as the
PSN tunnel i ng technol ogy.

In an E-VPN, MAC | earning between PEs occurs not in the data plane
(as happens with traditional bridging) but in the control plane.
Control plane learning offers greater control over the MAC | earning
process, such as restricting who | earns what, and the ability to
apply policies. Furthernore, the control plane chosen for
advertising MAC reachability information is multi-protocol (M) BGP
(simlar to IP VPNs (RFC 4364)). This provides greater scalability
and the ability to preserve the "virtualization" or isolation of
groups of interacting agents (hosts, servers, virtual machines) from
each other. In E-VPN, PEs advertise the MAC addresses |earned from
the CEs that are connected to them along with an MPLS | abel, to
other PEs in the control plane using MP-BGP. Control plane |earning
enabl es | oad bal ancing of traffic to and from CEs that are nulti-
honmed to multiple PEs. This is in addition to | oad bal anci ng across
the MPLS core via multiple LSPs between the same pair of PEs. In
other words it allows CEs to connect to nultiple active points of
attachnent. It also inproves convergence tines in the event of
certain network failures.
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However, |earning between PEs and CEs is done by the nethod best
suited to the CE data plane |earning, |EEE 802.1x, LLDP, 802.1laq,
ARP, managenent plane or other protocols.

It is a local decision as to whether the Layer 2 forwarding table on
an PE is populated with all the MAC destinati on addresses known to
the control plane, or whether the PE inplenents a cache based schene.
For instance the MAC forwardi ng table rmay be populated only with the
MAC destinations of the active flows transiting a specific PE

The policy attributes of E-VPN are very simlar to those of |P-VPN
An EVI requires a Route-Distinguisher (RD) and one or nore Route-
Targets (RTs). A CE attaches to an E-VPN instance (EVI) on an PE, on
an Ethernet interface which may be configured for one or nore

Et hernet Tags, e.g., VLANs. Sone depl oynent scenarios guarantee

uni queness of VLANs across E-VPNs: all points of attachnent of a
given EVI use the same VLAN, and no other EVI uses this VLAN. This
docunent refers to this case as a "Uni que VLAN E-VPN' and descri bes
sinplified procedures to optimnize for it.

6. Ethernet Segnent

If a CEis multi-homed to two or nore PEs, the set of Ethernet |inks
constitutes an "Ethernet Segment”. An Et hernet segnent may appear to
the CE as a Link Aggregation Goup (LAG. FEthernet segnents have an
identifier, called the "Ethernet Segnent Identifier"” (ESI) which is
encoded as a ten octets integer. A single-homed CE is considered to
be attached to an Ethernet segnent with ESI 0. O herw se, an Ethernet
segrment MJUST have a uni que non-zero ESI. The ESI can be assigned
usi ng vari ous mechani sns:

1. The ESI may be configured. For instance when E-VPNs are used to

provide a VPLS service the ESI is fairly anal ogous to the Milti -

honmng site IDin [ BGP-VPLS VH .

2. |f I EEE 802. 1AX LACP is used between the PEs and CEs, then
the ESI is determined from LACP by concatenating the follow ng
par anet er s

+ CE LACP System ldentifier conprised of two octets of System
Priority and six octets of System MAC address, where the
System Priority is encoded in the nost significant two octets.
The CE LACP identifier MJST be encoded in the high order eight
octets of the ESI

+ CE LACP two octets Port Key. The CE LACP port key MJST be
encoded in the |low order two octets of the ESI
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As far as the CE is concerned, it would treat the nultiple PEs
that it is connected to as the sane switch. This allows the CE
to aggregate links that are attached to different PEs in the
sane bundl e.

3. If LLDP is used between the PEs and CEs that are hosts, then
the ESI is determined by LLDP. The ESI will be specified in a
foll owi ng version.

4. In the case of indirectly connected hosts via a bridged LAN
bet ween the CEs and the PEs, the ESI is deternined based on the
Layer 2 bridge protocol as follows: If MST is used in the bridged
LAN then the value of the ESI is derived by |listening to BPDUs on
the Ethernet segnent. To achieve this the PEis not required to
run MST. However the PE nust |earn the Root Bridge MAC address
and Bridge Priority of the root of the Internal Spanning Tree
(I'ST) by listening to the BPDUs. The ESI is constructed as
fol | ows:

{Bridge Priority (16 bits) , Root Bridge MAC Address (48 bits)}
7. Ethernet Tag

An Ethernet Tag identifies a particular broadcast domain, e.g. a
VLAN, in an EVI. An EVI consists of one or nore broadcast donains.

Et hernet Tags are assigned to the broadcast domains of a given EVI by
the provider of the E-VPN service. Each PE, in a given EVI, perforns
a mappi ng between the Ethernet Tag and the correspondi ng broadcast
domai n identifier(s) understood by each of its attached CEs (e.g. CE
VLAN | dentifiers or CE-VIDs).

If the broadcast domain identifiers(s) are understood consistently by
all of the CEs in an EVI, the broadcast domain identifier(s) MAY be
used as the correspondi ng Ethernet Tag(s). In other words, the

Et hernet Tag | D assigned by the provider is nunerically equal to the
broadcast domain identifier (e.g., CE-VID = Ethernet Tag).

Furt her, some depl oyment scenari os guarantee uni queness of broadcast
domain identifiers across all EVIs; all points of attachnment of a
given EVI use the same broadcast domain identifier(s) and no other
EVI uses these broadcast domain identifier(s). This allows the RT(s)
for each EVI to be derived automatically, as described in section
9.4.1.1.1 "Auto-Derivation fromthe Ethernet Tag ID".

The foll owi ng subsections discuss the rel ati onship between Ethernet
Tags, EVIs and broadcast domain identifiers as well as the setting of
the Ethernet Tag ldentifier, in the various E-VPN BGP routes (defined
in section 8), for the different types of service interfaces
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described in [ EVPN-REQ .
7.1 VLAN Based Service Interface
Wth this service interface, there is a one-to-one mappi ng bet ween

t he broadcast domain identifier understood by a CE on a port (e.g.
CE-VID) and an EVI. Furthernore, there is a single bridge domain per

PE for the EVI. Different CEs connected to different PE ports MAY use

di fferent broadcast domain identifiers (e.g. CE-VIDs) for the sane
EVI. If said identifiers are different, the frames SHOULD renain
tagged with the originating CE' s broadcast donain identifier (e.qg.
CE-VID). Wen the CE broadcast donmain identifiers are not consistent,
a tag translation functi on MIST be supported in the data path and
MUST be performed on the disposition PE. The Ethernet Tag ldentifier
in all E-VPN routes MIST be set to O.

7.2 VLAN Bundl e Service Interface

Wth this service interface, there is a nany-to-one mappi ng between
the broadcast domain identifier understood by a CE on a port (e.g.
CE-VID) and an EVI. Furthernore, there is a single bridge domain per
PE for the EVI. Different CEs connected to different PE ports MJST

use the sane broadcast donmain identifiers (e.g. CE-VIDs) for the sane

EVI. The MPLS encapsul ated frames MJST renmain tagged with the
originating CE's broadcast domain identifier (e.g. CE-VID). Tag
translation is NOT pernmitted. The Ethernet Tag ldentifier in all E-
VPN routes MJST be set to O.

7.2.1 Port Based Service Interface

This service interface is a special case of the VLAN Bundl e service
interface, where all of the VLANs on the port are part of the sane
service and map to the sane bundl e. The procedures are identical to
those described in section 7.2.

7.3 VLAN Aware Bundl e Service Interface

Wth this service interface, there is a nmany-to-one mappi ng between
the broadcast domain identifier understood by a CE on a port (e.g.
CE-VID) and an EVI. Furthernore, there are nultiple bridge domains
per PE for the EVI: one broadcast donain per CE broadcast donain

identifier. In the case where the CE broadcast domain identifiers are

not consistent for different CEs, a normalized Ethernet Tag MJST be
carried in the MPLS encapsul ated frames and a tag translation
function MJUST be supported in the data path. This translation MJST be
performed on both the inposition as well as the disposition PEs. The
Et hernet Tag Identifier in all E-VPN routes MIST be set to the
nornmal i zed Et hernet Tag assigned by the E-VPN provider
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8. BGP E- VPN NLRI
Thi s docunent defines a new BG NLRI, called the E-VPN NLRI.

Following is the format of the E-VPN NLRI:

o m e e +
| Rout e Type (1 octet) |
o m e e e e e e e e e e e e e +
[ Length (1 octet) [
o m e e +
| Route Type specific (variable) |
o m e e +

The Route Type field defines encoding of the rest of the E-VPN NLRI
(Route Type specific E-VPN NLRI).

The Length field indicates the length in octets of the Route Type
specific field of E-VPN NLRI.

Thi s docunment defines the follow ng Route Types:

- Ethernet Auto-Discovery (A-D) route
- MAC advertisenment route

- Inclusive Milticast Route

- Ethernet Segnent Route

+ + + +
DWN P

The detail ed encodi ng and procedures for these route types are
descri bed i n subsequent sections.

The E-VPN NLRI is carried in BGP [ RFC4271] using BGP Multi protocol
Ext ensi ons [ RFCA4760] with an AFl of TBD and an SAFI of E-VPN (To be
assigned by 1ANA). The NLRI field in the

MP_REACH_NLRI / MP_UNREACH_NLRI attribute contains the E-VPN NLRI
(encoded as specified above).

In order for two BGP speakers to exchange | abel ed E-VPN NLRI, they
must use BGP Capabilities Advertisenment to ensure that they both are
capabl e of properly processing such NLRI. This is done as specified
in [RFC4760], by using capability code 1 (nultiprotocol BGP) with an
AFl of TBD and an SAFI of E- VPN

8.1. Ethernet Auto-Discovery Route

A Ethernet A-D route type specific E-VPN NLRI consists of the
fol | owi ng:
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o m e e e eeaao o +
| RD (8 octets) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
| Et hernet Segnent ldentifier (10 octets)]|
o m e e oo +
| Ethernet Tag ID (4 octets) [
o e e e eeeaao - +
| MPLS Label (3 octets) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +

For procedures and usage of this route pl ease see section 9.2 "Fast
Convergence" and section 9.4 "Aliasing".

8. 2. MAC Adverti senent Route

A MAC advertisenent route type specific E-VPN NLRI consists of the

fol | owi ng:
T YT +
| RD (8 octets) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
| Et hernet Segnent ldentifier (10 octets)]|
. +
| Ethernet Tag ID (4 octets) [
o +
| MAC Address Length (1 octet) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
| MAC Address (6 octets) [
. +
| 1P Address Length (1 octet) [
e +
| 1P Address (4 or 16 octets) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
| MPLS Label (n * 3 octets) [
. +

For procedures and usage of this route please see section 10
"Determ ning Reachability to Uni cast MAC Addresses" and section 15
"Load Bal anci ng of Unicast Packets".

8.3. Inclusive Miulticast Ethernet Tag Route

An Inclusive Milticast Ethernet Tag route type specific E-VPN NLRI
consists of the foll ow ng:
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oo e e e e e e e e e e e e e e e e oo oo +
| RD (8 octets) |
o mmm e e e e e e e e e e e e e e mm e e aa oo +
| Ethernet Tag ID (4 octets) [
oo m e e e e e e e e e e e e e e eeeooo oo +
| 1P Address Length (1 octet) [
oo e e e e e e e e e e e e e e e e oo oo +

| Originating Router’s | P Addr |
| (4 or 16 octets) |

For procedures and usage of this route please see section 12
"Handling of Multi-Destination Traffic", section 13 "Processing of
Unknown Uni cast Traffic" and section 17 "Milticast".

8.4 Ethernet Segment Route
The Ethernet Segment Route is encoded in the E-VPN NLRI using the

Rout e Type value of 4. The Route Type Specific field of the NLRI is
formatted as foll ows:

o m e e e e e e e e e e e e e e e e mo— oo +
| RD (8 octets) |
oo e e e e e e e e e e e e e e mmee oo oo +
| Et hernet Segnent Identifier (10 octets)|
o m e e e e e e e e e e e e e e e e e e e +

For procedures and usage of this route pl ease see section 9.5
"Desi gnat ed Forwarder El ection"

8.5 ESI MPLS Label Extended Conmunity

This extended community is a new transitive extended comunity. It
may be advertised along with Ethernet Auto-Discovery routes and it
enabl es split-horizon procedures for nulti-honed sites as descri bed
in section 9.3 "Split Horizon"

Each ESI MPLS Label Extended Community is encoded as a 8-octet val ue
as foll ows:

01234567890123456789012345678901
i T T S e ot s S R S e e Tk S TR S e e S S 2
0x44 | Sub- Type | Flags (One Cctet) | Reserved=0 |
B i s i T T i St S e T i i S S S S
s
+

Reserved = 0] ESI MPLS | abel |
+

F—+— +

B T i e i S i i e S s

The I ow order bit of the flags octet is defined as the "Active-

Saj assi, Aggarwal et al.Expires January 14, 2012 [ Page 12]



I NTERNET DRAFT BGP MPLS Based Ethernet VPN June 29, 2012

St andby" bit and may be set to 1. The other bits nust be set to O.
8.6 ES-Inport Extended Conmunity

This is a newtransitive extended comunity carried with the Ethernet
Segnment route. Wen used, it enables all the PEs connected to the
sane multi-homed site to inport the Ethernet Segment routes. The
value is derived automatically fromthe ESI by encoding the 6-byte
MAC address portion of the ESI in the ES-Inport Extended Community.
The format of this extended community is as foll ows:

01234567890123456789012345678901
T e e i e e o e T i st sl it N R T SR e S
0x44 | Sub- Type | ES- | nport |
B T s T S i S S S i (T S I S S S o S i

ES- I nport Cont’d [
i i S S i e S T ik S SR SR S

+-
I
+-
I
+-

For procedures and usage of this attribute, please see section 9.1
"Redundancy G oup Di scovery".

8.7 MAC Mobility Extended Conmunity

This extended community is a new transitive extended community. It
may be advertised along with MAC Advertisement routes. The procedures
for using this Extended Comunity are described in section 16 "MAC
Mobi lity".

The MAC Mbbility Extended Community is encoded as a 8-octet val ue as
fol | ows:

012345 890
N R CE o o - - e+
Sub- Type Reser ved=0
B e S S e T ik s T S T T S R S

Sequence Nunber [
R S S et et i o i i i R T T T S S S S S S e e e 2

+ ~

2345678901
T I s S S S

— + O
1 i

+
I

9. Milti-hom ng Functions
This section discusses the functions, procedures and associ ated BGP
routes used to support nulti-honming in E-VPN. This covers both nulti-
homed device (MHD) as well as nulti-honed network (MHN) scenari os.
9.1 Multi-homed Et hernet Segment Auto-Di scovery

PEs connected to the sane Ethernet segnent can autonmatically discover
each other with minimal to no configuration through the exchange of
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the Ethernet Segnent route.
9.1.1 Constructing the Ethernet Segnent Route

The Route-Distinguisher (RD) MIST be a Type 1 RD [ RFC4364]. The val ue
field conprises an I P address of the MES (typically, the | oopback
address) followed by 0's.

The Ethernet Segnent Identifier MJUST be set to the ten octet ES
identifier described in section 6

The BGP advertisenent that advertises the Ethernet Segnent route MJUST
al so carry an ES-I1nport extended conmunity attribute, as defined in
section 8.6.

The Ethernet Segnent Route filtering MJUST be done such that the

Et hernet Segment Route is inported only by the PEs that are nulti-
honed to the sane Ethernet Segnent. To that end, each PE that is
connected to a particul ar Ethernet segnent constructs an inport
filtering rule to inport a route that carries the ES-Inport extended
community, constructed fromthe ESI

Note that the new ES-Inport extended community is not the sane as the
Rout e Target Extended Community. The Ethernet Segnment route carries
this new ES-Inport extended community. The PEs apply filtering on
this new extended community. As a result the Ethernet Segment route
is inported only by the PEs that are connected to the sane Ethernet
segment .

9.2 Fast Convergence

In E-VPN, MAC address reachability is learnt via the BGP control -

pl ane over the MPLS network. As such, in the absence of any fast
protection nechanism the network convergence tinme is a function of
the nunber of MAC Advertisenent routes that nust be withdrawn by the
PE encountering a failure. For highly scaled environnents, this
scheme yi el ds sl ow convergence.

To alleviate this, E-VPN defines a mechanismto efficiently and

qui ckly signal, to renote PE nodes, the need to update their
forwardi ng tabl es upon the occurrence of a failure in connectivity to
an Ethernet segnment. This is done by having each PE advertise an

Et hernet A-D Route per Ethernet segnent for each locally attached
segrment (refer to section 9.2.1 below for details on how this route
is constructed). Upon a failure in connectivity to the attached
segnment, the PE withdraws the corresponding Ethernet A-D route. This
triggers all PEs that receive the withdrawal to update their next-hop
adj acencies for all MAC addresses associated with the Ethernet
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segrment in question. If no other PE had advertised an Ethernet A-D

route for the same segnment, then the PE that received the w thdrawal
simply invalidates the MAC entries for that segnment. O herw se, the
PE updates the next-hop adjacencies to point to the backup PE(s).

9.2.1 Constructing the Ethernet A-D Route per Ethernet Segnent

This section describes procedures to construct the Ethernet A-D route
when a single such route is advertised by an PE for a given Ethernet
Segnent. This flavor of the Ethernet A-D route is used for fast
convergence (as discussed above) as well as for advertising the ES
MPLS | abel used for split-horizon filtering (as discussed in section
9.2). Support of this route flavor is MANDATORY.

Rout e- Di sti ngui sher (RD) MJUST be a Type 1 RD [ RFC4364]. The val ue
field conprises an I P address of the PE (typically, the | oopback
address) followed by 0. The reason for such encoding is that the RD
cannot be that of a given EVI since the ESI can span across one or
nore EVIs.

The Ethernet Segnent Identifier MJST be a ten octet entity as
described in section "Ethernet Segnent". This docunent does not
specify the use of the Ethernet A-D route when the Segnent Identifier
is set to O.

The Ethernet Tag I D MJUST be set to O.
The MPLS | abel in the NLRI MJST be set to O.

The "ESI MPLS Label Extended Comunity" MJST be included in the
route. If all-active nulti-honing is desired, then the "Active-
Standby" bit in the flags of the ESI MPLS Label Extended Conmunity
MUST be set to 0 and the MPLS |l abel in that extended conmunity MJST
be set to a valid MPLS | abel value. The MPLS | abel in this Extended
Conmunity is referred to as an "ESI |abel". This |abel MJST be a
downstream assi gned MPLS [ abel if the advertising PE is using ingress
replication for receiving multicast, broadcast or unknown uni cast
traffic fromother PEs. If the advertising PE is using P2MP MPLS LSPs
for sending multicast, broadcast or unknown unicast traffic, then
this | abel MJUST be an upstream assi gned MPLS | abel. The usage of this
| abel is described in section 9. 2.

If the Ethernet Segment is connected to nore than one PE and active-
standby multi-homing is desired, then the "Active-Standby" bit in the
flags of the ESI MPLS Label Extended Comunity MJUST be set to 1.

9.2.1.1. Ethernet A-D Route Targets
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The Ethernet A-D route MJST carry one or nore Route Target (RT)
attributes. These RTs MJST be the set of RTs associated with all the
EVIs to which the Ethernet Segment, corresponding to the Ethernet A-D
route, bel ongs.

9.3 Split Horizon

Consider a CE that is multi-honed to two or nore PEs on an Ethernet
segnment ES1. If the CE sends a mnulticast, broadcast or unknown

uni cast packet to a particular PE, say PEl, then PE1L will forward
that packet to all or subset of the other PEs in the EVI. In this
case the PEs, other than PEl, that the CE is multi-homed to MJST drop
t he packet and not forward back to the CE. This is referred to as
"split horizon" filtering in this docunent.

In order to achieve this split horizon function, every nulticast,
broadcast or unknown uni cast packet is encapsulated with an MPLS

| abel that identifies the Ethernet segment of origin (i.e. the
segnent fromwhich the frane entered the E-VPN network). This | abel
is referred to as the ESI MPLS label, and is distributed using the
"Et hernet A-D route per Ethernet Segment” as per the procedures in
section 9.1.1 above. This route is inported by the PEs connected to
the Ethernet Segnent and al so by the PEs that have at | east one EV
in common with the Ethernet Segnent in the route. As described in
section 9.1.1, the route MJST carry an ESI MPLS Label Extended
Conmunity with a valid ESI MPLS | abel. The disposition PEs rely on
the value of the ESI MPLS | abel to determ ne whether or not a flooded
frane is allowed to egress a specific Ethernet segnent.

9.3.1 ESI MPLS Label Assignnent

The followi ng subsections describe the assignnent procedures for the
ESI MPLS | abel, which differ depending on the type of tunnels being
used to deliver nulti-destination packets in the E-VPN network.

9.3.1.1 Ingress Replication

An PE that is using ingress replication for sending broadcast,
mul ti cast or unknown unicast traffic, distributes to other PEs, that
bel ong to the Ethernet segnent, a downstream assigned "ESI MPLS

| abel" in the Ethernet A-D route. This | abel MJUST be progranmmed in
the platform|abel space by the advertising PE. Further the
forwarding entry for this label nmust result in NOT forwardi ng packets
received with this |label onto the Ethernet segnent that the | abel was
distributed for.

Consi der PE1 and PE2 that are nmulti-honed to CE1 on ES1. Further
consider that PE1 is using P2P or MP2P LSPs to send packets to PE2.
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Consi der that PEl receives a nulticast, broadcast or unknown unicast
packet from CE1l on VLANL on ESI1. In this scenario, PE2 distributes
an Inclusive Milticast Ethernet Tag route for VLANL in the associated
EVI. So, when PEl sends a nulticast, broadcast or unknown unicast
packet, that it receives fromCEl, it MJST first push onto the MPLS
| abel stack the ESI |abel that PE2 has distributed for ESI1. It MJST
then push on the MPLS | abel distributed by PE2 in the Inclusive

Mul ticast Ethernet Tag route for VLANL. The resulting packet is
further encapsulated in the P2P or MP2P LSP | abel stack required to
transmit the packet to PE2. When PE2 receives this packet it
determines the set of ESIs to replicate the packet to fromthe top
MPLS | abel, after any P2P or MP2P LSP | abels have been renoved. |f
the next label is the ESI |abel assigned by PE2 for ESI1, then PE2
MUST NOT forward the packet onto ESI1

9.3.1.2. P2MP MPLS LSPs

An PE that is using P2MP LSPs for sendi ng broadcast, nulticast or
unknown uni cast traffic, distributes to other PEs, that belong to the
Et hernet segnment or have an E-VPN in conmon with the Ethernet

Segment, an upstream assigned "ESI MPLS label” in the Ethernet A-D
route. This |abel is upstream assigned by the PE that advertises the
route. This |abel MJST be programmed by the other PEs, that are
connected to the ESI advertised in the route, in the context |abe
space for the advertising PE. Further the forwarding entry for this

| abel rmust result in NOT forwardi ng packets received with this |abe
onto the Ethernet segnent that the | abel was distributed for. This

| abel MUST al so be programmed by the other PEs, that inport the route
but are not connected to the ESI advertised in the route, in the
context |abel space for the advertising PE. Further the forwarding
entry for this label nmust be a POP with no other associated action

Consi der PE1 and PE2 that are nulti-honed to CE1l on ES1. Al so
consider PE3 that is in the sane EVI as one of the EVIs to which ES1
bel ongs. Further, assune that PEl is using P2MP MPLS LSPs to send
broadcast, multicast or uknown uni cast packets. When PEl sends a

mul ticast, broadcast or unknown uni cast packet, that it receives from
CEl, it MJST first push onto the MPLS | abel stack the ESI |abel that
it has assigned for the ESI that the packet was received on. The
resulting packet is further encapsulated in the P2MP MPLS | abel stack
necessary to transnit the packet to the other PEs. Penultinmate hop
poppi ng MJUST be di sabl ed on the P2MP LSPs used in the MPLS transport
infrastructure for E-VPN. When PE2 receives this packet, it de-

capsul ates the top MPLS | abel and forwards the packet using the
context |abel space deternmined by the top label. If the next |abel is
the ESI |abel assigned by PE1 to ESI1, then PE2 MJUST NOT forward the
packet onto ESI1. When PE3 receives this packet, it de-capsul ates the
top MPLS | abel and forwards the packet using the context |abel space
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determined by the top label. If the next |abel is the ESI |abe
assigned by PE1 to ESI1 and PE3 is not connected to ESI1, then PE3
MUST pop the | abel and fl ood the packet over all local ESIs in the
EVI .

9.3.1.3. MP2MP LSPs

The procedures for ESI MPLS Label assignnent and usage for MP2MP LSPs
will be described in a future version.

9.4 Aliasing

In the case where a CEis nulti-honed to multiple PE nodes, using a
LAGwith all-active redundancy, it is possible that only a single PE
|l earns a set of the MAC addresses associated with traffic transmtted
by the CE. This leads to a situation where renpote PE nodes receive
MAC adverti senent routes, for these addresses, froma single PE even
though nultiple PEs are connected to the nulti-honed segment. As a
result, the renote PEs are not able to effectively |oad-bal ance
traffic anmong the PE nodes connected to the multi-homed Ethernet
segnment. This could be the case, for e.g. when the PEs perform data-
path | earning on the access, and the |oad-bal ancing function on the
CE hashes traffic froma given source MAC address to a single PE
Anot her scenario where this occurs is when the PEs rely on contro

pl ane |l earning on the access (e.g. using ARP), since ARP traffic wll
be hashed to a single link in the LAG

To alleviate this issue, E-VPN introduces the concept of 'Aliasing
Aliasing refers to the ability of an PE to signal that it has
reachability to a given locally attached Ethernet segnent, even when
it has |learnt no MAC addresses fromthat segnent. The Ethernet A-D
route per EVI is used to that end. Renpte PEs which receive MAC
adverti senent routes with non-zero ESI SHOULD consi der the advertised
MAC address as reachable via all PEs which have adverti sed
reachability to the rel evant Segnent using Ethernet A-D routes with
the same ESI (and Ethernet Tag if applicable).

9.4.1 Constructing the Ethernet A-D Route per EV

This section describes procedures to construct the Ethernet A-D route
when one or nore such routes are advertised by an PE for a given EVI.
This flavor of the Ethernet A-D route is used for aliasing, and
support of this route flavor is OPTI ONAL.

Rout e- Di sti ngui sher (RD) MJUST be set to the RD of the EVI that is
advertising the NLRI. An RD MJST be assigned for a given EVI on an
PE. This RD MJUST be unique across all EVIs on an PE. It is
RECOMVENDED to use the Type 1 RD [ RFC4364]. The value field conprises
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an | P address of the PE (typically, the | oopback address) foll owed by
a nunber unique to the PE. This nunber nay be generated by the PE.
O in the Unique VLAN E-VPN case, the low order 12 bits may be the 12
bit VLANID, wth the renaining high order 4 bits set to O.

The Ethernet Segment |dentifier MUST be a ten octet entity as
described in section "Ethernet Segnment ldentifier". This docunent
does not specify the use of the Ethernet A-D route when the Segnent
Identifier is set to O.

The Ethernet Tag IDis the identifier of an Ethernet Tag on the

Et hernet segnent. This value may be a 12 bit VLAN ID, in which case
the low order 12 bits are set to the VLAN ID and the high order 20
bits are set to 0. O it may be another Ethernet Tag used by the E-
VPN. 1t MAY be set to the default Ethernet Tag on the Ethernet
segrment or to the value O.

Note that the above allows the Ethernet A-D route to be advertised
with one of the follow ng granularities:

+ One Ethernet A-D route for a given <ESI, Ethernet Tag ID> tuple
per EVI. This is applicable when the PE uses MPLS-based
di sposi tion.

+ One Ethernet A-D route per <ESI, EVI> (where the Ethernet
Tag IDis set to 0). This is applicable when the PE uses
MAC- based di sposition, or when the PE uses MPLS-based
di sposition when no VLAN translation is required.

The usage of the MPLS label is described in the section on "Load
Bal anci ng of Uni cast Packets".

The Next Hop field of the MP_REACH NLRI attribute of the route MJST
be set to the IPv4 or I Pv6 address of the advertising PE

9.4.1.1 Ethernet A-D Route Targets

The Ethernet A-D route MJST carry one or nore Route Target (RT)
attributes. RTs may be configured (as in IP VPNs), or may be derived
aut omatical ly.

If an PE uses Route Target Constrain [RT- CONSTRAIN], the PE SHOULD
advertise all such RTs using Route Target Constrains. The use of RT
Constrains all ows each Ethernet A-D route to reach only those PEs
that are configured to inport at |east one RT fromthe set of RTs
carried in the Ethernet A-D route.

9.4.1.1.1 Auto-Derivation fromthe Ethernet Tag |ID
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The following is the procedure for deriving the RT attribute
automatically fromthe Ethernet Tag I D associated with the
adverti sement:

+ The d obal Administrator field of the RT MJST
be set to the Autononobus System (AS) nunmber that the PE
bel ongs to.

+ The Local Administrator field of the RT contains a 4
octets | ong nunber that encodes the Ethernet Tag-1D. If the
Et hernet Tag-IDis a two octet VLAN ID then it MJST be
encoded in the I ower two octets of the Local Admi nistrator
field and the higher two octets MJUST be set to zero.

For the "Uni que VLAN E-VPN' this results in auto-deriving the RT from
the Ethernet Tag, e.g., VLANID for that E-VPN

9.5 Desi gnated Forwarder El ection

Consider a CE that is a host or a router that is nulti-honed directly
to nore than one PE in an E-VPN on a given Ethernet segnent. One or
nore Ethernet Tags nmay be configured on the Ethernet segnment. In this
scenario only one of the PEs, referred to as the Designated Forwarder
(DF), is responsible for certain actions:

- Sendi ng nmul ti cast and broadcast traffic, on a given Ethernet
Tag on a particul ar Ethernet segnent, to the CE

- Fl oodi ng unknown uni cast traffic (i.e. traffic for
whi ch an PE does not know the destinati on MAC address),
on a given Ethernet Tag on a particul ar Ethernet segnent
to the CE, if the environment requires flooding of
unknown unicast traffic.
Note that this behavior, which allows selecting a DF at the
granularity of <ESI, EVI> for nulticast, broadcast and unknown
uni cast traffic, is the default behavior in this specification
Optional mechani sms, which will be specified in the future, wll
all ow selecting a DF at the granularity of <ESI, EVI, S G.

Note that a CE al ways sends packets belonging to a specific flow
using a single link towards an PE. For instance, if the CE is a host
then, as nentioned earlier, the host treats the multiple links that
it uses to reach the PEs as a Link Aggregation Goup (LAG. The CE
enpl oys a | ocal hashing function to map traffic flows onto links in
the LAG

If a bridged network is nmulti-honmed to nore than one PE in an E- VPN
via switches, then the support of all-active points of attachnents,
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as described in this specification, requires the bridge network to be
connected to two or nmore PEs using a LAG In this case the reasons
for doing DF election are the sane as those descri bed above when a CE
is a host or a router.

If a bridged network does not connect to the PEs using LAG then only
one of the links between the switched bridged network and the PEs
must be the active link for a given Ethernet Tag. In this case, the
Et hernet A-D route per Ethernet segnent MJST be advertised with the
"Active-Standby" flag set to one. Procedures for supporting all -
active points of attachments, when a bridge network connects to the
PEs using LAG are for further study.

The granularity of the DF election MIST be at |east the Ethernet
segnment via which the CEis multi-homed to the PEs. If the DF

el ection is done at the Ethernet segnent granularity then a single PE
MUST be el ected as the DF on the Ethernet segnent.

If there are one or nore EVlIs enabled on the Ethernet segnent, then
the granularity of the DF election SHOULD be the combination of the
Et hernet segnment and EVI on that Ethernet segment. In this case a
single PE MJUST be elected as the DF for a particular EVI on that

Et her net segnent.

The detail ed procedures for DF election are described next.
9.5.1 Default DF Election Procedure

As a PE discovers the other PEs that are connected to the sane

Et hernet Segnment, using the Ethernet Segnment routes, it starts

buil ding an ordered |ist based on the originating PE | P addresses.
This list is used to select a DF and a backup DF (BDF) on a per

Et hernet Segnent basis. By default, the PE with the nunerically

hi ghest I P address is considered the DF for that Ethernet Segnment and
the next PEin the list is considered the BDF

If the Ethernet Segment is a nmulti-honmed device, then the elected DF
is the only PE that nust forward fl ooded nulti-destination packets
towards the segnent. Al other PE nodes nust not permt nulti-
destination packets to egress to the segnent. In the case where the
DF fails, the BDF takes over its functionality.

This procedure enables the election of a single DF per Ethernet
Segrment, for all EVIs enabled on the segnent. It is possible to

achi eve nore granul ar | oad-bal ancing of traffic anmong the PE nodes by
enpl oyi ng Service Carving, as discussed in the next section

9.5.2 DF Election with Service Carving
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Wth service carving, it is possible to elect multiple DFs per

Et hernet Segnment (one per EVI) in order to perform ]l oad-bal anci ng of
multi-destination traffic destined to a given Segnent. The | oad-

bal anci ng procedures carve up the EVI space anong the PE nodes
evenly, in such a way that every PE is the DF for a disjoint set of
EVIs. The procedure for service carving is as foll ows:

1. When a PE discovers the ESI of the attached Ethernet Segnent, it
advertises an Ethernet Segment route with the associ ated ES-1nport
extended comunity attribute.

2. The PE then starts a tinmer to allow the reception of Ethernet
Segnment routes from other PE nodes connected to the sane Ethernet
Segnent .

3. Wen the tiner expires, each PE builds an ordered list of the IP
addresses of all the PE nodes connected to the Ethernet Segnent
(including itself), in increasing numeric value. Every PE is then
given an ordinal indicating its position in the ordered list,
starting with O as the ordinal for the PEwith the nunerically | owest
| P address. The ordinals are used to deternine which PE node will be
the DF for a given EVI on the Ethernet Segnent using the follow ng
rul e: Assuning a redundancy group of N PE nodes, the PE with ordi nal
i is the DF for EVI V when (Vnmd N =i.

The above procedure results in the entire EVI range being divided up
anong the PEs in the RG regardl ess of whether a given EVI is
configured/ enabl ed on the associ ated Et hernet Segnent or not.

4., The PE that is elected as a DF for a given EVI will unbl ock
traffic for that EVI only if the EVI is configured/ enabled on the
Segrment. Note that the DF PE unbl ocks nulti-destination traffic in
the egress direction towards the Segnent. Al non-DF PEs continue to
drop nmulti-destination traffic (for the associated EVIs) in the
egress direction towards the Segnent.

In the case of link or port failure, the affected PE withdraws its
Et hernet Segment route. This will re-trigger the service carving
procedures on all the PEs in the RG For PE node failure, or upon PE
conmi ssi oni ng or deconmmi ssioning, the PEs re-trigger the service
carving. Wen a service noves fromone PE in the RGto another PE as
a result of re-carving, the PE, which ends up being the elected DF
for the service, must trigger a MAC address flush notification
towards the associ ated Ethernet Segnent. This can be done, for e.g.
usi ng | EEE 802. 1lak MVRP ' new decl arati on.

10. Deternining Reachability to Unicast MAC Addresses
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10.

10.

10.

PEs forward packets that they receive based on the destination MAC
address. This inmplies that PEs nust be able to learn how to reach a
gi ven destination uni cast MAC address.

There are two conponents to MAC address |earning, "local |earning”
and "renote | earning":

1. Local Learning

A particular PE nust be able to learn the MAC addresses fromthe CEs
that are connected to it. This is referred to as |ocal |earning.

The PEs in a particular E-VPN MJUST support |ocal data plane |earning
usi ng standard | EEE Et hernet |earning procedures. An PE nust be
capabl e of |earning MAC addresses in the data plane when it receives
packets such as the followi ng fromthe CE network:

- DHCP requests
- ARP request for its own MAC
- ARP request for a peer.

Alternatively PEs MAY | earn the MAC addresses of the CEs in the
control plane or via managenent plane integration between the PEs and
t he CEs.

There are applications where a MAC address that is reachable via a
given PE on a locally attached Segnent (e.g. with ESI X) nmay nove
such that it beconmes reachable via the same PE or another PE on
anot her Segnent (e.g. with ESI Y). This is referred to as a "MAC
Mobility". Procedures to support this are described in section "MAC
Mobi lity".

2. Renote | earning

A particular PE nmust be able to deternmine howto send traffic to MAC
addresses that belong to or are behind CEs connected to other PEs
i.e. torenote CEs or hosts behind renote CEs. W call such MAC
addresses as "renote" MAC addresses.

Thi s docunent requires an PE to |learn renote MAC addresses in the
control plane. In order to achieve this, each PE advertises the MAC
addresses it learns fromits locally attached CEs in the control

pl ane, to all the other PEs in the EVI, using MP-BGP and specifically
the MAC Advertisement route.

2.1. Constructing the BGP E-VPN MAC Address Adverti senent
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BGP is extended to advertise these MAC addresses using the MAC
Advertisement route type in the E-VPN NLRI.

The RD MUST be the RD of the EVI that is advertising the NLRI. The
procedures for setting the RD for a given EVI are described in
section 9.4. 1.

The Ethernet Segnent Identifier is set to the ten octet ESI described
in section "Ethernet Segment".

The Ethernet Tag ID nmay be zero or may represent a valid Ethernet Tag
ID. This field nmay be non-zero when there are nultiple bridge
domains in the EVI (e.dg., the PE needs to performqualified |earning
for the VLANs in that EVI).

When the the Ethernet Tag IDin the NLRI is set to a non-zero val ue,
for a particular bridge domain, then this Ethernet Tag may either be
the Ethernet tag value associated with the CE, e.g., VLANID, or it
may be the Ethernet Tag ldentifier, e.g., VLAN ID assigned by the E-
VPN provi der and mapped to the CE's Ethernet tag. The latter would be
the case if the CE Ethernet tags, e.g., VLANID, for a particular
bridge domain are different on different CEs.

The MAC address length field is typically set to 48. However this
speci fication enabl es specifying the MAC address as a prefix; in

whi ch case, the MAC address length field is set to the length of the
prefix. This provides the ability to aggregate MAC addresses if the
depl oynent environnent supports that. The encoding of a MAC address
MUST be the 6-octet MAC address specified by [802. 1D-ORIG [802. 1D
REV]. If the MAC address is advertised as a prefix then the trailing
bits of the prefix MJST be set to O to ensure that the entire prefix
i s encoded as 6 octets.

The I P Address Length field value is set to the nunber of octets in
the | P Address field.

The I P Address field is optional. By default, the I P Address Length
field is set to 0 and the I P address field is onmtted fromthe route.
When a valid IP address is included, it is encoded as specified in
section 12.

The MPLS | abel field carries one or nore |labels (that corresponds to
the stack of |abels [MPLS-ENCAPS]). Each label is encoded as 3
octets, where the high-order 20 bits contain the |abel value, and the
| ow order bit contains "Bottom of Stack"™ (as defined in [ MPLS-
ENCAPS] ). The MPLS | abel stack MUST be the downstream assi gned E- VPN
MPLS | abel stack that is used by the PE to forward MPLS-encapsul at ed
Et hernet franes received fromrenote PEs, where the destination MAC
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11.

address in the Ethernet frame is the MAC address advertised in the
above NLRI. The forwardi ng procedures are specified in section
"Forwar di ng Uni cast Packets" and "Load Bal anci ng of Uni cast Packets"

An PE nay advertise the sane single E-VPN | abel for all MAC addresses
in a given EVI. This | abel assignnent nethodology is referred to as a
per EVI |abel assignnent. Alternatively, an PE may advertise a uni que
E- VPN | abel per <ESI, Ethernet Tag> conbination. This |abel

assi gnnent nethodology is referred to as a per <ESI, Ethernet Tag>

| abel assignnent. As a third option, an PE may advertise a uni que E-
VPN | abel per MAC address. All of these nethodol ogi es have their
tradeoffs.

Per EVI | abel assignment requires the | east nunmber of E-VPN | abels,
but requires a MAC | ookup in addition to an MPLS | ookup on an egress
PE for forwarding. On the other hand, a unique | abel per <ESI,

Et hernet Tag> or a unique | abel per MAC allows an egress PE to
forward a packet that it receives fromanother PE, to the connected
CE, after looking up only the MPLS | abels wi thout having to performa
MAC | ookup. This includes the capability to perform appropriate VLAN
ID translation on egress to the CE.

The Next Hop field of the MP_REACH NLRI attribute of the route MJST
be set to the IPv4 or |IPv6 address of the advertising PE

The BGP advertisement for the MAC advertisement route MJST al so carry
one or nore Route Target (RT) attributes. RTs nmay be configured (as
in P VPNs), or may be derived automatically fromthe Ethernet Tag
ID, in the Unique VLAN case, as described in section "Ethernet A-D
Rout e per E-VPN'.

It is to be noted that this document does not require PEs to create
forwarding state for renote MACs when they are learnt in the control
pl ane. Wien this forwarding state is actually created is a | ocal

i mpl ementation natter.

ARP and ND

The 1P address field in the MAC adverti sement route may optionally
carry one of the |IP addresses associated with the MAC address. This
provi des an option which can be used to mininize the flooding of ARP
or Nei ghbor Discovery (ND) nessages over the MPLS network and to
remote CEs. This option also nininizes ARP (or ND) nessage processing
on end-stations/hosts connected to the E-VPN network. An PE may |earn
the I P address associated with a MAC address in the control or
managenent pl ane between the CE and the PE. O, it may learn this

bi ndi ng by snoopi ng certain nessages to or froma CE. Wen an PE

| earns the | P address associated with a MAC address, of a locally
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connected CE, it may advertise this address to other PEs by including
it in the MAC Advertisenent route. The I P Address may be an | Pv4
address encoded using four octets, or an |IPv6 address encoded using
si xteen octets. The I P Address length field MJUST be set to 32 for an
| Pv4 address or to 128 for an | Pv6 address.

If there are nultiple I P addresses associated with a MAC address

then multiple MAC advertisenent routes MJST be generated, one for
each I P address. For instance, this may be the case when there are
both an I Pv4 and an | Pv6 address associated with the MAC address.
Wien the | P address is dissociated with the MAC address, then the MAC
advertisenent route with that particular |IP address MJST be

wi t hdr awn.

When an PE receives an ARP request for an I P address froma CE, and
if the PE has the MAC address binding for that | P address, the PE
SHOULD perform ARP proxy and respond to the ARP request.

Furt her detailed procedures will be specified in a later version
Handling of Multi-Destination Traffic

Procedures are required for a given PE to send broadcast or nulticast
traffic, received froma CE encapsul ated in a given Ethernet Tag in
an EVI, to all the other PEs that span that Ethernet Tag in the EVI
In certain scenarios, described in section "Processing of Unknown

Uni cast Packets"”, a given PE may al so need to flood unknown uni cast
traffic to other PEs.

The PEs in a particular E-VPN may use ingress replication, P2MP LSPs
or MP2MP LSPs to send unknown uni cast, broadcast or nulticast traffic
to ot her PEs.

Each PE MUST advertise an "lInclusive Milticast Ethernet Tag Route" to
enabl e the above. The followi ng subsection provides the procedures to
construct the Inclusive Milticast Ethernet Tag route. Subsequent
subsections describe in further detail its usage.

1. Construction of the Inclusive Milticast Ethernet Tag Route

The RD MJUST be the RD of the EVI that is advertising the NLRI. The
procedures for setting the RD for a given E-VPN are described in
section 9.4.1.

The Ethernet Tag IDis the identifier of the Ethernet Tag. It MAY be
set to O or to a valid Ethernet Tag val ue.

The Originating Router’s | P address MJUST be set to an | P address of
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the PE. This address SHOULD be common for all the EVIs on the PE
(e.,qg., this address may be PE s | oopback address).

The Next Hop field of the MP._ REACH NLRI attribute of the route MJST
be set to the sane | P address as the one carried in the Originating
Router’s | P Address fi el d.

The BGP advertisement for the Inclusive Milticast Ethernet Tag route
MUST al so carry one or nore Route Target (RT) attributes. The

assi gnnent of RTs described in the section on "Constructing the BGP
E- VPN MAC Address Advertisenment” MJST be fol | owed.

12.2. P-Tunnel ldentification

In order to identify the P-Tunnel used for sending broadcast, unknown
uni cast or nulticast traffic, the Inclusive Milticast Ethernet Tag
route MUST carry a "PMSI Tunnel Attribute" as specified in [ BGP
MVPN] .

Dependi ng on the technol ogy used for the P-tunnel for the E-VPN on
the PE, the PMSI Tunnel attribute of the Inclusive Milticast Ethernet
Tag route is constructed as foll ows.

+ If the PE that originates the advertisenent uses a
P-Multicast tree for the P-tunnel for E-VPN, the PMS
Tunnel attribute MJST contain the identity of the tree
(note that the PE could create the identity of the
tree prior to the actual instantiation of the tree).

+ An PE that uses a P-Miulticast tree for the P-tunnel MAY
aggregate two or nore Ethernet Tags in the sane or different
EVIs present on the PE onto the sane tree. In this case, in
addition to carrying the identity of the tree, the PMSI Tunnel
attribute MJUST carry an MPLS upstream assi gned | abel which
the PE has bound uniquely to the Ethernet Tag for the EVI
associated with this update (as determined by its RTs).

If the PE has already advertised Inclusive Milticast

Et hernet Tag routes for two or nore Ethernet Tags that it
now desires to aggregate, then the PE MJST re-advertise
those routes. The re-advertised routes MJUST be the sane

as the original ones, except for the PVMSI Tunnel attribute
and the label carried in that attribute.

+ If the PE that originates the adverti senent uses ingress
replication for the P-tunnel for E-VPN, the route MJST
i nclude the PMSI Tunnel attribute with the Tunnel Type set to
Ingress Replication and Tunnel Identifier set to a routable
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address of the PE. The PMSI Tunnel attribute MJST carry a
downstream assi gned MPLS | abel. This label is used to
demul ti pl ex the broadcast, nulticast or unknown uni cast E-VPN
traffic received over a MP2P tunnel by the PE.

+ The Leaf Information Required flag of the PMSI Tunne
attribute MIST be set to zero, and MJST be ignored on receipt.

13. Processing of Unknown Uni cast Packets

The procedures in this docunent do not require the PEs to flood
unknown uni cast traffic to other PEs. If PEs |earn CE MAC addresses
via a control plane protocol, the PEs can then distribute MAC
addresses via BGP, and all unicast MAC addresses will be learnt prior
to traffic to those destinations.

However, if a destination MAC address of a received packet is not
known by the PE, the PE nmay have to flood the packet. Fl ooding nust
take into account "split horizon forwarding" as follows: The
principles behind the foll ow ng procedures are borrowed fromthe
split horizon forwarding rules in VPLS solutions [RFC 4761, RFC
4762]. Wien an PE capabl e of flooding (say PEx) receives a broadcast
or multicast Ethernet frame, or one with an unknown destinati on MAC
address, it nust flood the frane. |If the frame arrived from an
attached CE, PEx nust send a copy of the frame to every other
attached CE participating in the EVI, on a different ESI than the one
it received the frame on, as long as the PE is the DF for the egress
ESI. In addition, the PE nust flood the frame to all other PEs
participating in the EVI. If, on the other hand, the frane arrived
from another PE (say PEy), PEx nust send a copy of the packet only to
attached CEs as long as it is the DF for the egress ESI. PEx MJST NOT
send the frane to other PEs, since PEy would have al ready done so.
Split horizon forwarding rules apply to broadcast and nul ticast
packets, as well as packets to an unknown MAC address.

Whet her or not to flood packets to unknown destinati on MAC addresses
shoul d be an adninistrative choi ce, depending on how | earni ng happens
bet ween CEs and PEs.

The PEs in a particular E-VPN may use ingress replication using RSVP-
TE P2P LSPs or LDP MP2P LSPs for sending broadcast, multicast and
unknown uni cast traffic to other PEs. O they nmay use RSVP-TE P2MP or
LDP P2MP or LDP MP2MP LSPs for sending such traffic to other PEs.

13. 1. Ingress Replication

If ingress replication is in use, the P-Tunnel attribute, carried in
the Inclusive Miulticast Ethernet Tag routes for the EVI, specifies
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14.

14.

t he downstream | abel that the other PEs can use to send unknown
uni cast, nulticast or broadcast traffic for the EVI to this
particul ar PE.

The PE that receives a packet with this particular MPLS | abel MJST
treat the packet as a broadcast, nulticast or unknown uni cast packet.
Further if the MAC address is a unicast MAC address, the PE MJUST
treat the packet as an unknown uni cast packet.

2. P2MP MPLS LSPs

The procedures for using P2MP LSPs are very sinilar to VPLS
procedures [ VPLS-MCAST]. The P-Tunnel attribute used by an PE for
sendi ng unknown uni cast, broadcast or nulticast traffic for a
particular EVI is advertised in the Inclusive Ethernet Tag Miul ticast
route as described in section "Handling of Miulti-Destination
Traffic".

The P-Tunnel attribute specifies the P2MP LSP identifier. This is the
equi val ent of an Inclusive tree in [ VPLS-MCAST]. Note that nultiple
Et hernet Tags, which may be in different EVIS, may use the same P2MP
LSP, using upstream | abels [VPLS-MCAST]. This is the equivalent of an
Aggregate Inclusive tree in [VPLS-MCAST]. Wen P2MP LSPs are used for
fl oodi ng unknown unicast traffic, packet re-ordering is possible.

The PE that receives a packet on the P2MP LSP specified in the PMS
Tunnel Attribute MJIST treat the packet as a broadcast, nulticast or
unknown uni cast packet. Further if the MAC address is a unicast MAC
address, the PE MJUST treat the packet as an unknown uni cast packet.

Forwar di ng Uni cast Packets
1. Forwarding packets received froma CE

When an PE receives a packet froma CE, on a given Ethernet Tag, it
must first |look up the source MAC address of the packet. In certain
environnments the source MAC address MAY be used to authenticate the
CE and determine that traffic fromthe host can be allowed into the
net wor k. Source MAC | ookup MAY al so be used for |ocal MAC address

| ear ni ng.

If the PE decides to forward the packet, the destination MAC address
of the packet nust be |ooked up. If the PE has received MAC address
advertisenents for this destination MAC address fromone or nore
other PEs or learned it fromlocally connected CEs, it is considered
as a known MAC address. Ot herw se, the MAC address is considered as
an unknown MAC address.

Saj assi, Aggarwal et al.Expires January 14, 2012 [ Page 29]



I NTERNET DRAFT BGP MPLS Based Ethernet VPN June 29, 2012

14.
14.

For known MAC addresses the PE forwards this packet to one of the
renote PEs or to a locally attached CE. When forwarding to a renote
PE, the packet is encapsulated in the E-VPN MPLS | abel advertised by
the remote PE, for that MAC address, and in the MPLS LSP | abel stack
to reach the renote PE

If the MAC address is unknown and if the administrative policy on the
PE requires flooding of unknown unicast traffic then:

- The PE MUST flood the packet to other PEs. The

PE MJUST first encapsul ate the packet in the ESI MPLS

| abel as described in section 9.3.

If ingress replication is used, the packet MJST be replicated
one or nore tines to each rempbte PE with the outernost

| abel being an MPLS | abel determined as follows: This

is the MPLS | abel advertised by the renote PE in a PMS
Tunnel Attribute in the Inclusive Milticast Ethernet Tag
route for an <EVI, Ethernet Tag> conbi nati on. The Ethernet
Tag in the route nmust be the same as the Ethernet Tag
associated with the interface on which the ingress PE

recei ves the packet. If P2MP LSPs are being used the packet
MUST be sent on the P2MP LSP that the PE is the root of for
the Ethernet Tag in the EVI. If the sane P2MP LSP is used
for all Ethernet Tags, then all the PEs in the EVI MJST

be the | eaves of the P2MP LSP. If a distinct P2MP LSP is
used for a given Ethernet Tag in the EVI, then only the
PEs in the Ethernet Tag MJST be the | eaves of the P2MP

LSP. The packet MJST be encapsul ated in the P2MP LSP | abe
st ack.

If the MAC address is unknown then, if the adninistrative policy on
the PE does not allow floodi ng of unknown unicast traffic:

- The PE MUST drop the packet.

2. Forwarding packets received froma renmote PE
2.1. Unknown Uni cast Forwarding

When an PE receives an MPLS packet froma renote PE then, after
processing the MPLS | abel stack, if the top MPLS | abel ends up being
a P2MP LSP | abel associated with an EVI or the downstream | abe
advertised in the P-Tunnel attribute, and after performing the split
hori zon procedures described in section "Split Horizon"

- If the PE is the designated forwarder of unknown unicast, broadcast
or multicast traffic, on a particular set of ESIs for the Ethernet
Tag, the default behavior is for the PE to flood the packet on these
ESIs. In other words, the default behavior is for the PE to assune
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that the destination MAC address is unknown uni cast, broadcast or
multicast and it is not required to performa destinati on MAC address
| ookup. As an option, the PE may perform a destinati on MAC | ookup to
flood the packet to only a subset of the CE interfaces in the

Et hernet Tag. For instance the PE nay decide to not flood an unknown
uni cast packet on certain Ethernet segnents even if it is the DF on
the Ethernet segment, based on adnministrative policy.

- If the PE is not the designated forwarder on any of the ESIs for
the Ethernet Tag, the default behavior is for it to drop the packet.

2.2. Known Uni cast Forwarding

If the top MPLS | abel ends up being an E-VPN | abel that was
advertised in the unicast MAC advertisenents, then the PE either
forwards the packet based on CE next-hop forwarding information
associated with the | abel or does a destination MAC address | ookup to
forward the packet to a CE

Load Bal anci ng of Unicast Franes

This section specifies the | oad bal anci ng procedures for sending
known uni cast frames to a multi-homed CE

1. Load balancing of traffic froman PE to renote CEs

Whenever a renote PE inports a MAC advertisenent for a given <ESI,
Et hernet Tag> in an EVI, it MJST exam ne all inported Ethernet A-D
routes for that ESI in order to deternine the | oad-bal ancing
characteristics of the Ethernet segment.

1.1 Active-Standby Redundancy Mbde

For a given ESI, if the renpte PE has inported an Ethernet A-D route
per Ethernet Segnent from at |east one PE, where the "Active-Standby"
flag in the ESI MPLS Label Extended Community is set, then the renote
PE MUST deduce that the Ethernet segnent is operating in Active-

St andby redundancy node. As such, the MAC address will be reachabl e
only via the PE announcing the associ ated MAC Advertisenment route -
this is referred to as the primary PE. The set of other PE nodes
advertising Ethernet A-D routes per Ethernet Segnent for the sane ESI
serve as backup paths, in case the active PE encounters a failure.
These are referred to as the backup PEs.

If the primary PE encounters a failure, it MAY withdraw its Ethernet
A-Droute for the affected segnent prior to withdrawing the entire
set of MAC Advertisenent routes. In the case where only a single

ot her backup PE in the network had advertised an Ethernet A-D route
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for the same ESI, the renote PE can then use the Ethernet A-D route
withdrawal as a trigger to update its forwarding entries, for the
associ ated MAC addresses, to point towards the backup PE. As the
backup PE starts |learning the MAC addresses over its attached

Et hernet segment, it will start sending MAC Adverti senent routes
while the failed PE withdraws its own. This mechani smnininizes the
flooding of traffic during fail-over events.

1.2 Al -Active Redundancy Mde

If for the given ESI, none of the Ethernet A-D routes per Ethernet
Segnment inported by the renmbte PE have the "Active-Standby" flag set
in the ESI MPLS Label Extended Conmunity, then the renote PE MJUST
treat the Ethernet segment as operating in all-active redundancy
nmode. The renote PE would then treat the MAC address as reachable via
all of the PE nodes fromwhich it has received both an Ethernet A-D
route per Ethernet Segnent as well as an Ethernet A-D route per EVI
for the ESI in question. The renote PE MJUST use the MAC adverti senent
and eligible Ethernet A-D routes to construct the set of next-hops
that it can use to send the packet to the destination MAC. Each next-
hop conprises an MPLS | abel stack that is to be used by the egress PE
to forward the packet. This |label stack is determ ned as foll ows:

-If the next-hop is constructed as a result of a MAC route then this
| abel stack MJUST be used. However, if the MAC route doesn't exist,
then the next-hop and MPLS | abel stack is constructed as a result of
the Ethernet A-D routes. Note that the follow ng description applies
to determning the | abel stack for a particular next-hop to reach a
given PE, fromwhich the renpote PE has received and inported Ethernet
A-D routes that have the matching ESI and Ethernet Tag as the one
present in the MAC advertisenent. The Ethernet A-D routes mentioned
in the follow ng description refer to the ones inported fromthis

gi ven PE.

-If an Ethernet A-D route per Ethernet Segnent for that ESI exists,
together with an Ethernet A-D route per EVI, then the [ abel fromthat
latter route nust be used.

The foll owi ng exanpl e expl ai ns the above.

Consider a CE (CE1l) that is dual-honmed to two PEs (PE1 and PE2) on a
LAG interface (ES1l), and is sending packets with MAC address MACL on
VLANL. A renote PE, say PE3, is able to learn that MACL is reachabl e
via PEl1 and PE2. Both PEl and PE2 may advertise MACL in BGP if they
recei ve packets with MAC1 from CELl. If this is not the case, and if
MACL is advertised only by PE1l, PE3 still considers MACL as reachable
via both PE1l and PE2 as both PE1l and PE2 advertise a Ethernet A-D
route per ESI for ESI1 as well as an Ethernet A-D route per EVI for
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<ESI 1, VLAN1>.

The MPLS | abel stack to send the packets to PE1 is the MPLS LSP stack
to get to PE1 and the E-VPN | abel advertised by PEL1L for CEl's MAC.

The MPLS | abel stack to send packets to PE2 is the MPLS LSP stack to
get to PE2 and the MPLS label in the Ethernet A-D route advertised by
PE2 for <ES1, VLAN1>, if PE2 has not advertised MACL in BGP.

W will refer to these | abel stacks as MPLS next-hops.

The renote PE (PE3) can now | oad bal ance the traffic it receives from
its CEs, destined for CEl, between PE1l and PE2. PE3 may use N Tuple
flowinformation to hash traffic into one of the MPLS next-hops for

| oad bal ancing of IP traffic. Alternatively PE3 may rely on the
source MAC addresses for |oad bal anci ng.

Note that once PE3 decides to send a particular packet to PEL or PE2
it can pick one out of nultiple possible paths to reach the

particul ar renmote PE using regular MPLS procedures. For instance, if
the tunneling technology is based on RSVP-TE LSPs, and PE3 decides to
send a particular packet to PELl, then PE3 can choose frommultiple
RSVP-TE LSPs that have PEl as their destination.

When PE1 or PE2 receive the packet destined for CEL fromPE3, if the
packet is a unicast MAC packet it is forwarded to CEL. If it is a
mul ti cast or broadcast MAC packet then only one of PE1 or PE2 nust
forward the packet to the CE. Wiich of PE1 or PE2 forward this packet
to the CE is deternined based on which of the two is the DF.

If the connectivity between the nulti-honed CE and one of the PEs
that it is attached to fails, the PE MIUST wi thdraw t he Et hernet Tag
A-D routes, that had been previously advertised, for the Ethernet
Segnent to the CE. Wien the MAC entry on the PE ages out, the PE MJST
wi thdraw t he MAC address from BGP. Note that to aid convergence, the
Et hernet Tag A-D routes MAY be withdrawn before the MAC routes. This
enables the renote PEs to renove the MPLS next-hop to this particular
PE fromthe set of MPLS next-hops that can be used to forward traffic
to the CE. For further details and procedures on w thdrawal of E-VPN
route types in the event of PE to CE failures please section "PE to
CE Network Failures".

2. Load balancing of traffic between an PE and a | ocal CE

A CE may be configured with nore than one interface connected to
different PEs or the sane PE for |oad bal ancing, using a technol ogy
such as LAG The PE(s) and the CE can | oad bal ance traffic onto these
i nterfaces using one of the foll ow ng mechani sns.
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2.1. Data plane |earning

Consi der that the PEs perform data plane |earning for |ocal MAC
addresses |l earned fromlocal CEs. This enables the PE(s) to learn a
particul ar MAC address and associate it with one or nore interfaces,
if the technol ogy between the PE and the CE supports multi-pathing.
The PEs can now | oad bal ance traffic destined to that MAC address on
the multiple interfaces.

Whet her the CE can | oad bal ance traffic that it generates on the
multiple interfaces is dependent on the CE inplenentation.

2.2. Control plane |earning

The CE can be a host that advertises the same MAC address using a
control protocol on both interfaces. This enables the PE(s) to |learn
the host’s MAC address and associate it with one or nore interfaces.
The PEs can now | oad bal ance traffic destined to the host on the
mul ti ple interfaces. The host can al so | oad bal ance the traffic it
generates onto these interfaces and the PE that receives the traffic
enpl oys E-VPN forwardi ng procedures to forward the traffic.

MAC Mobi |ty

It is possible for a given host or end-station (as defined by its MAC
address) to nove fromone Ethernet segnent to another; this is
referred to as "MAC Mobility’ or *MAC nove’ and it is different from
the multi-homng situation in which a given MAC address is reachabl e
via multiple PEs for the sane Ethernet segnent. |In a MAC nove, there
woul d be two sets of MAC Advertisenent routes, one set with the new
Et hernet segnment and one set with the previous Ethernet segnment, and
the MAC address woul d appear to be reachable via each of these
segment s.

In order to allow all of the PEs in the E-VPN to correctly determne
the current |ocation of the MAC address, all advertisenents of it
bei ng reachabl e via the previous Ethernet segment MJST be wi thdrawn
by the PEs, for the previous Ethernet segnent, that had advertised
it.

If local learning is performed using the data plane, these PEs will
not be able to detect that the MAC address has noved to another

Et hernet segnent and the receipt of MAC Advertisement routes, with
the MAC Mobility extended comunity attribute, from other PEs serves
as the trigger for these PEs to withdraw their advertisenents. |If

|l ocal learning is perforned using the control or nanagenent pl anes,
these interactions serve as the trigger for these PEs to withdraw
their advertisements.
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In a situation where there are multiple noves of a given MAC,

possi bly between the sane two Et hernet segnents, there may be
multiple withdrawal s and re-advertisenments. |In order to ensure that
all PEs in the E-VPN receive all of these correctly through the
intervening BGP infrastructure, it is necessary to introduce a
sequence nunber into the MAC Mbility extended community attribute.

Since the sequence nunber is an unsigned 32 bit integer, all sequence
nunber conparisons nust be perforned nodul o 2**32. This unsi gned
arithnetic preserves the rel ationship of sequence nunbers as they
cycle from2**32 - 1 to O.

Every MAC nobility event for a given MAC address will contain a
sequence nunber that is set using the follow ng rules:

- A PE advertising a MAC address for the first tinme advertises it
with no MAC Mobility extended conmunity attribute.

- A PE detecting a locally attached MAC address for which it had
previously received a MAC Advertiserment route with a different

Et hernet segnment identifier advertises the MAC address in a MAC
Advertisenment route tagged with a MAC Mobility extended conmunity
attribute with a sequence nunber one greater than the sequence nunber
in the MAC nobility attribute of the received MAC Adverti senent
route. In the case of the first nobility event for a given MAC
address, where the received MAC Advertisenment route does not carry a
MAC Mobility attribute, the value of the sequence nunber in the
received route is assunmed to be 0 for purpose of this processing.

- A PE detecting a locally attached MAC address for which it had
previously received a MAC Advertisenent route with the same Ethernet
segrment identifier advertises it wth:
i. no MAC Mobility extended conmunity attribute, if the received
route did not carry said attribute.

ii. a MAC Mbbility extended comunity attribute with the sequence
nunber equal to the sequence nunber in the received MAC
Advertisenment route, if the received route is tagged with a MAC
Mobility extended comunity attribute.

A PE receiving a MAC Advertisenent route for a MAC address with a
different Ethernet segnent identifier and a hi gher sequence nunber
than that which it had previously advertised, withdraws its MAC
Advertisenment route. If two (or nore) PEs advertise the sane MAC
address with same sequence nunber but different Ethernet segnent
identifiers, a PE that receives these routes selects the route
advertised by the PE with | owest | P address as the best route.
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Mul ti cast

The PEs in a particular E-VPN may use ingress replication or P2MP
LSPs to send nulticast traffic to other PEs.

1. Ingress Replication

The PEs may use ingress replication for flooding unknown uni cast,
mul ticast or broadcast traffic as described in section "Handling of
Multi-Destination Traffic". A given unknown uni cast or broadcast
packet nust be sent to all the renote PEs. However a given nulticast
packet for a multicast flow nay be sent to only a subset of the PEs.
Specifically a given multicast flow nmay be sent to only those PEs
that have receivers that are interested in the nulticast flow

Det er m ni ng whi ch of the PEs have receivers for a given nulticast
flowis done using explicit tracking described bel ow

2. P2MP LSPs

An PE may use an "Inclusive" tree for sending an unknown uni cast,
broadcast or mnulticast packet or a "Selective" tree. This term nol ogy
is borrowed from [ VPLS- MCAST].

A variety of transport technol ogies nmay be used in the SP network

For inclusive P-Miulticast trees, these transport technol ogi es include
poi nt-to-multi point LSPs created by RSVP-TE or mLDP. For selective P-
Mul ticast trees, only unicast PE-PE tunnels (using MPLS or | P/ GRE
encapsul ati on) and P2MP LSPs are supported, and the supported P2MP
LSP signaling protocols are RSVP-TE, and niDP.

3. MP2MP LSPs

The root of the MP2MP LDP LSP advertises the Inclusive Milticast Tag
route with the PVMSI Tunnel attribute set to the MP2MP Tunne
identifier. This advertisenent is then sent to all PEs in the E-VPN

Upon receiving the Inclusive Miulticast Tag routes with a PMSI Tunne
attribute that contains the MP2MP Tunnel identifier, the receiving
PEs initiate the setup of the MP2MP tunnel towards the root using the
procedures in [ M.DP]

3.1. Inclusive Trees

An Inclusive Tree allows the use of a single nulticast distribution
tree, referred to as an Inclusive P-Milticast tree, in the SP network
to carry all the multicast traffic froma specified set of EVIsS on a
given PE. A particular P-Miulticast tree can be set up to carry the
traffic originated by sites belonging to a single E-VPN, or to carry
the traffic originated by sites belonging to different E-VPNs. The
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ability to carry the traffic of nore than one E-VPN on the sane tree
is termed ' Aggregation’. The tree needs to include every PE that is a
menber of any of the E-VPNs that are using the tree. This inplies
that an PE nay receive nmulticast traffic for a nulticast stream even
if it doesn't have any receivers that are interested in receiving
traffic for that stream

An Inclusive P-Multicast tree as defined in this docunent is a P2MP
tree. A P2MP tree is used to carry traffic only for E-VPN CEs that
are connected to the PE that is the root of the tree.

The procedures for signaling an Inclusive Tree are the sane as those
in [VPLS-MCAST] with the VPLS-AD route replaced with the Inclusive
Mul ticast Ethernet Tag route. The P-Tunnel attribute [VPLS-MCAST] for
an Inclusive tree is advertised in the Inclusive Milticast route as
described in section "Handling of Miulti-Destination Traffic". Note
that an PE can "aggregate" nultiple inclusive trees for different
EVIs on the same P2MP LSP using upstream | abel s. The procedures for
aggregation are the sane as those described in [VPLS-MCAST], with
VPLS A-D routes replaced by E-VPN Inclusive Milticast routes.

3.2. Selective Trees

A Selective P-Multicast tree is used by an PE to send I P nulticast
traffic for one or nore specific IP multicast streanms, originated by
CEs connected to the PE, that belong to the sane or different E-VPNs,
to a subset of the PEs that belong to those E-VPNs. Each of the PEs
in the subset should be on the path to a receiver of one or nore

mul ticast streans that are mapped onto the tree. The ability to use
the same tree for nulticast streans that belong to different E-VPNs
is termed an PE the ability to create separate SP nmulticast trees for
specific nulticast streams, e.g. high bandwi dth nulticast streans.
This allows traffic for these nmulticast streans to reach only those
PE routers that have receivers in these streans. This avoids fl ooding
other PE routers in the E-VPN

An SP can use both Inclusive P-Milticast trees and Sel ective P-
Multicast trees or either of themfor a given E-VPN on an PE, based
on |l ocal configuration

The granularity of a selective tree is <RD, PE, S, G where Sis an

I P multicast source address and Gis an |IP nulticast group address or
Gis a nulticast MAC address. W/l dcard sources and wi |l dcard groups
are supported. Selective trees require explicit tracking as described
bel ow.

A E-VPN PE advertises a selective tree using a E-VPN sel ective A-D
route. The procedures are the same as those in [VPLS-MCAST] with S
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PMSI A-D routes in [VPLS-MCAST] replaced by E-VPN Sel ective A-D
routes. The information elenments of the E-VPN selective A-Droute
are simlar to those of the VPLS S-PMSI A-D route with the foll ow ng
differences. A E-VPN Selective A-D route includes an optiona

Et hernet Tag field. Also an E-VPN selective A-D route may encode a
MAC address in the Goup field. The encoding details of the E-VPN
selective A-D route will be described in the next revision

Sel ective trees can al so be aggregated on the same P2MP LSP usi ng
aggregation as described in [VPLS-MCAST].

4. Explicit Tracking

[ VPLS- MCAST] descri bes procedures for explicit tracking that rely on
Leaf A-D routes. The sane procedures are used for explicit tracking
in this specification with VPLS Leaf A-D routes replaced with E-VPN
Leaf A-D routes. These procedures allow a root PE to request
nmul ti cast menbership information for a given (S, G, fromleaf PEs.
Leaf PEs rely on | GW snooping or Pl M snoopi ng between the PE and the
CE to deternmine the nulticast nenbership infornmation. Note that the
procedures in [VPLS- MCAST] do not describe how explicit tracking is
perfornmed if the CEs are enabled with join suppression. The
procedures for this case will be described in a future version

Conver gence

This section describes failure recovery fromdifferent types of
network failures.

1. Transit Link and Node Fail ures between PEs

The use of existing MPLS Fast- Reroute mechani sms can provide failure
recovery in the order of 50ms, in the event of transit |link and node
failures in the infrastructure that connects the PEs.

2. PE Failures

Consi der a host hostl that is dual hormed to PEl and PE2. |f PE1l
fails, a renote PE, PE3, can discover this based on the failure of
the BGP session. This failure detection can be in the sub-second
range if BFD is used to detect BGP session failure. PE3 can update
its forwarding state to start sending all traffic for hostl to only
PE2. It is to be noted that this failure recovery is potentially
faster than what would be possible if data plane |learning were to be
used. As in that case PE3 would have to rely on re-|earning of MAC
addresses via PE2.

2.1. Local Repair
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It is possible to performlocal repair in the case of PE failures.
Details will be specified in the future.

3. PEto CE Network Fail ures

When an Et hernet segnment connected to an PE fails or when a Ethernet
Tag i s deconmi ssioned on an Ethernet segnent, then the PE MJST

wi t hdraw t he Et hernet A-D route(s) announced for the <ESI, Ethernet
Tags> that are inpacted by the failure or decomm ssioning. In
addition, the PE MUST al so withdraw the MAC advertisenent routes that
are inpacted by the failure or deconmi ssioning.

The Ethernet A-D routes should be used by an inplenentation to
optinmize the withdrawal of MAC advertisenent routes. Wen an PE
receives a withdrawal of a particular Ethernet A-D route froman PE
it SHOULD consider all the MAC advertisement routes, that are | earned
fromthe sane <ESI, Ethernet Tag> as in the Ethernet A-D route, from
the advertising PE, as having been withdrawn. This optim zes the
networ k convergence times in the event of PE to CE failures.

LACP State Synchroni zation

This section requires review and di scussi on anbngst the authors and
will be revised in the next version.

To support CE nmulti-homing with nulti-chassis Ethernet bundles, the
PEs connected to a given CE shoul d synchronize [802. 1AX] LACP state
anongst each other. This ensures that the PEs can present a single
LACP bundle to the CE. This is required for initial system bring-up
and upon any configuration change.

This includes at |east the foll owing LACP specific configuration
paraneters

- Systemldentifier (MAC Address): uniquely identifies a LACP
speaker.

- SystemPriority: determni nes which LACP speaker’s port
priorities are used in the Selection |ogic.

- Aggregator ldentifier: uniquely identifies a bundle within
a LACP speaker.

- Aggregator MAC Address: identifies the MAC address of the
bundl e.

- Aggregator Key: used to determnine which ports can join an
Aggr egat or.

- Port Nunber: uniquely identifies an interface within a LACP
speaker.

- Port Key: deternines the set of ports that can be bundl ed.

- Port Priority: determines a port’s precedence level to join

Saj assi, Aggarwal et al.Expires January 14, 2012 [ Page 39]



I NTERNET DRAFT BGP MPLS Based Ethernet VPN June 29, 2012

20.

21.

a bundle in case the nunber of eligible ports exceeds the
mexi mum nunber of links allowed in a bundle.

Furt hernore, the PEs should al so synchroni ze operational (run-tine)
data, in order for the LACP Sel ection |ogic state-nmachines to
execute. This operational data includes the foll owing LACP
operational paranmeters, on a per port basis:

- Partner Systemldentifier: this is the CE System MAC addr ess.
- Partner SystemPriority: the CE LACP System Priority

- Partner Port Nunber: CE s AC port nunber.

- Partner Port Priority: CEs AC Port Priority.

- Partner Key: CE's key for this AC

- Partner State: CE s LACP State for the AC

- Actor State: PE's LACP State for the AC

- Port State: PE's AC port status.

The above state needs to be communi cated between PEs forming a nulti-
chassis bundle during LACP initial bringup, upon any configuration
change and upon the occurrence of a failure.

It should be noted that the above configuration and operational state
is localized in scope and is only relevant to PEs which connect to
the sane nmulti-homed CE over a given Ethernet bundl e.

Furt hernmore, the communicati on of state changes, upon failures, nust
occur with minimal latency, in order to mnimze the switchover tine
and consequent service disruption. The protocol details for
synchroni zing the LACP state will be described in the foll ow ng

ver si on.
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