TI CTOC Wor ki ng Group S. Davari

Internet-Draft A Oen
I ntended status: Standards Track Br oadcom Cor p.
Expires: April 9, 2012 M Bhatia
P. Roberts

Al cat el - Lucent

L. Monti ni

Ci sco Systens
Cctober 7, 2011

Transporting PTP nmessages (1588) over MPLS Networ ks
draft-ietf-tictoc-1588overnpls-02

Abstract

Thi s docunent defines the nethod for transporting PTP nessages (PDUs)
over an MPLS network. The nethod allows for the easy identification
of these PDUs at the port level to allow for port |evel processing of
these PDUs in both LERs and LSRs.

The basic idea is to transport PTP messages inside dedi cated MPLS
LSPs. These LSPs only carry PTP nessages and possibly Control and
Managenment packets, but they do not carry custoner traffic.

Two met hods for transporting 1588 over MPLS are defined. The first
method is to transport PTP nmessages directly over the dedicated MPLS
LSP via UDP/I P encapsul ation, which is suitable for | P/ MPLS networks.
The second nethod is to transport PTP nessages inside a PWvia

Et hernet encapsul ati on, which is nore suitable for MPLS-TP networks.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 9, 2012.
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].

When used in | ower case, these words convey their typical use in

common | anguage, and are not to be interpreted as described in
RFC2119 [ RFC2119].
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1. Introduction

The objective of Precision Tine Protocol (PTP) is to synchronize

i ndependent cl ocks running on separate nodes of a distributed system
[ EEE] defines PTP nessages for clock and time synchronization. The
PTP nessages include PTP PDUs over UDP/IP (Annex D and E of [I|EEE])
and PTP PDUs over Ethernet (Annex F of [IEEE]). This docunent
defines mapping and transport of the PTP messages defined in [|EEE]
over MPLS networ ks.

PTP defines several clock types: ordinary clocks, boundary cl ocks,
end-to-end transparent clocks, and peer-to-peer transparent clocks.
One key attribute of all of these clocks is the recommendation for
PTP messages processing to occur as close as possible to the actua
transm ssion and reception at the physical port interface. This
targets optinmal tinme and/or frequency recovery by avoiding variable
del ay introduced by queues internal to the clocks. To facilitate the
fast and efficient recognition of PTP nessages at the port |evel when
the PTP nessages are carried over MPLS LSPs, this docunment defines
the specific encapsul ations that should be used. In addition, it can
be expected that there will exist LSR/ LERs where only a subset of the
physical ports will have the port based PTP nessage processing
capabilities. In order to ensure that the PTP carrying LSPs al ways
enter and exit ports with this capability, routing extensions are
defined to advertise this capability on a port basis and to allow for
the establishnent of LSPs that only transit such ports. While this
pat h establishment restriction may be applied only at the LER

i ngress/egress ports, it becomes nore inportant when using
Transparent O ock capable LSRs in the path.

The port based PTP nessage processing involves PTP event nessage
recognition. Once the PTP event nessages are recogni zed they can be
nmodi fi ed based on the reception or transm ssion timestanp. An
alternative technique to actual packet nodification could include the
enforcenment of a fixed delay tinme across the LSR to renove
variability in the transit delay. This latter would be applicable in
a LSR which does not contain a PTP transparent C ock function

Thi s docunment provides two nethods for transporting PTP nessages over
MPLS. One is principally focused on an | P/ MPLS environnent and the
second is focused on the MPLS-TP environment.

Wil e the techni ques included herein allow for the establishnment of
pat hs optinized to include PTP Ti nestanpi ng capable Iinks, the
performance of the Sl ave clocks is outside the scope of this
docunent .
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2.

Ter ni nol ogy

1588: The timing and synchroni zation as defined by | EEE 1588

PTP. The tim ng and synchroni zation protocol used by 1588

Mast er C ock: The source of 1588 tinming to a set of slave clocks.

Master Port: A port on a ordinary or boundary clock that is in Master
state. This is the source of timng toward slave ports.

Slave O ock: A receiver of 1588 timng froma master clock

Slave Port: A port on a boundary clock or ordinary clock that is
receiving timng froma master clock.

Ordinary Cock: A device with a single PTP port.

Transparent C ock. A device that neasures the tinme taken for a PTP
event nessage to transit the device and then updates the
correctionField of the message with this transit tine.

Boundary O ock: A device with nore than one PTP port. Generally
boundary clocks will have one port in slave state to receive tining
and then other ports in naster state to re-distribute the tining.
PTP LSP: An LSP dedicated to carry PTP nessages

PTP PW A PWwithin a PTP LSP that is dedicated to carry PTP
nessages.

CW Pseudowi re Control Wrd

LAG Link Aggregation

ECMP: Equal Cost Multipath

CF: Correction Field, a field inside certain PTP nessages (nessage

type 0-3)that holds the accunulative transit tinme inside intermnmediate
SW t ches
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3.

Pr obl em St at enent

When PTP nmessages are transported over MPLS networks, there is a need
for PTP nessage processing at the physical port level. This
requirenent exists to mninmumuncertainty in the transit delays. |If
PTP nessage processing occurs interior to the MPLS routers, then the
vari abl e del ay i ntroduced by queui ng between the physical port and
the PTP processing will add noise to the timng distribution. Port
based processing applies at both the originating and term nating LERs
and also at the internediate LSRs if they support transparent clock
functionality.

PTP nessages over Ethernet or |IP can always be tunnel ed over MPLS.
However there is a requirenent to limt the possible encapsul ation
options to sinplify the PTP message processing required at the port
level. This applies to all 1588 clock types inplenented in MPLS
routers. But this is particularly inportant in LSRs that provide
transparent clock functionality.

When 1588- awareness i s needed, PTP nmessages shoul d not be transported
over LSPs or PW that are carrying custoner traffic because LSRs
perform Label switching based on the top label in the stack. To

det ect PTP nessages inside such LSPs require special hardware to do
deep packet inspection at line rate. Even if such hardware exists,
the payload can’'t be deternministically identified by LSRs because the
payl oad type is a context of the PWIlabel and the PWlabel and its
context are only known to the Edge routers (PEs); LSRs don’t know
what is a PWs payload (Ethernet, ATM FR CES, etc). Even if one
restricts an LSP to only carry Etehrent PW, the LSRs don't have the
know edge of whether PWControl Wrd (CW is present or not and
therefore can’t determnistically identify the payl oad.

Therefore a generic nmethod is defined in this docunent that does not
require deep packet inspection at line rate, and can
deterministically identify PTP nessages. The defined nethod is
applicable to both MPLS and MPLS- TP net wor ks.
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4.

1588 over MPLS Architecture

1588 comuni cation flows map onto MPLS nodes as follows: 1588
messages are exchange between PTP ports on Ordinary and boundary
clocks. Transparent clocks do not ternmi nate the PTP nessages but
they do nodify the contents of the PTP nessages as they transit
across the Transparent clock. SO Ordinary and boundary cl ocks woul d
exist within LERs as they are the termnation points for the PTP
messages carried in MPLS. Transparent clocks would exist within LSRs
as they do not terminate the PTP nessage exchange

Per haps a picture would be good here.
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5. Dedicated LSPs for PTP nessages

Many net hods were considered for identifying the 1588 nmessages when
they are encapsul ated in MPLS such as by using GAL/ ACH or a new
reserved | abel. These nethods were not attractive since they either
required deep packet inspection and snooping at line rate or they
requi red use of a scarce new reserved |label. Al so one of the goals
was to reuse existing OAM and protection nmechani sns.

The met hod defined in this docunent can be used by LER/'LSRs to
identify PTP messages in MPLS tunnels by using dedicated LSPs to
carry PTP nessages

Conpl i ant i npl enent ati ons MJST use dedicated LSPs to carry PTP
messages over MPLS. These LSPs are herein referred to as "PTP LSPs"
and the | abels associated with these LSPs as "PTP | abel s". These
LSPs could be P2P or P2MP LSPs. The PTP LSP between Master C ocks
and Sl ave C ocks MAY be P2MP or P2P LSP while the PTP LSP between
each Slave O ock and Master C ock SHOULD be P2P LSP. The PTP LSP
between a Master Clock and a Slave O ock and the PTP LSP between the
same Sl ave O ock and Master C ock MJUST be co-routed. Alternatively,
a single bidirectional co-routed LSP can be used. The PTP LSP MAY be
MPLS LSP or MPLS-TP LSP. This co-routing is required to limt
differences in the delays in the Master clock to Slave clock
direction conpared to the Slave clock to Master clock direction

The PTP LSPs coul d be configured or signaled via RSVP-TE GWLS. New
RSVP- TE/f GWPLS TLVs and objects are defined in this docunent to
i ndicate that these LSPs are PTP LSPs.

The PTP LSPs MAY carry essential MPLS/ MPLS-TP control plane traffic

such as BFD and LSP Ping but the LSP user plane traffic MJST be PTP
only.
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6. 1588 over MPLS Encapsul ation

Thi s docunment defines two methods for carrying PTP nmessages over
MPLS. The first nethod is carrying | P encapsul ated PTP nessages over
PTP LSPs and the second nmethod is to carry PTP nessages over

dedi cated Ethernet PW (called PTP PW) inside PTP LSPs.

6.1. 1588 over LSP Encapsul ation
The sinplest nethod of transporting PTP nmessages over MPLS is to

encapsul ate PTP PDUs in UDP/IP and then encapsulate themin PTP LSP.
The 1588 over LSP format is shown in Figure 1.

Fom e e e e oo +
| PTP Tunnel Label |
o e e e e e e aa oo +
[ | Pv4/ 6 [
o e e e e e e e e e oo +
| uDP |
Fom e e e e oo +
[ PTP PDU [
o e e e e e e aa oo +

Figure 1 - 1588 over LSP Encapsul ation

This encapsulation is very sinple and is useful when the networks
bet ween 1588 Master O ock and Slave O ock are | P/ MPLS net works.

In order for an LSR to process PTP nessages, the PTP Label nust be
the top | abel of the |abel stack.

The UDP/ I P encapsul ation of PTP MUST foll ow Annex D and E of [I|EEE].
6.2. 1588 over PW Encapsul ation

Anot her nethod of transporting 1588 over MPLS networks is by
encapsul ating PTP PDUs in Ethernet and then transporting them over
Et hernet PW (PTP PW as defined in [RFC4448], which in turnis
transported over PTP LSPs. Alternatively PTP PDUs MAY be

encapsul ated in UDP/ | P/ Ethernet and then transported over Ethernet
PW

Bot h Raw and Tagged nodes for Ethernet PWare permtted. The 1588
over PWformat is shown in Figure 2.
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T +
| PTP Tunnel Label |
S +
[ PW Label [
S +
| Control Word |
S +
| Et her net |
| Header |
e e e e +
| VLANs |
| (optional) |
e +
[ | PV4/ V6 [
| (optional) |
e e e e +
I ubP I
| (optional) |
e +
[ PTP PDU [
S +

Figure 2 - 1588 over PW Encapsul ation

The Control Word (CW as specified in [ RFC4448] SHOULD be used to
ensure a nore robust detection of PTP nessages inside the MPLS
packet. If CWis used, the use of Sequence nunber is optional.

The use of VLAN and UDP/IP are optional. Note that 1 or 2 VLANs NMNAY
exi st in the PW payl oad.

In order for an LSR to process PTP messages, the top | abel of the

| abel stack (the Tunnel Label) MJST be from PTP | abel range. However
in some applications the PWI|abel may be the top | abel in the stack,
such as cases where there is only one-hop between PEs or in case of
PHP. In such cases, the PWI|abel SHOULD be chosen from the PTP Label
range.

In order to ensure congruency between the two directions of PTP
message flow, ECMP should not be used for the PTP LSPs. Therefore,
no Entropy label [I-D.ietf-pwe3-fat-pw] is necessary and it SHOULD
NOT be present in the stack.

The Et hernet encapsul ati on of PTP MJUST foll ow Annex F of [IEEE] and
the UDP/I P encapsul ati on of PTP MJST foll ow Annex D and E of [I|EEE].

For 1588 over MPLS encapsul ations that are PWbased, there are sone
cases in which the PTP LSP | abel may not be present:
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o Wen PHP is applied to the PTP LSP, and the packet is received
wi t hout PTP LSP | abel at PWtermnation point

0 Wien the PWis established between two routers directly connected
to each other and no PTP LSP is needed.

In such cases it is required for a router to identify these packets

as PTP packets. This would require the PWIlabel to also be a | abe
that is distributed specifically for carrying PTP traffic (aka PTP PW
| abel). Therefore there is a need to add extension to LDP/ BGP PW

| abel distribution protocol to indicate that a PWIlabel is a PTP PW

| abel s.
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7

1588 Message Transport
1588 protocol conprises of the foll ow ng nmessage types:
o0 Announce
0 SYNC
o FOLLOW UP
o DELAY_REQ (Del ay Request)
0 DELAY_RESP (Del ay Response)
0 PDELAY_REQ (Peer Del ay Request)
0 PDELAY_RESP (Peer Del ay Response)
0 PDELAY_RESP_FOLLOW UP (Peer Delay Response Fol |l ow up)
o Managenent
o Signaling

A subset of PTP nessage types that require tinestanp processing are
call ed Event nessages:

o SYNC

o DELAY_REQ (Del ay Request)

0 PDELAY_REQ (Peer Del ay Request)

0 PDELAY_RESP (Peer Del ay Response)

SYNC and DELAY_REQ are exchanged between Master O ock and Sl ave d ock
and MJUST be transported over PTP LSPs. PDELAY_REQ and PDELAY_RESP
are exchanged between adj acent PTP cl ocks (i.e. Master, Slave,
Boundary, or Transparent) and MAY be transported over single hop PTP
LSPs. |If Two Step PTP clocks are present, then the FOLLOW UP,

DELAY RESP, and PDELAY_RESP_FOLLOW UP nessages nust al so be
transported over the PTP LSPs.

For a given instance of 1588 protocol, SYNC and DELAY REQ MJST be
transported over two PTP LSPs that are in opposite directions. These
PTP LSPs, which are in opposite directions MJST be congruent and co-
routed. Alternatively, a single bidirectional co-routed LSP can be
used.
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Except as indicated above for the two-step PTP cl ocks, Non-Event PTP
nmessage types don’t need to be processed by internediate routers.
These nessage types MAY be carried in PTP Tunnel LSPs
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8. Protection and Redundancy

In order to ensure continuous uninterrupted operation of 1588 Sl aves,
usual ly as a general practice, Redundant Masters are tracked by each
Slave. It is the responsibility of the network operator to ensure
that physically disjoint PTP tunnels that don’t share any link are
used between the redundant Masters and a Sl ave.

When redundant Masters are tracked by a Slave, any prol onged PTP LSP
or PTP PWoutage will trigger the Slave Cock to switch to the
Redundant Master O ock. However LSP/PW protection such as Linear
Protection Switching (1:1,1+1), Ring protection switching or MPLS
Fast Reroute (FRR) SHOULD still be used to provide resiliency to

i ndi vi dual network segment fail ures.

Note that any protection or reroute nechanismthat adds additiona

| abel to the | abel stack, such as Facility Backup Fast Reroute, MJST
ensure that the pushed label is a PTP Label to ensure recognition of
the MPLS frame as contai ning PTP nessages as it transits the backup

pat h. .
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9. ECW

To ensure the optimal operation of 1588 Slave clocks and avoid errors
i ntroduced by forward and reverse path delay asymetry, the physical
path for PTP nmessages from Master Clock to Slave O ock and vice versa
must be the same for all PTP nessages listed in section 7 and nust
not change even in the presence of ECMP in the MPLS networKk.

To ensure the forward and reverse paths are the sane PTP LSPs and PW
MUST NOT be subject to ECVP.
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10.

OAM Control and Managenent

In order to manage PTP LSPs and PTP PWs, they MAY carry OAM Control
and Managenent nessages. These control and nanagenent nessages can
be differentiated from PTP nessages via al ready defined | ETF net hods.

In particular BFD [ RFC5880], [RFC5884] and LSP-Pi ng [ RFC4389] MAY run
over PTP LSPs via UDP/IP encapsul ation or via GAL/ G ACH  These
Management protocols are easily identified by the UDP Destination
Port number or by GAL/ACH respectively.

Al so BFD, LSP-Ping and other Managenent nessages MAY run over PTP PW
via one of the defined VCCvs (Type 1, 2 or 3) [RFC5085]. 1In this
case G ACH, Router Alert Label (RAL), or PWIlabel (TTL=1) are used to
identify such managenent nessages.
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11.

QoS Consi derati ons

In network depl oynents where not every LSR/LER is PTP-aware, then it
is inportant to reduce the inpact of the non-PTP-aware LSR/ LERs on
the tinmng recovery in the slave clock. The PTP nessages are tine
critical and nmust be treated with the highest priority. Therefore
1588 over MPLS nmessages nust be treated with the highest priority in
the routers. This can be achieved by proper setup of PTP tunnels.

It is recomended that the PTP LSPs are setup and marked properly to
i ndicate EF-PHB for the CoS and Green for drop eligibility.

In network depl oynents where every LSR/LER supports PTP LSPs, then it
MAY NOT be required to apply the sanme level of prioritization as
speci fi ed above.
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12. FCS Recal cul ation
Et hernet FCS of the outer encapsul ation MJST be recal cul ated at every

LSR that perforns the Transparent C ock processing and FCS retention
for the payl oad Ethernet described in [ RFC4720] MJST NOT be used.
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13.

UDP Checksum Correction

For UDP/IP encapsul ati on node of 1588 over MPLS, the UDP checksumi s
optional when used for |Pv4 encapsul ation and nandatory in case of

| Pv6. When | Pv4/v6 UDP checksumis used each 1588-aware LSR nust
either increnentally update the UDP checksum after the CF update or
shoul d verify the UDP checksum on reception from upstream and
recal cul ate the checksum conpletely on transm ssion after CF update
to downstream node
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14.

14.

Routi ng extensions for 1588aware LSRs

MPLS-TE routing relies on extensions to OSPF [ RFC2328] [ RFC5340] and
IS 1S [ISO [RFCL195] in order to advertise Traffic Engineering (TE)
link information used for constraint-based routing.

Indeed, it is useful to advertise data plane TE router link
capabilities, such as the capability for a router to be 1588-aware.
This capability MJST then be taken into account during path
conputation to prefer or even require links that advertise thensel ves
as 1588-aware. |In this way the path can ensure the entry and exit
points into the LERs and, if desired, the links into the LSRs are
able to perform port based timestanping thus mnimzing their inpact
on the performance of the slave clock

For this purpose, the follow ng sections specify extensions to OSPF
and 1S-1Sin order to advertise 1588 aware capabilities of a link

1. 1588aware Link Capability for OSPF

OSPF uses the Link TLV (Type 2) that is itself carried within either
the Traffic Engineering LSA specified in [ RFC3630] or the OSPFv3
Intra-Area-TE LSA (function code 10) defined in [RFC5329] to
advertise the TE related information for the locally attached router
links. For an LSA Type 10, one LSA can contain one Link TLV
information for a single link. This extension defines a new 1588-
aware capability sub-TLV that can be carried as part of the Link TLV.

The 1588-aware capability sub-TLV is OPTIONAL and MUST NOT appear

nore than once within the Link TLV. |f a second instance of the
1588- aware capability sub-TLV is present, the receiving system MJST
only process the first instance of the sub-TLV. It is defined as
fol | ows:

0 1 2 3

01234567890123456789012345678901
T S S S T T S S s e ey
| Type | Length |
B S T S T S i i S s S S S S
[ FI ags [

i

Figure 3: 1588-aware Capability TLV

Wher e:

Type, 16 bits: 1588-aware Capability TLV where the value is TBD
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14.

Length, 16 bits: Gves the length of the flags field in octets, and
is currently set to 1

Flags, 8 bits: The bits are defined least-significant-bit (LSB)
first, so bit 7 is the least significant bit of the flags octet.

01234567
B i SN S
| Reserved |(
B i S S S

Fi gure 4: Fl ags Format

Correction (C) field Update field, 1 bit: Setting the Cbit to 1
indicates that the link is capable of recognizing the PTP event
packets and can conpensate for residence tine by updating the PTP
packet Correction Field. Wen this is set to 0, it nmeans that this
Iink cannot performthe residence tine correction but is capable of
performng MPLS franme forwarding of the frames with PTP | abel s using
a met hod that support the end to end delivery of accurate tinmng.
The exact method is not defined herein.

Reserved, 7 bits: Reserved for future use. The reserved bits nust be
i gnored by the receiver.

The 1588-aware Capability sub-TLV is applicable to both OSPFv2 and
OSPFv 3.

2. 1588aware Link Capability for 1S1S

The 1S-1S Traffic Engineering [ RFC3784] defines the intra-area
traffic engineering enhancenents and uses the Extended IS
Reachability TLV (Type 22) [RFC5305] to carry the per link TE-rel ated
informati on. This extension defines a new 1588-aware capability sub-
TLV that can be carried as part of the Extended IS Reachability TLV.

The 1588-aware capability sub-TLV is OPTIONAL and MJUST NOT appear
nore than once within the Extended IS Reachability TLV or the Multi -
Topol ogy (MI) Internediate Systens TLV (type 222) specified in

[ RFC5120]. |If a second instance of the 1588-aware capability sub-TLV
is present, the receiving system MJUST only process the first instance
of the sub-TLV.

The format of the 1S 1S 1588-aware sub-TLV is identical to the TLV
format used by the Traffic Engineering Extensions to IS 1S [RFC3784].
That is, the TLV is conprised of 1 octet for the type, 1 octet
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specifying the TLV length, and a value field. The Length field
defines the length of the value portion in octets.

0 1 2
012345678901234567890123
B e T i T e S S e T e S S e S e i s
| Type | Length | Fl ags |
B T o S in s T S S S T S S

Figure 5: 1588-aware Capability sub-TLV
VWher e:
Type, 8 bits: 1588-aware Capability sub-TLV where the value is TBD

Length, 8 bits: Gves the length of the flags field in octets, and is
currently set to 1

Fl ags, 8 bits: The bits are defined least-significant-bit (LSB)
first, so bit 7 is the least significant bit of the flags octet.

01234567
+o e e e e e e -+
[ Reserved | (|
+- - - - - - - -+

Fi gure 6: Flags Fornmat

Correction (C) field Update field, 1 bit: Setting the Cbit to 1
indicates that the link is capable of recognizing the PTP event
packets and can conpensate for residence time by updating the PTP
packet Correction Field. Wen this is set to 0, it means that this
link cannot performthe residence tine correction but is capable of
performng MPLS frane forwarding of the franes with PTP | abel s using
a nethod that support the end to end delivery of accurate tinng.
The exact method is not defined herein.

Reserved, 7 bits: Reserved for future use. The reserved bits nust be
i gnored by the receiver.
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15.

RSVP- TE Extensions for support of 1588

RSVP- TE signali ng MAY be used to setup the PTP LSPs. A new RSVP
object is defined to signal that this is a PTP LSP. The OFFSET to
the start of the PTP nessage header MAY al so be signal ed

| mpl enentations can trivially locate the correctionField (CF)

| ocation given this information. The OFFSET points to the start of
the PTP header as a node may want to check the PTP nmessageType before
it touches the correctionField (CF). The OFFSET is counted from TBD

The LSRs that receive and process the RSVP-TE GWLS nessages MAY use
the OFFSET to locate the start of the PTP nmessage header

Note that the new object/TLV Must be ignored by LSRs that are not
compliant to this specification

The new RSVP 1588 PTP_LSP obj ect should be included in signaling PTP
LSPs and is defined as foll ows:

0 1 2 3
TSRS TSRS TSRS TSRS +
[ Length (bytes) | dass-Num | C Type [
S S S S +
| Ofset to locate the start of the PTP nessage header |
o m e o m e o m e o m e +

Figure 7: RSVP 1588_PTP_LSP obj ect

The ingress LSR MUST include this object in the RSVP PATH Message.
It is just a normal RSVP path that is exclusively set up for PTP
nmessages
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16.

16.

16.

16.

Behavi or of LER/LSR
1. Behavi or of 1588-aware LER

A 1588-aware LER advertises it’'s 1588-awareness via the OSPF
procedure explained in earlier section of this specification. The
1588-aware LER then signals PTP LSPs by including the 1588 PTP_LSP
object in the RSVP-TE signaling.

When a 1588 nessage is received froma non-MPLS interface, the LER
MUST redirect themto a previously established PTP LSP. Wen a 1588
over MPLS nessage is received froman MPLS interface, the processing
is simlar to 1588-aware LSR processing.

2. Behavi or of 1588-aware LSR

1588-aware LSRs are LSRs that understand the 1588 PTP_LSP RSVP obj ect
and can perform 1588 processing (e.g. Transparent C ock processing).

A 1588-aware LSR advertises it’'s 1588-awareness via the OSPF
procedure explained in earlier section of this specification

When a 1588-aware LSR distributes a |abel for PTP LSP, it maintains
this information. Wen the 1588-aware LSR recei ves an MPLS packet,

it performs a |abel |ookup and if the label [ookup indicates it is a
PTP | abel then further parsing nust be done to positively identify
that the payload is 1588 and not OAM BFD or control and nmanagenent.
Rul i ng out non-1588 nessages can easily be done when parsing

i ndi cates the presence of GAL, ACH or VCCV (Type 1, 2, 3) or when the
UDP port number does not match one of the 1588 UDP port numnbers.

After a 1588 nessage is positively identified in a PTP LSP, the PTP
message type indicates whether any tinmestanp processing is required.
After 1588 processing the packet is forwarded as a nornmal MPLS packet
to downstream node

3. Behavi or of non-1588-aware LSR

It is most beneficial that all LSRs in the path of a PTP LSP be 1588-
aware LSRs. This would ensure the highest quality tinme and cl ock
synchroni zati on by 1588 Sl ave O ocks. However, this specification
does not nandate that all LSRs in path of a PTP LSP be 1588-aware.

Non- 1588-aware LSRs are LSRs that either don’t have the capability to
process 1588 packets (e.g. perform Transparent C ock processing) or
don’t understand the 1588 PTP_LSP RSVP obj ect.

Non- 1588-aware LSRs ignore the RSVP 1588 PTP_LSP object and just
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switch the MPLS packets carrying 1588 nessages as data packets and
don’t performany tinmestanp rel ated processing. However as expl ai ned
in QS section the 1588 over MPLS packets MJST be still be treated

with the highest priority.
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17.

O her consi derations

The use of Explicit Null (Label= 0 or 2) is acceptable as |long as
either the Explicit Null label is the bottom of stack | abe
(applicable only to UDP/I P encapsul ation) or the | abel bel ow the
Explicit Null |abel is a PTP | abel

The use of Penultimte Hop Pop (PHP) is acceptable as long as either
the PHP | abel is the bottom of stack |abel (applicable only to UDP/IP
encapsul ati on) or the | abel below the PHP | abel is a PTP | abel
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18.

Security Considerations

MPLS PWsecurity considerations in general are discussed in [ RFC3985]
and [ RFC4447], and those considerations also apply to this docunent.

An experinental security protocol is defined in [IEEE]. The PTP
security extension and protocol provides group source authentication
message integrity, and replay attack protection for PTP nessages.
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20.

20.

20.

20.

| ANA Consi derations
1. | ANA Considerations for OSPF
| ANA has defined a sub-registry for the sub-TLVs carried in an OSPF
TE Link TLV (type 2). |1ANA is requested to assign a new sub-TLV
codepoint for the 1588aware capability sub-TLV carried within the
Rout er Link TLV.

Val ue Sub- TLV Ref erences

TBD 1588awar e node sub-TLV (this docunent)

2. |1 ANA Considerations for IS 1S
| ANA has defined a sub-registry for the sub-TLVs carried in the IS-IS
Extended | S Reacability TLV. |ANA is requested to assign a new sub-

TLV code-point for the 1588aware capability sub-TLV carried within
the Extended IS Reacability TLV.

Val ue Sub- TLV Ref er ences
TBD 1588awar e node sub-TLV (this docunent)
3. | ANA Considerations for RSVP

I ANA is requested to assign a new C ass Nunber for 1588 PTP LSP
object that is used to signal PTP LSPs.

1588 PTP LSP bj ect
Cl ass- Num of type 11bbbbbb
Suggest ed val ue TBD

Defined CType: 1 (1588 PTP LSP)
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