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Abstract

This docunent defines a YANG data nodel for configuration of IP
i mpl emrent ati ons.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 17, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunment defines a YANG [ RFC6020] data nodel for configuration
of I P inplenentations.

The initial version of this data nodel focuses on configuration
paranmeters for interfaces. Future revisions of this data nodel night
add ot her kinds of IP configuration paraneters.

Configuration paranmeters to control IP routing are defined in
[I-D.ietf-netnod-routing-cfg].

1.1. Termnol ogy
The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, [RFC2119].

The following ternms are defined in [ RFC6241] and are not redefined

her e:
o client
0 server

The following ternms are defined in [ RFC6020] and are not redefined
her e:

0 augnent
o data nodel

o data node
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2. | P Data Mdel

The modul e "ietf-ip" augnents the "interface" list defined in the
"ietf-interfaces" nodule [I-D.ietf-netnod-interfaces-cfg] with the
foll owi ng data nodes, where square brackets are used to enclose a
list’s keys, and "?" neans that the node is optional. Choice and
case nodes are enclosed in parenthesis, and a case node is narked
with a colon (":").

+-rwif:interfaces
+-rwif:interface [nane]

.+;;rw i pv4

+--rw enabl ed? bool ean

+--rw i p-forwardi ng? bool ean

+--rw address [ip]

| +--rwip i net:i pv4-address

| +--rw (subnet)?

| +--:(prefix-1ength)

| | +--rwip:prefix-1length? uint8
| +--: (net mask)

+--rw i p: net mask? i net:i pv4-address

+--rw nei ghbor [ip]

+-rwip i net:ipv4-address

+--rw phys-address? yang: phys- addr ess

+--rwipv6é

+--rw enabl ed? bool ean
+--rw ip-forwardi ng? bool ean
+--rw address [ip]
| +--rwip i net:ipv6-address

| +--rw prefix-length? ui nt8

+--rw nei ghbor [ip]

| +--rwip i net:ipv6-address
| +--rw phys-address? yang: phys- addr ess
+--rw dup-addr-detect-transmts? ui nt 32
+--rw aut oconf

+--rw creat e-gl obal - addr esses? bool ean
+--rw create-tenporary-addresses? bool ean
+--rw tenporary-valid-lifetinme? ui nt 32

+--rw tenporary-preferred-lifetine? ui nt 32

The data nodel defines two containers, "ipv4" and "ipv6"

representing the IPv4 and |1 Pv6 address fanmlies. |In each container
there is a | eaf "enabled" that controls if the address famly is
enabled on that interface, and a leaf "ip-forwarding" that controls
if ip packet forwarding for the address famly is enabled on the
interface. In each container, there is also a list of manually
configured addresses, and a list of manually configured mappings from
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i p addresses to physical addresses.
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3. Relationship to IP-MB

If the device inplements | P-MB [ RFC4293], each entry in the "ipv4/
address" and "ipv6/address” lists is mapped to one i pAddressEntry,
where the i pAddressiflindex refers to the interface where the
"address" entry is configured.

The 1 P-M B defines objects to control 1Pv6 Router Advertisement. The
correspondi ng YANG data nodes are defined in
[I-D.ietf-netnod-routing-cfg].

The entries in "ipv4/ nei ghbor" and "ipv6/ nei ghbor" are napped to
i pNet ToPhysi cal Tabl e.

The object ipAddressStatus is witable in the IP-MB but does not
represent configuration, and is thus not napped to the YANG nodul e.

The following table lists the YANG data nodes with correspondi ng
objects in the I P-MB.

i pv4/ enabl ed
i pv4/ addr ess

| | ipvalnterfaceEnabl eStatus |
| | ipAddressEntry |
| ipva/address/ip | i pAddressAddr Type / i pAddressAddr

| ipv4/ nei ghbor | ipNet ToPhysi cal Tabl e |
| ipv6/enabl ed | ipv6lnterfaceEnabl eSt at us [
| ipv6/ip-forwarding | ipv6lnterfaceForwarding |
| ipv6/address | ipAddressEntry |
| ipve/address/ip | ipAddressAddr Type / i pAddressAddr |
| ipv6/ nei ghbor | ipNet ToPhysi cal Tabl e |

Mappi ng of YANG data nodes to | P-M B objects

Bj or kl und Expi res January 17, 2013 [ Page 6]



Internet-Draft YANG | P Confi guration July 2012

4. | P configuration YANG Mdul e

This nmodul e inports typedefs from[RFC6021] and
[I-Dietf-netnod-interfaces-cfg], and references [ RFC0826], [RFC4861]
and [ RFC4862] .

RFC Ed.: update the date below with the date of RFC publication and
renove this note.

<CODE BEG NS> file "ietf-ip@012-07-16.yang"
modul e ietf-ip {

nanespace "urn:ietf:paranms: xm :ns:yang:ietf-ip";
prefix ip;

inmport ietf-interfaces {
prefix if;

} o

inmport ietf-inet-types {
prefix inet;

}

import ietf-yang-types {
prefix yang;

or gani zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"W Web: <http://tools.ietf.org/ wy/ netnod/>
W5 List: <mailto:netnod@etf.org>

WG Chair: David Kessens
<mui | t o: davi d. kessens@sn. con®

WG Chai r: Juergen Schoenwael der
<mai |t o:j . schoenwael der @ acobs- uni versity. de>

Edi t or: Martin Bjorkl und
<mailto: nbj @ail-f.com";

description
"This nodul e contains a coll ection of YANG definitions for
configuring IP inplenentations.

Copyright (c) 2012 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.
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Redi stribution and use in source and binary fornms, with or

wi t hout nodification, is pernmtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.”

/1l RFC Ed.: replace XXXX with actual RFC nunber and renove this
/1 note.

/1l RFC Ed.: update the date below with the date of RFC publication
/1 and renmpve this note.
revision 2012-07-16 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for |IP Configuration";
}

/* Features */

feature non-conti guous-net masks {
description
"I ndi cates support for configuring non-contiguous
subnet masks.";

}

/* Data nodes */

augrment "/if:interfaces/if:interface" {
description
"Paraneters for configuring IP on interfaces.

If an interface is not capable of running IP, the server
must not allow the client to configure these paraneters.”;

container ipvéd {
description
"Parameters for the | Pv4 address fanmily."
| eaf enabled {
type bool ean;
default true;
description
"Controls if IPv4d is enabled or disabled on this
interface.";
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}

| eaf ip-forwarding {
type bool ean;
default false
description
"Controls if |Pv4d packet forwarding is enabled or disabled
on this interface.";
}
list address {
key "ip";
description
"The list of manually configured | Pv4 addresses
on the interface.";

leaf ip {
type inet:ipv4-address;
description
"The | Pv4 address on the interface."
}

choi ce subnet {
default prefix-Iength;
description
"The subnet can be specified as a prefix-length, or
if the server supports non-contiguous netnasks, as
a net mask.

The default subnet is a prefix-length of 32."
| eaf prefix-length {
type uint8 {
range "0..32";

}
default 32;
description
"The length of the subnet prefix.";

| eaf netmask {
i f-feature non-contiguous-net masks;
type inet:ipv4-address;
description
"The subnet specified as a netnask."

}
}
Iist neighbor {
key "ip";

description
"Alist of manually configured nmappings froml Pv4
addresses to physical addresses.
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Entries in this list are used as static entries in the
ARP cache.";
ref erence
"RFC 826: An Ethernet Address Resol ution Protocol”

leaf ip {
type inet:ipv4-address;
description
"The | Pv4 address of a nei ghbor node."

}
| eaf phys-address {
type yang: phys-address;
description
"The physical |evel address of the nei hgbor node."

}

cont ai ner ipv6 {
description
"Paranmeters for the 1Pv6 address fanmly."

| eaf enabled {
type bool ean;
default true;
description
"Controls if IPv6 is enabled or disabled on this
interface.";

| eaf ip-forwarding {

type bool ean;

default false

description
"Controls if IPv6e packet forwarding is enabl ed or disabled
on this interface.";

ref erence
"RFC 4861: Nei ghbor Discovery for IP version 6 (1Pv6)

Section 6.2.1, IsRouter”;

|ist address {
key "ip";
description
"The list of manually configured | Pv6 addresses
on the interface.";

leaf ip {

type inet:ipv6-address;
description
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"The | Pv6 address on the interface."

| eaf prefix-length {
type uint8 {
range "0..128";

}
default 128;
description
"The length of the subnet prefix."

}

}

Iist neighbor {
key n i pll ;

description
"Alist of manually configured mappings froml Pv6
addresses to physical addresses.

Entries in this |list are used as static entries in the
Nei ghbor Cache.";
ref erence
"RFC 4861: Nei ghbor Discovery for IP version 6 (IPv6)";

leaf ip {
type inet:ipv6-address;
description
"The | Pv6 address of a nei ghbor node."

}
| eaf phys-address {
type yang: phys-address;
description
"The physical |evel address of the nei hgbor node.”

}

| eaf dup-addr-detect-transmts {
type uint32;
defaul t 1;
description
"The nunber of consecutive Neighbor Solicitation nmessages
sent while performng Duplicate Address Detection on a
tentative address. A value of zero indicates that
Duplicate Address Detection is not perfornmed on
tentative addresses. A value of one indicates a single
transm ssion with no foll owup retransm ssions."
ref erence
"RFC 4862: |Pv6 Statel ess Address Autoconfiguration”;
}

cont ai ner autoconf {
description
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"Paranmeters to control the autoconfiguration of |Pv6
addresses, as described in RFC 4862.";

ref erence
"RFC 4862: |Pv6 Statel ess Address Autoconfiguration”

| eaf create-gl obal -addresses {
type bool ean;
defaul t true;
description
"If enabled, the host creates gl obal addresses as
described in section 5.5 of RFC 4862.";
ref erence
"RFC 4862: |1Pv6 Statel ess Address Autoconfiguration”
}

| eaf create-tenporary-addresses {

type bool ean;

default false

description
"If enabled, the host creates tenporary addresses as
described in RFC 4941.";

ref erence
"RFC 4941: Privacy Extensions for Statel ess Address

Aut oconfiguration in | Pv6";

| eaf tenporary-valid-lifetine {
type uint32;
units "seconds”
def aul t 604800;
description
"The time the tenporary address is valid.";
ref erence
"RFC 4941: Privacy Extensions for Statel ess Address
Aut oconfiguration in | Pv6
- TEMP_VALI D_LI FETI ME"

| eaf tenporary-preferred-lifetine {
type uint32;
units "seconds";
default 86400;
description
"The time the tenporary address is preferred.”
reference
"RFC 4941: Privacy Extensions for Statel ess Address
Aut oconfiguration in | Pv6
- TEMP_PREFERED LI FETI ME";
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}
}

<CODE ENDS>
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5. | ANA Consi derati ons
This docunment registers a URl in the | ETF XM registry [ RFC3688].
Following the format in RFC 3688, the following registration is
requested to be nmde.
URI: urn:ietf:parans:xm:ns:yang:ietf-ip
Regi strant Contact: The NETMOD WG of the | ETF.
XM.: NA, the requested URI is an XM. nanespace.

Thi s docunent registers a YANG nodul e in the YANG Modul e Nanes
registry [ RFC6020] .

nane: ietf-ip

nanespace: urn:ietf:paranms: xm:ns:yang:ietf-ip
prefix: ip

r ef erence: RFC XXXX
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6

Security Considerations

The YANG nodul e defined in this nmeno is designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport |ayer and the nmandatory-to-inpl enment secure
transport is SSH [ RFC6242].

There are a nunber of data nodes defined in the YANG nodul e which are
writable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in sonme network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

i pv4/ enabl ed and i pv6/ enabl ed: These |eafs are used to enable or
di sable IPv4 and I Pv6 on a specific interface. By enabling a
protocol on an interface, an attacker might be able to create an
unsecured path into a node (or through it if routing is also
enabled). By disabling a protocol on an interface, an attacker
m ght be able to force packets to be routed through sone ot her
interface or deny access to sone or all of the network via that
pr ot ocol

i pv4/ address and i pv6/address: These lists specify the configured IP
addresses on an interface. By nodifying this information, an
attacker can cause a node to either ignore nessages destined to it
or accept (at least at the IP layer) nessages it would ot herw se
ignore. The use of filtering or security associations may reduce
the potential danmage in the latter case.

i pv4/ip-forwarding and ipv6/ip-forwarding: These leafs allow a
client to enable or disable the routing functions on the entity.
By disabling the routing functions, an attacker would possibly be
able to deny service to users. By enabling the routing functions,
an attacker could open a conduit into an area. This might result
in the area providing transit for packets it shouldn’t or mi ght
all ow the attacker access to the area bypassing security
saf equards. =i pv6/autoconf: The leafs in this branch control the
aut oconfiguration of |Pv6 addresses and in particul ar whether
tenporary addresses are used or not. By nodifying the
corresponding | eafs, an attacker might inpact the addresses used
by a node and thus indirectly the privacy of the users using the
node.
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Appendi x A. Exanpl e: NETCONF <get> reply

This section gives an exanple of a reply to the NETCONF <get > request
for a device that inplenents the data nodel defined in this docunent.

<rpc-reply
xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0"
message-i d="101">
<dat a>
<interfaces
xm ns="urn:ietf:parans: xm:ns:yang:ietf-interfaces">
nterface>
<nane>et h0</ name>
<t ype>et her net Csmacd</ t ype>
<l ocati on>0</1 ocati on>
<if-index>2</if-index>
<i pv4 xm ns="urn:ietf:parans: xm:ns:yang:ietf-ip">
<addr ess>
<i p>192.0. 2. 1</i p>
<prefix-1engt h>24</ prefix-Iengt h>
</ addr ess>
</ipva>
<i pv6 xm ns="urn:ietf:parans: xm:ns:yang:ietf-ip">
<addr ess>
<i p>2001: DB8: : 1</ i p>
<prefix-1engt h>32</ prefix-Iength>
</ addr ess>
<dup- addr - det ect -t ransm t s>0</ dup- addr -det ect-transm t s>
</ipv6>
</interface>
</interfaces>
</ dat a>
</rpc-reply>

<
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