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Abstract

Thi s docunent contains a specification of three YANG nodul es.
Together they formthe core routing data nodel which serves as a
framework for configuring a routing subsystem It is therefore
expected that these nodules will be augnmented by additional YANG
nmodul es defining data nodels for individual routing protocols and
other related functions. The core routing data nodel provides common
bui Il di ng bl ocks for such configurations - router instances, routes,
routing tables, routing protocols and route filters.
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1. Introduction
Thi s docunment contains a specification of the follow ng YANG nodul es:

o Mdule "ietf-routing" provides generic conponents of a routing
dat a nodel .

o Mbdule "ietf-ipv4-unicast-routing" augnments the "ietf-routing"
modul e with additional data specific to |IPv4 unicast.

o0 Mbdule "ietf-ipv6-unicast-routing" augnments the "ietf-routing"
nodul e with additional data specific to |IPv6 unicast, including
the router configuration variables required by [ RFC4861].

These nodul es toget her define the so-called core routing data nodel
which is proposed as a basis for the devel opnment of data nodels for
nmore sophisticated routing configurations. Wile these three nodul es
can be directly used for sinple IP devices with static routing, their
mai n purpose is to provide essential building blocks for nore
complicated setups involving multiple routing protocols, nulticast
routing, additional address famlies, and advanced functions such as
route filtering or policy routing. To this end, it is expected that
the core routing data nodel will be augnmented by numerous nodul es
devel oped by other |ETF working groups.
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2

.1

Term nol ogy and Not ati on

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
The following terns are defined in [ RFC6241]:

o client

0 nessage

0 protocol operation

o server

The following terns are defined in [ RFC6020]:

0 augnent

o configuration data

0 container

o data nodel

o data node

0 data type

o identity

0 mandatory node

o nodul e

0 operational state data

o prefix

0 RPC operation

d ossary of New Terns
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active route: a route which is actually used for sending packets.
If there are nultiple candidate routes with a matching destination
prefix, then it is up to the routing algorithmto select the
active route (or several active routes in the case of nulti-path

routing).
core routing data nodel: YANG data nodel resulting fromthe
combi nation of "ietf-routing", "ietf-ipv4-unicast-routing" and

"ietf-ipv6-unicast-routing” nodul es.
direct route: aroute to a directly connected network.
2.2. Prefixes in Data Node Nanes

In this docunent, names of data nodes, RPC nethods and ot her data
nodel objects are used nostly without a prefix, as long as it is
clear fromthe context in which YANG nodul e each nane is defined
O herwi se, nanes are prefixed using the standard prefix associ ated
with the correspondi ng YANG nodul e, as shown in Table 1.

Fom e e e - - o m e e e e e e e e e aa oo S +
| Prefix | YANG nodul e | Reference [
Fommnaann . . +
| ianaaf | iana-afn-safi | [IANA-I F- AF] |
I I I I
| if | ietf-interfaces | [ YANG I F] |
| | | |
| ip | ietf-ip | [YANG I P] [
I I I I
| rip | example-rip | Appendix A |
I I I I
| rt | ietf-routing | Section 6 |
| | | |
| vaur | ietf-ipv4-unicast-routing | Section 7 [
I I I I
| véur | ietf-ipv6-unicast-routing | Section 8 [
I I I I
| yang | ietf-yang-types | [ RFC6021] |
| | | |
| inet | ietf-inet-types | [RFC6021] [
Fommnaann . . +

Tabl e 1: Prefixes and correspondi ng YANG nodul es
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3. ojectives

The
f ol

(0]

Lhot ka

initial design of the core routing data nodel was driven by the
| owi ng obj ecti ves:

The data nodel should be suitable for the common address fanilies,
in particular IPv4 and I Pv6, and for unicast and nulticast
routing, as well as Miultiprotocol Label Swi tching (MPLS)

Sinple routing setups, such as static routing, should be
configurable in a sinple way, ideally w thout any need to devel op
addi ti onal YANG nodul es.

On the other hand, the core routing framework nust allow for
complicated setups involving multiple routing tables and nmultiple
routing protocols, as well as controlled redistributions of
routing information.

Devi ce vendors will want to map the data nodels built on this
generic framework to their proprietary data nodels and
configuration interfaces. Therefore, the framework shoul d be
flexible enough to facilitate such a mappi ng and acconmopdat e data
nodel s with different |ogic.
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4.

The Design of the Core Routing Data Mdel

The core routing data nodel consists of three YANG nodul es. The
first nodule, "ietf-routing", defines the generic conponents of a
routing system The other two nodules, "ietf-ipv4-unicast-routing”
and "ietf-ipv6-unicast-routing", augment the "ietf-routing" nodul e
with additional data nodes that are needed for |Pv4 and | Pv6 unicast
routing, respectively. The conbined data hierarchy is shown in
Figure 1, where brackets enclose list keys, "rw' nmeans configuration
"ro" operational state data, and "?" nmeans optional node.

Par ent heses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

+--rw routing
+--rw router [nane]
+--rw name
+--rwrouter-id?
+--rw description?
+--rw enabl ed?
+-rwinterfaces
| +--rwinterface [nane]
[ +--rw name
| +--rw véur:ipv6-router-advertisenents
| +--rw v6ur:send- adverti senent s?
| +--rw véur: max-rtr-adv-interval ?
| +--rw veur:mn-rtr-adv-interval ?
| +--rw véur: managed-fl ag?
[ +--rw véur: ot her-config-flag?
| +--rw véur:link-mu?
| +--rw véur:reachabl e-ti me?
| +--rw véur:retrans-timer?
| +--rw véur:cur-hop-limt?
| +--rw véur:default-lifetine?
[ +--rw véur: prefix-Iist
| +--rw veur: prefix [prefix-spec]
| +--rw véur: prefix-spec
| +--rw (control -adv-prefixes)?
| +--:(no-advertise)
| | +--rw v6ur:no-advertise?
[ +--: (advertise)
| +--rw véur:valid-lifetinme?
| +--rw véur:on-link-flag?
| +--rw veur:preferred-lifetime?
| +--rw v6ur: aut ononous-fl ag?
+--rw routing-protocols
| +--rwrouting-protocol [nane]
| +--rw hame
| +--rw description?
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+--rw type
+--rw connect ed-routing-tabl es
| +--rwrouting-table [nane]
[ +--rw name
| +-rwinport-filter?
| +--rw export-filter?
+--rw static-routes
+--rw vdur:ipv4
| +--rw vdur:route [id]
[ +--rw vdur:id
| +--rw v4ur: description?
| +--rw vdur: out goi ng-interface?
| +--rw vdur: dest-prefix
| +--rw v4ur: next - hop?
+--rw véur:ipv6
+--rw véur:route [id]
+--rw véur:id
+--rw véur: description?
+--rw véur: out goi ng-interface?
+--rw véur: dest-prefix
+--rw véur: next-hop?
+--rw routing-tabl es
+--rw routing-tabl e [nane]
+--rw nanme
+--rw address-fanily?
+--rw safi?
+--rw description?
+--ro0 routes
| +--ro route
+--ro outgoing-interface?
+--ro source-protocol

I

I

| +--ro age

| +--ro0 vdur:dest-prefix?
[ +--ro0 védur: next-hop?

| +--ro véur: dest-prefix?
| +--ro véur: next-hop?
+--rw recipient-routing-tables

+--rw recipient-routing-table [nane]
+--rw name
+-rwfilter?
+--rwroute-filters
+--rwroute-filter [nane]
+--rw nanme
+--rw description?
+--rw type?

Figure 1: Data hierarchy of the core routing data nodel.
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As can be seen fromFigure 1, the core routing data nodel introduces
several generic conponents of a routing framework: routers, routing
tabl es containing routes, routing protocols and route filters. The
foll owi ng subsecti ons describe these conponents in nore detail

By conbi ning the conmponents in various ways, and possibly augnenting
themwi th appropriate contents defined in other nodul es, various
routi ng setups can be realized.

[ S +
| direct | +---+ S S + +---+ S S +
| routes [--->| F|--->| |<---1 Fl<--] |
Feommeme- + +---+ [ mai n [ +---+ | additional
| routing | | routing |
e + +---+ | tabl e | +---+ | tabl e |
| static |---> F|--->| |--=> Fl--->] |
| routes | +---+ S S + +---+ S S +
IEREEEEE + " | " |
I v I v
-+  H---+ -+  H---+
I FI1 | FI I FI1 | FI
+---+ -+ +---+ -+
" I " I
I v I v
o + o +
| routing | | routing |
| protocol | | protocol |
S + S +

Figure 2: Exanple setup of the routing subsystem

The exanple in Figure 2 shows a typical (though certainly not the
only possible) organization of a nore conplex routing subsystemfor a
single address fanmily. Several of its features are worth nentioning:

0 Along with the nmain routing table, which nust always be present,
an additional routing table is configured.

o Each routing protocol instance, including the "static" and
"direct" pseudo-protocols, is connected to one routing table with
which it can exchange routes (in both directions, except for the
"static" and "direct" pseudo-protocols).

0 Routing tables may al so be connected to each other and exchange
routes in either direction (or both).

0 Route exchanges along all connections may be controlled by neans
of route filters, denoted by "F" in Figure 2
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4. 1. Rout er

Each router instance in the core routing data nodel represents a

| ogical router. The exact semantics of this termis left to

i mpl ementations. For exanple, router instances nmay be conpletely
isolated virtual routers or, alternatively, they may internally share
certain information.

Each network | ayer interface nust be assigned to one or nore router
instances in order to be able to participate in packet forwarding,
routing protocols and other operations of those router instances.
The assignnment is acconplished by creating a corresponding entry in
the list of router interfaces ("rt:interface"). The key of the list
entry MUST be the name of a configured network |layer interface, i.e.
the value of a node /if:interfaces/if:interface/if:nane defined in
the "ietf-interfaces" nodule [ YANG I F].
I mpl ement ati ons MAY specify additional rules for the assignnent of
interfaces to logical routers. For exanple, it may be required that
the sets of interfaces assigned to different |ogical routers be
di sj oi nt.
Apart fromthe key, each entry of the "rt:interface" Iist MAY contain
ot her configuration or operational state data related to the
correspondi ng router interface.

4.1.1. Configuration of I1Pv6 Router Interfaces
The nodul e "ietf-ipv6-unicast-routing" augnents the definition of the
data node "rt:interface" with definitions of the follow ng
configuration variables as required by [ RFC4861], sec. 6.2.1
0 send-advertisenents,
0 max-rtr-adv-interval
0 mn-rtr-adv-interval
o managed-fl ag,
o other-config-flag,
o link-ntu,
0 reachable-tine,

o retrans-tiner,
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o cur-hop-lint,
o default-lifetine,

o prefix-list: a list of prefixes to be advertised. The follow ng
paranmeters are associated with each prefix in the list:

* wvalid-lifetine,

* on-link-flag,

* preferred-lifetine,
* autononous-fl ag.

The definitions and descriptions of the above paraneters can be found
in the text of the nodule "ietf-ipv6-unicast-routing"” (Section 8).

NOTES:

1. The "lIsRouter"” flag, which is also required by [ RFC4861], is
inmplemented in the "ietf-ip" nodule [ YANGIP] (leaf "ip:ip-
forwardi ng").

2. The original specification [RFC4861] allows the inplenmentations
to decide whether the "valid-lifetinme" and "preferred-lifetime"
paraneters remain the same in consecutive advertisenents, or
decrenent in real time. However, the latter behavior seens
probl emati ¢ because the values night be reset again to the
(higher) configured values after a configuration is rel oaded.
Moreover, no inplenmentation is known to use the decrenenting
behavior. The "ietf-ipv6-unicast-routing” nodule therefore
assunes the former behavior with constant val ues.

4. 2. Rout e

Routes are basic units of information in a routing system The core
routi ng data nodel defines only the followi ng mniml set of route
attributes

0 "destination-prefix": IP prefix specifying the set of destination
addresses for which the route nay be used. This attribute is
mandat ory.

0 "next-hop": I P address of an adjacent router or host to which

packets with destinati on addresses bel onging to "destination-
prefix" should be sent.
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0 "outgoing-interface": network interface that should be used for
sendi ng packets with destination addresses belonging to
"destination-prefix".

The above list of route attributes suffices for a sinple static
routing configuration. It is expected that future nodul es defining
routing protocols will add other route attributes such as netrics or
pr ef er ences.

Routes and their attributes are used both in configuration data, for
exanpl e as manual |y configured static routes, and in operationa
state data, for exanple as entries in routing tables.

4.3. Routing Tables

Routing tables are lists of routes conplenented with adnmnistrative
data, nanely:

0 "source-protocol": name of the routing protocol fromwhich the
route was originally obtained.

o "age": nunber of seconds since the route was created or |ast
updat ed.

Each routing table may contain only routes of the sane address
famly. Address fanmily information consists of two parameters -
"address-fam |l y" and "safi" (Subsequent Address Family ldentifier,
SAFl). The pernmitted values for these two paranmeters are defined by
| ANA and represented using YANG enuneration types "ianaaf: address-
fam | y" and "ianaaf:subsequent-address-family" [|ANA-IF- AF].

In the core routing data nodel, the "routing-table" node represents
configuration while the descendant |ist of routes is defined as
operational state data. The contents of route lists are controlled
and nani pul ated by routing protocol operations which may result in
route additions, renovals and nodifications. This also includes
mani pul ations via the "static" and/or "direct" pseudo-protocols, see
Section 4.4.1.

One routing tabl e MUST be present for each router instance and each
address fanmily supported by that router instance. It is the so-
called main routing table to which all routing protocol instances
supporting the given address fanily SHOULD be connected by default.
For the two address families that are part of the core routing data
nmodel , the names of the main routing tables SHOULD be as foll ows:

o0 "main-ipv4-unicast" for |Pv4 unicast,
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0 "main-ipv6-unicast" for |Pv6 unicast.

Addi tional routing tables MAY be configured by creating new entries
inthe "routing-table"” list, either as a part of factory-default
configuration, or by a client’s action.

The naning schene for additional routing tables, as well as
restrictions on the nunber and configurability of routing tables are
i mpl ement ati on-specific.

The way how the routing systemuses information fromrouting tables
is outside the scope of this docunent. Typically, inplenentations
will either use a forwarding table, or performa direct |ook-up in
the main routing table in conjunction with a route cache.

Every routing table can serve as a source of routes for other routing
tables. To achieve this, one or nore recipient routing tables may be
specified in the configuration of the source routing table. In
addition, a route filter may be configured for each recipient routing
tabl e, which selects and/or mani pul ates the routes that are passed on
bet ween the source and recipient routing table.

4.4. Routing Protocols

The core routing data nodel provides an open-ended framework for
defining nultiple routing protocol instances. Each of themis
identified by a name, which MJST be unique within a router instance.
Each protocol MJST be assigned a type, which MJST be an identity
derived fromthe "rt:routing-protocol" base identity. The core
routing data nodel defines two identities for the direct and static
pseudo- protocols (Section 4.4.1).

Each routing protocol instance is connected to exactly one routing
table for each address fanmily that the routing protocol instance
supports. By default, every routing protocol instance SHOULD be
connected to the main routing table or tables. An inplenentation MAY
allow any or all routing protocol instances to be configured to use a
different routing table.

Routes |l earned fromthe network by a routing protocol are passed to
the connected routing table(s) and vice versa - routes appearing in a
routing table are passed to all routing protocols connected to the
tabl e (except "direct" and "static" pseudo-protocols) and nay be
advertised by that protocol to the network.

Two i ndependent route filters (see Section 4.5) may be defined for a

routing protocol instance to control the exchange of routes in both
directions between the routing protocol instance and the connected
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routing table:

o inport filter controls which routes are passed froma routing
protocol instance to the routing table,

o export filter controls which routes the routing protocol instance
may receive fromthe connected routing table.

Note that, for historical reasons, the terns inport and export are
used fromthe viewpoint of a routing table.

4.4.1. Routing Pseudo-Protocols

The core routing data nodel defines two special routing protoco
types - "direct"” and "static". Both are in fact pseudo-protocols,
whi ch neans that they are confined to the |ocal device and do not
exchange any routing information with neighboring routers. Routes
fromboth "direct" and "static" protocol instances are passed to the
connected routing table (subject to route filters, if any), but an
exchange in the opposite direction is not all owed.

Every router instance MJST contain exactly one instance of the
"direct" pseudo-protocol type. The nane of this instance MJST al so
be "direct". It is the source of direct routes for all configured
address fanmilies. Direct routes are normally supplied by the
operating system kernel, based on the configuration of network
interface addresses, see Section 5.2. Direct routes SHOULD by
default appear in the main routing table for each configured address
famly. However, using the framework defined in this docunent, the
target routing table for direct routes MAY be changed by connecting
the "direct" protocol instance to a non-default routing table.

Direct routes can also be filtered before they appear in the routing
tabl e.

A pseudo-protocol of the type "static" allows for specifying routes
manual ly. It MAY be configured in zero or nultiple instances

al though a typical inplementation will have exactly one instance per
| ogi cal router.

4.4.2. Defining New Routing Protocols

It is expected that future YANG nodules will create data nodels for
addi tional routing protocol types. Such a new nodule has to define
the protocol -specific configuration and operational state data, and
it has to fit it into the core routing framework in the foll ow ng
way:
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0 Anewidentity MIJST be defined for the routing protocol and its
base identity MJST be set to "rt:routing-protocol", or to an
identity derived from"rt:routing-protocol”

0 Additional route attributes MAY be defined, preferably in one
pl ace by means of defining a YANG grouping. The new attributes
have to be inserted as operational state data by augmenting the
definition of "rt:route" inside "rt:routing-table", and possibly
to other places in the configuration, operational state data and
RPC i nput or output.

0 Per-interface configuration parameters can be added by augnenting
the data node "rt:interface" (the list of router interfaces).

0o Oher configuration paraneters and operational state data can be
defined by augnenting the "routing-protocol"” data node. By using
the "when" statenent, this augnment SHOULD be nade conditional and
valid only if the value of the "rt:type" child |leaf equals to the
new protocol’s identity.

It is RECOWENDED that both per-interface and other configuration
data specific to the new protocol be encapsulated in an appropriately
named cont ai ner.

The above steps are inplenmented by the exanpl e YANG nodul e for the
RIP routing protocol in Appendix A First, the nodul e defines a new
identity for the RI P protocol

identity rip {
base rt:routing-protocol
description "ldentity for the RIP routing protocol.";

}

New route attributes specific to the RIP protocol ("netric" and
"tag") are defined in a grouping and then added to the route
definitions appearing in "routing-table" and in the output part of
the "active-route" RPC nethod:
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groupi ng route-content {
description
"Rl P-specific route content.”
| eaf nmetric {
type rip-nmetric;

}
| eaf tag {
type uint 16;
default "0";
description
"This |l eaf may be used to carry additional info, e.g. AS
nunber.";
}
}

augrment "/rt:routing/rt:router/rt:routing-tables/rt:routing-table/"
+ "rt:routes/rt:route" {
when "../../../../rt:routing-protocols/"
+ "rt:routing-protocol[rt:name=current()/rt:source-protocol]/"
+ "rt:type="rip:rip " {
description
"This augnent is only valid if the source protocol from which
the route originated is RIP.";
}
description
"Rl P-specific route conponents.";
uses route-content;

}

augrment "/rt:active-route/rt:output/rt:route" {
description
"Add RI P-specific route content."
uses route-content;

}

Per-interface configuration data are defined by the follow ng
"augnment" statenent:

Lhot ka Expi res January 10, 2013 [ Page 16]



Internet-Draft YANG Routing Configuration July 2012

augnent "/rt:routing/rt:router/rt:interfaces/rt:interface" {
when "../../rt:routing-protocols/rt:routing-protocol/rt:type =
+ "ripirip "
container rip {
description
"Per-interface RIP configuration."
| eaf enabled {
type bool ean;
default "true";

| eaf nmetric {
type rip-metric;
default "1";
}
}
}

Finally, global R P configuration data are integrated into the "rt:
routing-protocol"” node by using the foll owing "augnent" statenent,
which is again valid only for routing protocol instances whose type
is "rip:rip":

augrment "/rt:routing/rt:router/rt:routing-protocols/"
+ "rt:routing-protocol" {
when "rt:type = 'rip:rip’ "
container rip {
| eaf update-interval {
type uint8 {
range "10..60";

}
units "seconds";
default "30";

description
"Time interval between periodic updates.”;

4.5, Route Filters

The core routing data nodel provides a skeleton for defining route
filters that can be used to restrict the set of routes being
exchanged between a routing protocol instance and a connected routing
table, or between a source and a recipient routing table. Route
filters may al so mani pul ate routes, i.e., add, delete, or nodify
their attributes.

Route filters are global, which neans that a configured route filter
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may be used by any or all router instances.

By itself, the route filtering framework defined in this docunent
all ows for applying only the extrenme routing policies which are
represented by the follow ng pre-defined route filter types:

o "deny-all-route-filter": all routes are bl ocked,

o "allowall-route-filter": all routes are permtted.

Note that the latter type is equivalent to no route filter

It is expected that nore conprehensive route filtering frameworks
wi Il be devel oped separately.

Each route filter is identified by a nane which MJST be unique within
the entire configuration. |Its type MJST be specified by the "type"
identity reference - this opens the space for nultiple route
filtering franework inplenentations. The default value for the route
filter type is the identity "deny-all-route-filter".

4.6. RPC Operations
The "ietf-routing"” nodul e defines two RPC operations:
0 active-route,

0 route-count.

Their paranmeters and semantics are described in the follow ng
subsecti ons.

4.6.1. (QOperation "active-route”

Description: Retrieve one or nore active routes fromthe forwarding
information base (FIB) of a router instance, i.e., the route(s)
that are currently used by that router instance for sending
datagrans to the destination whose address is provided as an input
par amet er .

Par anet er s:

router-nane: Nane of the router instance whose FIBis to be
queri ed.
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destination-address: Network |ayer destination address for which
the active routes are requested.

Positive Response: One or nore "route" elenents containing the
active route(s).

Negati ve Response
If the logical router is not found, the server sends an "rpc-
error"” message with "error-tag" set to "data-m ssing", and "error-
app-tag" set to "router-not-found".
If no route exists for the given destination address, the server
sends an "rpc-error” message with "error-tag" set to "data-
m ssing” and "error-app-tag" set to "no-route”

4.6.2. Qperation "route-count"”
Description: Retrieve the total number of routes in a routing table.

Par anet er s:

router-nanme: Nanme of the logical router containing the routing
tabl e.

routing-table: Name of the routing table.

Positive Response: Elenent "nunber-of-routes” containing the
request ed nonnegative nunber.

Negati ve Response: |If the logical router or the routing table is not
found, the server sends an "rpc-error"” message with "error-tag"
set to "data-m ssing”, and "error-app-tag" set to "router-not-
found" or "routing-tabl e-not-found", respectively.
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5. Interactions with G her YANG Mdul es
The semantics of the core routing data nodel al so depend on severa
configuration paraneters that are defined in other YANG nodules. The
foll owi ng subsecti ons describe these interactions.

5.1. Mdule "ietf-interfaces"

The followi ng boolean switch is defined in the "ietf-interfaces" YANG
nodul e [ YANG | F] :

lif:interfaces/if:interfacel/if:enabled
If this switch is set to "false" for a given network | ayer
interface, the device MIST behave exactly as if that interface was
not assigned to any logical router at all

5.2. Mdule "ietf-ip"

The follow ng bool ean switches are defined in the "ietf-ip" YANG
nodul e [ YANG | P] :

lif:interfaces/if:interface/ip:ipvdlip:enabled

If this switch is set to "false" for a given interface, then all
I Pv4 routing functions related to that interface MIST be di sabl ed.

lif:interfaces/if:interface/ip:ipvd/ip:ip-forwarding
If this switch is set to "false" for a given interface, then the
forwarding of 1 Pv4 datagranms to and fromthis interface MJST be
di sabl ed. However, the interface nmay participate in other routing
functions, such as routing protocols.
lif:interfaces/if:interface/ip:ipv6/ip:enabled

If this switch is set to "false" for a given interface, then all
I Pv6 routing functions related to that interface MIST be disabl ed.

lif:interfaces/if:interface/ip:ipv6/ip:ip-forwarding
If this switch is set to "false" for a given interface, then the
forwarding of 1 Pv6 datagranms to and fromthis interface MJST be
di sabl ed. However, the interface nmay participate in other routing
functions, such as routing protocols.

In addition, the "ietf-ip" nodule allows for configuring | Pv4 and
| Pv6 addresses and subnet nasks. Configuration of these paranmeters

Lhot ka Expi res January 10, 2013 [ Page 20]



Internet-Draft YANG Routing Configuration July 2012

on an enabled interface MJST result in an imedi ate creation of the

corresponding direct route (usually in the main routing table). Its
destination prefix is set according to the configured |IP address and
subnet mask, and the interface is set as the outgoing interface for

that route.
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6. Routing YANG Modul e

RFC Ed.: In this section, replace all occurrences of "XXXX wth the
actual RFC number and all occurrences of the revision date below with
the date of RFC publication (and renove this note).

<CCDE BEG NS> file "ietf-routi ng@012-07-09. yang"
nmodul e ietf-routing {
nanespace "urn:ietf:parans:xm:ns:yang:ietf-routing"
prefix "rt";

inmport ietf-inet-types {
prefix "inet";

}

inmport ietf-interfaces {
prefix "if";

}

i mport iana-afn-safi {
prefix "ianaaf";

}

or gani zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wg/ netnod/ >
W5 List: <mailto:netnod@etf.org>

WG Chair: David Kessens
<mui | t o: davi d. kessens@sn. con®

WG Chai r: Juergen Schoenwael der
<mai |t 0o:j . schoenwael der @ acobs- uni versity. de>

Editor: Ladi sl av Lhot ka
<mai | to: | hot ka@i c. cz>

description
"Thi s YANG nodul e defines essential conponents that may be used
for configuring a routing subsystem

Copyright (c) 2012 | ETF Trust and the persons identified as
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authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernitted pursuant to, and subject to
the license terns contained in, the Sinplified BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.

revision 2012-07-09 {
description
“Initial revision.";
reference
"RFC XXXX: A YANG Data Moddel for Routing Configuration"

}
/[* ldentities */

identity routing-protocol {
description
"Base identity fromwhich routing protocol identities are
derived.";

}

identity direct {
base routing-protocol
description
"Rout i ng pseudo-protocol which provides routes to directly
connect ed networks.";

}

identity static {
base routing-protocol
description
"Static routing pseudo-protocol."

}

identity route-filter {
description
"Base identity fromwhich all route filters are derived.";

}

identity deny-all-route-filter {
base route-filter;
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description
"Route filter that blocks all routes.";
}

identity allowall-route-filter {
base route-filter;
description
"Route filter that permts all routes.

}
/* Type Definitions */

typedef router-ref {
type leafref {
path "/rt:routing/rt:router/rt: nane";
}

description
"This type is used for leafs that reference a router
i nstance.";

}
/* Groupings */

groupi ng afn-safi {
| eaf address-famly {
type ianaaf:address-fanily;
default "ipv4";
description
"Address fanmily of routes in the routing table."

| eaf safi {
type ianaaf: subsequent -address-famly;
default "nlri-unicast";
description
"Subsequent address famly identifier of routes in the
routing table.";
}
description
"Thi s groupi ng provides two paraneters specifying address
fam |y and subsequent address famly.";

}

groupi ng route-content {
description
"CGeneric paraneters of routes.

A nodul e for an address famly should define a specific
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version of this grouping containing ’'uses rt:route-content’.
| eaf outgoing-interface {
type if:interface-ref;
description
"Qutgoing interface.";
}

}
/* RPC Methods */

rpc active-route {
description
"Return the active route (or multiple routes, in the case of
multi-path routing) to a destination address.

Paraneters
1. ’'router-nane’,
2. 'destination-address’

If the logical router with "router-name’ doesn’'t exist, then
this operation will fail with error-tag 'm ssing-elenment’ and
error-app-tag 'router-not-found

If there is no active route for ’destination-address’, then
this operation will fail with error-tag 'data-nissing and
error-app-tag ’'no-route’
i nput {
| eaf router-nanme {
type router-ref;
mandatory "true";
description
"Name of the router instance whose forwarding information
base is being queried."”;
}
cont ai ner destination-address {
uses afn-safi;
description
"Network | ayer destination address.

AFN SAFI - speci fi c nmodul es nmust augnent this container with
a | eaf naned ’ address’
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out put {
list route {

m n-el enents "1";

uses afn-safi;

uses route-content;

description
"Route contents specific for each address family should be
defined through augnenting."”;

}
}
}

rpc route-count {
description
"Return the current nunber of routes in a routing table.

Par anet ers:
1. 'router-nane’,
2. ’'routing-tabl e-nane’ .

If the logical router with "router-name’ doesn’'t exist, then
this operation will fail with error-tag 'm ssing-elenment’ and
error-app-tag 'router-not-found

If the routing table with ’"routing-table-name’ doesn’t exist,
then this operation will fail with error-tag ’'m ssing-el ement’
and error-app-tag 'routing-tabl e-not-found .
i nput {
| eaf router-nanme {
type router-ref;
mandatory "true";
description
"Name of the router instance containing the routing
table.";

| eaf routing-table {
type leafref {
path "/routing/router/routing-tabl es/routing-tabl e/ nane";

mandatory "true";

description
"Name of the routing table.";

}

out put {
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| eaf nunber-of-routes {
type uint32;
mandatory "true"
description
"Nurmber of routes in the routing table.";
}
}
}

/* Data Nodes */

cont ai ner routing {
description
"Routing paraneters.";
list router {
key "nane";
uni que "router-id";
description
"Each list entry is a container for configuration and
operational state data of a single (logical) router.

Net work | ayer interfaces assigned to the router nust have
their entries in the "interfaces" list.
| eaf nane {
type string;
description
"The uni que router nane.";

| eaf router-id {
type inet:ipv4-address;
description
"G obal router IDin the formof an |Pv4 address.

An inplenentation may select a value if this paraneter is
not confi gured.

Routing protocols may override this gl obal paraneter
inside their configuration

}

| eaf description {
type string;
description
"Textual description of the router.”

| eaf enabled {
type bool ean;
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default "true";
description
"Enabl e the router. The default value is 'true’

If this paranmeter is false, the parent router instance is
di sabl ed, despite any other configuration that mnight be
present.

}

contai ner interfaces {
description
"Router interface paraneters.";
list interface {
key "nane";
description
"List of network layer interfaces assigned to the router
i nstance.";
| eaf nane {
type if:interface-ref;
description
"A reference to the nane of a configured network | ayer
interface.";

}
}
}
cont ai ner routing-protocols {
description
"Container for the list of configured routing protoco
i nstances.";
list routing-protocol {
key "nane";
description
"An instance of a routing protocol."
| eaf nane {
type string;
description
"The name of the routing protocol instance.";

| eaf description {
type string;
description
"Textual description of the routing protoco
i nstance.";
}
| eaf type {
type identityref {
base routi ng-protocol
}
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mandatory "true";
description
"Type of the routing protocol - an identity derived
fromthe 'routing-protocol’ base identity.";
}
cont ai ner connected-routing-tables {
description
"Cont ai ner for connected routing tables."”;
list routing-table {
must "not(../../../../routing-tables/"
+ "routing-table[rt:nane=current()/"
+ "precedi ng-sibling::routing-tabl e/ nane]/"
+ "address-fanmly=../../../../routing-tables/"
+ "routing-table[rt:nane=current()/nane]/"
+ "address-famly and ../../../../routing-tables/"
+ "routing-table[rt:nane=current()/"
+
+
+
r

"precedi ng-sibling::routing-tabl e/ nanme]/safi=../"
“..l../../routing-tables/"
"routing-table[rt:name=current()/name]/safi)" {
error-nessage "Each routing protocol may have no "
+ "nmore than one connected routing "
+ "table for each AFN and SAFI.";
description
"For each AFN SAFl pair there may be at npbst one
connected routing table.";
}
key "nane";
description
"List of routing tables to which the routing protoco

i nstance i s connect ed.

If no connected routing table is defined for an
address famly, the routing protocol should be
connected by default to the main routing table for
that address famly.
| eaf nane {
type leafref {
path *../../../../../routing-tables/routing-table/"
+ "name";
}
description
"Reference to an existing routing table."
}
| eaf inmport-filter {
type leafref {
path "/routing/route-filters/route-filter/name";
}
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description
"Reference to a route filter that is used for
filtering routes passed fromthis routing protoco
instance to the routing table specified by the
"nanme’ sibling node. If this leaf is not present,
t he behavior is protocol-specific, but typically
it neans that all routes are accepted.";
}
| eaf export-filter {
type leafref {
path "/routing/route-filters/route-filter/nanme";
}

description
"Reference to a route filter that is used for
filtering routes passed fromthe routing table
specified by the "nanme’ sibling node to this
routing protocol instance. If this leaf is not
present, the behavior is protocol-specific -
typically it means that all routes are accepted,
except for the '"direct’ and ’static’
pseudo- protocol s which accept no routes from any
routing table.";

}
}
}
contai ner static-routes {
must "../type="rt:static’ " {
error-nessage "Static routes may be configured only "
+ "for ’'static’' routing protocol.";
description
"This container is only valid for the ’'static’
routing protocol.";
}

description
"Configuration of 'static’ pseudo-protocol.";
}

}
}
contai ner routing-tables {
description
"Cont ai ner for configured routing tables.";
list routing-table {
key "nane";
description
"Each entry represents a routing table identified by the
"nane’ key. Al routes in a routing table nust have the
sane AFN and SAFI.";
| eaf nane {
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type string;
description
"The name of the routing table.”
}
uses afn-safi;
| eaf description {
type string;
description
"Textual description of the routing table.”
}
contai ner routes {
config "fal se";
description
"Current contents of the routing table (operationa
state data).";
list route {
description
"Arouting table entry. This data node nust augnented
with information specific for routes of each address
famly.";
uses route-content;
| eaf source-protocol {
type leafref {
path "/routing/router/routing-protocols/"
+ "routing-protocol / nane";
}
mandat ory "true"
description
"The name of the routing protocol instance from
whi ch the route conmes. This routing protocol nust
be configured (automatically or manually) in the
device.";

| eaf age {
type uint32;
units "seconds";
mandatory "true";
description

"The nunber of seconds since the parent route was
created or |ast updated.";
}
}
}

contai ner recipient-routing-tables {
description
"Container for recipient routing tables.";
list recipient-routing-table {
key "nane";
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description
"Alist of routing tables that receive routes from
this routing table.";
| eaf nane {
type leafref {
path "/routing/router/routing-tables/"
+ "routing-tabl e/ nane";
}
description
"The name of the recipient routing table.";

leaf filter {
type leafref {
path "/routing/route-filters/route-filter/name";
}

description
"Aroute filter which is applied to the routes
passed on to the recipient routing table.";

contai ner route-filters {
description
"Container for configured route filters."
list route-filter {
key "nane";
description
"Route filters are used for filtering and/or manipul ating
routes that are passed between a routing protocol and a
routing table or vice versa, or between two routing
tables. It is expected that other nodul es augnent this
list with contents specific for a particular route filter
type.";
| eaf nane {
type string;
description
"The name of the route filter."
}

| eaf description {
type string;
description
"Textual description of the route filter."

}
| eaf type {
type identityref {
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Lhot ka

base route-filter;

default "rt:deny-all-route-filter™;
description
"Type of the route-filter - an identity derived fromthe
"route-filter’ base identity. The default val ue
represents an all-blocking filter."
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7

| Pv4 Uni cast Routing YANG Modul e

RFC Ed.: In this section, replace all occurrences of "XXXX wth the
actual RFC number and all occurrences of the revision date below with
the date of RFC publication (and renove this note).

<CCDE BEG NS> file "ietf-ipv4-unicast-routi ng@012-07-09.yang"
nmodul e ietf-ipv4-unicast-routing {
nanespace "urn:ietf:parans: xm :ns:yang:ietf-ipv4-unicast-routing”
prefix "vdur";
inmport ietf-routing {

prefix "rt";

}

inmport ietf-inet-types {
prefix "inet";

}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wg/ netnod/ >
WG List: <mailto:netnod@etf.org>

WG Chair: David Kessens
<muai | t 0: davi d. kessens@sn. conp

WG Chai r: Juergen Schoenwael der
<mai |l to: ] . schoenwael der @ acobs- uni versity. de>

Edi tor: Ladi sl av Lhotka
<mai | to: | hot ka@i c. cz>

description
"This YANG nodul e augnents the "ietf-routing’ nodule with basic
configuration and operational state data for |Pv4 unicast
routing.

Every inplementation nust preconfigure a routing table with the
nane 'nai n-i pvd-unicast’, which is the main routing table for
| Pv4 uni cast.
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Copyright (c) 2012 | ETF Trust and the persons identified as

aut hors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernitted pursuant to, and subject to
the license terns contained in, the Sinplified BSD License set

forth in Section 4.c of the | ETF Trust’'s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the

RFC itself for full legal notices.

revision 2012-07-09 {
description
“Initial revision.";
ref erence
"RFC XXXX: A YANG Data Mddel for Routing Configuration";

}
[ * Groupings */

groupi ng route-content {
description
"Paraneters of |Pv4 unicast routes.”;
| eaf dest-prefix {
type inet:ipvéd-prefix;
description
"I Pv4 destination prefix."

| eaf next-hop {
type inet:ipv4-address;
description
"I Pv4 address of the next hop."
}

}
/* RPC Methods */

augrment "/rt:active-route/rt:input/rt:destination-address" {
when "address-fam ly="ipv4 and safi="nlri-unicast’" {
description
"This augnent is valid only for IPv4 unicast.";
}

description
"The 'address’ |eaf augnments the 'rt:destination-address
paraneter of the 'rt:active-route’ operation.";
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| eaf address {
type inet:ipv4-address;
description
"I Pv4 destination address.";
}
}

augrment "/rt:active-route/rt:output/rt:route" {
when "address-fam |ly="ipv4 and safi="nlri-unicast’" {
description
"This augnent is valid only for IPv4 unicast.";

}
description

"Contents of the reply to 'rt:active-route’ operation.";
uses route-content;

}

/* Data nodes */

augrment "/rt:routing/rt:router/rt:routing-protocols/"
+ "rt:routing-protocol/rt:static-routes” {
description
"This augnent defines the configuration of the 'static’
pseudo- protocol with data specific for |IPv4 unicast.";
cont ai ner ipv4d {
description
"Configuration of a ’'static’ pseudo-protocol instance
consists of a list of routes.”;
list route {
key "id";
ordered-by "user";
description
"A user-ordered list of static routes.”
leaf id {
type uint32 {
range "1..max";
}

description
"Nuneric identifier of the route.

It is not required that the routes be sorted according
to their "id".

}

| eaf description {
type string;
description
"Textual description of the route."
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}
uses rt:route-content;
uses route-content {
refine "dest-prefix" {
mandatory "true";

augrment "/rt:routing/rt:router/rt:routing-tables/rt:routing-table/"
+ "rt:routes/rt:route" {
when "../../rt:address-fam ly="ipv4d’ and "
+ "../../rt:safi="nlri-unicast’" {
description

"This augnent is valid only for IPv4 unicast.";
}

description

"Thi s augnent defines the content of |Pv4 unicast routes."”
uses route-content;

}
}

<CODE ENDS>
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8. 1 Pv6 Unicast Routing YANG Modul e

RFC Ed.: In this section, replace all occurrences of "XXXX wth the
actual RFC number and all occurrences of the revision date below with
the date of RFC publication (and renove this note).

<CCDE BEG NS> file "ietf-ipv6-unicast-routi ng@012-07-09.yang"

nmodul e ietf-ipv6-unicast-routing {
nanespace "urn:ietf:parans: xn :ns:yang:ietf-ipv6-unicast-routing";
prefix "véur";

inmport ietf-routing {
prefix "rt";

}

inmport ietf-inet-types {
prefix "inet";

}

inmport ietf-interfaces {
prefix "if";

}

inmport ietf-ip {
prefix "ip";
}

organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wgy/ netnod/ >
WG List: <nmilto:netnod@etf.org>

WG Chair: David Kessens
<muai | t 0: davi d. kessens@sn. conp

WG Chai r: Juergen Schoenwael der
<mai | t0: ] . schoenwael der @ acobs- uni versity. de>

Edi tor: Ladi sl av Lhot ka
<mai | to: | hot ka@i c. cz>

description
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"Thi s YANG nodul e augnents the "ietf-routing’ nodule with basic
configuration and operational state data for |Pv6 unicast
routing.

Every inplenmentation nust preconfigure a routing table with the
name ’mai n-i pv6-unicast’, which is the main routing table for
| Pv6 uni cast.

Copyright (c) 2012 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is pernmitted pursuant to, and subject to
the license ternms contained in, the Sinplified BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.

revision 2012-07-09 {
description
"Initial revision.";
ref erence
"RFC XXXX: A YANG Data Model for Routing Configuration”;

}
/* Groupings */

groupi ng route-content {
description
"Specific paraneters of |Pv6 unicast routes.";
| eaf dest-prefix {
type inet:ipv6-prefix;
description
"I Pv6 destination prefix.";

| eaf next-hop {
type inet:ipv6-address;

description
"I Pv6 address of the next hop."
}

}
/* RPC Met hods */
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augrment "/rt:active-route/rt:input/rt:destination-address" {
when "address-fam |ly="ipv6’ and safi="nlri-unicast’" {
description
"This augnent is valid only for IPv6 unicast.";
}

description
"The 'address’ |eaf augments the 'rt:destination-address
paraneter of the 'rt:active-route’ operation.";
| eaf address {
type inet:ipv6-address;
description
"I Pv6 destination address.";
}

}

augrment "/rt:active-route/rt:output/rt:route” {
when "address-fam |ly="ipv6’ and safi="nlri-unicast’" {
description
"This augnent is valid only for IPv6 unicast.";
}

description
"Contents of the reply to 'rt:active-route’ operation."
uses route-content;

}

/* Data nodes */

augrment "/rt:routing/rt:router/rt:interfaces/rt:interface" {
when "/if:interfaces/if:interface[name=current()/name]/ip:ipv6/"
+ "ip:enabled="true " {
description
"This augnent is only valid for router interfaces with
enabl ed | Pv6.

NOTE: Paraneter 'is-router’ is not included, it is expected
that it will be inplenented by the "ietf-ip’" nodule.

}

description
"I Pv6-specific paraneters of router interfaces.";
contai ner ipv6-router-advertisenents {
description
"Paraneters of |1 Pv6 Router Advertisements.";
reference
"RFC 4861: Nei ghbor Discovery for IP version 6 (IPv6).

RFC 4862: | Pv6 Statel ess Address Autoconfiguration
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| eaf send-advertisenments {
type bool ean;
default "fal se”
description
"A flag indicating whether or not the router sends periodic
Rout er Advertisenents and responds to Router
Solicitations.";
}
| eaf max-rtr-adv-interval ({
type uintl1l6 {
range "4..1800";
}
units "seconds";
default "600";
description
"The maxi mumtime all owed between sending unsolicited
mul ti cast Router Advertisenments fromthe interface.";
}
leaf min-rtr-adv-interval {
type uint16 {
range "3..1350";
}
units "seconds";
description
"The mininumtime allowed between sending unsolicited
mul ti cast Router Advertisenents fromthe interface

Must be no greater than 0.75 * max-rtr-adv-interval
Its default value is dynanic

- if max-rtr-adv-interval >= 9 seconds, the default val ue
is 0.33 * max-rtr-adv-interval

- otherwise it is 0.75 * max-rtr-adv-interval

}

| eaf managed-flag {
type bool ean;
default "fal se";
description
"The bool ean value to be placed in the ' Managed address
configuration’ flag field in the Router Advertisenent.";
}
| eaf other-config-flag {
type bool ean;
default "fal se";
description
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"The bool ean value to be placed in the 'O her
configuration’ flag field in the Router Advertisement.";

}
leaf link-ntu {
type uint32;
default "0";
description
"The value to be placed in MIU options sent by the router.
A value of zero indicates that no MU options are sent."

| eaf reachable-tine {
type uint32 {
range "0..3600000";

units "mlliseconds”
default "0";
description
"The value to be placed in the Reachable Tine field in the
Rout er Advertisenent nessages sent by the router. The
val ue zero neans unspecified (by this router).";

| eaf retrans-tiner {

type uint32;
units "mlliseconds"
default "0";

description
"The value to be placed in the Retrans Timer field in the
Rout er Adverti senent messages sent by the router. The
val ue zero nmeans unspecified (by this router).";
}
| eaf cur-hop-limt {
type uint8;
default "64";
description
"The default value to be placed in the Cur Hop Limt field
in the Router Advertisenent nessages sent by the router
The val ue should be set to the current dianeter of the
Internet. The val ue zero nmeans unspecified (by this
router).

The default should be set to the value specified in | ANA
Assi gned Nunbers that was in effect at the tine of
i mpl enent ati on.

reférence
"I ANA: | P Paraneters,
http://ww. iana. org/ assi gnnents/i p-paraneters";
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| eaf default-lifetinme {

type uint16 {
range "0..9000";
}
units "seconds";
description
"The value to be placed in the Router Lifetinme field of
Rout er Adverti senents sent fromthe interface, in seconds.
MUST be either zero or between max-rtr-adv-interval and
9000 seconds. A value of zero indicates that the router is
not to be used as a default router. These linmts nmay be
overridden by specific documents that describe how | Pv6
operates over different link |ayers.

The default value is dynam c and should be set to 3 *
max-rtr-adv-interval

contai ner prefix-list {

description
"Alist of prefixes to be placed in Prefix Information
options in Router Advertisenent nessages sent fromthe
i nterface.

By default, all prefixes that the router advertises via
routing protocols as being on-link for the interface from
whi ch the advertisenent is sent. The link-local prefix
should not be included in the |ist of advertised prefixes.
list prefix {
key "prefix-spec";
description
"Advertised prefix entry.";
| eaf prefix-spec {
type inet:ipv6-prefix;
description
"I Pv6 address prefix.";
}

choi ce control -adv-prefixes {
default "advertise";
description
"The prefix either may be explicitly renmoved fromthe
set of advertised prefixes, or parameters w th which
it is advertised may be specified (default case)."
| eaf no-advertise {
type enpty;
description
"The prefix will not be advertised.
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This may be used for renoving the prefix fromthe
default set of advertised prefixes.

}

case advertise {
leaf valid-lifetine {

type uint32;

units "seconds";

defaul t "2592000";

description

"The value to be placed in the Valid Lifetine in

the Prefix Information option, in seconds. The
designated value of all 1's (Oxffffffff)
represents infinity.

}

| eaf on-link-flag {
type bool ean;
default "true";
description
"The value to be placed in the on-link flag
("L-bit’) field in the Prefix Information
option.";

| eaf preferred-lifetime {

type uint32;
units "seconds”
must ". <= ../valid-lifetime" {

description
"This val ue nust not be |arger than
valid-lifetinme.";

}
default "604800";
description

"The value to be placed in the Preferred Lifetine
in the Prefix Information option, in seconds. The
designated value of all 1's (Oxffffffff)
represents infinity.

}

| eaf autononous-flag {
type bool ean;
default "true";
description
"The value to be placed in the Autononous Fl ag
field in the Prefix Information option.";
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augrment "/rt:routing/rt:router/rt:routing-protocols/"
+ "rt:routing-protocol/rt:static-routes” {
description
"This augnent defines the configuration of the 'static’
pseudo- protocol with data specific for |IPv6 unicast.";
cont ai ner ipv6 {
description
"Configuration of a ’'static’ pseudo-protocol instance
consists of a list of routes.”;
list route {
key "id";
ordered-by "user";
description
"A user-ordered list of static routes.";
leaf id {
type uint32 {
range "1..max";
}

description
"Nuneric identifier of the route.

It is not required that the routes be sorted according
to their "id".

| eaf description {
type string;
description
"Textual description of the route.”
}

uses rt:route-content;
uses route-content {
refine "dest-prefix" {
mandatory "true";
}

}
}
}
}

augrment "/rt:routing/rt:router/rt:routing-tables/rt:routing-table/"
+ "rt:routes/rt:route" {
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when "../../rt:address-fam ly="ipv6e and "

+ "../../rt:safi="nlri-unicast’" {

description

"This augnent is valid only for IPv6 unicast.";

}
description

"Thi s augnment defines the content of |Pv6 unicast routes.”
uses route-content;

}
}

<CODE ENDS>
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| ANA Consi der ati ons

July 2012

RFC Ed.: In this section, replace all occurrences of "XXXX wth the

actual RFC nunber (and renove this note).

Thi s docunent registers the follow ng nanespace URIs in the | ETF XM

registry [ RFC3688]:

URI: urn:ietf:parans:xnm:ns:yang:ietf-routing
Regi strant Contact: The | ESG

XM.: NA, the requested URI is an XM. nanespace.

URI: urn:ietf:parans:xm:ns:yang:ietf-ipv4-unicast-routing
Regi strant Contact: The | ESG

XM.: NA, the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm :ns:yang:ietf-ipv6-unicast-routing
Regi strant Contact: The | ESG

XML: N A the requested URI is an XM. nanespace.

Thi s docunent registers the follow ng YANG nodul es in the YANG Mdul e

Nanes registry [ RFC6020]:
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nane: ietf-routing

nanespace: urn:ietf:params: xm:ns:yang:ietf-routing

prefix: rt

ref erence: RFC XXXX

nane: ietf-ipv4-unicast-routing

nanespace: urn:ietf:parans: xm :ns:yang:ietf-ipv4-unicast-routing
prefix: vaur

r ef erence: RFC XXXX

nane: ietf-ipv6-unicast-routing

nanespace: urn:ietf:parans: xm:ns:yang:ietf-ipv6-unicast-routing
prefix: véur

r ef erence: RFC XXXX
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10.

Security Considerations

The YANG nodul es defined in this docunent are designed to be accessed
via the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport |ayer and the nmandatory-to-inpl enment secure
transport is SSH [ RFC6242].

A nunber of data nodes defined in the YANG nodul es are witable/
creatabl e/deletable (i.e., "config true” in YANG terms, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations to these data nodes,
such as "edit-config", can have negative effects on the network if
the protocol operations are not properly protected.

The vul nerable "config true" subtrees and data nodes are the
fol | owi ng:

/rt:routing/rt:router/rt:interfaces/rt:interface This |list assigns a
network | ayer interface to a router instance and may al so specify
interface paranmeters related to routing.

/rt:routing/rt:router/rt:routing-protocols/rt:routing-protocol This
list specifies the routing protocols configured on a device.

/rt:routing/rt:router/rt:route-filters/rt:route-filter This |ist
specifies the configured route filters which represent the
adm nistrative policies for redistributing and nodi fying routing
i nfornation.

Unaut hori zed access to any of these |lists can adversely affect the
routi ng subsystem of both the |ocal device and the network. This nmay
|l ead to network mal functions, delivery of packets to inappropriate
destinations and ot her problens.
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Appendi x A.  Exanpl e: Adding a New Routing Protoco

Thi s appendi x denonstrates how the core routing data nodel can be
extended to support a new routing protocol. The YANG nodul e

"exanpl e-ri p" shown below is intended only as an illustration rather
than a real definition of a data nodel for the RIP routing protocol
For the sake of brevity, we do not follow all the guidelines
specified in [RFC6087]. See also Section 4.4.2

<CODE BEG NS> file "exanpl e-ri p@012-07-09. yang"
nmodul e exanple-rip {

nanespace "http://exanple.comrip”

prefix "rip";

import ietf-routing {
prefix "rt";

}

identity rip {
base rt:routing-protocol
description
"ldentity for the RIP routing protocol.";
}

typedef rip-netric {
type uint8 {
range "0..16";
}

}

groupi ng route-content {
description
"Rl P-specific route content.";
| eaf nmetric {
type rip-metric;

| eaf tag {
type uint16;
default "0";
description
"This | eaf may be used to carry additional info, e.g. AS
number . ";
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augrment "/rt:routing/rt:router/rt:routing-tables/rt:routing-table/"
+ "rt:routes/rt:route" {
when "../../../../rt:routing-protocols/"
+ "rt:routing-protocol[rt:name=current()/rt:source-protocol]/"
+ "rt:type="rip:rip " {
description
"This augnent is only valid if the source protocol from which
the route originated is RIP.";
}
description
"Rl P-speci fic route conponents.";
uses route-content;

}

augrment "/rt:active-route/rt:output/rt:route” {
description
"Add RI P-specific route content."
uses route-content;

}

augrment "/rt:routing/rt:router/rt:interfaces/rt:interface" {
when "../../rt:routing-protocols/rt:routing-protocol/rt:type ="
+ "ripirip'";
container rip {
description
"Per-interface RIP configuration."
| eaf enabled {
type bool ean;
default "true";
}
leaf metric {
type rip-metric;
default "1";
}
}
}

augrment "/rt:routing/rt:router/rt:routing-protocols/"

+ "rt:routing-protocol” {
when "rt:type = "rip:rip "
container rip {

| eaf update-interval {
type uint8 {
range "10..60";

}

units "seconds"”;

default "30";

description

Lhot ka Expi res January 10, 2013 [ Page 53]



Internet-Draft YANG Routing Configuration July 2012

"Time interval between periodic updates.”;

}
}
}
}

<CODE ENDS>
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This section contains a sanple reply to the NETCONF <get> nessage,

whi ch coul d be sent
t he NETCONF <hel | o>

o ietf-interfaces |

o ietf-ip [ YANG I P]

by a server supporting (i.e.
message) the foll owing YANG nodul es:

YANG | F],

o ietf-routing (Section 6),

o ietf-ipv4-unicast

-routing (Section 7),

o ietf-ipv6-unicast-routing (Section 8).

We assune a sinple network setup as shown in Figure 3:

uses static default

router "A"
routes with the "I SP" router as the next hop

| Pv6 router advertisements are configured only on the "ethl"
interface and disabled on the upstream "ethO" interface.

| 2001: db8: 0: 1:: 2
[ 192.0.2.2
I

I
| 2001: db8: 0:1::1
eth0] 192.0.2.1

----- S
I

Router A |

I

----- e

et hl| 198. 51. 100. 1
| 2001: db8: 0: 2: : 1
I

Fi gure 3: Exanple network configuration

A reply to the NETCONF <get> nessage sent by router "A" would then be

as follows:

<?xm version="1.0"?7>
<rpc-reply
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message-i d="101"
xm ns="urn:ietf:paranms: xm : ns: netconf: base: 1. 0"
xm ns: v4ur="urn:ietf:params: xm :ns:yang:ietf-ipv4-unicast-routing”
xm ns: veur="urn:ietf:parans: xm :ns:yang:ietf-ipv6-unicast-routing"”
xmns:if="urn:ietf:parans: xm:ns:yang:ietf-interfaces"
xm ns:ip="urn:ietf:parans: xm :ns:yang:ietf-ip"
xmns:rt="urn:ietf:parans: xm :ns:yang:ietf-routing">
<dat a>
<if:interfaces>
<if:interface>
<i f: name>et hO</i f : name>
<if:type>et hernet Csmacd</if:type>
<if:location>05:00.0</if:|ocation>
<ip:ipvad>
<i p: addr ess>
<ip:ip>192.0.2. 1</ip:ip>
<i p:prefix-1ength>24</ip: prefix-1ength>
</i p: addr ess>
</[ip:ipvd>
<ip:ipv6>
<i p: addr ess>
<i p:ip>2001: 0db8: 0: 1:: 1</i p:i p>
<i p: prefix-1ength>64</ip: prefix-1ength>
</i p: addr ess>
<i p: aut oconf >
<i p: creat e- gl obal - addr esses>f al se</i p: cr eat e- gl obal - addr esses>
</i p: aut oconf >
</ip:ipve>
</if:interface>
<if:interface>
<i f: name>et hl</if: name>
<i f:type>et hernet Csmacd</if:type>
<if:location>05:00.1</if:|ocation>
<ip:ipva>
<i p: addr ess>
<i p:ip>198.51.100. 1</ip:ip>
<i p: prefix-1ength>24</ip: prefix-1ength>
</i p: addr ess>
<lip:ipvd>
<ip:ipv6>
<i p: addr ess>
<i p:ip>2001: 0db8: 0: 2:: 1</i p:i p>
<i p: prefix-1ength>64</ip: prefix-1ength>
</i p: addr ess>
<i p: aut oconf >
<i p: cr eat e- gl obal - addr esses>f al se</i p: cr eat e- gl obal - addr esses>
</i p: aut oconf >
</[ip:ipve>
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</if:interface>
</if:interfaces>
<rt:routing>
<rt:router>
<rt:name>rtrO0</rt:nanme>
<rt:interfaces>
<rt:interface>
<rt:name>et hO</rt: nane>
</rt:interface>
<rt:interface>
<rt:nanme>et hl</rt: nanme>
<v6ur:ipv6-router-adverti senents>

July 2012

<véur: send- adverti senent s>true</vb6ur: send- adverti senent s>

<veéur:prefix-list>
<véur: prefix>

<véur: prefix-spec>2001: db8: 0: 2: : / 64</ v6ur: prefi x- spec>

</ véur: prefix>
</vé6ur:prefix-list>
</v6ur:ipv6-router-advertisements>
</rt:interface>
</rt:interfaces>
<rt:routing-protocol s>
<rt:routing-protocol >
<rt:name>direct</rt:name>
<rt:type>rt:direct</rt:type>
</rt:routing-protocol >
<rt:routing-protocol >
<rt:nane>st0</rt: name>
<rt:description>
Static routing is used for the internal network
</rt:description>
<rt:type>rt:static</rt:type>
<rt:static-routes>
<v4ur:ipva>
<v4ur:route>
<v4ur:id>1</v4ur:id>
<v4ur : dest - prefi x>0. 0. 0. 0/ 0</ v4ur : dest - pref i x>
<v4ur : next - hop>192. 0. 2. 2</ v4ur : next - hop>
</ v4ur:rout e>
</vdur:ipvs>
<veéur:ipve>
<véur:rout e>
<véur:id>1</véur:id>
<veur: dest-prefix>::/0</v6ur:dest-prefix>
<v6ur : next - hop>2001: db8: 0: 1: : 2</ v6ur : next - hop>
</ v6ur:route>
</ véur:ipv6>
</rt:static-routes>
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<rt:connect ed-routing-tabl es>
<rt:routing-tabl e>
<rt: name>mai n-i pv4-uni cast</rt: nane>
</rt:routing-tabl e>
<rt:routing-tabl e>
<rt:name>mai n-i pv6-uni cast</rt: name>
</rt:routing-table>
</rt:connected-routing-tabl es>
</rt:routing-protocol >
</rt:routing-protocol s>
<rt:routing-tabl es>
<rt:routing-tabl e>
<rt:name>mai n-i pv4-uni cast</rt: name>
<rt:routes>
<rt:route>

<v4ur: dest-prefix>192. 0. 2. 1/ 24</ v4ur : dest - prefi x>
<rt:outgoing-interface>eth0O</rt:outgoing-interface>
<rt:source-protocol >direct</rt:source-protocol >

<rt:age>3512</rt:age>
</rt:route>
<rt:route>

<v4ur: dest - prefix>198.51. 100. 0/ 24</ v4ur : dest - prefi x>
<rt:outgoing-interface>ethl</rt:outgoing-interface>
<rt:source-protocol >direct</rt:source-protocol >

<rt:age>3512</rt:age>
</rt:route>
<rt:route>

<v4ur: dest - prefix>0.0.0.0/0</v4ur: dest -prefix>
<rt:source-protocol >st0</rt: source-protocol >
<v4ur : next - hop>192. 0. 2. 2</ v4ur : next - hop>

<rt:age>2551</rt: age>

</rt:route>
</rt:routes>
</rt:routing-tabl e>
<rt:routing-tabl e>
<rt:name>mai n-i pv6-uni cast</rt: name>

<rt:address-fam|y>i pve</rt:address-famly>

<rt:safi>nlri-unicast</rt:safi>
<rt:routes>
<rt:route>

July 2012

<veéur: dest - prefix>2001: db8: 0: 1: : / 64</ v6ur: dest - prefi x>

<rt:outgoing-interface>ethO</rt:outgoing-interface>
<rt:source-protocol >direct</rt:source-protocol >

<rt:age>3513</rt: age>
</rt:route>
<rt:route>

<veéur: dest - prefix>2001: db8: 0: 2: : / 64</ v6ur: dest - prefi x>

<rt:outgoing-interface>ethl</rt:outgoing-interface>
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<rt:source-protocol >direct</rt:source-protocol >
<rt:age>3513</rt: age>
</rt:route>
<rt:route>
<véur: dest-prefix>::/0</v6ur:dest-prefix>
<v6ur : next - hop>2001: db8: 0: 1: : 2</ v6ur : next - hop>
<rt:source-protocol >st0</rt:source-protocol >
<rt:age>2550</rt: age>
</rt:route>
</rt:routes>
</rt:routing-tabl e>
</rt:routing-tabl es>
</rt:router>
</rt:routing>
</ dat a>
</rpc-reply>
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Appendi x C. Change Log

RFC Editor: renove this section upon publication as an RFC

C 1.

C 2.

Lhot ka

Changes Between Versions -03 and -04

Changed "error-tag" for both RPC nethods from"nissing element"” to
"dat a- m ssi ng".

Renoved t he decrenenting behavior for advertised |Pv6 prefix
paraneters "valid-lifetinme" and "preferred-lifetine".

Changed the key of the static route lists from"segno" to "id"
because the routes needn’t be sorted.

Added ’'nust’ constraint saying that "preferred-lifetine" nust not
be greater than "valid-lifetine".

Changes Between Versions -02 and -03
Modul e "iana-afn-safi™ noved to |I-D "iana-if-type".
Renoved forwarding table.

RPC "get-route" changed to "active-route". |Its output is a list
of routes (for multi-path routing).

New RPC "route-count”.

For both RPCs, specification of negative responses was added.

Rel axed separation of router instances.

Assi gnnent of interfaces to router instances needn’'t be disjoint.
Route filters are now gl obal

Added "allowall-route-filter" for synmetry.

Added Section 5 about interactions with "ietf-interfaces" and
"ietf-ip".

Added "router-id" |eaf.
Speci fied the names for |Pv4/1Pv6 unicast main routing tables.

Rout e paraneter "last-nodified" changed to "age"
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C 3.

C 4.

Added contai ner "recipient-routing-tables”
Changes Between Versions -01 and -02
Added nodul e "ietf-ipv6-unicast-routing”

The exanpl e in Appendi x B now uses | P addresses from bl ocks
reserved for docunentation

Direct routes appear by default in the FIB table.

Net work | ayer interfaces nust be assigned to a router instance.
Addi tional interface configuration nmay be present.

The "when" statenent is only used with "augment”, "mnust" is used

el sewhere

Additional "nmust" statenments were added.

The "route-content” grouping for 1 Pv4d and | Pv6 uni cast now
includes the material fromthe "ietf-routing” version via "uses
rt:route-content”.

Expl anation of synmbols in the tree representati on of data nodel
hi erar chy.

Changes Between Versions -00 and -01
AFN SAFI - i ndependent stuff was noved to the "ietf-routing" nodul e.

Typedefs for AFN and SAFI were placed in a separate "iana-afn-
safi" nodul e.

Nanes of sonme data nodes were changed, in particular "routing-
process" is now "router".

The restriction of a single AFN SAFl per router was |ifted.
RPC operation "del ete-route" was renoved.

Illegal XPath references from"get-route" to the datastore were
fixed.

Section "Security Considerations" was witten.
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