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Abst ract

An Omi broker is an agent chosen and trusted by an Internet user to
provi de informati on such as nane and certificate status information
that are in general trusted even if they are not trustworthy. Rather
than acting as a nmere conduit for information provided by existing
services, an Omibroker is responsible for curating those sources to
protect the user.

The Omi broker Protocol (OBP) provides an aggregated interface to
trusted Internet services including DNS, OCSP and various forns of
aut hentication service. Miltiple transport bindings are supported to
permit efficient access in virtually every common depl oynent scenario
and ensure access in any depl oynent scenario in which access is not
bei ng purposely deni ed.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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described in the Sinplified BSD Li cense.
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1. Definitions

1.1. Requirenments Language

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Purpose

Today, a network client is required to make queries against multiple
i nformati on sources to establish a secure connection to a network
resource. A DNS query is required to translate network nanes to
Internet addresses. |f TLS transport is used, an OSCP query nay be
required to validate the server certificate. Support for client

aut hentication may require interaction with another service.

Servers require simlar support when accepting |Internet connections.
Even though nost networking infrastructure supports sone form of
network administration, it is left to the network adninistrator to
fill in the gap between server applications and network

i nfrastructure. Making use of such facilities is rarely cost

ef fective except at the very largest installations.

An Omi broker is a trusted agent that acts as a single point of
service for client queries requesting a connection to a naned network
resource and server advertisenments accepting connections to a naned
net wor k resource.

2.1. Omibroker Discovery and Publication Services

The Omi broker protocol is a neta-directory access protocol. As with
any directory protocol, the two principal functions supported by
Omi broker are discovery and publication. These functions are
supported by the Omi Di scover and Omi Publish Wb Services

This specification docunent describes the architectural approach
shared by both protocols and the Omi Di scover protocol. The

Omi Publ i sh protocol is described separately in [I-D. hallanbaker -
omi publ i sh].

2.2. Omi broker |nplenmentation

Omi br oker Di scovery and Omi broker Publication nake use of the
foll owi ng mechani sns defined in other specifications:

Service Connection Service (SXS) [!I-D.hallanbaker-wsconnect]

To establish and manage the long termtrust relationship with
the Omi broker provider
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HTTP Sessi on Authentication [!I-D. hall anbaker-httpsession]
To provi de nessage authentication in the HITP/ REST transport.

UDP Framed Messaged (UYFM described in [!1-D. hall anbaker -
wsconnect |
For low | atency transacti ons.

JSON Encodi ng [! RFC4627]
For encodi ng nessages in the HTTP transport.

JSON Bi nary and Conpressed encodi ngs described in [!I-
D. hal | anmbaker -j sonbcd]
For efficient encoding nessages in the |ow | atency UYFM
transport.

2.2.1. Establishing service

In normal use, an ommi broker client receives service froma single
Omi br oker service provider. For perfornmance and reliability reasons,
an Omi broker service provider is expected to provide nultiple
Omi br oker service instances.

An Omi broker client acquires the network address information and
credential s necessary to access an omni broker service using the JCX
Web Service to establish a connection binding. To ensure reliabilty
and the ability to access the service in all circunstances, an
Omi br oker connection bindi ng SHOULD specify multiple service

i nst ances.

2.2.2. Protocol Bindings

Due to the need for low latency and the need to function in a
conmprom sed network environnent, two protocol bindings are defined:

* A HTTP binding using HITP [! RFC2616] for session layer framnng
and HTTP Session Continuation [!I-D.hallanbaker-httpsession]
for message aut hentication and JSON encodi ng [! RFC4627] of
protocol messages.

* A UDP Binding using UrfFM frami ng [!1-D. hal | anbaker -wsconnect ]
and JSON-B encoding [!I-D. hal | anbaker -jsonbcd] for fram ng and
encodi ng of protocol nessages.

The i npl enmentati on overhead of support for three different protoco
bi ndings is reduced by the choice of a binary encoding for JSON
(JSON-B) that is very close in structure to JSON encoding all ow ng
encoders and decoders to support both encodings with m ninmal
addi ti onal code.
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Regardl ess of the protocol binding used, all Omibroker nessages are
authenticated with protection against replay attack under the
cryptographic credentials established in the connection binding
service instance.

3. Omi Di scovery Service

Directing queries through a single point of contact has performance,
relability and security advantages. Directing queries to nultiple
networ k i nformati on sources degrades perfornmance and may cause a
connection request to fail if an information resource is not

avail able. This has | ed many application providers to linmt the

i nformati on sources they consult. Directing queries through an

Omi broker allows as nmany information sources to be brought to bear
as the broker has local cached data for w thout |oss of perfornmance
or reliability.

Maki ng use of additional data sources allows the broker to 'curate’
the response. If the broker knows that a Wb site always returns a
redirect to a TLS secured version of the sane site, it can tell a Wb
Browser to go straight to the secure version. If a Wb Server is
hosted on a known botnet, the Owmibroker can tell the client that it
really does not want to visit that |ocation

Unlike the traditional DNS configuration, an Omi broker client
deci des whi ch source(s) of trusted information to use rather than
relying on whatever happens to be the nearest source to hand.

The traditional DNS approach creates an obvious security risk as DNS
is atrusted service and deciding to choose a random DNS service
advertised by the local DHCP service is clearly a poor decision
process for a trusted service. Further the DNS protocol does not
protect the confidentiality or integrity of nessages exchanged.

3.1. Related Wrk

Omi broker provides security for interactions with a DNS service by
replacing the DNS protocol with a new protocol that provides a higher
| evel abstract service. [I-D. hallanbaker-privatedns] applies the sane
approach and platforns to provide confidentiality and integrity for

| egacy DNS protocol nessages.

4. Wl | ed Gardens

| ETF culture has traditionally resisted attenpts to establish
partitions within the open Internet with restricted access to network
resources or conprom sed security. Such 'Walled Gardens’ nodels
typically exist for the benefits of those who own the walls rather
than those forced to live inside them
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While virtually all residential Internet users reject such controls,
nost find them acceptable, if not desirable in workplaces and
school s.

Omi broker sinplifies the process of establishing such a walled
garden but does not make the walls any easier to defend.

4.1. Censorship

From a censorship point of view the censorship concerns of running
an Omi broker are essentially the same as those of running a DNS
service. The party who deci des which discovery service to use can
det ermi ne which content is visible to the users.

4.2. Trust Substitution

Li ke SCVP [ RFC5055] /> and XKMs [ TBS], Omi broker pernits an Internet
client to delegate sone or all aspects of PKI X [ RFC5280] certificate
pat h chain discovery and validation

In the normal node of operation, the Omibroker service perfornms only
pat h chain discovery, leaving the client to re-check the PKIX
certificate path before relying on it. This gives the Omi broker the
power to veto a client connection to a server that it considers to be
unsafe but not the power to tell the client to trust a site of its
own choosi ng.

This ability to veto but not assert trust is appropriate and
sufficient for the vast majority of network applications. It allows
the broker to make use of additional path validation checks that are
not supported in the client such as DANE [ RFC6698] or Certificate
Transparency [ RFC6962] />.

There are however sonme workpl ace environnents where the ability to
access external network resources with strong encryption is not

perm ssible by enterprise policy or in sone cases by law. An
intelligence analyst working at the NSA may have a need to access
external Wb sites that contain inportant information but nmust on no
account have access to a covert channel that could be used to
exfiltrate information. Certain Financial institutions with access to
val uabl e conmercial information are required to nonitor and record
al |l communi cations into and out of the company to deter insider

tradi ng.

The traditional response to such needs has been to tell the parties
affected to | ook el sewhere for support. As a consequence the

techni ques used to satisfy such requirenents are generally unfriendly
to network applications in general and have in sone cases put the
public Wb PKI trust infratructure at risk
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There is an argunent to be nade that rather than attenpting to
prohibit such activities entirely, it would be better to provide a
principled nethod of achieving those ends and for mainstream software
providers to support it in such a fashion that ensures that network
applications configured for that node of use can be readilly
identified as such by end users.

4. 3. Censorship Bypass

As the preceedi ng exanpl es denonstrate, a party with control over the
Omi br oker service chosen by a user has full control over the network
activities of that user. An inportant corrolary of this fact is that
all a user need do to achieve full control over their network
activities is to run their own Omi broker service and connect to

t hat .

For exanpl e such an Omi broker service m ght be configured to return
connection data for permtted donestic Wb sites as normal but direct
attenpts to connect to forbidden foreign news or social nedia through
a privacy network such as TOR

5. Use

For illustrative purposes, all the exanples in this section are shown
using the Web Services Transport binding. The security connection has
al ready been established as described in [I-D. hall anbaker-wsconnect].

5.1. Connection Broker

The OBP service connection broker answers the query 'what connection
paraneters should be used to establish the best connection to
interract with party X according to protocol Y. Were 'best’ is
determi ned by the Omi broker which MAY take into account paraneters
specified by the relying party.

5.1.1. Service Connection Broker

The OBP service connection broker supports and extends the
traditional DNS resolution service that resolves a DNS nane (e.g.
www. exanpl e.con) to return an | P address (e.g. 10.1.2.3).

When using an Omi broker as a service connection broker, a client
specifies both the DNS nane (e.g. www. exanple.con) and the Internet
protocol to be used (e.g. _http. _tcp). The returned connection

par anet ers MAY i ncl ude:

The I P protocol version, address and port number to establish a
connection to. If appropriate, a security transport such as TLS or

| PSEC. |f appropriate, a description of a service credential such as
a TLS certificate or a constraint on the type of certificates that
the client should consider acceptable. |f appropriate, application
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protocol details such as version and protocol options.

If an attenpt to connect with the paraneters specified fails, a
client MAY report the failure and request a new set of paraneters.

5.1.1.1. Service Connection Broker Exanple

Alice uses her Wb browser to access the URL http://ww. exanpl e. cont
The Web browser sends a QueryConnect Request request to obtain the
best connection paraneters for the http protocol at www. exanpl e. com

PCST /. wel | - known/ ommi - query/ HITP/ 1.1

Cont ent - Type: application/json;charset=UTF-8

Cache-Control: no-store

Sessi on: Val ue=5_Al S4yMreE82T6ZP9gAZN7TChXt vgZ__zsLOTCXNr Q
| d=07znkpTHf r gcws| 1eHkPghG 7YsGUCpOKV2DcV1gXd Ct Qwznr 2T6UcO_0YI
AcEqVdTsqRs YBt VNGs9SJyTCnMyj | | ULx(@ZzoUt gt JST4A

Host: | ocal host: 8080

Content-Length: 123

Expect: 100-conti nue

"QueryConnect Request ": {
"lIdentifier": {
"Nanme": "Exanpl e. cont,
"Service": " _http",
"Port": 80}}}

The service responds with an ordered |ist of possible connections. In

this case the site is accessible via plain TCP transport or with TLS
Since TLS is the preferred protocol, that connection is listed first.
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HTTP/ 1.1 OK Success
Content-Length: 371
Date: Mon, 19 May 2014 17:17:43 GMI
Server: M crosoft-HITPAPI /2.0

"QueryConnect Response": {

"Status": 200,

" Stat usDescription": "Success"

"Connection": [{
"I PAddress": "10.3.2.1",
"I PPort": 443,
"Transport": "TLS"
"TransportPolicy": "TLS=Optional"
"Protocol Policy": "Strict"},

"| PAddress": "10.3.2.1",
"I PPort": 80,
"Protocol Policy": "Strict"}]}}

5.1.2. Peer Connection Broker

Each OBP request identifies both the account under which the request
is made and the device fromwhich it is made. An OBP broker is thus

capabl e of acting as a peer connection broker service or providing a
gateway to such a service

When using Omi broker as a peer connection broker, a client specifies
the account nanme and DNS nane of the party with which a connection is
to be established (e.g. alice@xanple.con) and the connection
protocol to be used (e.g. _xnpp-client. _tcp)

The returned connection paraneters are sinmilar to those returned in
response to a service broker query.

5.1.2.1. Service Connection Broker Exanple
Al t hough the QueryConnect Response returned the hash of a PKIX
certificate considered valid for that connection, the server returns

a different certificate which the client verifies using the
Val i dat eRequest query.

Hal | am Baker Novenber 20, 2014 [ Page 10]



I nternet-Draft Omi Br oker Di scovery Protocol May 2014

[ PCST /.well-known/omi-query/ HITP/ 1.1

Cont ent - Type: application/json;charset=UTF-8

Cache-Control: no-store

Sessi on: Val ue=ebgTLvW ZFeTMhownrons!| Uu9r Pvz APAci O11QK26NQg;
I d=07znkpTHf r gcwsl 1eHkPghC 7YsGUCpOKV2DcV1gXd Ct 9wznr 2T6UcO _0VI
AcEgqVdTsqRs YBt VNGs9SJyTCnM/j | | ULxQ@ZzoUt qt JsT4A

Host: | ocal host: 8080

Content-Length: 1126

Expect: 100-conti nue

"Val i dat eRequest ": {
"Service": {
"Identifier": [{
"Name": "exanple.com'}]},
"Credential ": [{
"Data": "
M | CODCCAbi gAW BAgl QQut 6nLFOPodl j | zop_d1uDANBgkghki GOwWOBAQUFADAR
MBWDQYDVQRDEWZWH 29k b28wHhec NMTMMYj | 2MT'cz OTQy Whc NMTQMNj | 2 VDAWVDAW
W ARMBWDQYDVQRDEWZWH29k b28wggEi MAOGCSqGSI b3DQEBAQUAA4T BDWAWYY EK
Aol BAQCdc7Qyx7106Tg5dFUUhcCn8Nt - 2Y9SChnBW s MYl qO cHg3gj | KNOFW Xz
pBbTj z4l Cwx- CIT82RBLNDFt sysf cOG7K_RsNKosYaM L- DshO6R_314t pt n9gnT
9tj TPXui i | CQ AP83BuTI 148i EJW.36vbm/5AG6vrt k3T6ah5r 2hBXQ t 46sLQYw
ei M peYl hPTI y90Yugogf qdzPvaJpDf AukgJdBXgM«f scagKPYAGPal CKhobKr 11a
PanlTchk2cBbt uYgSDz6ZG t sKE2onDbcrmhbF7gBpRug- E20H794EVI SSoM0gZ6
AF4AKNLA9UKOW Pg8EPugY3Myns6l AgMBAAG JDAI MAs GA1Ud DWQEAW ENMDATBgNV
HSUEDDAKBggr BgEFBQe DATANBgk qhki GOWOBAQUFAACCAQEACKIL Q\k ewOQugaYh
s4Lf E3xdr Rzr caROwscf 3wwWcgR0ZZ098r DOt u3FAexpdh6vNal dU4z AzNJPKKSso
3XF2LpQZovKI pUuN9pkZgsl qZ0TLXqgl yXMbheShcql P1- m6qj ZOp95N7j wgx Bl Em
i _ne-rglD cXFt Au90LpAZl udaQGAyr | - LC37gzeM2AG7 BAuy FURXJIFf xj pGmu
euYfzzZl M QY-I Nl 6gm vSM z4uUKgqg4l WhdahnkJAWM 2p5zUMDz306OM _zr 8eyr
dAL__ HANnG3gVyBbNoSbvbkxUt C3o0BwWFFTupzRMQJVj zbApywsHOOz J PIKKK X X
hm YTg"}]}}

The service validates the certificate according to the Omi broker
service policy.

[HTTP/ 1.1 OK Success

Content - Lengt h: 81

Date: Mon, 19 May 2014 17:17:43 GV
Server: Mcrosoft-HITPAPI /2.0

"Val i dat eResponse": {
"Status": 200,
" StatusDescription": "Success"}}
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5.1.3. Credential Validation

The credential validation query provides certificate path validation
and status checking.

The service provided by OBP is simlar to that provided by OCSP and
SCVP. Like SCVP, OBP is an agent selected by the relying party to
validate certificates and/or construct trust paths on its behal f.
5.1.4. Message: Qwessage
5.1.5. Message: QRequest
Every query request contains the follow ng conmon el enents:
I ndex :
Integer [0..1] Index used to request a specific response when
mul ti pl e responses are avail abl e.
5.1.6. Message: QResponse

Every Query Response contains the followi ng common el ements:

Status :
Integer [1..1] Status return code val ue

St at usDescri ption :
String [0..1] Describes the status code (ignored by processors)

I ndex :
Integer [0..1] Index of the current response.

Count :
Integer [0..1] Nunmber of responses avail able.

5.1.7. Structure: ldentifier

Specifies an Internet service by neans of a DNS address and either a
DNS service prefix, an I P port nunber or both. An Internet peer
connecti on MAY be specified by additionally specifying an account.

Name :
Nanme [1..1] The DNS nane of the service to connect to.
Internationalized DNS names MJUST be encoded in punycode
encodi ng.

Account

Label [0..1] Identifies the account to connect to in the case
that a peer connection is to be established.
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Servi ce :
Nane [0..1] The DNS service prefix defined for use with DNS
records that take a service prefix including SRV

Port :
Integer [0..1] IP Port nunber. A service identifier MJST
specify either a service or a port or both.
5.1.8. Structure: Connection

| PAddr ess
String [0..1] IP address in string representation

| PPort :
Integer [0..1] IP port. 1-65535

Transport :
String [0..1] Transport (RAW TLS, |PSEC)

Transport Policy :
String [0..1] Transport security policy as specified in [ TBS]

Prot ocol Policy :
String [0..1] Application security policy specification as
specified by the application protocol

Advi ce :
Advice [0..1] Additional information that a service MAY return
to support a service connection identification.

5.1.9. Structure: Credenti al

Type :
String [0..1] [TBS]

Dat a :
Bi nary [0..1] [TBS]

5.1.10. Structure: CertificatelD

Type :
String [0..1] [TBS]

Dat a :
Bi nary [0..1] [TBS]

5.1.11. Structure: Advice
Additional information that a service MAY return to support a service

connection identification. For exanple, DNSSEC signatures chains,
SAML assertions, DANE records, Certificate Transparency proof chains,
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et c.

Type :
Label [0..1] The I ANA M ME type of the content type

Dat a :
Binary [0..1] The advice data.

5.1.12. Structure: Service
Descri bes a service connection
Identifier :
Identifier [0..Many] Internet addresses to which the service is

to be bound.

Connection :
Connection [0..1] Service connection paraneters.

6. OBPQuery
6. 1. QueryConnect

Requests a connection context to connect to a specified Internet
service or peer.

6.1.1. Message: QueryConnect Request

Specifies the Internet service or peer that a connection is to be
established to and the acceptabl e security policies.

I dentifier
Identifier [0..1] ldentifies the service or peer to which a
connection is requested.

Policy :
Label [O0..Many] Acceptable credential validation policy.

Provel t
Bool ean [0..1] If set the broker SHOULD send advice to permt
the client to validate the proposed connection context.

6.1. 2. Message: QueryConnect Response

Returns one or nore connection contexts in response to a
Quer yConnect Request Message.

Connection :

Connection [0..Many] An ordered list of connection contexts
with the preferred connection context listed first.
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Advi ce :
Advice [0..1] Proof information to support the proposed
connection cont ext.

Policy :
Label [O0..Mny] Policy under which the credentials have been
verifi ed.

6.2. Validate

The Validate query requests validation of credentials presented to
establish a connection. For exanple credentials presented by a server
in the process of setting up a TLS session

6.2.1. Message: ValidateRequest

Specifies the credentials to be validated and the purpose for which
they are to be used.

Service :
Service [0..1] Describes the service for which the credentials
are presented for access.

Credenti al
Credential [0..Many] Credentials for which validation is
r equest ed.

Certificatel D :
Certificatel D [0..Many] OCSP Certificate Identifiers for which
val idation is requested.

Policy :
Label [O0..Many] Policy under which the credentials have been
verifi ed.

6.2.2. Message: ValidateResponse

Reports the status of the credential presented.

Policy :
Label [O0..Mny] Policy under which the credentials have been
verifi ed.

7. Transport Bindi ngs

To achieve an optimal bal ance of efficiency and availability, two
transport bindings are defined:
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JSON over HTTP (TLS or TCP)
Supports all forns of OBP transaction in all network
envi ronment s.

JSON- B over UYFM (UDP)
Provides efficient support for all OBP query transactions and
is accessible in nost network environments.

Support for the HTTP binding is REQJ RED
An OBP nessage consists of three parts

Ticket [If required]
If specified, identifies the cryptographic key and al gorithm
paraneters to be used to secure the nessage payl oad.

Payl oad [ Requi red]
If the ticket context does not specify use of an encryption
al gorithm contains the nessage data. Qtherw se contains the
nmessage data encrypted under the encryption algorithm and key
specified in the ticket context.

Aut henticator [If required]
If the ticket context specifies use of a Message Authentication
Code (MAC), contains the MAC val ue cal cul ated over the payl oad
data using the authentication key bound to the ticket.

Not e that although each of the transport bindings defined in this
specification entail the use of a JSON encodi ng for the nessage data,
this is not a necessary requirenent for a transport binding.

7.1. JSON Payl oad Bi ndi ng

I nt eger
Data of type Integer is encoded using the JSON number encodi ng.

Name
Data of type Nane is encoded using the JSON string encodi ng.

String
Data of type String is encoded using the JSON string encoding.

Bi nary
Data of type Binary is converted to strings using the Base64url
encodi ng specified in [! RFC4648] /> and encoded using the JSON
string type.

Dat eTi me
Data of type DateTime is converted to string using the UTC tine
conversion specified in [ RFC3339] /> with a UTC of fset of
00: 00.
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