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Abst ract

Thi s docunment describes an architecture (464XLAT) for providing
limted I Pv4 connectivity across an |IPv6-only network by conbining
exi sting and wel |l -known stateful protocol translation RFC 6146 in the
core and statel ess protocol translation RFC 6145 at the edge. 464XLAT
is a sinple and scal able technique to quickly deploy linmted | Pv4
access service to | Pv6-only edge networks w thout encapsul ation.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 4, 2013.
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1.

3.

I nt roducti on

The 1 ANA unal | ocated | Pv4 address pool was exhausted on February 3,
2011. Each RIR s unallocated | Pv4 address pool will exhaust in the
near future. It will be difficult for many networks to assign | Pv4
addresses to end users, despite substantial |P connectivity growth

required for fast grow ng edge networKks.

Thi s docunment describes an |IPv4 over |Pv6 solution as one of the
techni ques for |Pv4d service extension and encouragenent of |Pv6

depl oynent. 464XLAT is not a one for one replacenent of full |Pv4
functionality. The 464XLAT architecture only supports IPv4 in the
client server nodel, where the server has global |Pv4 address. This
means it is not fit for |Pv4 peer-to-peer conmmunication or inbound

| Pv4 connections. 464XLAT builds on IPv6 transport and includes ful
any to any |Pv6 communi cati on.

The 464XLAT architecture described in this document uses |Pv4/1Pv6
transl ati on standardi zed in [ RFC6145] and [ RFC6146]. It does not
require DNS64 [ RFC6147] since an | Pv4 host may sinply send | Pv4
packets, including packets to an | Pv4 DNS server, which will be
translated on the CLAT to IPv6 and back to I Pv4 on the PLAT. 464XLAT
networ ks may use DNS64 [ RFC6147] to enable single statefu

transl ation [ RFC6146] instead of 464XLAT doubl e translati on where
possi bl e. The 464XLAT architecture encourages |Pv6 transition by
maki ng | Pv4 services reachabl e across | Pv6-only networks and
providing I Pv6 and | Pv4 connectivity to single-stack |IPv4d or |Pv6
servers and peers.

By conbi ni ng 464XLAT with BIH [ RFC6535], it is also possible to
provide single IPv4 to I Pv6 translation service, which will be needed
in the future case of IPv6-only servers and peers to be reached from
| egacy | Pv4-only hosts across | Pv6-only networKks.

Requi renment s Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Ter ni nol ogy
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PLAT: PLAT is Provider side translator(XLAT) that conplies with
[ RFC6146]. It translates N1 global |Pv6e packets to gl oba
| Pv4 packets, and vice versa

CLAT: CLAT is Customer side translator(XLAT) that conplies with
[RFC6145]. It algorithmically translates 1:1 private |Pv4
packets to gl obal |1Pv6 packets, and vice versa. The CLAT
function is applicable to a router or an end-node such as a
mobi | e phone. CLAT SHOULD performrouter function to
facilitate packets forwardi ng through the stateless
translation even if it is an end-node. In the case where the
access network does not allow for a dedicated | Pv6 prefix for
translation, a NAT44 SHOULD be used between the router
function and the stateless translator function. The CLAT as
a conmon honme router or 3G router is expected to perform
gateway functions such as DHCP server and DNS proxy for |oca
clients. The CLAT does not conply with the sentence "Both
| Pv4-transl atabl e | Pv6 addresses and | Pv4-converted | Pv6
addresses SHOULD use the sane prefix." that is described on
Section 3.3 in [RFC6052] due to using different |Pv6 prefixes
for CLAT-side and PLAT-side |Pv4 addresses.

4. Mbdtivation and Uni queness of 464XLAT

1. Mniml |Pv4 resource requirenments, maxi mum | Pv4 efficiency
through statistical multiplexing

2. No new protocols required, quick depl oynent
3. 1Pv6-only networks are sinpler and therefore | ess expensive to
operate

5. Network Architecture
464XLAT architecture is shown in the follow ng figure

5.1. Wreline Network Architecture
The private | Pv4 host on this diagramcan reach global |Pv4 hosts via
translation on both CLAT and PLAT. On the other hand, the | Pv6 host
can reach other I Pv6 hosts on the Internet directly wthout
translation. This neans that the CPE can not only have the function

of CLAT but also the function of |Pv6 native router for | Pv6 native
traffic.
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| v6 |
I

---- | R R R .

| v6 |----- + / \ / \
.- | - / | Pv6 ' - / I Pv4

+---| CLAT |---+ Internet +---| PLAT |---+ Internet |
————————————— \ / ------ \ /
| v4p/v6 | --+ e ' I SRR
------- | |
_____ | e
| vap |----+ | vag |
_____ | R
<- v4p -> XLAT <--------- V6 -------- > XLAT <- v4g ->

vé : dobal |Pv6
vdp : Private |Pv4d
v4dg : d obal |Pv4

Figure 1: Wreline Network Topol ogy

5.2. Wreless 3GPP Network Architecture

The CLAT function on the UE provides an [ RFC1918] address and | Pv4
default route. The applications on the UE can use the private |Pv4
address for reaching global 1Pv4 hosts via translation on both CLAT
and PLAT. On the other hand, reaching | Pv6 hosts (including host

presented via DNS64 [ RFC6147]) does not require the CLAT function on
the UE.
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Figure 2: Wrel ess 3GPP Network Topol ogy

Applicability

.1. Wreline Network Applicability

When an | SP has | Pv6 464XLAT, the ISP can provide outgoing | Pv4
service to end users across an | Pv6 access network. The result is
that edge network growth is no longer tightly coupled to the
availability of scarce |Pv4 addresses.

If the | XP or another provider operates the PLAT, the edge ISP is

only required to deploy an |IPv6 access network. Al |SPs do not need

| Pv4 access networks. They can migrate their access network to a
simpl e and highly scal able | Pv6-only environment.

Incidentally, the effectiveness of 464XLAT was confirnmed in the WDE

canmp Spring 2012. The result is described in

\
/
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[1-D. hazeyana- wi decanp-i pv6-onl y- experi ence] .
6.2. Wreless 3GPP Network Applicability

The vast mgjority of nobile networks are conpliant to Pre-Rel ease 9
3CGPP standards. In Pre-Release 9 3GPP networks, GSM and UMIS

net wor ks must signal and support both IPv4 and | Pv6 Packet Data
Protocol (PDP) attachnents to access |Pv4 and | Pv6 network
destinations [RFC6459]. Since there are 2 PDPs required to support 2
address fanmilies, this is double the nunber of PDPs required to
support the status quo of 1 address fanily, which is |Pv4.

464XLAT in conbination with stateful translation [ RFC6146] and DNS64
[ RFC6147] allows 85% of the Android applications to continue to work
with single translation or native | Pv6 access. For the renmaining 15%
of applications that require I Pv4 connectivity, the CLAT function on
the UE provides a private | Pv4 address and | Pv4 default-route on the
host for the applications to reference and bind to. Connections
sourced fromthe IPv4 interface are immedi ately routed to the CLAT
function and passed to the I Pv6-only nobile network, destine to the
PLAT. In summary, the UE has the CLAT function that does a stateless
transl ati on [ RFC6145], but only when required. The nobile network
has a PLAT that does stateful translation [ RFC6146].

464XLAT works with today’s existing systenms as nuch as possible.
464XLAT is conpatible with existing network based deep packet
i nspection solutions |ike 3GPP standardized Policy and Chargi ng
Control (PCC) [TS.23203].

7. Inplenmentation Considerations

7. 1. | Pv6 Address For mat

| Pv6 address format in 464XLAT is defined in Section 2.2 of
[ RFC6052] .

7.2. 1Pv4/1Pv6 Address Translation Chart
7.2.1. Case of enabling only statel ess XLATE on CLAT
This case should be used when a prefix del egati on nechani sm such as

DHCPv6- PD [ RFC3633] is available to assign a dedicated translation
prefix to the CLAT.
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Source | Pv4 address

| dobal |1Pv4 address |
| assigned to | Pv4 pool @LAT |

I R +

| IPv4d | Destination |IPv4 address

| server | +-------mmmm oo +

e + | dobal |Pv4 address |
n | assigned to | Pv4 server |
[ o e e e e e e e e e ao oo +

Fommnmaan +

| PLAT | Stateful XLATE(IPv4:1Pv6=1:n)

oo - +

Source | Pv6 address (IPv6 cloud)

| 1Pv4-Enbedded | Pv6 address |
| defined in Section 2.2 of RFC6052 [

| I Pv4-Enbedded | Pv6 address |
| defined in Section 2.2 of RFC6052 [

| | I'n the case CLAT has a

[ | dedicated | Pv6 prefix for

| CLAT | translation, the CLAT can

| | performw th only Statel ess
[ | XLATE (I Pv4:|Pv6=1:1).

Fommnaann +
A Source | Pv4 address
| e +
e + | Private | Pv4 address |
| I1Pv4 | | assigned to IPv4 client |
| client | 4------cmmmmmm e +
e + Destination | Pv4 address
T +
| dobal |Pv4 address |
| assigned to | Pv4d server |
o e e e e e e e e e e m o +

Case of enabling only statel ess XLATE on CLAT
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7.2.2. Case of enabling NAT44 and statel ess XLATE on CLAT

This case should be used when a prefix del egati on nechanismis not
available to assign a dedicated translation prefix to the CLAT. In
this case, NAT44 SHOULD be used so that all |Pv4 source addresses are
mapped to a single | Pv6 address.
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Source | Pv4 address

| dobal |1Pv4 address |
| assigned to | Pv4 pool @LAT |

I R +

| IPv4d | Destination |IPv4 address

| server | +-------mmmm oo +

e + | dobal |Pv4 address |
n | assigned to | Pv4 server |
[ o e e e e e e e e e ao oo +

Fommnmaan +

| PLAT | Stateful XLATE(IPv4:1Pv6=1:n)

oo - +

Source | Pv6 address (IPv6 cloud)

o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee e +
| 1Pv4-Enbedded | Pv6 address |
| defined in Section 2.2 of RFC6052 [
S +
Destination | Pv6 address
e +

| I Pv4-Enbedded | Pv6 address |
| defined in Section 2.2 of RFC6052 [

| I'n the case CLAT does not have
| a dedicated | Pv6 prefix for

| translation, the CLAT can

| performw th NAT44 and

| Statel ess XLATE

| (1Pv4:lPv6=1:1).

N Source | Pv4 address

+oo- oo + | Private |Pv4 address [
| IPv4 | | assigned to IPv4 client [

| dobal |IPv4 address |
| assigned to | Pv4d server |

Case of enabling NAT44 and statel ess XLATE on CLAT
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7.3. 1Pv6 Prefix Handling
7.3.1. Case of enabling only statel ess XLATE on CLAT

From t he del egated DHCPv6 [ RFC3633] prefix, a /64 is dedicated to
source and receive | Pv6 packets associated with the statel ess
transl ati on [ RFC6145].

The CLAT MAY di scover the Pref64::/n of the PLAT via sone nmethod such
as DHCPv6 option, TR-069, DNS APL RR [ RFC3123] or
[1-D.ietf-behave-nat 64-di scovery-heuristic].

7.3.2. Case of enabling NAT44 and statel ess XLATE on CLAT

In the case that DHCPv6- PD [ RFC3633] is not avail able, the CLAT does
not have dedicated | Pv6 prefix for translation. |If the CLAT does not
have a dedicated IPv6 prefix for translation, the CLAT can perform
with NAT44 and statel ess translation [ RFC6145].

I ncom ng source | Pv4 packets fromthe LAN of [RFC1918] addresses are
NAT44 to the CLAT | Pv4 host address. Then, the CLAT will do a

statel ess translation [ RFC6145] so that the | Pv4 packets fromthe
CLAT | Pv4 host address are translated to the CLAT WAN | Pv6 address as
described in [ RFC6052].

Its subnet prefix is nade of the del egated prefix, conpleted if
needed to a /64 by a subnet ID=0. |Its interface IDis the 464XLAT
interface ID (Section 10).

The CLAT MAY di scover the Pref64::/n of the PLAT via sone nmethod such

as TR-069, DNS APL RR [ RFC3123] or
[1-D.ietf-behave-nat 64-di scovery-heuristic].
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7.4. Traffic Treatnent Scenari os

Hom e e oo - e e e - o e e e e e e e e ao oo e e e - +
| Server | Application | Traffic Treatnent | Location of |
| | and Host | | Translation

S oo e e oo +
| 1Pv6 | | Pv6 | End-to-end | Pv6 | None |
Fom e e e - - TSRS o e e e e e e e e e e e oo n TSRS +
| IPvd | | Pv6 | Stateful Translation | PLAT [
oo R oo R +
| 1Pvd | | Pv4 | 464 XLAT | PLAT/ CLAT |
S oo e e oo +
| 1Pv6 | | Pv4 | Stateless Translation | CLAT |
Fom e e e - - TSRS o e e e e e e e e e e e oo n TSRS +

Traffic Treatnent Scenari os

The above chart shows nobst conmon traffic types and traffic
treat nent.

7.5. DNS Proxy |nplenmentation

The CLAT SHOULD inpl enent a DNS proxy as defined in [ RFC5625]. The
case of an IPv4-only node behind CLAT querying an | Pv4 DNS server is
undesirable since it requires both stateful and stateless translation
for each DNS | ookup. The CLAT SHOULD set itself as the DNS server
via DHCP or other nmeans and proxy DNS queries for |IPv4 and | Pv6
clients. Using the CLAT enabl ed hone router or UE as a DNS proxy is
a normal consune gateway function and sinplifies the traffic flow so
that only I Pv6 native queries are nmade across the access networKk.

The CLAT SHOULD allow for a client to query any DNS server of its
choi ce and bypass the proxy.

7.6. CLAT in a Gateway

The CLAT is a stateless translation feature which can be inpl enmented
in a conmmon home router or nobile phone that has a nobile router
feature. The router with CLAT function SHOULD provi de common router
services such as DHCP of [RFC1918] addresses, DHCPv6, and DNS
service. The router SHOULD set itself as the DNS server advertised
via DHCP or other nmeans to the clients so that it nmay inplenment the
DNS proxy function to avoid double translation of DNS request.

7.7. CLAT to CLAT conmuni cations

Whi |l e CLAT to CLAT | Pv4 comuni cation may work when the client |Pv4
subnets do not overlap, this traffic flowis out of scope. 464XLAT is
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10.

a hub and spoke architecture focused on enabling | Pv4-only services
over | Pv6-only access networks.

Depl oynment Consi derati ons

Even if the Internet access provider for consuners is different from
the PLAT provider (e.g. another internet access provider), it can

i mpl ement traffic engineering independently fromthe PLAT provider
Det ai | ed reasons are bel ow

1. The Internet access provider for consuners can figure out |Pv4
destination address fromtransl ated | Pv6 packet header, so it can
i mpl ement traffic engineering based on | Pv4 destination address
(e.g. traffic nmonitoring for each | Pv4 destination address,
packet filtering for each I Pv4 destination address, etc.). The
tunnel i ng met hods do not have such a advantage, w thout any deep
packet inspection for processing the inner |Pv4 packet of the
tunnel packet.

2. If the Internet access provider for consuners can assign | Pv6
prefix greater than /64 for each subscriber, this 464XLAT
architecture can separate | Pv6 prefix for native |IPv6 packets and
XLAT prefix for I Pv4/1Pv6 translation packets. Accordingly, it
can identify the type of packets ("native | Pv6 packets" and
"I Pv4/ 1 Pv6 transl ation packets"), and inplenent traffic
engi neeri ng based on | Pv6 prefix.

This 464XLAT architecture has two capabilities. One is a IPv4 ->
IPv6 -> IPv4 translation for sharing global |Pv4 addresses, another
if conmbined with BIH [ RFC6535], is a IPv4 -> | Pv6 translation for
reaching | Pv6-only servers fromlPv4-only clients that can not
support IPv6. [I1Pv4-only clients nust be support through the |ong
period of global transition to |Pv6.

Security Considerations

To i mpl enent a PLAT, see security considerations presented in Section
5 of [RFC6146].

To inmpl enent a CLAT, see security considerations presented in Section
7 of [RFC6145]. The CLAT MAY conply w th [ RFC6092].

| ANA Consi der ati ons

I ANA is requested to reserve a Modified EU -64 identifier for 464XLAT
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11.

12.

12.

12.

according to section 2.2.2 of [RFC5342]. |Its suggested value is 02-
00- 5E- 00- 00- 00- 00- 00 to 02-00-5E- OF- FF- FF- FF- FF or 02- 00- 5E- 10- 00- 00-
00-00 to 02-00-5E- EF- FF- FF- FF- FF, dependi ng on whether it shoul d be
taken in reserved or avail abl e val ues.
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Appendi x A.  Exanpl es of |Pv4/1Pv6 Address Transl ation

The follow ng are exanples of |Pv4/1Pv6 Address Translation on the
464XLAT architecture.

Exanple 1. (Case of enabling only statel ess XLATE on CLAT)

In the case that | Pv6 prefix greater than /64 is assigned to end
users by such as DHCPv6-PD [ RFC3633], only the function of Stateless
XLATE shoul d be enabl ed on CLAT. Because the CLAT can use dedicated
a /64 fromthe assigned |Pv6 prefix for Statel ess XLATE
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Host & configuration val ue

Fom e e e e e e e e e m o +

| | Pv4 server |

| [ 198. 51. 100. 1] | | P packet header

. + e eeeeeeeeeiiiieaiiiiaaeasaaaaas +
A | Source | P address |
[ | [192.0.2.1] [
| | Destination |IP address |
[ | [198.51.100. 1] [

o mm e e e e e e e e e m oo oo + o e e m e e e e e e e e e e — e oo +
PLAT

I
| I'Pv4 pool address

| [192.0.2.1 - 192.0.2.100]

| PLAT-side XLATE I Pv6 prefix
| [2001: db8: 1234: :/96]

—_—— >

n | Source | P address |

| | [2001: db8: aaaa: : 192. 168. 1. 2] [

| | Destination |IP address |

| | [2001: db8:1234::198.51.100.1] |

o mm e e e e e e e e e aa o n + o mm e e e e e e e e e e e e +
CLAT

I

| PLAT-side XLATE | Pv6 prefix
| [2001: db8: 1234: :/96]

| CLAT-side XLATE | Pv6 prefix
| [2001: db8: aaaa: :/96]

—_—— >

n | Source | P address

[ | [192.168.1.2]

| | Destination |IP address
[ | [198.51.100. 1]

I | Pv4 client |
I [192. 168. 1. 2/ 24] |

Del egated | Pv6 prefix for client: 2001: db8: aaaa: : /56

Exanpl e 2. (Case of enabling NAT44 and statel ess XLATE on CLAT)
In the case that I Pv6 prefix /64 is assigned to end users, the

function of NAT44 and Statel ess XLATE shoul d be enabl ed on CLAT.
Because t he CLAT does not have dedicated |Pv6 prefix for translation.
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Host & configuration val ue

B +

| | Pv4 server |

[ [198. 51. 100. 1] [

- + +
~ I
I I
I I
I I

2 + +

PLAT

I
| I'Pv4 pool address

| [192.0.2.1 - 192.0.2.100]

| PLAT-side XLATE I Pv6 prefix
| [2001: db8: 1234: :/96]

Fom e e e e e e e e e e ee oo + +

| CLAT Statel ess XLATE function

| PLAT-side XLATE | Pv6 prefix

| [2001: db8: 1234: :/96] [

| CLAT-side XLATE I Pv6 prefix

| [2001: db8: aaaa: : / 64] |

| CLAT-side XLATE | Pv6 EUlI-64 |D|

| [02-00-5E-10-00-00-00-00] |

F - e e e e e e e e e e e e - e+ F

I n [

I I |

I I |

I I I

T T T

| CLAT NAT44 function [

| NAT44 NATed address |

| [10.255. 255. 1/ 32] [

Fom e e e e e e e e e m oo oo + +
" I
I I
I I
I I

Fom e e e e e e e e e e ee oo + +

[ | Pv4 client [

| [192.168. 1. 2/ 24] |

ST +

Mawat ari, et al. Expi res January

July 2012

| P packet header

_______________________________ +
Source | P address |
[192.0.2.1] |
Destination | P address |
[198. 51. 100. 1] |

_______________________________ +

AN
I
I
I
I

_______________________________ +
Source | P address |
[ 2001: db8: aaaa: 200: 5e10: 0: 0]
Destination | P address |
[ 2001: db8: 1234::198. 51. 100. 1] |

_______________________________ +

AN
I
I
I
I
I
I
I

_______________________________ +
Source | P address |
[ 10. 255. 255. 1] |
Destination | P address |
[198. 51. 100. 1] [

_______________________________ +

N
I
I
I

_______________________________ +
Source | P address |
[192.168. 1. 2] |
Destination | P address |
[198. 51. 100. 1] |

_______________________________ +
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Del egated | Pv6 prefix for client: 2001: db8: aaaa: :/ 64

Aut hors’ Addr esses

Masat aka Mawat ar i

Japan I nternet Exchange Co., Ltd.

KDDI O enmachi Building 19F, 1-8-1 G enachi,
Chi yoda- ku, Tokyo 100-0004

JAPAN

Phone: +81 3 3243 9579
Emai |l : mawatari @ pi x. ad. jp

Masanobu Kawashi ma

NEC AccessTechni ca, Ltd.

800, Shi nobmat a

Kakegawa- shi, Shi zuoka 436-8501
JAPAN

Phone: +81 537 23 9655
Emai | : kawashi mam@x. j p. nec. com

Caneron Byrne

T- Mobi | e USA

Bel | evue, Washi ngton 98006
USA

Emai | : cameron. byrne@ - nobi | e. com
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