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Abstract

This meno describes a protocol for decentralizing | Pv4 NAT to the
cust oner - preni ses equi pnent (CPE) such that no state information is
kept on the central NAT device. The CPE uses a restricted source
port set that is encoded in its provisioned | Pv4 WAN address. The
NAT device perfornms only strictly statel ess address (not port)
transl ati on.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 17, 2013.

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

| Pv4 address exhaustion has beconme world-wide reality. NAT is one of
the solutions to deal with the problem The drawbacks of traditiona
NAT i nclude stateful ness and the need to track transport-|ayer
sessions. This nmakes NAT conplex, hard to scale up, and fragile.

Thi s docunment describes a nmethod of depl oying statel ess NAT as a
backwar ds- conpati bl e evol ution of an |IPv4-only network

The assuned topology is illustrated in Figure 1.
+--- - - + T +
Home ----- + CPE | ---<ISP network>---+ SLNAT44 +---- |nternet
net wor k +----- + S +
AN AN
I
+-- Internal Address +--- External Address

Figure 1: Statel ess NAT44 topol ogy

Not e that SLNAT44 has no | Pv6 conponent. Any deploynent of IPv6 is
unaf fected by SLNAT44. Therefore, this docunment only describes | Pv4
addresses and | Pv4 packets. |Pv6 is not discussed further

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The following ternms are used throughout this docunent:

Port set: Set of transport-layer ports that each CPE is assigned, to
be used as source ports by packets sent by the CPE

Port Set ID: A value fromwhich a unique port set is algorithmcally
deri ved.

SLNAT44: Depending on the context, either the statel ess NAT44
protocol or the statel ess NAT44 device that translates between
internal and external addresses. NAT44 in turn stands for "IPv4-
to-1Pv4 NAT".
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Internal Address: The |IPv4 address assignted to a CPE. It is used
in the | SP network between the CPE and the SLNAT44.

External Address: The |Pv4 address used on the Internet and routed
to the SLNAT44.

Mapping rule: A set of paraneters configured on the SLNAT44 (not on
the CPE) describing the relationship between internal and external
addr esses.

3. Address Formats

Internal addresses have the format illustrated in Figure 2. The
addresses are sinply nmade of three parts concatenated together: the
Internal Prefix, the External Suffix, and the Port Set ID.

|0 | a | 32
i T e e i e S S e S CE o o SR
| Internal Prefix | External Suffix | Port Set ID |
B i S S T s i S T st i S S S S S S S S i

Figure 2: Internal Address fornat

Ext ernal Addresses have the format illustrated in Figure 3. It is
made of two parts: the External Prefix and the External Suffix.

|0 | b | 32

B i i S S i I e i S S R L e e e e

[ Ext ernal Prefix [ Ext ernal Suffi x [

R R e R e s s e o S S e R e o o
Figure 3: External Address fornmat

The Il engths of the Internal and External Prefixes, "a" and "b", are

mandat ory paraneters of SLNAT44. They are determined by the | SP

They need not be communicated to the CPE.  Oher |engths can be

computed fromthem as foll ows:

0 Length of External Suffix: 32 - b

0 Length of Port Set ID: b - a
4. CPE Provisioning

As part of its start up routine, the CPE is assigned an | Pv4 address
by the | SP using regular neans (DHCP, PPP, etc.). This is the
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I nt ernal Address.

In addition, using new provisioning options, the CPE is assigned a
Port Set |D.

Optionally, a Port Set Mask is also provisioned to the CPE. This
mask is of the sane length as the Port Set ID (i.e., b-a bits). Its
purpose is to allow discontinuous port ranges. |If no nmask is

provi ded, a mask of all ones is assuned by default, which inplies a
continuous port range. Systemports (0-1023) should not to be
assigned to any CPE.

In sunmmary, the CPE is provisioned with the follow ng el ements:

0 |Pv4 address (as usual)

o Port Set ID

o Port Set Mask (optional)

5. SLNAT44 Configuration

The SLNAT44 is configured with a set of mapping rules. Each rule
cont ai ns:

o Internal Prefix
o External Prefix
o0 Port Set Mask (optional)

Prefixes include their length. For sinplicity, rule prefixes MJST
NOT overlap with other rules.

If it is absent, the Port Set Mask is assuned to be all ones by
defaul t.

6. Port Set Conputation

Gven a Port Set ID and a Port Set Mask, both n bits in length, the
set of allowed ports is defined as the set of port nunbers for which
the higher-order n bits of their binary expression whose
correspondi ng mask bits are 1 are equal to corresponding bits from
the Port Set ID
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|0 |5

+- - - - -+

[1 1101 Port Set ID=29 (length n =5 bhits)
+- - - - -+

& & & & &

oo - - -+

[1 1111 Port Set Mask

+- - - - -+

LT

VVVVYV
T e s o ik i SR SR S S SR
[11101xXXXXXXXXXXX Port Set =59392-61439
T T ot b o R e T R

| 0 | 16

Fi gure 4: Exanple Contiguous Port Set Conputation

|0 | 8

B S s S S

|[0O01 01111 Port Set ID=29 (length n =8 bits)
e R i s i ol =

& & & & & & & &

BT ek soTE P S TR T

|[00 111111 Port Set Msk

B S s S S

O T A I I

VVVVVVVYV
B S S S A

[ x x 101 111x XXX XXX X X| Port Set = 12032-12287, 28416-28671
B s S e il T S S ST S S 44800- 45055, 61184-61439
|0 | 16

Fi gure 5: Exanpl e Non-Contiguous Port Set Conputation

It follows that the nunber of ports in the set is 27(16-x), where Xx
is the nunber of ones in the Port Set Mask

This conputation is performed by the CPE as part of its provisioning
routine as well as by the SLNAT44 for dropping packets with ports
outside the all owed range

For the purposes of SLNAT44, a "source port" corresponds to either a
TCP source port, a UDP source port, or an ICWPv4 identifier, while a
"destination port" corresponds to either a TCP destination port, a
UDP destination port, or an ICWPv4 identifier. Note that an | CWPv4
identifier plays the role of both source and destination port.
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Transport protocols other than TCP and UDP, as well as | Cwv4 types
without an identifier field are out of scope of this specification.

7. CPE Qperation

Packets sent fromthe CPE MUST have the provisioned | Pv4 address as
source and MJUST have a source port that is within the all owed set.
This is usually acconplished by having the CPE run a NAT44 confi gured
with the provisioned address and all owed port set and having it
process all packets sent out the WAN i nterface.

Packets received by the CPE on its WAN interface with a destination
port outside the allowed range MJST be dropped.

7.1. ALG Handling

If the CPE inplenents application | evel gateways (ALGs) such as FTP,
RSTP or PPTP, it nust ensure that ports present in the payl oad when
tanslated fall within the allowed range.

8. SLNAT44 Qperation
8.1. Internal to Externa

When it receives a packet on an internal interface, the SLNAT44 finds
the rule whose Internal Prefix matches the packet’s source address.

It extracts the Port Set ID fromthe packet’s source address. It
then checks if the packet’s source port is within the allowed set,
using the rule’s Port Set Mask. |If it is not, the packet MJST be

dr opped.

If the packet’s source port is within the allowed set, the SLNAT44
buil ds the External Address by concatenating the rule's Externa
Prefix with the External Suffix extracted fromthe packet’s source
address. It then replaces the packet’s source address with this
External Address. The IPv4 and transport-Ilayer checksuns are updated
as necessary. The packet is then forwarded as usual

8.2. External to Interna

When it receives a packet on an external interface, the SLNAT44 finds
the rul e whose External Prefix matches the packet’s destination
address. It then builds the Internal Address by concatenating the
rule’s Internal Prefix, the External Suffix extracted fromthe
packet’s destination address, and the Port Set |D conputed by
applying the rule’s Port Set Mask to the packet’s destination port’s
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hi gher-order bits. It then replaces the packet’s destination address
with this Internal Address. The |IPv4 and transport-|ayer checksuns
are updated as necessary. The packet is then forwarded as usual

8.3. Fragnent Handling

If the incom ng | P packet contains a fragnment, then nore processing
may be needed. This specification | eaves open the exact details of
how a SLNAT44 handl es incom ng | P packets containing fragnments, and
simply requires that the external behavior of the SLNAT444 be
compliant with the follow ng conditions.

The SLNAT44 MJST handl e fragnents. In particular, SLNAT44 MJST
handl e fragnments arriving out of order, conditional on the foll ow ng:

0 The SLNAT44 MJST Iimt the anount of resources devoted to the
storage of fragmented packets in order to protect from DoS
attacks.

0 As long as the SLNAT44 has avail abl e resources, the SLNAT44 MJUST
all ow the fragnents to arrive over a time interval. The tine
i nterval SHOULD be configurable and the default val ue MJST be of
at | east 2 seconds.

0 The SLNAT44 MAY require that the UDP, TCP, or |CWMPv4 header be
compl etely contained within the fragment that contains fragnent
of fset equal to zero

For inconing packets carrying TCP or UDP fragnents with a non-zero
checksum SLNAT44 MAY el ect to queue the fragnents as they arrive and
translate all fragnments at the sane tinme. |In this case, the incom ng
tuple is deternmi ned as docunented above to the un-fragnmented packets.
Al ternatively, a SLNAT44 MAY translate the fragments as they arrive,
by storing information that allows it to conpute the necessary port
nunber for fragnents other than the first. 1In the latter case,
subsequent fragments may arrive before the first, and the rules (in
the bulleted |ist above) about how the SLNAT44 handl es (out-of -order)
fragments apply.

| npl enenters of SLNAT44 should be aware that there are a nunber of
wel | -known attacks against |IP fragnentation; see [RFC1858] and
[ RFC3128]. Inplenmenters should also be aware of additional issues
with reassenbling packets at high rates, described in [ RFC4963].

9. Address Mappi ng Exanpl e

An operator has two public ranges of size /18 and /19 called foo and
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10.

11.

12.

12.

12.

bar respectively. It plans to use 10/8 as its internal address
prefix and PSID (port range) of length 5. Two prefixes of the
i nternal network

The internal prefixes |engths are:

o 32 - 18 - 5 = 13 (derived from fo00)

o 32 - 19 - 5

14 (derived from bar)

This will give the follow ng possible mappi ngs:
o foo/18 <--> 10.0.0.0/13

o bar/19 <--> 10.128.0.0/ 14

Aut hor note: Discuss the where internal prefixes are overl apping

Security Considerations
The security considerations related to | P address shari ng docunented
in RFC 6269 [ RFC6269] and RFC 6056 [ RFC6056] apply to SLNAT44.
Acknowl edgenent s

Section 8.3 is adapted from [ RFC6146].
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