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Abst ract

Sunsetting | Pv4 refers to the process of turning off |Pv4
definitively. It can be seen as the final phase of the mgration to
I Pv6. This nmeno anal yses difficulties arising when sunsetting |Pv4,
and identifies the gaps resulting in additional work.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 5, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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described in the Sinplified BSD License.
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1. Introduction

The final phase of the migration to IPv6 is the sunset of |Pv4, that
is turning off IPv4 definitively on the attached networks and on the
upstream net wor ks.

Sone current inplenentations behavior nake it hard to sunset |Pv4.
Additionally, sone new features could be added to IPv4 to nake its
sunsetting easier. This docunment analyzes the current situation and
proposes new work in this area.

2. Related Wrk

[ RFC3789], [RFC3790],[RFC3791], [RFC3792], [RFC3793], [RFC3794],
[ RFC3795] and [ RFC3796] contain surveys of |ETF protocols with their
| Pv4 dependenci es.

3. Renotely Disabling | Pv4d
3.1. Indicating that I Pv4 connectivity is unavail able

PROBLEM 1: \When an | Pv4 node boots and requests an | Pv4 address
(e.g., using DHCP), it typically interprets the absence
of a response as a failure condition even when it is not.

PROBLEM 2: Hone router devices often identify thensel ves as default
routers in DHCP responses that they send to requests
coming fromthe LAN, even in the absence of |Pv4
connectivity on the WAN

One way to address these issues is to send a signal to an dual -stack
node that |1Pv4 connectivity is unavailable. Gven that |Pv4 shall be
of f, the nessage nust be delivered through |Pv6.

3.2. Disabling IPv4 in the LAN

PROBLEM 3: | Pv4-enabl ed hosts inside an | Pv6-only LAN can aut o-
configure | Pv4 addresses [ RFC3927] and enabl e vari ous
protocol s over |Pv4 such as nDNS
[1-D. cheshire-dnsext-multicastdns] and LLMNR [ RFC4795].
This can be undesirable for operational or security
reasons, since in the absence of IPv4, no nonitoring or
| ogging of 1Pv4 will be in place.
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PROBLEM 4: | Pv4 can be conpletely disabled on a link by filtering it
on the L2 switching device. However, this nmay not be
possible in all cases or conplex to deploy. For exanple,
an ISP is often not able to control the L2 sw tching
device in the subscriber home network.

One way to address these issues is to send a signal to an dual -stack
node that auto-configuration of |IPv4 addresses is undesirable, or
that direct |1Pv4 conmuni cations between nodes on the sane |ink should
not take pl ace.

This probl emwas described in [ RFC2563], which standardi zed a DHCP
option to disable | Pv4 address auto-configuration. However, using
this option requires running an | Pv4 DHCP server, which is contrary
to the goal of |IPv4 sunsetting. An equivalent way of signalling this
over | Pv6 is necessary,, using either Router Advertisenents or

DHCPV 6.

Furthernmore, it could be useful to have L2 switches snoop this
signalling and automatically start filtering IPv4 traffic as a
consequence.

Finally, it could be useful to publish guidelines on howto safely
bl ock I Pv4 on an L2 switch.

4. dient Connection Establishment Behavi or

PROBLEM 5: Happy Eyeballs [ RFC6555] refers to the multiple
approaches to dual -stack client inplenentations that try
to reduce connection setup delays by trying both | Pv4 and
| Pv6 paths sinultaneously. Some inplenentations
i ntroduce del ays whi ch provide an advantage to | Pv6,
whil e others do not [Huston2012]. The latter will pick
the fastest path, no matter whether it is over |Pv4 or
| Pv6, directing nore traffic over |Pv4 than the other
kind of inplenmentations. This can prove problematic in
the context of |Pv4 sunsetting, especially for Carrier-
Grade NAT phasi ng out.

PROBLEM 6: getaddrinfo() [ RFC3493] sends DNS queries for both A and
AAAA records regardless of the state of IPv4d or |IPv6
availability. The Al _ADDRCONFI G flag can be used to
change this behavior, but it relies on programers using
the getaddrinfo() function to always pass this flag to
the function. The current situation is that in an | Pv6-
only environnent, many usel ess A queries are nade.
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Recomrendati ons on client connection establishment behavior that
would facilitate I Pv4 sunsetting is therefore appropriate.

5. Disabling IPv4 in Operating System and Applications
PROBLEM 7: Conpletely disabling IPv4 at runtinme often reveals

i mpl enent ati on bugs. Hard-coded dependencies on | Pv4
abound, such as on the 127.0.0.1 address assigned to the

| oopback interface. It is therefore often operationally
i mpossible to conpletely disable | Pv4 on individua
nodes.

PROBLEM 8: In an IPv6-only world, |egacy |IPv4 code in operating
systens and applications incurs a maintenance over head
and can present security risks.

It is possible to conpletely renove | Pv4 support from an operating

system as has been shown by the work of Bjoern Zeeb on FreeBSD.

[ Zeeb] Removing | Pv4d support in the kernel reveal ed many | Pv4

dependencies in libraries and applications.

It woul d be useful for the IETF to provide guidelines to progranmers

on how to avoid creating dependencies on |Pv4, how to discover

exi sting dependencies, and howto eliminate them Having prograns

and operating systens that behave well in an IPv6-only environment is
a prerequisite for | Pv4 sunsetting.

6. | ANA Consi derati ons

None.

7. Security Considerations

TODO

8. Acknow edgenents

TODO
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