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Abst ract

This meno defines a new DHCPv6 option for indicating to a dual -stack
host or router that I1Pv4 is to be turned off.
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1.

3.

3.

I nt roducti on

When a dual -stack host nmakes a DHCPv4 request, it typically
interprets the absence of a response as a failure condition. This
makes it difficult to deploy such nodes in an | Pv6-only network.

Take for exanple a hone router that is dual -stack capabl e but

provi sioned with an | Pv6-only WAN connection. Wen the router boots,
it typically assigns an | Pv4 address to its LAN interface, starts
services on that interface, and starts handing out |Pv4 addresses to
clients on the LAN by answering DHCPv4 requests. This is done
uncondi tionally, without taking the status of the |IPv4 connectivity
on the WAN interface into account. Hosts on the LAN, in turn,
install a default route pointing to the router and start behaving as
if 1Pv4d connectivity was avail able. |Pv4 packets destined to the
Internet get dropped at the router and tineouts happen. The end
result is that IPv4 remains fully active on the LAN and on the router
itself even when it is desired that it be turned off.

A new nechanismis needed to indicate the absence of |Pv4
connectivity. Gven that the goal is turning off 1Pv4, this new
signaling nmechani smshall be transported over |IPv6. Therefore, we

i ntroduce a new DHCPv6 [ RFC3315] option for the purpose of explicitly
indicating to the DHCPv6 client that |Pv4 connectivity is
unavai | abl e.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The following terns are also used in this docunent:

Upstream Interface: An interface on which the No-1Pv4 DHCPv6 option

is received by a DHCPv6 client.

The No-1Pv4 Option

1. Wre Fornmat

The No-1Pv4 DHCPv6 option is used to signal the unavailability of
| Pv4 connectivity. The format of the No-1Pv4 option is:
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[ OPTI ON_NO_I PV4 [ option-len [
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[ v4- 1| evel [

B L T S S

opti on-code OPTI ON_NO | PV4 (TBD) .
option-len 1.
v4-| evel Level of IPv4 functionality.

The DHCPv6 client MJIST place the OPTION_NO | PV4 option code in the
Option Request Option ([ RFC3315] section 22.7). Servers MAY include
the option in responses (if they have been so configured). Servers
MAY al so place the OPTION_NO I PV4 option code in an Option Request
Option contained in a Reconfigure nessage.

3.2. Semantics

The option applies to the link on which it is received by the DHCPv6
client. It is used to indicate to the client that it should disable
some or all of its IPv4 functionality. Wat shoul d be disabled
depends on the val ue of v4-1|evel

v4-| evel can take the foll owi ng val ues:

O - IPv4 fully enabled: This is equivalent to the absence of the No-
| Pv4 option. It is included here so that a DHCPv6 server can
explicitly re-enable | Pv4 access by including it in a Reply
message follow ng a Reconfigure.

1 - No IPv4 upstream local IPv4 permitted: Any kind of |Pv4
connectivity is unavailable on the Iink on which the option is
received. Therefore, any attenpts to provision | Pv4d by the host
or to use IPv4 in any fashion, on that link, will be useless.
| Pv4 MAY be dropped, bl ocked, or otherw se ignored on that |ink

Upon reception of the No-l1Pv4 option with value 1, the foll ow ng
| Pv4 functionality MJST be disabled on the Upstream Interface:

A. 1 Pv4 addresses MUST NOT be assigned.

B. Currently-assigned | Pv4 addresses MJST be unassi gned.
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C. Dynanic configuration of |ink-local |Pv4 addresses [ RFC3927]
MUST be di sabl ed.

D. |Pv4, ICWv4, or ARP packets MJST NOT be sent.

E. |1Pv4, 1CWv4, or ARP packets received MIUST be ignored.

F. DNS A queries MJST NOT be sent, even transported over |Pv6.
If all DHCPv6-configured interfaces receive the No-1Pv4 option
with value 1 or 2, and no other interface provides |Pv4d
connectivity to the Internet, IPv4 is partially shut down, |eaving
only local connectivity active. On the UpstreamInterface, |Pv4
MUST be shut down as |listed above. On other interfaces, |Pv4
addresses MJST NOT be assigned except for the foll ow ng:

*  Loopback (127.0.0.0/8)

* Link Local (169.254.0.0/16) [RFC3927]

* Private-Use (10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16)
[ RFC1918]

2 - No IPv4d at all: This is intended to be a stricter version of the
above.

The host or router running the DHCPv6 client that receives this
option MJST disable IPv4 functionality on the Upstream Interface
in the same way as for val ue 1.

If all DHCPv6-configured interfaces received the No-IPv4 option
with exclusively value 2, and no other interface provides |Pv4

connectivity to the Internet, IPv4 is conpletely shut down. In
particul ar:

A. 1 Pv4 address MJST NOT be assignhed to any interface.
B. Currently-assigned | Pv4 addresses MJST be unassi gned.

C. Dynamic configuration of link-I1ocal |Pv4 addresses [ RFC3927]
MUST be di sabl ed.

D. |Pv4, ICWv4, or ARP packets MJST NOT be sent on any
i nterface.

E. [|Pv4, ICWv4, or ARP packets received on any interface MJST be
i gnor ed.
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3.

3.

F. In the above, "any interface" includes |oopback interfaces.
In particular, the 127.0.0.1 speci al address MJST be renoved.

G Server prograns |listening on | Pv4 addresses (e.g., a DHCPv4
server) MAY be shut down.

H. DNS A queries MJST NOT be sent, even transported over | Pv6.

I. If the host or router also runs a DHCPv6 server, it SHOULD
i nclude the No-1Pv4 option with value 2 in DHCPv6 responses it
sends to clients that request it, unless prohibited by |oca
policy. If it currently has active clients, it SHOULD send a
Reconfigure to each of themwi th the OPTI ON_NO | PV4 incl uded
in the Option Request Option.

The intent is to renove all traces of IPv4 activity. Once the No-
I Pv4 option with value 2 is activated, the network stack shoul d
behave as if |IPv4 functionality had never been present. For
exanpl e, a nmodul ar kernel inplenmentation could acconplish the
above by unl oading the | Pv4 kernel nodule at run tine.

Exanpl e

A dual -stack hone gateway is set up with a single WAN uplink and is
configured to use DHCPv4 and DHCPv6 to automatically obtain | Pv4 and
| Pv6 connectivity. On the LAN side, it has one link with multiple
host s.

When it boots, the router assigns 192.168.1.1/24 to its LAN
interfaces and starts a DHCPv4 server listening onit. It hands out
addresses 191.168.1.100-199 to clients. It also starts an |IPv6
Rout er Advertisenment daenon as well as a statel ess DHCPv6 server,

al so listening on the LAN interfaces.

On the WAN side, it starts two provisioning procedures in parallel
one for | Pv4 and one for |Pv6.

At this point, the | SP does not know if the router supports |Pv6-only
operation. Therefore, by default, the ISP responds to DHCPv4
requests as usual

As part of the | Pv6 provisioning procedure, the router sends a DHCPv6
request containing OPTION.NO IPV4 in an Option Request Option. The

| SP"s DHCPv6 server’s reply includes the No-IPv4 option with value 2
When this procedure finishes, the ISP has determned that this
custoner will run in I Pv6-only node and starts dropping all |Pv4
packets at the first hop. |If an |IPv4 address was assigned, it is
recl ai med, and possibly reassigned to anot her subscri ber
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The home router aborts the | Pv4 provisioning procedure (if it is
still running) and deactivates all IPv4 functionality. It shuts down
its DHCPv4 server. It also configures its own statel ess DHCPv6
server to send the No-I1Pv4 option to clients that request it.

As an optinization, the router could delay setting up IPv4 by a few
seconds (10 seconds seens reasonable). |If the I Pv6 procedure
completes with the No-I1Pv4 option during that tine, 1Pv4d will never
have been set up and the router will operate in pure |Pv6-only node
fromthe start

4. Open |ssues

0 A legacy IPv4-only device connected to a network running in node 2
(no IPv4 at all) will presumably keep retrying forever, e.g
sendi ng DHCPDI SCOVER nessages endlessly. Do we want a way to
signal to that host that IPv4 will never be available? But since
that device was not updated for IPv6, it is doubtful that it would
be updated to understand this new signaling. Could we reuse/
overl oad sone existing signaling that would have the sane effect?

5. Security Considerations
One security concern is that an attacker could use the No-IPv4 option
to deny I Pv4 access to a victim However, unprotected vanilla DHCP
can already be exploited to cause such a denial of service ([RFC2131]

section 7).

TO BE COMPLETED

6. | ANA Consi derations
I ANA is requested to assign value TBD with description OPTI ON_NO_| PV4
in the "DHCP Option Codes" table which is part of the dhcpv6-
paraneters registry [1].
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