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1. Introduction

This testing is based on specification of IP device from China

Tel ecom The main purpose is to know the states that CGN supports
the applications translating the NAT device. The testing is done on
a real network of China Tel ecom Wixi branch where the CGNis a
centralized device for NAT translation.

Base on testing result we know which applications could adapt to the
NAT device and the tine delay after translation, whether there is
echo for video and audi o services.

The CGN devices include BRAS, SR, CR which can support NAT444 by
addi ng a CGN board or connecting a CGN device. The access devices
i nclude LSW DSLAM OLT, MkU. CPE devices can be HGN ONT which
support router/bridge nodel. Cher devices such as Network
managenent servers, |og servers, AAA servers, user action analysis
server, FTP/HTTP server are also included in the system

2. Term nol ogy

Thi s docunent nakes use of the follow ng terns:
NAT: Network Address Transl ation
CCGN : Carrier Grade NAT
BRAS: Broadband Renpte Access Server
SR Service Router
CR Core Router
LSW LAN Swi tching
DSLAM Digital Subscriber Line Access Miltiplexer
OLT: Optical Line Term nal
CPE: Custoner prem ses equi pnent
HGN Hone Gat eway
ONT: Optical Network Term nal
FTP: File Transfer Protocol
HTTP: Hypertext Transfer Protocol
ALG Application Layer Gateway
PCP: Port Control Protocol
VPN: Virtual Private Network
SSH. Secure Shel |

3. Testbed Overview

Li, et al. Expi res January 17, 2013 [ Page 4]
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Figure 1: Distributed CGN topol ogy for

In figure 1 CPE1 and CPE2 have NAT function
There are two scenarioes in figure 1.

device with a enbedded CGN .
Scenari o 1: Conmuni cati on between PCl and PC2; Scenario 2

Communi cati on between PC2 and PC3 .
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Figure 2:Centralized CGN topol ogy for NAT444 testing
In figure 2 CPE2 and CPE3 have NAT function, and NE6O is a BRAS

devi ce w thout enbedded CGN . There is an enbedded CGN i n CR devi ce.
This is scenario 3: Comruni cati on between PC3 and PCA.
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Figure 3:Public user and private user interworking

In figure 3 CPE3 has NAT function and accesses a private | P address
from NE60; CPE4 has NAT function and accesses a public | Pv4 address
by PPP from NE60. NE60 is a BRAS device with a enbedded CGN. This
is scenario 4: Conmunication between PC4 and PC5.

3.2. Testbed Description
During the testing ALG function can be cl osed and open. So we tested

based on: Activation ALG and three-tuple(lndex NAT entries by source
I P, source port, protocol) ; Deactivation ALG and tree-tuple;
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Activation single ALG and three-tuple; Activation ALG and Fi ve-
tupl e(1 ndex NAT entries by source IP, source port, protocol, destined
I P, destined port) ; Deactivation ALG and five-tuple;
4. Applications Testing Overview
This section describes testing result for all kinds applications.

4.1. Instant nmessage applications

4.1.1. Mcrosoft Messenger

B g +
| Test Item [ 1M |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Sub-1tem | M crosoft Messenger |
. S TS +
| Test | Check whether M crosoft Messenger can work under NAT]|
| hj ective | 44. Voi ce, Video, Webcam File transfer are tested |
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Test Scenario | Scenario:1l, 2,3,4 [
. S T T TN N Y. +
| Test | 1. Configure user | P pool in BRAS. Configure NAT444

| Procedure | and | Pv4 public pool in CGN

|
| 2.1nstall MSN in PC |
| 3. Check whether MSN user can register |
| 4. Check whet her users can conmuni cate normal |y [
| 5. Test Activation/Deactivation/Single ALGttree-tuple|

o o o m e e e e e e e e e e e e e e e e e e e e e e e meee oo - +
| Expect ed | MSN user can register [
| Resul t | Two user can conmmuni cate with MSN |
| | Under four scenarios two user can communi cate |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Actual Result | Passed |
o o o m e e e e e e e e e e e e e e e e e e e e e e e meee oo - +
| Remar ks | I ndependent ALG [
B g +
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| 4. Check whet her users can conmuni cate normal ly
| 5. Test Activation/Deactivation/Single ALG+tree-tuple

S o o e e e e e e +
| Test Item [ 1M |
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Sub-1tem | Skype [
S o m e e e e oo +
| Test | Check whet her skype can used under NA44. |
| hj ective | Voi ce, Video, Webcam File transfer are tested |
B g +
| Test Scenario | Scenario:1, 2,3,4 |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Test | 1. Configure user | P pool in BRAS. Configure NAT444 |
| Procedure | and 1 Pv4 public pool in CGN |
| 2. Install skype in PC [

| 3. Check whet her skype user can register |

|

I

. S e ... +
| Expect ed | Skype user can register |
| Resul t | Two user can conmuni cate with skype |
| | Under four scenarios two user can comruni cate |
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Actual Result | Passed [
. S T T TN N Y. +
| Remar ks | I ndependent ALG |
T N S NS +

We tested other IMapplication in the sane way and got the sane

result as MSN. O her IMapplication include Feixin, Q Mliao

al i wangwang, and they are all popular | Mapplications in china.
4.2. Wb browsing

4.2.1. www. googl e. com

Li, et al. Expi res January 17, 2013 [ Page 9]
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oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
| Test Item | Wb br owsi ng |
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Sub-1tem | www. googl e. com [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Test | Check whet her we can access www. googl e. com when |
| hj ective |there is NAT in the network. |
B g +
| Test Scenario | Scenario:1, 2,3,4 PCs can access web browsing |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Test | 1. Configure user | P pool in BRAS. Configure NAT444 |
| Procedure | and 1 Pv4 public pool in CGN |
[ | 2. Open browsi ng and access www. googl e.comin PC [
| | 3. Check whether PC can access the Web nornally. |
| | 4. Test Activation/Deactivation/Single ALGttree-tuple|
e USSP .
| Expect ed | PC can access the web. |
| Resul t | |
I I I
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Actual Result | Passed [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Remar ks | I ndependent ALG |
oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +

4.2.2. Oher web browsings

We tested other web browsings in the sane way and got the sane result
as google web. Oher web browsings include ww. bai du. com

www. yahoo. com www. sohu. com  www. renren. com W, Si na. com

www. tianya. cn, ww. qg.com wwmv. 163. com www. i f eng. com

www. chi nanews. com and they are all popular web sites in china. W
al so access web by HTTPS, we access

https://chatnodel s.dmnmco.jp/login/top and it runs snoothly.

4.3. Online ganing

4.3.1. QQ online gam ng

Li, et al. Expi res January 17, 2013 [ Page 10]
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o o e e e e e e +
| Onl'i ne gam ng |
o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| @Q Onli ne gam ng [
o m e e e oo +

| 1. Configure user | P pool in BRAS. Configure NAT444 |
| and | Pv4 public pool in CGN |
| 2.1nstall QQ online gam ng client on PC |
| 3. Check whether PC can entry game room and pl ay. |
| 4. Test Activation/Deactivation/Single ALGttree-tuple|

I

QQ gane user can entry game room and pl ay. [

.2. Qher online gam ng

We tested other

online gamings in the same way and got the sane

result as QQ online gaming. Oher online gam ngs include Wrld of
Warcraft , QQ farm ourgame, Kaixin network, and they are all popul ar
onl i ne gane in china.

Downl oadi ng

et al.

1. HITP downl oadi ng
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T T T +
| Downl oadi ng |
o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| HTTP downl oadi ng [
S T TN +

| Check whether PC can downl oad by HTTP with NAT444 on|
| t he networKks. |

| 1. Configure user | P pool in BRAS. Configure NAT444 |
| and | Pv4 public pool in CGN |
| 2. Open any software or MP3 file downl oad page. [
| 3. Check whet her PC can downl oad the by HTTP. |
| 4. Test Activation/Deactivation/Single ALGttree-tuple|

I

o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| User can downl oad files by HTTP. [
I I
I I
o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Passed [
o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +

2.  FTP downl oadi ng

Expi res January 17, 2013 [ Page 12]
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T T T +
| Downl oadi ng |
o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| FTP  downl oadi ng [
S T TN +

| Check whether PC can downl oad by FTP with NAT444 on
| t he networKks. |

| Scenario:1, 2,3,4 PCs can downl oad by FTP. |

| 1. Configure user | P pool in BRAS. Configure NAT444

| and | Pv4 public pool in CGN |
| 2. I nput a FTP address: FTP:// debi an. bj | x. org. cn. |
| 3. Check whether PC can connect to FTP server and |
| downl oad by FTP. |
| 4. Test Activation/Deactivation/Single ALGH ree-tuple|

.3. Bittorrent/eMil e downl oadi ng

et al.

Expi res January 17, 2013 [ Page 13]
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I T T T +
| Test Item | Downl oadi ng |
S o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| Sub-1tem | Bittorrrent/eMil e [
. S T T TN N Y. +
| Test | Check whet her PC can downl oad by Bittorrent/eMil e |
| hj ective | |
B g +
| Test Scenario | Scenario:1, 2,3,4 PCs can downl oad by Bittorrent |
[ | /eMul e [
. S T T TN N Y. +
| Test | 1. Configure user | P pool in BRAS. Configure NAT444

| Procedure | and | Pv4 public pool in CGN

|
| 2.1nstall Bittorrent or eMiule client on PC |
| 3. Check whether PC can downl oad by Bittorrent/eMile.|
| 4. Test Activation/Deactivation/Single ALGH ree-tuple|

I

o o o m e e e e e e e e e e e e e e e e e e e e e e e meee oo - +
| Expect ed | User can downl oad files by Bittorrent. [
| Resul t | User can downl oad files by eMile. |
| | |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Actual Result |Passed and | ndependent ALG |
o o o m e e e e e e e e e e e e e e e e e e e e e e e meee oo - +
| Remar ks | No testing When Bittorrent server in private network]|

| | No testing Wien eMul e server in private network. |
| | CGN not support PCP |

Remark: PCP([draft-ietf-pcp-base-26]) is not actived in CGN. \Wen
eMul e/Bittorrent server is behind in CG\, we didn't test.

+- -+

4.4.4. Xunlei downl oadi ng
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T T T +
| Downl oadi ng |
o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| Xunl ei downl oadi ng [
S N T TN +
| Check whet her PC can downl oad by Xunlei when it is |
|[in a private network. [
g +

| 1. Configure user | P pool in BRAS. Configure NAT444 |
| and | Pv4 public pool in CGN |
| 2. Install Xunlei client on PC [
| 3.0pen a file in Xunlei and check whether PC can |
| downl oad by Xunl ei . |
| 4. Test Activation/Deactivation/Single ALGH ree-tuple|

o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Passed and | ndependent ALG [
o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
I I
o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +

I nt ernet Vi deo/ nusic

1. PPSt r eam

et al.
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oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
| Test Item | I nternet Video/ nusic |
S o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| Sub-1tem | PPSt ream [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Test | Check whether PC with PPStreamclient can play video|
| hj ective | / musi ¢ programme. |
B g +
| Test Scenario | Scenario:1, 2,3,4 PCs can play video/ nusic progranme|
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo

| Test | 1. Configure user | P pool in BRAS. Configure NAT444

| 2. Install PPStreamclient on PC.
| 3. Check whet her PC can play programes on PPStream

+

I

| Procedure | and | Pv4 public pool in CGN |
|

| 4. Test Activation/Deactivation/Single ALGttree-tuple|

I

o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Expect ed | User can see the filmor listen to nusic with |
| Resul t | PPStream client. |
I I I
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Actual Result | Passed [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Remar ks | I ndependent ALG |
oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +

4.5.2. Oher Internet Videol/nusic
We tested other Internet Video/nusic software in the sane way and got
the same result as PPStream O her Internet Video/nusic software
i nclude PPlive, Youku, Qyi, Xunleikankan, Tudou, Baidu video, Sohu
vi deo, 163 video, and they are all popul ar video/nmusic used in china.
Yout ube can’t be accessed by Chinese user and do not pass the test.
4.6. Email

4.6.1. CQutlook/Qutl ook express

Li, et al. Expi res January 17, 2013 [ Page 16]
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o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
| Emai | |
o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| Qut | ook/ Qut | ook express [
o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +

| Check whether PC with Qutl ook/Qutl ook express can [
| receive and send mail fromnmail server. |

| 1. Configure user | P pool in BRAS. Configure NAT444 |
| and | Pv4 public pool in CGN |
| 2. Set CQutl ook/ Cutl ook express on PC. [
| 3. Check whether PC can use CQutl ook/Qutl ook express. |
| 4. Test Activation/Deactivation/Single ALGttree-tuple|

I

| User can see the filmor listen to nusic with [
| PPStream client. |

| softwares

Enmai| software in the same way and got the sane

result as Qutl ook/Qutl ook express. Oher Enmail softwares include QQ

mail, 163 nail,
chi na.

1. Tel net

et al.

sina mail, and they are all popular mail used in

O her applications

Expi res January 17, 2013 [ Page 17]
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T T T +
| Tel net |
o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| Tel net [
S T T TN N Y. +

| Check whether PC can telnet a device w thin NAT |
| envi ronment . |

| 1. Configure user | P pool in BRAS. Configure NAT444 |
| and | Pv4 public pool in CGN |
| 2. Configure the Telnet on a PC. [
| 3. Check whether PC can build tel net. |
| 4. Test Activation/Deactivation/Single ALGttree-tuple|

I

Expi res January 17, 2013 [ Page 18]
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Li,

| Test

| Test
| Procedure

.3. Traceroute

et al.

NAT44- t est July 2012
o m mm e e e e e e e e e e e e e e e memeoaoaoo- +
| SSH |
o e e e e e e e e e e e e e mememe—eooo- +
| SSH [
o m o e e e e e e e e e e e e e e e meme—e—aooo- +

| Check whether PC can build SSH connection within [
| NAT environmnent. [

| 1. Configure user | P pool in BRAS. Configure NAT444

| and | Pv4 public pool in CGN |

| 2. Configure the SHH on a router in network [

| 3. Check whether PC can build SSH connecti on |

| 4. Test Activation/Deactivation/Single ALGttree-tuple|
I
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oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
| Test Item | Traceroute |
S o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| Sub-1tem | Traceroute (using | CVP) [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Test | Check whether two PCs behind NAT can traceroute. |
| hj ective | NAT envi ronnent . |
B g +
| Test Scenario | Scenario:1, 2,3,4 |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Test | 1. Configure user | P pool in BRAS. Configure NAT444 |
| Procedure | and 1 Pv4 public pool in CGN |
[ | 2. Traceroute froma PC to another PC [
| | 3. Check whether two PC can traceroute. |
| | 4. Test Activation/Deactivation/Single ALGttree-tuple|
e U .
| Expect ed | Two users can traceroute. |
| Resul t |
I I I
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Actual Result | Passed [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Remar ks | I ndependent ALG |
oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +

4.7.4 Renot e deskt op
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Li,

ernet-Draft

| Test

| Test
| Procedure

VPN

1. i Access

et al.

NAT44- t est July 2012
T T T +
| Renot e deskt op |
o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| Renot e deskt op [
S e T T +

| Check whether a PC behind NAT can renote desktop [
| to anot her PC behind NAT or to a public PC [

| 1. Configure user | P pool in BRAS. Configure NAT444 |
| and | Pv4 public pool in CGN |
| 2. Renot e desktop froma PC to another PC [
| 3. Check whether two PC can renot edesktop successfully
| 4. Test Activation/Deactivation/Single ALGttree-tuple|

| User behind CGN can renote desktop to another CGN |
| user or a public IP user. |
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4.9.

Li,

Test

Test
Procedure

Shoppi ng onl

1. Taobao

et al.

NAT44-t est July 2012
o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
| VPN |
o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| i Access [
o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +

| Check whether a PC behind NAT can renote desktop [
| to anot her PC behind NAT or to a public PC [

| 1. Configure user | P pool in BRAS. Configure NAT444

| and | Pv4 public pool in CGN |

| 2. Get a i Access user and password from conpany. |

| 3. Check whether public PC can access the conpany. |

| 4. Test Activation/Deactivation/Single ALGttree-tuple|
I

o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Passed [
o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
|  ndependent ALG not test PPTP, L2TP |
o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
i ne
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| Test

| Test
| Procedure

4.10. Bank

4.10. 1.

Li,

et al.

NAT44- t est July 2012
T T T +
| Shoppi ng online |
o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| Taobao [
S T T TN N Y. +

| Check whet her user can shop by Taobao within NAT |
| envi ronment . |

| 1. Configure user | P pool in BRAS. Configure NAT444 |
| and | Pv4 public pool in CGN |
| 2. Open browsi ng and i nput Taobao address. [
| 3. Check whet her user can access Taobao web site. |
| 4. Test Activation/Deactivation/Single ALGttree-tuple|

I

| User can shop in Taobao and do all kind of operation|
[in web site. |

Chi na Merchants Bank
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oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
| Test Item | Bank |
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Sub-1tem | Chi na Merchants Bank [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Test | Check whet her user can use online bank web within |
| hj ective | NAT envi ronnent . |
B g +
| Test Scenario | Scenario:1, 2,3,4 PC can access online bank. |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Test | 1. Configure user | P pool in BRAS. Configure NAT444 |
| Procedure | and 1 Pv4 public pool in CGN |
[ | 2. Open browsi ng and input China Merchants Bank Addr |
| | 3. Check whether user can use online bank. |
| | 4. Test Activation/Deactivation/Single ALGttree-tuple|
e U UUUS .
| Expect ed | User can use online bank on web site. |
| Resul t | |
I I I
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Actual Result | Passed [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Remar ks | I ndependent ALG |
oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +

4.11. Negotiable securities

4.11.1. United securities
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oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
| Test Item | Negoti abl e securities |
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Sub-1tem | United securities [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Test | Check whet her user can entry securities exchange |
| hj ective | centre and trade. |
B g +
| Test Scenario | Scenario:1, 2,3,4 PC can access securities web. |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Test | 1. Configure user | P pool in BRAS. Configure NAT444 |
| Procedure | and 1 Pv4 public pool in CGN |
| |2.Install United securities client. [
| | 3. Check whether user can entry the securities |
| | exchange centre and trade |
[ | 4. Test Activation/Deactivation/Single ALGH ree-tuple|
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Expect ed | User can entry securities exchange centre and trade. |
| Resul t | |
I I I
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Actual Result | Passed [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Remar ks | I ndependent ALG |
oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +

4.12. Map

4.12.1. google nmap
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5. 1.

Li,

ernet-Draft NAT44-t est July 201

oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o -
| Test Item | MAP

S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo
| Sub-1tem | Googl e map

o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo
| Test | Check whet her user can use google map for search

| hj ective | Wt hin the NAT environnent.

B g

| Test | 1. Configure user | P pool in BRAS. Configure NAT444

| Procedure | and | Pv4 public pool in CGN

| 2. Open googl e map.

| 3. Check whet her user can goole map for search.

| Check the session entries on CGN

| 4. Test Activation/Deactivation/Single ALGHtree-tuple

o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo
| Expect ed | User can use google nap for search

| Resul t |

I I

S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo
| Actual Result | Passed

o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo
| Remar ks |  ndependent ALG

oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o -

We tested Baidu map in the sane way and got the sane result

Applications Testing with sane public | P address

This section describes testing result when different CPEs use same
public I P address. The purpose of testing is make sure the
application can also be used when different users use sane externa
public | P address.

This section include three scenarios. Scenario 1: in figure 1 PCl1
and PC2 use sane external public IP address; Scenario 2: in figurel
PC2 and PC3 use sane external public IP address; Scenario 3: in
figure 3 PC4 are CGN user and PC5 are public user;

I nstant nessage applications

1. Mocrosoft Messenger

2
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oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
| Test Item [ 1M |
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Sub-1tem | M crosoft Messenger [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Test | Check when ALG active or deactive whet her MSN has |
| hj ective | same conmuni cation flow in three scenari os. |
B g +
| Test Scenario | Scenario:1, 2,3 |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Test | 1. Configure user | P pool in BRAS. Configure NAT444

| Procedure | and | Pv4 public pool in CGN

| 3. Check whether MSN user can register
| 4. Active ALG and see the comuni cation flow by

|
|2.Install MSN in PC |
I
. : : |
| graspi ng packets in three scenari os. [

o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Expect ed | MSN user can conmuni cate in three scenari os. |
| Resul t | |
I I I
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Actual Result | Passed [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Remar ks | |
oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +

5.2. Online gamn ng

5.2.1. QQ online ganing
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oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
| Test Item | Onl'i ne gam ng |
S o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| Sub-1tem | @Q Onli ne gam ng [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Test | Check whether QQ online ganme has the same fl ow when |
| hj ective | ALG active or deactive. |
B g +
| Test Scenario | Scenario:1, 2,3 |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Test | 1. Configure user | P pool in BRAS. Configure NAT444

| Procedure | and | Pv4 public pool in CGN

| 3. Check whether PC can entry game room and pl ay.

|
| 2.1nstall QQ online gam ng client on PC |
I
| 4. Grasp packets when ALG active or deactive. |

I

o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Expect ed | Q game user can entry gane room and pl ay. |
| Resul t | |
I I I
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Actual Result |Failed [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Remar ks | same public I P user can't entry the sane gane room |
oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +

5.3. Internet Video/nusic

5.3.1. Youku
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| Test

| Test
| Procedure

5.4. Shoppi ng on

5.4.1. Taobao

Li, et al.

NAT44-t est
e e e e e e e e e e e e e e e e e e e —m——— -
| I nternet Video/ nusic
o e e e e e e e e e e e e e e e e e e e e e e e m ==
| Youku
o e e e e e e e e e e e e e e e e e e e e e m— e e ==

July 2012

| Check whet her Youku has the same fl ow when ALG [

| active or deactive.

Expi res January 17, 2013

g +
| Scenario:1, 2,3 |
ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| 1. Configure user | P pool in BRAS. Configure NAT444

| and | Pv4 public pool in CGN |
| 2. G to Youku web site and view video. [
| 3. Grasp packets when ALG active or deactive and |
| anal yse the flow |
I I
S T T TN N Y. +
| User can see the filmor listen to nusic in Youku [
| web site. |
I I
o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Passed [
S T T TN N Y. +
I I
I TS +
i ne
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| Test

| Test
| Procedure

Bank

1. Industrial

et al.

NAT44- t est July 2012
T T T +
| Shoppi ng online |
o mmm e e e e e e e e e e e e e e e e e e e e e e e e mm e meea oo +
| Taobao [
S T T TN N Y. +

| 1. Configure user | P pool in BRAS. Configure NAT444

| and | Pv4 public pool in CGN |
| 2. Open browsi ng and i nput Taobao address. [
| 3. Check whether user can shop on Taobao web site. |
| 4. Grasp packets when ALG actives or deactives to see
| whet her the flow are sane or not. [

o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Passed [

o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
I I

o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
and Commerci al Bank of China
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6

6. 1.

6. 2.

Li,

oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +
| Test Item | Bank |
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Sub-1tem | I ndustrial and Conmercial Bank of China(l CBC) [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Test | Check when user can use online | CBC bank web the |
| Obj ective | service flow is same when activing/deactiving ALG |
B g +
| Test Scenario | Scenario:1, 2,3 |
S ot m o e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo oo +
| Test | 1. Configure user | P pool in BRAS. Configure NAT444

| Procedure | and | Pv4 public pool in CGN

|
| 2. Open browsi ng and input | CBC Bank address. [
| 3. Check whet her user can use online bank to transfer|
| 4. Gasp the packets to anal yse the fl ow when ALG |
| actives or deactives. [

o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Expect ed | User can use online bank on web site. |
| Resul t | |
I I I
S o m e m e e e e e e e e e e e e e e e e e e e e e e e mmmmeea oo +
| Actual Result | Passed [
o o o o e e e e e e e e e e e e e e e e e e e e e e e e meee—o oo +
| Remar ks | |
oo o o e e e e e e e e e e e e e e e e e e e e e e e e e e me——o - +

Ef fect anal ysis
User experience

User experience can't be quantified and we get the result only by
subj ective experience. Tinme delay, echo, fluency in video and audio
are al nost same as wi thout NAT444 on network. Communi cations between
CCGN users and CGN user with public user are always normal. As a
result, NAT444 has no affection on the users’ experience in the tests
we have run.

Testing summary

In all the applications aforenentioned only FTP depends on ALG W
only test two | evel s NAT.

QQ online ganing does not permt two users use the sane externa
public I P address in the same gane room \Wen two users use the sane
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external public I P address, QQ online ganing considers they cone from
the sane subscriber. |If they are in the same ganme room they are
regarded as cribbers.

We only tested a bank account to use online bank since we only have
one account.

W didn't test when eMule, Bittorrent work as internal server. This
needs support of PCP

When there is two | evels NAT, users can’t set internal server, such
as FTP server, in hone network.

Conmruni cati on between CGN user and public I P user belonging to the
same CGN i s not processed by service board.
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