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Abst ract

This meno defines a portion of the Managenent |nformation Base (M B)
that may be used for nonitoring of a device capable of Carrier G ade
NAT function

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 10, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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described in the Sinplified BSD License.
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1. Introduction
[I-D.ietf-behave-nat-m b] defines objects for nanagi ng network
address translators (NATs). This docunent builds on top of it,
defining objects specifically for Carrier Grade NATs (CGN).

2. Term nol ogy

The "CAN' termis defined in [I-D.ietf-behave-1sn-requirenents].

3. Overview

New features in this nodule are as foll ows:

Per - subscri ber counters, limts, and notifications: Carrier-G ade
NATs operate with a notion of "subscriber", to which are
associ ated a set of counters, limts, and notifications. The

subscriber identifier nmay not necessarily be an internal address,
as in the case of DS-Lite, where the identifier is the |Pv6
address of the tunnel endpoint and the internal addresses are the
sane for each subscriber.

4. Definitions

The follow ng objects are added to the M B nodul e defined in
[I-D.ietf-behave-nat-nmnib].

-- notifications

newNat Not i f Subscri ber Mappi ngs NOTI FI CATI ON- TYPE

OBJECTS { newNat Subscri ber Cnt Mappi ngs }

STATUS current

DESCRI PTI ON

"This notification is generated when newNat Subscri ber Cnt Mappi ngs

exceeds the val ue of newNat Subscri ber MapNoti fyThresh, unl ess
newNat Subscri ber MapNoti fyThresh is zero.."

::={ newNat Notifications 5 }

-- limts

newNat Li m t Subscri bers OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-write
STATUS current
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DESCRI PTI ON
"G obal limt on the number of subscribers with active mappings.
Zero nmeans unlimted.”

= { newNatLinits 6 }

-- subscribers
newNat Subscri bers OBJECT | DENTIFIER :: = { newNat Cbj ects 5 }

newNat Subscri ber sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF NewNat Subscri ber sTabl eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Tabl e of CGN subscribers.™
;.= { newNat Subscribers 1}

newNat Subscri bersTabl eEntry OBJECT- TYPE
SYNTAX NewNat Subscri bersTabl eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry describes a single CGN subscriber."
I NDEX { newNat Subscri berldentifierType,
newNat Subscri berldentifier }
:: = { newNat Subscri bersTable 1 }

NewNat Subscri bersTabl eEntry :: =

SEQUENCE {
newNat Subscri berl dentifierType | net Addr essType,
newNat Subscri berl dentifier | net Addr ess,
newNat Subscri ber | nt Prefi xType I net Addr essType,

newNat Subscri ber | nt Prefi x

| net Addr ess,

newNat Subscri ber | nt Prefi xLength
newNat Subscri ber Poo

I net Addr essPrefi xLengt h,
Nat Pool | ndex,

newNat Subscri ber Cnt Tr ansl at es Count er 64,
newNat Subscri ber Cnt OOP Count er 64,
newNat Subscri ber Cnt Resour ce Count er 64,
newNat Subscri ber Cnt St at eM snmat ch Count er 64,
newNat Subscri ber Cnt Quot a Count er 64,
newNat Subscri ber Cnt Mappi ngs Gauge32

newNat Subscri ber Cnt MapCr eati ons Count er 64,
newNat Subscri ber Cnt MapRenoval s Count er 64,
newNat Subscri ber Li mi t Mappi ngs Unsi gned32
newNat Subscri ber MapNot i f yThr esh Unsi gned32

}
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newNat Subscri berldentifier Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Address type of the subscriber identifier."
:: = { newNat Subscri bersTabl eEntry 1 }

newNat Subscri berl dentifier OBIECT- TYPE
SYNTAX | net Address (Sl ZE (4] 16))
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"Address used for uniquely identifying the subscriber.

In traditional NAT, this is the internal address assigned to
the CPE. In case an address range is assigned to a subscriber
the first address in the range is used as identifier. For
tunnel | ed connectivity (e.g., DS-Lite [RFC6333]), the outer
address is used as identifier (i.e., the IPv6 address in the
case of DS-Lite)."

;.= { newNat Subscri bersTabl eEntry 2 }

newNat Subscri ber | nt Prefi xType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Subscriber’s internal prefix type."
.= { newNat Subscri bersTabl eEntry 3 }

newNat Subscri ber | nt Prefi x OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Prefix assigned to a subscriber’s CPE."
:: = { newNat Subscri bersTabl eEntry 4 }

newNat Subscri ber| nt Prefi xLength OBJECT- TYPE
SYNTAX | net Addr essPrefi xLength
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"Length of the prefix assigned to a subscriber’s CPE, in bits.

In case a single address is assigned, this will be 32 for |Pv4
and 128 for |Pv6."
.= { newNat Subscri bersTabl eEntry 5 }
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newNat Subscri ber Pool OBJECT- TYPE
SYNTAX Nat Pool | ndex
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Ext ernal address pool to which this subscriber belongs."
:: = { newNat Subscri bersTabl eEntry 6 }

newNat Subscri ber Cnt Tr ansl at es OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The nunber of packets received fromor sent to this subscriber
and to which NAT has been applied.”

;.= { newNat Subscri bersTabl eEntry 7 }

newNat Subscri ber Cnt OOP OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of packets received fromthis subscriber to which
NAT coul d not be applied because no external port was
avai |l abl e, excluding quota limitations."
:: = { newNat Subscri bersTabl eEntry 8 }

newNat Subscri ber Cnt Resour ce OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of packets received fromthis subscriber to which

NAT coul d not be applied because of resource constraints
(excl uding out-of-ports condition)."

.= { newNat Subscri bersTabl eEntry 9 }

newNat Subscri ber Cnt St at eM smat ch OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of packets received fromor destined to this
subscri ber to which NAT could not be applied because of napping
state m smatch. For example, a TCP packet that matches an
exi sting mapping but is dropped because its flags are
i nconpatible with the current state of the mappi ng woul d cause
this counter to be incremented."”
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:: = { newNat Subscri bersTabl eEntry 10 }

newNat Subscri ber Cnt Quot a OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunber of packets received fromor destined to this
subscri ber to which NAT could not be applied because of quota
limtations. Quotas include absolute linmts as well as linits
on the rate of allocation."
.= { newNat Subscri bersTabl eEntry 11 }

newNat Subscri ber Cnt Mappi ngs OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of currently active mappings created by or for this
subscri ber.

Equal to newNat Subscri ber Cnt MapRenoval s -
newNat Subscri ber Cnt MapCreati ons. "
.= { newNat Subscri bersTabl eEntry 12 }

newNat Subscri ber Cnt MapCr eati ons OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Nurmber of mappings created by or for this subscriber."
::= { newNat Subscri bersTabl eEntry 13 }

newNat Subscri ber Cnt MapRenoval s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nurmber of mappi ngs renoved by or for this subscriber.”
;.= { newNat Subscri bersTabl eEntry 14 }

newNat Subscri ber Li ni t Mappi ngs OBJECT- TYPE
SYNTAX Unsi ghed32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Limt on the nunber of active nmappings created by or for this
subscriber. Zero neans unlimted."
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:: = { newNat Subscri bersTabl eEntry 15 }

newNat Subscri ber MapNoti f yThresh OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"See newNat Noti f Subscri ber Mappi ngs. "
:: = { newNat Subscri bersTabl eEntry 16 }

-- conformance groups

newNat G oupSubscri ber Ohj ect s OBJECT- GROUP

OBJECTS { newNat Subscri ber | nt Prefi xType,
newNat Subscri ber| nt Prefi x,
newNat Subscri ber| nt Prefi xLengt h,
newNat Subscri ber Pool ,
newNat Subscri ber Cnt Tr ansl at es,
newNat Subscri ber Cnt OOP,
newNat Subscri ber Cnt Resour ce,
newNat Subscri ber Cnt St at eM snat ch,
newNat Subscri ber Cnt Quot a,
newNat Subscri ber Cnt Mappi ngs,
newNat Subscri ber Cnt MapCr eat i ons,
newNat Subscri ber Cnt MapRenoval s,
newNat Subscri ber Li mi t Mappi ngs,
newNat Subscri ber MapNoti f yThr esh,
newNat Li m t Subscri bers }

STATUS current

DESCRI PTI ON

"Per-subscriber counters, limts, and threshol ds.
::={ newNat G oups 4}

-- conpliance statenents

newNat CGNConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"NATs that have 'Paired | P address pooling’ and ' Receive
Fragnments Qut of Order’ behavior [RFC4787] and i npl enent the
objects in this group can claimthis level of conpliance.

This level of conpliance is to be expected of a CGN conpli ant
with [1-D.ietf-behave-Isn-requirements]."

MODULE -- this nodul e
MANDATORY- GROUPS { newNat Gr oupBasi cbj ect s,
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newNat G oupBasi cNoti fi cati ons,

newNat G oupAddr MapQbj ect s,

newNat G oupAddr MapNot i fi cati ons,

newNat G oupFr agnent (bj ect s,

newNat G oupSubscri ber oj ect s,

newNat G oupSubscri berNotifs }
::={ newNat Conpliance 4 }

5. Security Considerations

TBD

6. | ANA Consi der ations

TBD
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