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Abstr act
This docunment clarifies and updates several requirements of RFC4787
RFC5382 and RFC5508 based on operational and devel opnent experience.
The focus of this docunent is NAPT44.

Requi rement s Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 16, 2013.

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
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1. Term nol ogy

The reader should be famliar with all terns defined in RFC2663
[ RFC2663] , RFC4787 [ RFCA787], RFC5382 [ RFC5382], RFC5508 [ RFC5508]

2. Introduction

[ RFCA787], [RFC5382] and [ RFC5508] greatly advanced NAT
interoperability and conformance. But with w despread depl oynent and
evol ution of NAT nore devel opnent and operati onal experience was
acqui red sone areas of the original docunents need further
clarification or updates. This docunents provides such
clarifications and updates.

2.1. Scope

Thi s docunment focuses solely on NAPT44 and its goal is to clarify,
fill gaps or update requirements of [RFC4787], [RFC5382] and

[ RFC5508]. It is out of the scope of this document the creation of
compl etely new requirenents not associated with the docunents cited
above. New requirenents would be better served el sewhere and if they
are CGN specific in [I-D.ietf-behave-Isn-requirenents]

3. TCP Session Tracking

[ RFC5382] specifies TCP tinmers associated with various connection
states but does not specify the TCP state machi ne a NAPT44 shoul d use
as a basis to apply such tiners. The TCP state nachi ne bel ow,
adapted from [ RFC6146], provi des gui dance on how TCP sessi on tracking
could be inmplenented - it is non-normative.
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3.1. TCP Transitory Connection |dle-Timeout
[ RFC5382] : REQ- 5 The transitory connection idle-tineout is defined as
the mninumtinme a TCP connection in the partially open or closing
phases nust remain idle before the NAT considers the associ ated
session a candidate for renoval. But the docunent does not clearly
states if these can be configured separately. This docunent
clarifies that a NAT device SHOULD provi de different knobs for
configuring the open and closing idle tineouts. This docunent
further acknow edges that nost TCP flows are very short (less than 10
seconds) [ FLOARATE][ TCPWLD] and therefore a partially open tinmeout
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of 4 minutes might be excessive if security is a concern. Therefore
it MAY be configured to be less than 4 mnutes in such cases.

There are other initiatives to reduce reclaimstate at NAT devices
faster [I-D. naito-nat-resource-optim zi ng-extension]

3.2. TCP RST

[ RFC5382] | eaves the handling of TCP RST packets unspecified. This
docunent does not try standardi ze such behavior but clarifies based
on operational experience that a NAT that receives a TCP RST for an
active mappi ng and perforns session tracking MAY i medi ately delete
the sessions and renobve any state associated with it. [If the NAT
device that performs TCP session tracking receives a TCP RST for the
first session that created a mapping, it MAY renove the session and
the mapping i medi atel y.

4. Address Pooling Paired (APP)

[RFCAT787]: REQ 2 [ RFC5382]: ND Address Pooling Paired behavior for NAT
is reconmended in previous docunents but behavior when a public | Pv4
run out of ports is |left undefined. This docunent clarifies that if
APP i s enabl ed new sessions froma subscriber that already has a
mappi ng associated with a public IP that ran out of ports SHOULD be
dropped. The admi ni strator MAY provide a knob that allows a NAT
device to starting using ports from another public |IP when the one
that anchored the APP mapping ran out of ports. This is trade-off

bet ween subscriber service continuity and APP strict enforcenent.

(NE: It is sonmetines referred as 'soft-APP)

5. EIF Security

[ RFCA787] : REQ 8 and [ RFC5382]: REQ 3 End- poi nt independent filtering
could potentially result in security attacks fromthe public realm
In order to handle this, when possible there MUST be strict filtering
checks in the inbound direction. A knob SHOULD be provided to limt
the nunber of inbound sessions and a knob SHOULD be provided to
enabl e or disable EIF on a per application basis.

6. EIF Protocol I|ndependence

[ RFCA787] : REQ 8 and[ RFC5382]: REQ 3 Current RFCs do not specify
whet her ElI F nmappi ngs are protocol independent. 1In other words, if a
out bound TCP SYN creates a nmapping it is |left undefined whether
i nbound UDP can create sessions and packets are forwarded. EIF
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mappi ngs SHOULD be protocol independent in order allow i nbound
packets for protocols that rmultiplex TCP and UDP over the same IP
port through the NAT and maintain conpatibility with stateful NAT64
RFC6146 [ RFC6146]. But the administrator MAY provide a configuration
knob to nmake it protocol dependent.

7. EIF Mapping Refresh

[ RFCA787]: REQ 6 [ RFC5382]: ND The NAT nappi ng Refresh direction MAY
have a "NAT | nbound refresh behavior" of "True" but it does not
clarifies howthis applies to EIF mappings. The issue in question is
whet her inbound packets that nmatch an EIF nmappi ng but do not create a
new session due to a security policy should refresh the mapping
timer. This docunment clarifies that even when a NAT device has a

i nbound refresh behavior of TRUE, that such packets SHOULD NOT
refresh the mapping. QO herwise a sinple attack of a packet every 2
nm nutes can keep the mapping indefinitely.

7.1. CQutbound Mapping Refresh and Error Packets

In the case of NAT outbound refresh behavior there might be certain
types of packets that should not refresh the nmapping. For exanple,

if the mapping is kept alive by ICWP Error or TCP RST out bound
packets sent as response to inbound packets, these SHOULD NOT refresh
t he mappi ng.

8. EIM Protocol |ndependence

[RFCA787] [RFC5382]: REQ 1 Current RFCs do not specify whether EIM
are protocol independent. In other words, if a outbound TCP SYN
creates a mapping it is |left undefined whet her outbound UDP can reuse
such mapping and create session. On the other hand, Stateful NAT64

[ RFC6146] clearly specifies three binding informati on bases (TCP

UDP, ICWP). This docunent clarifies that El M rmappi ngs SHOULD be

prot ocol dependent . A knob MAY be provided in order allow protocols
that multiplex TCP and UDP over the same source |IP and port to use a
si ngl e mappi ng.

9. Port Parity
A NAT devi ces MAY disable port parity preservation for dynanic

mappi ngs. Neverthel ess, A NAT SHOULD support neans to explicitly
request to preserve port parity (e.g., [|-D. boucadair-pcp-rtp-rtcp]).
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10.

11.

12.

13.

Port Random zati on

A NAT SHOULD foll ow the recommendati ons specified in Section 4 of

[ RFC6056] especially: "A NAPT that does not inplenent port
preservation [ RFC4787] [ RFC5382] SHOULD obfuscate selection of the
epheneral port of a packet when it is changed during translation of
that packet. A NAPT that does inplenment port preservati on SHOULD
obfuscate the epheneral port of a packet only if the port nust be
changed as a result of the port being already in use for sone other
session. A NAPT that perforns parity preservation and that nust
change the epheneral port during translation of a packet SHOULD
obfuscate the epheneral ports. The algorithnms described in this
docunment coul d be easily adapted such that the parity is preserved
(i.e., force the | owest order bit of the resulting port number to O
or 1 according to whether even or odd parity is desired)."

IP Identification (IP |ID)

A NAT SHOULD handl e the Identification field of translated |IPv4d
packets as specified in Section 9 of [I-D.ietf-intarea-ipv4-id-
updat e] .

| CMP Query Mappi ngs Ti meout

Section 3.1 of [RFC5508] says that | CMP Query Mappings are to be

mai nt ai ned by NAT device. However, RFC doesn’'t discuss about the
Query Mapping tinmeout values. Section 3.2 of that RFC only discusses
about | CMP Query Session Tinmeouts. |CWP Query Mappi ngs MAY be

del eted once the last the session using the mapping is del eted.

Hai r pi nni ng Support for |CWVP Packets

[ RFC5508] : REQ- 7 This requirenent specifies that NAT devi ces enforcing
Basi ¢ NAT MJST support traversal of hairpinned | CMP Query sessions.
This inplicitly neans that address mappi ngs fromexternal address to
internal address (simlar to Endpoint |Independent Filters) MJIST be
mai ntained to all ow i nbound | CMP Query sessions. |If an ICMP Query is
received on an external address, NAT device can then translate to an
internal IP. [RFC5508]:REQ 7 This requirenment specifies that all NAT
devices (i.e., Basic NAT as well as NAPT devi ces) MJUST support the
traversal of hairpinned |CMP Error nessages. This too requires NAT
devices to maintain address mappings fromexternal |IP address to
internal IP address in addition to the | CVP Query Mappi ngs descri bed
in section 3.1 of that RFC

Penno, et al. Expi res January 16, 2013 [ Page 7]



Internet-Draft draft-penno-behave-rfc4787-5382-5508-his July 2012

14.

15.

16.

17.

17.

| ANA Consi derations
TBD
Security Considerations

In the case of ElIF mappings due to high risk of resource crunch, a
NAT device MAY provide a knob to limt the nunber of inbound sessions
spawned from a ElF mappi ng.
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