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Abstract

Ever since vendors started deploying TLS 1.0 clients, these clients
have had to handl e server inplenentations that do not tolerate the
TLS version supported by the client, usually by automatically
signaling an ol der supported version instead. Such version rollbacks
represent a potential security hazard, if the ol der version should
becone vul nerable to attacks. The sane history repeated when TLS

Ext ensi ons were introduced, as sonme servers would not negotiate with
clients that sent these protocol extensions, forcing clients to
reduce protocol functionality in order to maintain interoperability.

This docunment outlines a procedure to help clients deci de when they
may use version rollback to maintain interoperability with | egacy
servers, under what conditions the clients should not allow version
rol | backs, such as when the server has indicated support for the TLS
Renegoti ation Informati on extension. The intention of this procedure
istolimt the use of automatic version rollback to | egacy servers
and eventually elimnate its use.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 4, 2013.
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1. I nt roduction

When vendors of Transport Layer Security (TLS) clients intially
devel oped and rel eased TLS 1.0 [ RFC2246] clients, they quickly

di scovered that not all Secure Sockets Layer (SSL) v3 [ RFC6101]
servers were willing to accept or conpl ete handshakes with the TLS
clients. The reasons for this varied across various server

i npl ement ati ons, such as not accepting versions higher than SSL v3,
and various errors in the inplenentation of the handshake, e.g.
expecting the RSA Premaster Secret’s version field to match the

sel ected version, not the signal ed version

G ven the scope of the problemof getting servers fixed, in order to
provi de a good user experience for their custoners, vendors el ected
instead to restart the connection and signal the ol der protoco
versi on as the highest supported version in such cases.

This process was repeated when TLS Extensi ons[ RFC6066], TLS 1.1

[ RFCA346] and TLS 1.2 [RFC5246] were introduced, as clients had to
di sabl e these features to be able to connect with servers that did
not tolerate them

As a consequence, clients are not just vulnerable to a version
rol I back attack; in the event that a vulnerability in ol der protoco
versi ons shoul d be discovered, they are intentionally designed to be
vul nerabl e to such attacks by automatically perform ng a version
rol | back whenever sonething goes wong with the current TLS
handshake.

While it would be preferable that clients do not performversion
rol |l backs, it is presently not practical to forbid it entirely, but
there are ways to linmt the use of rollbacks, and eventual |y phase
out the usage conpletely.
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Thi s docunment presents a procedure for selecting when to allow a
version rol |l back and how to inplenment it, in order to maintain
interoperability with | egacy servers, as well as when to not allow
version rol | backs.

The main factor for deciding not to allow version rollbacks is

whet her the server supports the TLS Renegoti ati on I nformation

Ext ensi on[ RFC5746] . [ RFC5746] specifically rem nds inplenmentors that
servers MJST correctly handle clients that support TLS Extensions
and/ or new TLS versions than supported by the server. For the nost
part, server vendors have adhered to this, as (per July 2012) |ess
than 0.14% of servers with Renegotiation |Infornmation extension
support (70.6% do not adhere to this requirenent, conpared to 4.5%
anong servers that does not support this extension

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Managi ng Version Rol | backs

When a TLS client initially connects to a TLS server, it exchanges a
nunber nessages with the server in order to establish the encrypted
connecti on:

0 Sending the Client Hello, which identifies the client’s higest
supported version, supported extensions, and cryptographic
par amet ers

0 Receiving the Server Hello, which identifies the server’s sel ected
versi on, supported extensions, cryptographic paramaters

0 Exchange of nobre nessages to negotiate the encryption keys, and
ot her paranmeters

0 Each sends a Finished nessage to the other, showi ng that the
negoti ati on succeeded, after which the secure connection is active

Each step of this negotiation sequence can fail for various reasons,
until the Finished nessages have been sent and verified. The
failures can be indicated with Alert codes or by just shutting down
the connection. Frequently, many of these failures are due to

i ncorrect inplenentation on either end.

This tendency toward inplenentation issues | eading to connection
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failures have caused nost client vendors to adopt a policy of
retrying with ol der versions of the protocol, in case the failure was
caused by version-specific problens in the server

2.1. Version Roll back Sequence

When establishing a TLS connection to a server with unknown
capabilities, a client SHOULD use the foll owi ng sequence, advancing
to the next step if the connection attenpt fails.

1. If the client supports TLS 1.1 or higher, it SHOULD send a Cient
Hell o indicating this highest version and include all supported
extensions. The version of the Record Protocol SHOULD at nost be
TLS 1.0

2. |If step 1 failed, and the server either did not indicate a
supported version or this version was TLS 1.0 or below, send a
Client Hello indicating TLS 1.0 as the highest version and
i nclude all supported extensions. |If this fails, the client MAY
renove extensions in a separate connection attenpt before
considering this step to have fail ed.

3. If step 2 failed, and the server either did not indicate a
supported version or this version was SSL v3, send a Cient Hello
i ndicating SSL v3 as the highest version, wthout sending TLS
Ext ensi ons.

In each step, the client MJST indicate support for the TLS
Renegoti ation I nformati on Extension, using the
TLS_EMPTY_RENEGOTI ATI ON_I NFO_SCSV ci pher suite val ue specified by
[ RFC5746] if TLS Extensions are not sent in the Cient Hello.

The client MJUST NOT roll back to an ol der version than the server has
indicated, even if the connection handshake failed. That is, if the
server indicates support for TLS 1.1, but the connection fails, then
the client MUST NOT attenpt to connect to the server using TLS 1.0,
but allow the connection to fail

2.2. Version Recovery

Once a connection is established and the client has received the
Server Hello, it MJST check the response to determine if the server
sends the TLS Renegotiation Information (R) extension, and then
deci de how to proceed

o |If the server did not return the Rl extension, the client can

conti nue the handshake as nornmal and MAY continue version
rol | backs as described in Section 2.1 if the connection fails.
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o If the server did return the Rl extension, and the client
i ndicated its highest supported version, with extensions, (first
step in Section 2.1) in the Cient Hello, the client can continue
t he handshake as nornmal but MJUST NOT pernit version rollbacks, in
case the connection fails, but instead allow the connection to
fail

o If the server did return the Rl extension, but the client was
i ndi cating an ol der TLS version as its highest supported version
or without TLS Extensions, the client MJST term nate the
connection, reestablish it, and send a ient Hello that signals
t he hi ghest supported version, and includes extensions, and it
MUST NOT pernit a failure to trigger a new version rollback
sequence, but instead end the attenpt to establish the connection

The reason for not allow ng version rollbacks if the server supports
the RI extension is that such servers MJST accept that clients

i ndi cate a hi gher supported version than they do, and they MJST
support or tolerate clients that send TLS Extensions. |t nust be
presuned that, if such a handshake fails, it is because the
connection is being subjected to a active version downgrade attack
not that the server has been incorrectly inplenented in this respect.

3. | ANA Consi derati ons
Thi s docunment makes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

4. Security Considerations

Al'l owi ng automatic version roll backs exposes the TLS connection
between the client and server to significant risk if the ol der
version that gets negotiated is vulnerable to an attack that allows
the transmtted information to | eak

The use of automatic version rollbacks should be limted to
connections to servers that require it for interoperability reasons
and be prohibited for any other servers. Wile it is inpractial to
di scover which servers truly need such consideration, this docunent
specifies the presence of the TLS Renegoti ation Information extension
as a proxy indication that the server does not require such
interoperability considerations.
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