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Abst r act

This docunment specifies a new certificate type for exchanging raw
public keys in Transport Layer Security (TLS) and Dat agram Transport
Layer Security (DTLS) for use with out-of-band public key validation
Currently, TLS authentication can only occur via X 509-based Public
Key Infrastructure (PKI) or OpenPGP certificates. By specifying a

m ni num resource for raw public key exchange, inplenentations can use
alternative public key validation nethods.

One such alternative public key valiation nmethod is offered by the
DNS- Based Aut hentication of Named Entities (DANE) together with DNS
Security. Another alternative is to utilize pre-configured keys, as
is the case with sensors and ot her enbedded devi ces. The usage of
raw public keys, instead of X 509-based certificates, leads to a
smal | er code footprint.

Thi s document introduces the support for raw public keys in TLS
Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths

and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 17, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Traditionally, TLS server public keys are obtained in PKI X containers
i n-band using the TLS handshake and vali dated using trust anchors
based on a [PKIX] certification authority (CA). This nethod can add
a conplicated trust relationship that is difficult to validate.
Exanpl es of such conplexity can be seen in [Defeating-SSL].

Alternative nethods are available that allow a TLS client to obtain
the TLS server public key:

0 The TLS server public key is obtained froma DNSSEC secured
resource records using DANE [I|-D.ietf-dane-protocol].

0 The TLS server public key is obtained froma [PKIX] certificate
chain froman Lightweight Directory Access Protocol (LDAP) [LDAP]
server.

o0 The TLS client and server public key is provisioned into the
operating systemfirmvare i mage, and updated via software updates.

Sone smart objects use the UDP-based Constrained Application Protoco
(CoAP) [I-D.ietf-core-coap] to interact with a Web server to upl oad
sensor data at a regular intervals, such as tenperature readi ngs
CoAP [I-D.ietf-core-coap] can utilize DTLS for securing the client-
to-server comunication. As part of the manufacturing process, the
enbeded device may be configured with the address and the public key
of a dedi cated CoAP server, as well as a public key for the client
itself. The usage of X 509-based PKI X certificates [PKIX] does not
suit all smart object deploynments and would therefore be an
unneccesarry burden

The Transport Layer Security (TLS) Protocol Version 1.2 [RFC5246]
provides a framework for extensions to TLS as well as guidelines for

desi gni ng such extensions. This docunent defines an extension to
i ndi cate the support for raw public keys.

Ter m nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
New TLS Ext ensi ons

In order to indicate the support for multiple certificate types two
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new extensions are defined by this specification with the follow ng
semanti c:

cert-send: The certificate payload in this nessage contains a
certificate of the type indicated by this extension

cert-receive: By including this extension an entity indicates that
it is able to recieve and process the indicated certificate types.
This list is sorted by preference.

enum { X 509(0), RawPublicKey(1), (255) } CertType;
Cert Type cert-receive <1..278-1>;

Cert Type cert-send;

Figure 1: New TLS Extension Structures

No new ci pher suites are required for use with raw public keys. Al
exi sting cipher suites that support a key exchange nethod conpati bl e
with the key in the certificate can be used in conbination with raw
public key certificate types.

4, TLS Handshake Extension

This section describes the semantic of the 'cert-send’ and the 'cert-
receive' extensions for the different handshake nessages.

4.1. Cient Hello

To allow a TLS client to indicate that it is able to receive a
certificate of a specific type it MAY include the 'cert-receive
extension in the client hello nessage. To indicate the ability to
process a raw public key by the server the TLS client MJIST incl ude
the "cert-receive’ with the value one (1) (indicating "RawPublicKey")
inthe list of supported certificate types. |If a TLS client only
supports X. 509 certificates it MAY include this extension to indicate
support for it.

Future docunments rmay define additional certificate types that require
addition values to be registered.

Note: No new ci pher suites are required to use raw public keys. Al
exi sting cipher suites that support a key exchange net hod conpati bl e
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with the defined extension can be used.
4.2. Server Hello

If the server receives a client hello that contains the 'cert-
receive' extension then two outcones are possible. The server MJST
either select a certificate type fromclient-provided Iist or

term nate the session with a fatal alert of type
"unsupported_certificate". 1In the fornmer case the procedure in
Section 4.4 MJST be foll oned.

4.3. Certificate Request

The Certificate Request payload sent by the TLS server to the TLS
client MJUST be acconpanied by a ’cert-receive’ extension, which
indicates to the TLS client the certificate type the server supports.

4.4. Certificate Payl oad

Certificate payl oads MJST be acconpanied by a ’'cert-send’ extension
whi ch indicates the certificate format found in the Certificate
payl oad itself.

The list of supported certificate types to choose from MUST have been
obtained via the 'cert-receive’ extension. This ensures that a
Certificate payload only contains a certificate type that is also
supported by the recipient.

When the ' RawPubl i cKey’' certificate type is selected then the

Subj ect Publ i cKeyl nfo structure MJST be placed into the Certificate
payl oad. The type of the asymmetric key MUST nmatch the sel ected key
exchange al gorithm

4.5, O her TLS Messages
Al'l the other handshake nessages are identical to the TLS
speci fication.

5. Exanpl es

Figure 2, Figure 3, and Figure 4 illustrate exanpl e nessage
exchanges.

The first exanple shows an exchange where the TLS client indicates
its ability to process two certificate types, nanely raw public keys
and X. 509 certificates via the '"cert-receive extension (see [1]).
When the TLS server receives the client hello it processes the cert-
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recei ve extension and since it also has a raw public key it indicates
in[2] that it had choosen to place the SubjectPublicKeylnfo
structure into the Certificate payload (see [3]). The client uses
this raw public key in the TLS handshake and an out - of - band

techni que, such as DANE, to verify its validatity.

client _hello,
cert-recei ve=( RawPubl i cKey, X.509) -> // [1]

<- server_hello,
cert-send=RawPubl i cKey, // [2]
certificate, // [3]
server _key_exchange,
server _hell o_done

client_key exchange,
change_ci pher _spec,
finished ->

<- change_ci pher _spec,
finished

Application Data <------- > Application Data

Figure 2: Exanple with Raw Public Key provided by the TLS Server

In our second exanple the TLS client and the TLS server use raw
public keys. This is a use case envisioned for snmart object
networking. The TLS client in this case is an enbedded device that
only supports raw public keys and therefore it indicates this
capability via the 'cert-receive' extension in [1]. As in the

previ ously shown exanple the server fulfills the client’s request and
provides a raw public key into the Certificate payl oad back to the
client (see [2] and [3]). The TLS server, however, denmands client
aut hentication and for this reason a Certificate_Request payload is
added [4], which cones with an indication of the supported
certificate types by the server, see [5]. The TLS client, who has a
raw public key pre-provisioned, returns it in the Certificate payl oad
[7] to the server with the indication about its content [6].
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client_hello,
cert-recei ve=(RawPubl i cKey) -> // [1]

<- server_hello,
cert-send=RawPubl i cKey, // [2]
certificate, // [3]
certificate_request, // [4]
cert-recei ve=(RawPubl i cKey, X. 509) // [5]
server _key_exchange,
server _hell o_done

cert-send=RawPubl i cKey, // [ 6]
certificate, // [7]
client_key_exchange,
change_ci pher _spec,

fini shed ->

<- change_ci pher _spec,
finished

Application Data <------- > Application Data

Figure 3: Exanple with Raw Public Key provided by the TLS Server and
the dient

In our last exanple we illustrate a conbination of raw public key and
X. 509 usage. The client uses a raw public key for client

aut hentication but the server provides an X. 509 certificate. This
exchange starts with the client indicating its ability to process

X. 509 certificates. The server provides the X 509 certificate using
that format in [3] with the indication present in [2]. For client
aut henti cation, however, the server indicates in [5] that it is able
to support raw public keys as well as X 509 certificates. The TLS
client provides a raw public key in [7] and the indication in [6].
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client_hello,
cert-receive=(X.509) ->// [1]

<- server_hello,
cert-send=X.509,// [2]
certificate, // [3]
certificate_request, // [4]
cert-recei ve=(RawPubl i cKey, X. 509) // [5]
server _key_exchange,
server _hell o_done

cert-send=RawPubl i cKey, // [ 6]
certificate, // [7]
client_key_exchange,
change_ci pher _spec,

fini shed ->

<- change_ci pher _spec,
finished

Application Data <------- > Application Data

Figure 4: Hybrid Certificate Exanple

6. Security Considerations

The transm ssion of raw public keys, as described in this docunent,
provi des benefits by lowering the over-the-air transmni ssion overhead
since raw public keys are quite naturally snmaller than an entire
certificate. There are also advantages from a codesi ze point of view
for parsing and processing these keys. The crytographic procedures
for assocating the public key with the possession of a private key

al so follows standard procedures.

The main security challenge is, however, how to associate the public
key with a specific entity. This information will be needed to nake
aut hori zati on decisions. Wthout a secure binding, man-in-the-mddle
attacks may be the consequence. This docunent assunes that such

bi ndi ng can be nade out-of-band and we list a few exanples in

Section 1. DANE [I-D.ietf-dane-protocol] offers one such approach

If public keys are obtained using DANE, these public keys are

aut henticated via DNSSEC. Pre-configured keys is another out of band
met hod for authenticating raw public keys. Wile pre-configured keys
are not suitable for a generic Wb-based e-comerce environnent such
keys are a reasonabl e approach for many snart object depl oynents
where there is a close relationship between the software running on
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the device and the server-side conmunication endpoint. Regardless of
the chosen nechani sm for out-of-band public key validation an
assessnent of the nost suitable approach has to be nade prior to the
start of a deploynent to ensure the security of the system

7. | ANA Consi derati ons

Thi s docunent defines two new TLS extension, ’'cert-send and ’cert-
receive’, and their values need to be added to the TLS Extensi onType
registry created by RFC 5246 [ RFC5246].

The val ues in these new extensions contains an 8-bit CertificateType
field, for which a new registry, named "Certificate Types", is
established in this docunent, to be mmintained by ANA. The registry
is segnented in the followi ng way:

1. The value (0) is defined in this document.

2. Values from 2 through 223 deci mal inclusive are assigned using
the ' Specification Required policy defined in RFC 5226
[ RFC5226] .

3. Values from 224 deci mal through 255 decimal inclusive are
reserved for 'Private Use', see [ RFC5226].
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