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Abstract

This meno defines several new ciphersuites for the Transport Layer
Security (TLS) protocol to support certificate-less, secure
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aut hentication using only a sinple, |owentropy, password. The
ci phersuites are all based on an authenticati on and key exchange
protocol that is resistant to off-line dictionary attack
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Backgr ound
The Case for Certificate-less Authentication

TLS usual ly uses public key certificates for authentication
[ RFC5246]. This is problematic in sonme cases:

o Frequently, TLS [ RFC5246] is used in devices owned, operated, and
provi si oned by people who | ack conpetency to properly use
certificates and nerely want to establish a secure connection
using a nore natural credential like a sinple password. The
proliferation of deploynents that use a self-signed server
certificate in TLS [ RFC5246] foll owed by a PAP-style exchange over
t he unaut henti cated channel underscores this case.

0 A password is a nore natural credential than a certificate (from
early chil dhood people |l earn the semantics of a shared secret), so
a password-based TLS ci phersuite can be used to protect an HITP-
based certificate enroll ment scheme-- e.g. an [ RFC5967] -style
request and an [ RFC5751] -style response-- to parlay a sinple
password into a certificate for subsequent use with any
certificate-based authentication protocol. This addresses a
significant "chicken-and-egg" dilema found with certificate-only
use of [ RFC5246].

0o Sone PIN-code readers will transfer the entered PINto a smart
card in clear text. Assunming a hostile environment, this is a bad
practice. A password-based TLS ci phersuite can enable the
establ i shnent of an authenticated connecti on between reader and
card based on the PIN

Resi stance to Dictionary Attack

It is a comopn misconception that a protocol that authenticates with
a shared and secret credential is resistent to dictionary attack if
the credential is assunmed to be an N-bit uniformy random secret,
where Nis sufficiently large. The concept of resistence to
dictionary attack really has nothing to do with whether that secret
can be found in a standard collection of a | anguage’s defi ned words
(i.e. adictionary). It has to do with how an adversary gai ns an
advantage in attacking the protocol

For a protocol to be resistant to dictionary attack any advantage an
adversary can gain nust be a function of the amount of interactions
she nmakes with an honest protocol participant and not a function of
the anmobunt of conputation she uses. The adversary will not be able
to obtain any infornation about the password except whether a single
guess froma single protocol run which she took part in is correct or
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i ncorrect.

It is assuned that the attacker has access to a pool of data from

whi ch the secret was drawn-- it could be all nunbers between 1 and
2"N, it could be all defined words in a dictionary. The key is that
the attacker cannot do a an attack and then enunerate through the
pool trying potential secrets (conputation) to see if one is correct.
She nust do an active attack for each secret she wishes to try
(interaction) and the only information she can glean fromthat attack
is whether the secret used with that particular attack is correct or
not .

2. Keyword Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

3. Introduction
3.1. Notation
The following notation is used in this meno:

password
a secret, and potentially |Iowentropy word, phrase, code or key
used as a credential for authentication. The password is shared
bet ween the TLS client and TLS server

y = H(x)
a binary string of arbitrary length, x, is given to a function H
whi ch produces a fixed-1ength output, vy.

al| b
denotes concatenation of string a with string b.

[a]b
indicates a string consisting of the single bit "a" repeated "b"
times.

X nmod y

i ndi cates the remai nder of division of x by y. The result wll
be between 0 and vy.
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LSB( x)
returns the least-significant bit of the bitstring "x".

3.2. Discrete Logarithm Cryptography

The ciphersuites defined in this neno use discrete |ogarithm

crypt ography (see [SP800-56A]) to produce an authenticated and shared
secret value that is an elenent in a group defined by a set of domain
paraneters. The donmain paraneters can be based on either Finite
Field Cryptography (FFC) or Elliptic Curve Cryptography (EEC

El ements in a group, either an FFC or EEC group, are indicated using
upper-case whil e scal ar values are indicated using | ower-case.

3.2.1. HIliptic Curve Cryptography

The aut henticated key exchange defined in this neno uses fundanental
algorithnms of elliptic curves defined over GF(p) as described in
[ RFC6090] .

Domai n parameters for the ECC groups used by this nmeno are:

o Awprinme, p, determning a prine field G-(p). The cryptographic
group will be a subgroup of the full elliptic curve group which
consists points on an elliptic curve-- elenents from GF(p) that
satisfy the curve’'s equation-- together with the "point at
infinity" that serves as the identity el enent.

o Elenents a and b from G-(p) that define the curve's equation. The
point (x,y) in Ge(p) x G-(p) is on the elliptic curve if and only
if (y*2 - x*3 - a*x - b) nod p equals zero (0).

o Apoint, G on the elliptic curve, which serves as a generator for
the ECC group. G is chosen such that its order, with respect to
elliptic curve addition, is a sufficiently large prine.

o Aprime, g, which is the order of G and thus is also the size of
the cryptographic subgroup that is generated by G

o A co-factor, f, defined by the requirenment that the size of the
full elliptic curve group (including the "point at infinity") is
the product of f and q.

This meno uses the foll owi ng ECC Functi ons:

0 Z==elemop(X,Y) = X+ Y. two points on the curve X and Y, are

sunmed to produce another point on the curve, Z. This is the group
operation for ECC groups.
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0 Z = scalar-op(x,Y) =x * Y: an integer scalar, x, acts on a point
on the curve, Y, via repetitive addition (Y is added to itself x
times), to produce another EEC el enent, Z

0 Y =inverse(X): a point on the curve, X, has an inverse, Y, which
is also a point on the curve, when their sumis the "point at
infinity" (the identity for elliptic curve addition). In other
words, R + inverse(R) = "0".

0 z = F(X): the x-coordinate of a point (x, y) on the curve is
returned. This is a mapping function to convert a group el enent
into an integer.

Only ECC groups over GF(p) can be used with TLS-PWD. ECC groups over
GF(2"m SHALL NOT be used by TLS-PWD. 1In addition, ECC groups with a
co-factor greater than one (1) SHALL NOT be used by TLS- PVD.

A conposite (x, y) pair can be validated as an a point on the
elliptic curve by checking whether: 1) both coordinates x and y are
greater than zero (0) and less than the prine defining the underlying
field; 2) the x- and y- coordinates satisfy the equation of the
curve; and 3) they do not represent the point-at-infinity "0". |If
any of those conditions are not true the (x, y) pair is not a valid
poi nt on the curve.

3.2.2. Finite Field Cryptography

Domai n paraneters for the FFC groups used by this neno are:

o Aprinme, p, deternining a prinme field G-(p), the integers nodul o
p. The FFC group will be a subgroup of GF(p)*, the nultiplicative
group of non-zero elenents in G-(p).

0 An elenent, G in GF(p)* which serves as a generator for the FFC
group. G is chosen such that its nmultiplicative order is a
sufficiently large prine divisor of ((p-1)/2).

o Awprime, g, which is the nultiplicative order of G and thus also
the size of the cryptographic subgroup of GF(p)* that is generated
by G

This meno uses the foll owi ng FFC Functi ons:

o0 Z==elemop(X,Y) =(X*Y) nod p: tw FFC elenents, X and Y, are

mul tiplied nodulo the prine, p, to produce another FFC el enent, Z.
This is the group operation for FFC groups.
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0 Z = scalar-op(x,Y) = Y*x nod p: an integer scalar, x, acts on an
FFC group el enent, Y, via exponentiation nodulo the prine, p, to
produce anot her FFC el enent, Z

0 Y =inverse(X): a group elenent, X, has an inverse, Y, when the
product of the elenent and its inverse nodulo the prinme equals one
(1). In other words, (X * inverse(X)) nod p = 1.

0 z =FX: is the identity function since an elenent in an FFC
group is already an integer. It is included here for consistency
in the specification

Many FFC groups used in | ETF protocols are based on safe prines and
do not define an order (q). For these groups, the order (q) used in
this meno shall be the prinme of the group m nus one divided by two--
(p-1)/2.

An integer can be validated as being an elenment in an FFC group by
checking whether: 1) it is between one (1) and the prine, p,
exclusive; and 2) if nodul ar exponentiation of the integer by the
group order, g, equals one (1). |If either of these conditions are
not true the integer is not an elenment in the group

3.3. Instantiating the Random Functi on

The protocol described in this memo uses a random function, H, which

is nodel ed as a "randomoracle”. At first glance, one may view this

as a hash function. As noted in [RANDOR], though, hash functions are
too structured to be used directly as a random oracle. But they can

be used to instantiate the random oracl e.

The random function, H, in this neno is instantiated by using the
hash al gorithm defined by the particular TLS-PWD ci phersuite in HVAC
node with a key whose length is equal to bl ock size of the hash

al gorithm and whose value is zero. For exanple, if the ciphersuite
is TLS ECCPWD W TH_AES_ 128 GCM SHA256 then Hwill be instantiated

wi th SHA256 as:

H(x) = HVAC- SHA256([ 0] 32, x)
3.4. Passwords
The aut henticated key exchange used in TLS-PWD requires each side to
have a comon view of a shared credential. To protect a database of
stored passwords, though, the password SHALL be salted and the

result, called the base, SHALL be used as the authentication
credenti al .
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The salting function is defined as:
base = HVAC- SHA256( sal t, username | password)

The password used for generation of the base SHALL be represented as
a UTF-8 encoded character string processed according to the rul es of
the [RFC4013] profile of [RFC3454] and the salt SHALL be a 32 octet
random nunmber. The server SHALL store a triplet of the form

{ usernane, base, salt }

And the client SHALL generate the base upon receiving the salt from
t he server.

3.5. Assunptions

The security properties of the authenticated key exchange defined in
this meno are based on a nunber of assunptions:

1. The random function, H is a "randomoracle" as defined in
[ RANDOR] .

2. The discrete logarithm problemfor the chosen group is hard.
That is, given g, p, andy = g"x nod p, it is conputationally
infeasible to determine x. Simlarly, for an ECC group given the
curve definition, a generator G and Y =x * G it is
computationally infeasible to determ ne x.

3. Quality random nunbers with sufficient entropy can be created.
This may entail the use of specialized hardware. |f such
hardware is unavail able a cryptographic nixing function (like a
strong hash function) to distill enropy fromnultiple,
uncorrel ated sources of information and events may be needed. A
very good discussion of this can be found in [ RFC4086].

4. Specification of the TLS- PM\D Handshake

The aut henticated key exchange is acconplished by each side deriving
a password-based el enent, PE, in the chosen group, naking a
"committrment" to a single guess of the password using PE, and
generating the Premaster Secret. The ability of each side to produce
a valid finished nessage authenticates itself to the other side.

The aut henticated key exchange is dropped into the standard TLS
message handshake by nodi fyi ng sone of the nessages.
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4.

1.

Server Hello
Server Key Exchange (conmit)
- Server Hell o Done

Client Key Exchange (conmit)
[ Change ci pher spec]

Finished -------- >
[ Change ci pher spec]
S Fi ni shed
Application Data <------- > Application Data
Figure 1

Fi xi ng the Password El enent

Prior to naking a "conmittnent"” both sides nust generate a secret

el ement, PE, in the chosen group using the comobn password-derived
base. The server generates PE after it receives the dient Hello and
chooses the particular group to use, and the client generates PE upon
recei pt of the Server Key Exchange

Fi xi ng the password el enent involves an iterative "hunting and

pecki ng" techni que using the prinme fromthe negotiated group’s donain
paraneter set and an ECC- or FFC-specific operation depending on the
negoti ated group

To thwart side channel attacks which attenpt to deternine the nunber
of iterations of the "hunting-and-pecking" |oop are used to find PE
for a given password, a security paraneter, k, is used to ensure that
at least k iterations are always perfornmed. This technique need only
be used with ECC groups.

First, an 8-bit counter is set to the value one (1). Then, His used
to generate a password seed fromthe a counter, the prine of the

sel ected group, and the base (which is derived fromthe usernane,
password, and salt):

pwd- seed = H(base | counter | p)

Then, the pwd-seed is expanded using the PRF to the length of the
prime fromthe negotiated group’s donain paraneter set, to create
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pwd- val ue:

pwd- val ue = PRF(pwd-seed, "TLS-PWD Hunting And Pecki ng"
ClientHell o.random | ServerHello.random [O0..p];

If the pwd-value is greater than or equal to the prine, p, the
counter is incremented, and a new pwd-seed is generated and the

hunt i ng- and- pecki ng continues. |f pwd-value is less than the prine,
p, it is passed to the group-specific operation which either returns
the selected password elenent or fails. [|f the group-specific
operation fails, the counter is increnmented, a new pwd-seed is
generated, and the hunting-and-pecking continues. This process
continues until the group-specific operation returns the password

el ement. For FCC groups, this termi nates the hunting-and-pecking
process. For ECC groups, after the password el ement has been chosen
the base is changed to a random nunber, the counter is increnented
and t he hunti ng-and-pecki ng continues until the counter is greater
than the security parameter, k

When PE has been di scovered, pwd-seed and pwd-val ue SHALL be
irretrievably destroyed.

4.1.1. Conputing an ECC Password El enent

The group-specific operation for ECC groups uses pwd-val ue, pwd-seed,
and the equation for the curve to produce PE. First, pwd-value is
used directly as the x-coordinate, x, with the equation for the
elliptic curve, with paraneters a and b fromthe donai n paraneter set

of the curve, to solve for a y-coordinate, y. |If there is no
solution to the quadratic equation, this operation fails and the
hunti ng- and- pecki ng process continues. |If a solution is found, then

an anbiguity exists as there are technically two solutions to the
equation and pwd-seed is used to unambi guously sel ect one of them

If the loworder bit of pwd-seed is equal to the |loworder bit of vy,
then a candidate PE is defined as the point (x, y); if the | ow order
bit of pwd-seed differs fromthe loworder bit of y, then a candidate
PE is defined as the point (x, p - y), where p is the prine over

whi ch the curve is defined. The candidate PE becones PE, a random
nunber is used instead of the base, and the hunting and pecking
continues until it has | ooped through k iterations.

Al gorithmically, the process |ooks |like this:
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found = 0
counter = 0
base = H(usernane | password | salt)
do {
counter = counter + 1
pwd- seed = H(base | counter | p)
pwd- val ue = PRF(pwd-seed, "TLS-PWD Hunting And Pecki ng",
ClientHell o.random | ServerHello.randon) [O..p]
if (pwd-value < p)
t hen
X = pwd-val ue
if ( (y =sqgrt(x*3 + ax + b)) !'= FAIL)

t hen
if (found == 0)
t hen
if (LSB(y) == LSB(pwd-seed))
t hen
PE = (x, y)
el se
f_PE= (x, p-y)
i
found = 1
el se

base = random()
fi
fi
fi
} while ((found == 0) || (counter <= k))

Fi gure 2: Fixing PE for ECC G oups

The probability that one requires nore than "n" iterations of the
"hunting and pecking"” loop to find PE is roughly (qg/2p)~n which

rapi dly approaches zero (0) as "n" increases. Therefore the security
paraneter, k, SHOULD be set sufficiently |arge such that the
probability that finding PE would take nore than k iterations is
sufficiently small.

4.1.2. Conputing an FFC Password El enent

The group-specific operation for FFC groups takes pwd-val ue, and the
prime, p, and order, q, fromthe group’s domai n paraneter set (see
Section 3.2.2 when the order is not part of the defined domain
paraneter set) to directly produce a candi date password el enent, by
exponentiating the pwd-value to the value ((p-1)/q) nodulo the prine.
If the result is greater than one (1), the candi date password el enent
becones PE, and the hunting and pecking term nates successfully.
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Al gorithmically, the process |ooks like this:

found = 0
counter = 0
do {
counter = counter + 1
pwd- seed = H(base | counter | p)
pwd- val ue = PRF(pwd-seed, "TLS-PWD Hunting And Pecki ng",
ClientHello.random | ServerHello.randon) [O..p]
if (pwd-value < p)
t hen
PE = pwd-value » ((p-1)/q) nod p
if (PE > 1)
t hen
found = 1
fi
fi
} while (found == 0)

Figure 3: Fixing PE for FFC G oups
4.2. Changes to Handshake Message Contents
4.2.1. dient Hello Changes

The client is required to identify herself to the server by adding a
PW extension to the Client Hell o nessage. The PWD extension uses
the standard nechani smdefined in [ RFC5246]. The "extension data"
field of the PW extension SHALL contain a PWD nane which is used to
identify the password shared between the client and server

enum { pwd(TBD) } ExtensionType;
opaque PWD_nane<l1..2"8-1>;

The PWD nanme SHALL be UTF-8 encoded character string processed
according to the rules of the [RFC4013] profile of [RFC3454].

A client offering a PW ciphersuite MJST include the PW extension in
her Cient Hello.

If a server does not have a password identified by the PAD name in
the PWD extension of the dient Hello, the server SHOULD hi de that
fact by simulating the protocol-- putting randomdata in the PWD-
speci fic conponents of the Server Key Exchange-- and then rejecting
the client’s finished nessage with a "bad record mac" alert. To
properly effect a sinulated TLS- PWD exchange, an appropriate del ay
SHOULD be inserted between receipt of the dient Hello and response
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of the Server Hello. Alternately, a server MAY choose to terminate
the exchange if a password identified by the PWD name in the PWD
extension of the Client Hello is not found.

The server decides on a group to use with the naned user (see
Section 9 and generates the password el ement, PE, according to
Section 4.1.2.

4.2.2. Server Key Exchange Changes

The donain paraneter set for the selected group MIUST be specified in
t he Server KeyExchange, either explicitly or, in the case of sone
elliptic curve groups, by nanme. In addition to the group

speci fication, the ServerKeyExchange al so contains the server’s
"commttrment” in the formof a scalar and elenent, and the salt which
was used to store the user’s password.

Two new val ues have been added to the enunerated KeyExchangeAl gorithm
to indicate TLS-PWD using finite field cryptography, ff_pwd, and TLS-
PWD using elliptic curve cryptography, ec_pwd.

enum{ ff_pwd, ec_pwd } KeyExchangeAl gorit hns;

struct {
opaque sal t<1..278-1>;
opaque pwd_p<1..2"16-1>
opaque pwd_g<1..2"16-1>
opaque pwd_g<1..2"16-1>
opaque ff_sscal ar<1..2"16-1>
opaque ff_sel enent<l..2716-1>
} Server FFPWDPar ans;

struct
opaque sal t<1..2"8-1>;
ECPar anet ers curve_par ans;
opaque ec_sscal ar<1..2"8- 1>
ECPoi nt ec_sel enent;

} Server ECPVWDPar ans;

struct {
sel ect (KeyExchangeAl gorithnm) {
case ec_pwd:
Ser ver ECPWDPar ans par ans;
case ff_pwd:
Ser ver FFPWDPar ans par ans;
1

} Server KeyExchange;
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4.2.2.1. Ceneration of ServerKeyExchange

The scal ar and El ement that conprise the server’s "conmittnent” are
generated as foll ows.

First two random nunbers, called private and nmask, between zero and
the order of the group (exclusive) are generated. |If their sum
modul o the order of the group, q, equals zero the nunbers nust be
thrown away and new random nunbers generated. |If their sum nodul o
the order of the group, q, is greater than zero the sum becones the
scal ar.

scalar = (private + mask) nod q

The Elenment is then calculated as the inverse of the group’s scal ar
operation (see the group specific operations in Section 3.2) with the
mask and PE.

El ement = inverse(scal ar-op(nmask, PE))

After calcul ation of the scal ar and El enent the mask SHALL be
irretrievably destroyed.

4,2.2.1.1. ECC Server Key Exchange

EEC domai n paraneters are specified, either explicitly or naned, in
the ECParaneters conponent of the EEC- specific Server KeyExchange as
defined in [ RFC4492]. The scal ar SHALL beconme the ec_sscal ar
conmponent and the El enment SHALL beconme the ec_sel enent of the

Server KeyExchange. |If the client requested a specific point fornat
(conpressed or unconpressed) with the Support Point Formats Extension
(see [RFC4492]) inits Client Hello, the El ement MJUST be formatted in
the ec_selenent to conformto that request.

As nentioned in Section 3.2.1, elliptic curves over GF(2"m, so
call ed characteristic-2 curves, and curves with a co-factor greater
than one (1) SHALL NOT be used with TLS- PWD.

4.2.2.1.2. FFC Server Key Exchange

FFC domai n paraneters sent in the ServerKeyExchange are for the
group’s prinme, generator (which is only used for verification of the
group specification), and the order of the group’s generator. The
scal ar SHALL becone the ff_sscal ar conponent and the El enent SHALL
becone the ff_selenment in the FFC specific ServerKeyExchange.

As nentioned in Section 3.2.2 if the prinme is a safe prime and no
order is included in the donain paraneter set, the order added to the
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Server KeyExchange SHALL be the prime nminus one divided by two--
(p-1)/2.

4.2.2.2. Processing of ServerKeyExchange

Upon recei pt of the ServerKeyExchange, the client deci des whether to
support the indicated group or not. Naned elliptic curves are easy
to validate-- either they are supported or they are not, but care
must be taken with FFC groups and explicitly specified ECC groups.
As nmentioned in Section 3.5, the discrete |ogarithm problem MIST be
hard for any group used with this nmeno. The specific steps taken to
come to this assurance for a particular group are outside the scope
of this meno but they are the sane steps to take when using the
Diffie-Hell man key exchange with TLS. If the client decides not to
support the group indicated in the ServerKeyExchange, she MJST abort
t he exchange

If the client decides to support the indicated group the server’'s
"comitment" MJST be validated by ensuring that: 1) the server’s
scal ar value is greater than zero (0) and less than the order of the
group, q; and 2) that the Elenment is valid for the chosen group (see
Section 3.2.2 and Section 3.2.1 for how to determ ne whet her an
Element is valid for the particular group. Note that if the El enent
is a conpressed point on an elliptic curve it MJST be unconpressed
before checking its validity).

If the group is acceptable, the client extracts the salt fromthe
Ser ver KeyExchange and generates the password el enent, PE, according
to Section 3.4 and Section 4.1.2.

4.2.3. dient Key Exchange Changes
When the val ue of KeyExchangeAl gorithmis either ff_pwd or ec_pwd,

the Cient KeyExchange is used to convey the client’s "committnent" to
the server. |It, therefore, contains a scalar and an El enent.
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struct {
opaque ff_cscal ar<1..2"16-1>
opaque ff_cel enent<1..2716-1>
} dient FFPWDPar ans;

struct
opaque ec_cscal ar<1..2"8-1>
ECPoi nt ec_cel enent;

} d i ent ECPVWDPar ans;

struct {
sel ect (KeyExchangeAl gorithm {
case ff_pwd: dient FFPWDPar ans;
case ec_pwd: dient ECPVWDPar ans;
} exchange_keys;
} dient KeyExchange;

4.2.3.1. Ceneration of dient Key Exchange

The client’s scalar and El enent are generated in the manner descri bed
in Section 4.2.2.1.

For an FFC group, the scalar SHALL becone the ff_cscal ar conmponent
and the El ement SHALL becone the ff_celenent in the FFC specific
Cl i ent KeyExchange.

For an ECC group, the scalar SHALL becone the ec_cscal ar conponent
and the ELenent SHALL becone the ec_celenent in the ECC specific

Cli ent KeyExchange. |If the client requested a specific point fornmat
(conpressed or unconpressed) with the Support Point Formats Extension
inits dientHello, then the Element MJUST be formatted in the
ec_celenment to conformto its initial request.

4.2.3.2. Processing of dient Key Exchange

The server MJST validate the client’s "commttnent" by ensuring that:
1) the client’s scalar value is greater than zero (0) and | ess than
the order of the group, q; and 2) that the Element is valid for the
chosen group (see Section 3.2.2 and Section 3.2.1 for how to determn
whether an Elenent is valid for a particular group. Note that if the
El ement is a conpressed point on an elliptic curve it MJST be
unconpressed before checking its validity.

4.3. Conputing the Premaster Secret
The client uses her own scal ar and El enent, denoted here

Cl i ent KeyExchange. scal ar and C i ent KeyExchange. El enent, the server’s
scal ar and El enent, denoted here as ServerKeyExchange. scal ar and
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Server KeyExchange. El erent, and the random private val ue, denoted here
as client.private, she created as part of the generation of her
"commit" to conpute an internediate value, z, as indicated:

z = F(scalar-op(client.private,
el ement - op( Ser ver KeyExchange. El enent
scal ar - op( Server KeyExchange. scal ar, PE))))

Wth the sane notation as above, the server uses his own scal ar and
El ement, the client’s scalar and El enent, and his random private
val ue, denoted here as server.private, he created as part of the
generation of his "commit" to conpute the prenmaster secret as
fol | ows:

z = F(scal ar-op(server.private,
el ement - op(d i ent KeyExchange. El enent

scal ar-op(d i ent KeyExchange. scal ar, PE))))
The intermedi ate value, z, is then used as the prenaster secret after
any | eading bytes of z that contain all zero bits have been stripped
of f.

5. Ciphersuite Definition

This meno adds the foll owi ng ci phersuites:

Gi pher Suite TLS_FFCPWD W TH_3DES_EDE_CBC SHA = ( TBD, TBD );

Gi pher Suite TLS_FFCPWD_W TH_AES 128 CBC_SHA

(TBD, TBD );

G pher Suite TLS_ECCPWD W TH_AES 128 CBC_SHA

(TBD, TBD );

G pher Suite TLS_ECCPWD W TH_AES 128 _GCM SHA256

(TBD, TBD);

G pher Suite TLS_ECCPWD W TH_AES 256 _GCM SHA384 = (TBD, TBD );

G pher Suite TLS_FFCPWD W TH_AES 128 _CCM SHA

(TBD, TBD );
Gi pher Suite TLS_ECCPWD W TH_AES 128 CCM SHA = (TBD, TBD );

Gi pher Sui te TLS_ECCPWD_W TH_AES 128 CCM SHA256

(TBD, TBD);

G pher Suite TLS_ECCPWD W TH_AES 256_CCM SHA384 = (TBD, TBD );

I npl enent ations confornming to this specification MJST support the

TLS ECCPWD W TH _AES 128 CCM SHA ci phersuite; they SHOULD support
TLS_FFCPWD W TH_AES 128 CCM SHA, TLS FFCPWD W TH_AES 128 CBC_SHA
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TLS _ECCPWD W TH_AES 128_CBC_SHA, TLS_ECCPWD W TH_AES_128_GCM SHA256,
TLS _ECCPWD W TH_AES 256 GCM SHS384; and MAY support the remaining
ci phersuites.

When negotiated with a version of TLS prior to 1.2, the Pseudo- Random
Function (PRF) fromthat version is used; otherwise, the PRF is the
TLS PRF [ RFC5246] using the hash function indicated by the

ci phersuite. Regardless of the TLS version, the TLS-PW random
function, H, is always instantiated with the hash al gorithmindicated
by the ciphersuite.

For those ciphersuites that use C pher Bl ock Chaining (CBC
[ SP800- 38A] node, the MAC is HVAC [ RFC2104] with the hash function
i ndi cated by the ciphersuite.
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various comments have greatly inproved the quality of this meno and
t he underlying key exchange on which it is based.

Martin Rex, Peter Gutnann, Marsh Ray, and Rene Struik, discussed the
possibility of a side-channel attack agai nst the hunting-and-pecking
loop on the TLS mailing list. That discussion pronpted the addition
of the security paraneter, k, to the hunting-and-pecki ng | oop

7. |1 ANA Consi derations

| ANA SHALL assign a value for a new TLS extention type fromthe TLS
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Ext ensi onType Regi stry defined in [ RFC5246] with the nane "pwd". The
RFC editor SHALL replace TBD in Section 4.2.1 with the | ANA-assi gned
val ue for this extension

| ANA SHALL assign nine new ci phersuites fromthe TLS Ci phersuite
Regi stry defined in [ RFC5246] for the follow ng ciphersuites:

Gi pher Suite TLS_FFCPWD W TH_3DES_EDE_CBC_SHA = ( TBD, TBD );

Ci pher Suite TLS FFCPWD W TH_AES 128 _CBC SHA = (TBD, TBD );
G pher Suite TLS_ECCPWD W TH_AES 128 CBC SHA = (TBD, TBD);
Ci pher Suite TLS_ECCPWD W TH_AES 128 GCM SHA256 = (TBD, TBD );
Ci pher Suite TLS_ECCPWD W TH_AES 256 _GCM SHA384 = (TBD, TBD );
G pher Suite TLS_FFCPWD W TH_AES 128 CCM SHA = (TBD, TBD);
Ci pher Suite TLS ECCPWD W TH_AES 128 CCM SHA = (TBD, TBD );

G pher Suite TLS_ECCPWD W TH_AES 128 _CCM SHA256 = (TBD, TBD );

Gi pher Sui te TLS_ECCPWD_W TH_AES 256_CCM SHA384

(TBD, TBD );

The RFC editor SHALL replace (TBD, TBD) in all the ciphersuites
defined in Section 5 with the appropriate | ANA-assigned val ues.

8. Security Considerations

A passive attacker against this protocol will see the

Server KeyExchange and the C i ent KeyExchange contai ning the server’s
scal ar and Elenent, and the client’s scalar and El enment,
respectively. The client and server effectively hide their secret
private value by masking it nodul o the order of the selected group
If the order is "qg", then there are approximately "qg" distinct pairs
of nunbers that will sumto the scal ar val ues observed. It is

possi ble for an attacker to iterate through all such values but for a
| arge value of "qg", this exhaustive search technique is
conmputationally infeasible. The attacker would have a better chance
in solving the discrete |ogarithm problem which we have already
assuned (see Section 3.5) to be an intractabl e probl em

A passive attacker can take the El enent fromeither the

Server KeyExchange or the dient KeyExchange and try to deternine the
random "mask" value used in its construction and then recover the
other party’s "private" value fromthe scalar in the same nessage
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But this requires the attacker to solve the discrete logarithm
probl em whi ch we assumed was i ntractabl e.

Both the client and the server obtain a shared secret, the prenaster
secret, based on a secret group el enent and the private infornation
they contributed to the exchange. The secret group el enent is based
on the password. |If they do not share the same password they will be
unabl e to derive the sane secret group element and if they don’t
generate the same secret group elenment they will be unable to
generate the same premaster secret. Seeing a finished nessage al ong
with the Server KeyExchange and dient KeyExchange will not provide any
addi ti onal advantage of attack since it is generated with the
unknowabl e premaster secret.

An active attacker inpersonating the client can induce a server to
send a Server KeyExchange contai ning the server’s scal ar and El enent.
It can attenpt to generate a Cient KeyExchange and send to the server
but the attacker is required to send a finished message first so the
only information she can obtain in this attack is Iess than the

i nformati on she can obtain froma passive attack, so this particul ar
active attack is not very fruitful

An active attacker can inpersonate the server and send a forged
Server KeyExchange after receiving the CientHello. The attacker then
waits until it receives the dientKeyExchange and fi ni shed nessage
fromthe client. Now the attacker can attenpt to run through al
possi bl e val ues of the password, conputing PE (see Section 4.1),
conmputing candi date premaster secrets (see Section 4.3), and
attenpting to recreate the client’s finished nessage.

But the attacker committed to a single guess of the password with her
forged ServerKeyExchange. That value was used by the client in her
comput ation of the prenmaster secret which was used to produce the
fini shed nmessage. Any guess of the password which differs fromthe
one used in the forged Server KeyExchange woul d result in each side
using a different PE in the conputation of the prenmaster secret and
therefore the finished message cannot be verified as correct, even if
a subsequent guess, while running through all possible val ues, was
correct. The attacker gets one guess, and one guess only, per active
att ack.

Instead of attenpting to guess at the password, an attacker can
attenpt to determine PE and then launch an attack. But PE is

determ ned by the output of the randomfunction, H, which is

i ndi stinguishable froma random source since His assuned to be a
"random oracle" (Section 3.5). Therefore, each elenent of the finite
cyclic group will have an equal probability of being the PE. The
probability of guessing PE will be 1/g, where q is the order of the
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group. For a large val ue of
i nf easi bl e.

gq" this will be conmputationally

The inplications of resistance to dictionary attack are significant.
An i nmpl enentation can provision a password in a practical and
realistic manner-- i.e. it MAY be a character string and it MAY be
relatively short-- and still maintain security. The nature of the
pool of potential passwords determ nes the size of the pool, D, and
count ermeasures can prevent an attacker from determ ning the password
in the only possible way: repeated, active, guessing attacks. For
exanpl e, a sinple four character string using | ower-case English
characters, and assum ng random sel ection of those characters, wll
result in D of over four hundred thousand. An attacker would need to
mount over one hundred thousand active, guessing attacks (which will
easily be detected) before gaining any significant advantage in
determ ning the pre-shared key.

Count erneasures to deal with successive active, guessing attacks are
only possible by noticing a certain usernane is failing repeatedly
over a certain period of tine. Attacks which attenpt to find a
password for a randomuser are nore difficult to detect. For
instance, if a device uses a serial nunber as a usernane and the poo

of potential passwords is sufficiently snmall, a nore effective attack
woul d be to select a password and try all potential "users" to
di sperse the attack and confound counterneasures. It is therefore

RECOMVENDED t hat inpl ementations of TLS-pwd keep track of the tota
nunber of failed authentications regardless of usernane in an effort
to detect and thwart this type of attack

The benefits of resistance to dictionary attack can be | essened by a
client using the same passwords with nultiple servers. An attacker
could re-direct a session fromone server to the other if the
attacker knew that the intended server stored the same password for
the client as another server

An adversary that has access to, and a considerabl e anount of contro
over, a client or server could attenpt to nmount a side-channel attack
to determ ne the nunber of tines it took for a certain password (plus
client random and server randon) to select a password el enment. Each
such attack could result in a successive paring-down of the size of
the pool of potential passwords, resulting in a manageably snall set
fromwhich to launch a series of active attacks to determ ne the
password. A security paranmeter, k, is used to nornalize the anount
of work necessary to determine the password el ement (see

Section 4.1). The probability that a password will require nore than
k iterations is roughly (q/2p)"k so it is possible to nitigate a side
channel attack at the expense of a constant cost per connection
attenpt.
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9.

10.

10.

| mpl ement ati on Consi der ati ons

The selection of the ciphersuite and selection of the particul ar
finite cyclic group to use with the ciphersuite are divorced in this
meno but they remain intimtely close.

It is RECOWENDED that inplenentations take note of the strength
estimates of particular groups and to select a ciphersuite providing
comrensurate security with its hash and encryption algorithms. A

ci phersuite whose encryption algorithmhas a keylength |less than the
strength estinmate, or whose hash al gorithmhas a bl ocksize that is

|l ess than twice the strength estimate SHOULD NOT be used.

For exanple, the elliptic curve naned secp256r1 (whose | ANA-assi ghed
nunber is 23) provides an estimated 128 bits of strength and woul d be
conpatible with an encryption al gorithm supporting a key of that

| ength, and a hash algorithmthat has at |east a 256-bit bl ocksize.
Therefore, a suitable ciphersuite to use with secp256r1 could be
TLS_ECCPWD W TH_AES 128 _GCM SHA256

Resi stance to dictionary attack nmeans that the attacker nust |aunch
an active attack to make a single guess at the password. |If the size
of the pool from which the password was extracted was D, and each
password in the pool has an equal probability of being chosen, then
the probability of success after a single guess is 1/D. After X
guesses, and rempval of failed guesses fromthe pool of possible
passwords, the probability becomes 1/(D-X). As X grows so does the
probability of success. Therefore it is possible for an attacker to
deternmi ne the password through repeated brute-force, active, guessing
attacks. Inplementations SHOULD take note of this fact and choose an
appropriate pool of potential passwords-- i.e. nmake D big.

| mpl enent ati ons SHOULD al so take countermeasures, for instance
refusing authentication attenpts by a particular usernanme for a
certain amount of time, after the nunber of failed authentication
attenpts reaches a certain threshold. No such threshold or anobunt of
time is recormended in this nmeno.
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