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W N

GMA style

draft-ietf-softwire-4rd-02

____________________________________________ +
| CE IPv6 prefix
B oo +
Longest match
with a Rule IPv6 prefix :
' :
\/ : EA-bits length
T + |
Rule IPv6 prefix |<----"--->i<- o>
B + : \
Port set ID encoded in IPv6 N : : Length of the
dd t _ \/ : : Rule IPv6 suffix
a I’.GSS, support non Fomm - I +(if the rule has one)
continuous port sets [Rule IPv4 prefix | EA bits |
BR is stateless Tormmmroemms AR *
Draft exclude ports 0~4095 e e +
| CE 4rd IPv4 prefix
R LT +
/ \ :
/ \ :
: / \__
/ \
=< 32 > 32 :
R + I +----+
|IPv4 prfx or add| OR | IPv4 address | PSID|
R + I +----+
: 32 ] :
\/
(by default) (If WKPs authorized)
it IR + s R +
Ports in |> O|PSID|any value| OR |PSID[3 any value |
the CE port set +---4----4--------- e +
4 12 : : 16 :


http://tools.ietf.org/html/draft-ietf-softwire-4rd-02

W N

GMA style

- draft-ietf-softwire-map-01

0 8 15
L Fommm - +eomem-- L +
| P |
---------------- T S TR -
| A (7) | PSID (K) | M (1) |
Fomm e e +------ IR +
|<----a bits--->|<----- kK bits---->|<------ m bits----- >|
| k-c |<-- c bits -->|<------ m bits----- > |
Port set ID encoded in IPv6 | 32 bits | | 16 bits |
address, support non- 1 e adaress || o dest port |
con.tmuous port sets R N N N
BR is stateless : : /
Draft exclude ports 0~4095 | p bits | / q bits
tommm e + Fomm - +
|IPv4  sufx| |Port Set ID |
tommm e + Fomm - +
\ / / /
\ o/ /
\ 2/ /
| n bits | o bits | m bits | 128-n-0-m bits |
R I TEIEI R Fommmmm e R R L R +
| Domain IPv6 prefix | EA bits |[subnet ID| interface ID |
R I TEIEI R Fommmmm e R R +


http://tools.ietf.org/html/draft-ietf-softwire-map-01

Mask / Value style

- RFC6431 Huawei Port Range Configuration Options for PPP IPCP

0 1 2 3
01234567890123456789012345678901
+-d-t-F-t-+-F-F-F-t-F-t-F-F-F-F-t-F-F-F-F-t-F-F-F-F-F-F-+-F+-+-+-+
M| Reserved | Port Range Value
d-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Port Range Mask |
+-t-t-F-t-t-t-F-F-t-F-t-+-+-+-+-+

Support continuous an
non-continuous port
sets

Port set info can be
random per IP, provide

ood securit
gRisstatefu)I/need ©0123456789012345
! +-t-t-d-t-t-t-t-F-t-F-t-F-t-+-+-+

per-usrstate,noper |19 pp 101000000000 0| Port Range Mask
session state. ottt

| |

| | (two significant bits)

VoV

+-t-t-t-t-t-t-t-F-t-t-F-t-t-+-+-+

|0 00O 0OO1000O00O000OO0O0O 0| Port Range Value
+-t-t-t-t-t-t-t-F-t-t-F-t-t-+-+-+

1

t-d-d-t-t-tot-tot-tot-t-t-t-t-+-+
XX X0x1xxxXxXxXXX X x| Usable ports
+-+-+-+-+-+-+-+-4+-+-+-+-+-+-+-+-+ (X may be set to 0 or 1)


http://tools.ietf.org/html/rfc6431
http://tools.ietf.org/html/rfc6431

Cryptographical style

RFC6431 Huawei Port Range Configuration Options for PPP IPCP

234567890123456789012345678901
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Reserved | function |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|

starting point number of delegated ports |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
key K ...

+-+-+-+-+-+-+-+-+-+-+-+-F-F+-+-+-F-F+-F+-+-+-F-F+-+-+-+-+-+-+-+-+

1. Support continuous, non-continuous
and random port sets, provide better
security

Provide best security

BR is stateful, need per-usr state, no
per session state.

w N


http://tools.ietf.org/html/rfc6431
http://tools.ietf.org/html/rfc6431

GMA style

Mask /
Value
style

Cryptogra
phical
style

Port set
type

Non-
continuous

Continuous
and non-
continuous

Continuous,
non-
continuous
and random

Summary

Stateful/stateless

stateless

Per-user state, no per
session state

Per-user state, no per
session state

Security

Normal

Good

Best



Next Steps

* |s there value in such an analysis?
« How can it be made more useful?

 Should it be published as an RFC?
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