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Abstract

Al though Internet mail formats have been precisely defined since the
1970s, authoring and handling software often show only nild
conformance to the specifications. The malforned nessages that
result are non-standard. Nonethel ess, decades of experience has
shown that handling with sone tol erance the malformations that result
is often an acceptabl e approach, and is better than rejecting the
messages outright as nonconformant. This docunent includes a

coll ection of the best advice available regarding a variety of comon
mal formed mail situations, to be used as inplenentation gui dance.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on May 26, 2014.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
Trust Legal Provisions and are provided without warranty as
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1. Introduction
1.1. The Purpose O This Wrk

The history of email standards, going back to [RFC733] and beyond,
contains a fairly rigid evolution of specifications However

i mpl erentations within that culture have al so | ong had an
undercurrent known formally as the robustness principle, also known
informally as Postel’s Law. "Be liberal in what you accept, and
conservative in what you send." [RFC1122]

Jon Postel’s directive is often msinterpreted to mean that any

devi ance froma specification is acceptable. Rather, it was intended
only to account for legitimate variations in interpretation within
specifications, as well as basic transit errors, like bit errors.
Taken to its unintended extrene, excessive tolerance would inply that
there are no linmts to the liberties that a sender m ght take, while
presuni ng a burden on a receiver to guess "correctly" at the meaning
of any such variation. These natters are further conpounded by

recei ver software -- the end users’ nmail readers -- which are al so
sometines flawed, |eaving senders to craft nessages (sonetines
bending the rules) to overcone those flaws.

In general, this served the enail ecosystemwell by allow ng a few
errors in inplementations wthout obstructing participation in the
game. The proverbial bar was set |low. However, as we have evol ved
into the current era, sonme of these |enient stances have begun to
expose opportunities that can be exploited by mal efactors. Various
enmai | -based applications rely on strong application of these
standards for sinple security checks, while the very basic building
bl ocks of that infrastructure, intending to be robust, fail utterly
to assert those standards.

The distributed and non-interactive nature of email has often
pronpted adjustnents to receiving software, to handl e these
variations, rather than trying to gain better conformance by senders,
since the receiving operator is primarily driven by conplaints from
reci pi ent users and has no authority over the sending side of the
system Processing with such flexibility comes at sone cost, since
mai | software is faced with decisions about whether to pernmit non-
conform ng nessages to continue toward their destinations unaltered,
adjust themto conform (possibly at the cost of |osing some of the
ori gi nal nessage), or outright rejecting them

Thi s document includes a collection of the best advice avail able
regarding a variety of comon nmal forned mail situations, to be used
as i nplenentation gui dance. These nalformations are typically based
around | oose interpretations or inplenentations of specifications
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such as Internet Message Format [ MAIL] and Miltipurpose |Internet Mi
Ext ensi ons [ M Mg] .

1.2. Not The Purpose O This Work

It is important to understand that this work is not an effort to
endorse or standardi ze certain comon nal formations. The code and
culture that introduces such nessages into the mail stream needs to
be repaired, as the security penalty now being paid for this |ax
processi ng arguably outwei ghs the reduction in support costs to end
users who are not expected to understand the standards. However, the
reality is that this will not be fixed quickly.

Gven this, it is beneficial to provide inplenmenters wth guidance
about the safest or nost effective way to handl e mal formed nessages
when they arrive, taking into consideration the tradeoffs of the
choi ces available especially with respect to how various actors in
the emai|l ecosystemrespond to such nessages in ternms of handling,
parsing, or rendering to end users.

1.3. General Considerations

Many devi ati ons from nessage format standards are consi dered by sone
receivers to be strong indications that the nmessage i s undesirable,
such as spam or sonet hing containing malware. These receivers

qui ckly decide that the best handling choice is sinply to reject or
di scard the nessage. This neans mal formati ons caused by innocent

m sunder st andi ngs or ignorance of proper syntax can cause nessages
with noill intent also to fail to be delivered

Senders that want to ensure nessage delivery are best advised to
adhere strictly to the relevant standards (including, but not linited
to, [MAIL], [MME], and [DKIM), as well as observe other industry
best practices such as nay be published fromtinme to tine either by
the | ETF or independently.

Receivers that haven’'t the luxury of strict enforcenent of the
standards on i nbound nessages are usually best served by observing
the follow ng guidelines for handling of malformed nessages:

1. \Wienever possible, mtigation of syntactic nal formations shoul d
be gui ded by an assessnment of the nost likely semantic intent.
For exanple, it is reasonable to conclude that nultiple sets of
angl e brackets around an address are sinply superflous and can be
dr opped.

2. \Wen the intent is unclear, or when it is clear but also
i mpractical to change the content to reflect that intent,
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mtigation should be linited to cases where not taking any
corrective action would clearly lead to a worse outcone.

3. Security issues, when present, need to be addressed and may force
mtigation strategies that are otherw se suboptinal.

2. Docunent Conventions
2.1. Exanples

Exanpl es of nessage content include a nunber within braces at the end
of each line. These are |ine nunbers for use in subsequent

di scussion, and are not actually part of the nessage content
presented in the exanple.

Bl ank |ines are not nunbered in the exanples.
3. Background

The reader would benefit fromreadi ng [ EMAI L- ARCH for sonme genera
background about the overall email architecture. O particular
interest is the Internet Message Format, detailed in [MAIL].
Throughout this docunent, the use of the term "nessage" should be
assuned to nmean a block of text confornming to the Internet Message
For mat .

4. I nvari ant Content

An agent handling a nessage could use several distinct
representations of the nessage. One is an internal representation
such as separate bl ocks of storage for the header and body, some
header or body alterations, or tables indexed by header nane, set up
to make particul ar kinds of processing easier. The other is the
representation passed along to the next agent in the handling chain.
This might be identical to the nmessage input to the nodule, or it

m ght have some changes such as added or reordered header fields or
body elisions to renove nalicious content.

Message handling is usually nost effective when each in a sequence of
handl i ng nodul es receives the sane content for analysis. A nodule
that "fixes" or otherwise alters the content passed to | ater nodul es
can prevent the later nodules fromidentifing malicious or other
content that exposes the end user to harm It is inportant that al
processi ng nodul es can nake consi stent assertions about the content.
Modul es that operate sequentially sonetinmes add private header fields
to relay informati on downstreamfor later filters to use (and

possi bly renove), or they nmay have out-of -band ways of doing so.
However, even the presence of private header fields can inpact a
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downstream handl i ng agent unaware of its |ocal senmantics, so an out-
of -band nethod is al ways preferable.

The above is less of a concern when multiple analysis nodules are
operated in parallel, independent of one another

O ten, abuse reporting systens can act effectively only when a

compl aint or report contains the original nmessage exactly as it was
generated. Messages that have been altered by handling nodul es night
render a conplaint inactionable as the systemreceiving the report
may be unable to identify the original nessage as one of its own.

Sone nessage changes alter syntax w thout changi ng semantics. For
exanpl e, Section 7.4 describes a situation where an agent renpves
addi ti onal header whitespace. This is a syntax change w thout a
change in semantics, though sone systens (such as DKIM are sensitive
to such changes. Message system devel opers need to be aware of the
downstream i npact of meking either kind of change

Where a change to content between nodul es i s unavoi dabl e, adding
trace data (such as prepending a standard Received field) will at
| east allow tracing of the handling by nodules that actually see
di fferent input.

There will always be | ocal handling exceptions, but these guidelines
shoul d be useful for devel oping integrated nessage processing
envi ronments.

In nost cases, this docunent only di scusses techni ques used on
internal representations. |t is occasionally necessary to nake
changes between the input and output versions; such cases will be
called out explicitly.

5. Mail Subm ssion Agents

Wthin the email context, the single nost influential conponent that
can reduce the presence of malformed itenms in the email systemis the
Mai | Handling Service (MHS; see [EMAIL-ARCH]), which includes the
Mai | Subnission Agent (MSA). This is the conponent that is
essentially the interface between end users that create content and
the mail stream

MHSes need to becone nore strict about enforcement of all rel evant
emai | standards, especially [MAIL] and the [MME] famly of
docunent s.

More strict conformance by relaying Mail Transfer Agents (MIAs) will
al so be hel pful. although preventing the dissem nation of nalforned
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messages is desirable, the rejection of such nmail already in transit
al so has a support cost, nanely the creation of a [DSN] that nany end
users m ght not understand.

6. Line Term nation

For interoperable Internet Mail nessages, the only valid line
separati on sequence during a typical SMIP session is ASCI1 0xO0D
("carriage return", or CR) followed by ASCII Ox0A ("line feed", or
LF), comonly referred to as CRLF. This is not the case for binary
node SMIP (see [ Bl NARYSMIP]).

Common UNI X user tools, however, typically only use LF for interna
line termnation. This nmeans that a protocol engine that converts
between UNI X and Internet Mail formats has to convert between these
two end-of-line representations before transnmtting a nessage or
after receiving it.

Non-compliant inplementations can create nessages with a mx of line
term nations, such as LF everywhere except CRLF only at the end of
the message. According to [SMIP] and [MAIL], this means the entire
message actually exists on a single |ine.

Wthin nodern Internet Mail it is highly unlikely that an isolated CR
or LF is valid in common ASCI| text. Furthernore, when content
actually does need to contain such an unusual character sequence,

[M ME] provides mechani sns for encoding that content in an SMIP-safe
nmanner .

Thus, it will typically be safe and hel pful to treat an isolated CR
or LF as equivalent to a CRLF when parsing a nessage

Note that this advice pertains only to the raw SMIP data, and not to
decoded M ME entities. As noted above, when M ME encodi ng nechani sns
are used, the unusual character sequences are not visible in the raw
SMIP stream

7. Header Anonal i es

This section covers common syntactic and semantic anonalies found in
a nmessage header, and presents suggested nitigations.

7.1. Converting Obsolete and Invalid Syntaxes
A nmessage using an obsol ete header syntax (see Section 4 of [MAIL])
m ght confound an agent that is attenpting to be robust inits

handl i ng of syntax variations. A bad actor could exploit such a
weakness in order to get abusive or malicious content through a
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filter. This section presents sone exanples of such variations.

Messages including them ought be rejected; where this is not

possi bl e, recormended internal interpretations are provided.
7.1.1. Host-Address Syntax

The follow ng obsolete syntax attenpts to specify source routing:

To: <@xanpl e. net: fran@xanpl e. conr

This nmeans "send to fran@xanple.comvia the nail service at
exanple.net". It can safely be interpreted as:

To: <fran@xanpl e. conr
7.1.2. Excessive Angle Brackets
The foll owi ng over-use of angle brackets:
To: <<<user2@xanpl e. or g>>>
can safely be interpreted as:
To: <user2@xanpl e. org>
7.1.3. Unbal anced Angl e Brackets
The follow ng use of unbal anced angl e brackets:
To: <anot her @xanpl e. net
can usually be treated as:
To: <anot her @xanpl e. net >
The fol |l owi ng:
To: second@xanpl e. or g>
can usually be treated as:
To: second@xanpl e.org
7.1.4. Unbal anced Parent heses
The follow ng use of unbal anced parent heses:

To: (Testing <fran@xanpl e. conr
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can safely be interpreted as:
To: (Testing) <fran@xanple.conr
Li kewi se, this case
To: Testing) <sam@xanple.con
can safely be interpreted as:
To: "Testing)" <samaxanple.conp
In both cases, it is obvious where the active ermail address in the
string can be found. The former case retains the active emil
address in the string by conpleting what appears to be intended as a
comrent; the intent in the latter case is | ess obvious, so the
| eading string is interpreted as a display nane.
7.1.5. Commas in Address Lists
This use of an errant conma:

To: <third@xanpl e. net, fourth@xanple. net>

can usually be interpreted as ending an address, so the above is
usual Iy best interpreted as:

To: third@xanpl e. net, fourth@xanpl e. net
7.1.6. Unbal anced Quotes

The follow ng use of unbal anced quotation marKks:

To: "Joe <joe@xanpl e.conr
| eaves software with no obvious "good" interpretation. |If it is
essential to extract an address fromthe above, one possible
interpretation is:

To: "Joe <joe@xanpl e.cons" @xanpl e. net
where "exanple.net" is the domain nane or host nane of the handling
agent nmaking the interpretation. Another possible interpretation,

much sinpler and likely nore correct, is sinply:

To: "Joe" <joe@xanple.conp
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7.1.7. Naked Local -Parts

[MAIL] defines a local-part as the user portion of an emmil address,
and t he display-nane as the "user-friendly" |abel that acconpanies
the address specification

Some broken submi ssion agents might introduce nessages with only a
| ocal -part or only a display-nane and no properly formed address.
For exanpl e:

To: Joe

A submi ssion agent ought to reject this or, at a mininum append "@
followed by its own host name or some other valid nane likely to
enable a reply to be delivered to the correct mail box. Were this is
not done, an agent receiving such a nessage will probably be
successful by synthesizing a valid header field for eval uation using
the techni ques described in Section 7.5.2.

7.2. Non- Header Li nes

Sone nessages contain a line of text in the header that is not a
valid nessage header field of any kind. For exanple:

From user @xanpl e. com {1}

To: userpal @xanpl e. net {2}

Subject: This is your rem nder {3}

about the football gane tonight {4}

Date: Wed, 20 Cct 2010 20:53:35 -0400 {5}

Don’t forget to neet us for the tailgate party! {7}

The cause of this is typically a bug in a nessage generator of sone
kind. Line {4} was intended to be a continuation of line {3}; it
shoul d have been indented by whitespace as set out in Section 2.2.3
of [MAIL].

This anomaly has varying inpacts on processing software, depending on
the i npl enent ati on:

1. sonme agents choose to separate the header of the nmessage fromthe
body only at the first enpty line (that is, a CRLF i medi ately
foll owed by another CRLF);

2. sone agents assune this anomaly should be interpreted to nmean the
body starts at line {4}, as the end of the header is assuned by
encountering sonething that is not a valid header field or folded
portion thereof;
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3. sone agents assune this should be interpreted as an intended
header fol ding as described above and thus sinply append a single
space character (ASCII 0x20) and the content of line {4} to that
of line {3};

4. sone agents reject this outright as line {4} is neither a valid
header field nor a folded continuation of a header field prior to
an enpty |ine.

This can be exploited if it is known that one nessage handling agent
will take one action while the next agent in the handling chain wll
take another. Consider, for exanple, a nessage filter that searches
nmessage headers for properties indicative of abusive of malicious
content that is attached to a Mail Transfer Agent (MIA) inplenenting
option 2 above. An attacker could craft a nessage that includes this
mal formation at a position above the property of interest, know ng
the MTA will not consider that content part of the header, and thus
the MTAwill not feed it to the filter, thus avoi ding detection
Meanwhi l e, the Mail User Agent (MJA) which presents the content to an
end user, inplements option 1 or 3, which has sone undesirable

ef fect.

It should be noted that a few i npl enentati ons choose option 4 above
since any reputabl e nessage generation programw || get header
folding right, and thus anything so blatant as this malformation is
likely an error caused by a nmal ef actor.

The preferred inplenentation if option 4 above is not enployed is to
apply the follow ng heuristic when this nalfornmation is detected:

1. Search forward for an enpty line. |If one is found, then apply
option 3 above to the anomal ous |ine, and conti nue.

2. Search forward for another line that appears to be a new header
field (a nane followed by a colon). |If one is found, then apply
option 3 above to the anonal ous |ine, and conti nue.

7.3. Unusual Spacing
The follow ng nmessage is valid per [MAIL]:

From user @xanpl e. com {1}

To: userpal @xanpl e. net {2}

Subject: This is your rem nder {3}

{4}

about the football gane tonight {5}
Date: Wed, 20 Cct 2010 20:53:35 -0400 {6}
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Don't forget to neet us for the tailgate party! {8}

Li ne {4} contains a single whitespace. The intended result is that
lines {3}, {4}, and {5} conprise a single continued header field.
However, sonme agents are aggressive at stripping trailing whitespace,
which will cause line {4} to be treated as an enpty line, and thus
the separator |ine between header and body. This can affect header-
specific processing algorithms as described in the previous section

This exanple was legal in earlier versions of the Internet Mi
format standard, but was rendered obsol ete as of [RFC2822] as line
{4} could be interpreted as the separator between the header and
body.

The best handling of this exanple is for a nmessage parsing engine to
behave as if line {4} was not present in the nessage and for a
message creation engine to enit the nessage with Iine {4} renoved.

7.4. Header Mal formations

Anong the many possible nmal formati ons, a common one is insertion of
whi t espace at unusual |ocations, such as:

From user @xanpl e. com {1}

To: userpal @xanpl e. net {2}

Subject: This is your rem nder {3}

M ME-Version : 1.0 {4}

Content - Type: text/plain {5}

Date: Wed, 20 Cct 2010 20:53:35 -0400 {6}

Don't forget to neet us for the tailgate party! {8}

Note the addition of whitespace in line {4} after the header field
nane but before the colon that separates the nanme fromthe val ue.

The obsol ete grammar of Section 4 of [MAIL] pernits that extra

whi t espace, so it cannot be considered invalid. However, a consensus
of inplenmentations prefers to renove that whitespace. There is no
percei ved change to the semantics of the header field being altered
as the whitespace is itself senmantically neaningless. Therefore, it
is best to renmove all whitespace after the field nane but before the
colon and to enit the field in this nodified form

7.5. Header Field Counts
Section 3.6 of [MAIL] prescribes specific header field counts for a

valid nessage. Few agents actually enforce these in the sense that a
message whose header contents exceed one or nore limts set there are
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generally allowed to pass; they typically add any required fields
that are missing, however.

Al so, few agents that use nessages as input, including Mail User
Agents (MJAs) that actually display nessages to users, verify that
the input is valid before proceeding. Sonme popul ar open source
filtering prograns and some popul ar Mailing List Managenent (MM
packages select either the first or last instance of a particul ar
field nane, such as From to decide who sent a nessage. Absent
strict enforcenent of [MAIL], an attacker can craft a nessage with
mul tiple instances of the sane field fields if that attacker knows
the filter will make a deci sion based on one but the user will be
shown the others.

This situation is exacerbated when nmessage validity is assessed, such
as through enhanced authentication nethods |i ke Domai nKeys Identified
Mail [DKIM. Such nmethods might cover one instance of a constrained
field but not another, taking the wong one as "good" or "safe". An
MUA, for exanple could show the first of two Fromfields to an end
user as "good" or "safe" while an authentication nethod actually only
verified the second.

In attenpting to counter this exposure, one of the follow ng
strategi es can be used:

1. reject outright or refuse to process further any input nmessage
that does not conformto Section 3.6 of [MAIL];

2. renove or, in the case of an MJA, refuse to render any instances
of a header field whose presence exceeds a limit prescribed in
Section 3.6 of [MAIL] when generating its output;

3. where a field has a limted instance count, conbine additiona
instances into a single instance carrying the sane inforantion as
the multiple instances;

4. where a field can contain multiple distinct values (such as From
or is free-formtext (such as Subject), combine theminto a
semantically identical single header field of the sanme name (see
Section 7.5.1);

5. alter the name of any header field whose presence exceeds a limt
prescribed in Section 3.6 of [MAIL] when generating its output so
that later agents can produce a consistent result. Any
alteration likely to cause the field to be ignored by downstream
agents is acceptable. A common approach is to prefix the field
nanes with a string such as "BAD-".
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Selecting a nmitigation action fromthe above list, or some other
action, nust consider the needs of the operator naking the decision,
and the nature of its user base.

7.5.1. Repeated Header Fields

There are some occasi ons where repeated fields are encountered where
only one is expected. Two exanples are presented. First:

From remnm nders@xanpl e.com {1}

To: jqpublic@xanple.com {2}

Subj ect: Automatic Meeting Rem nder {3}
Subj ect: 4pm Today -- Staff Meeting {4}
Date: Wed, 20 Cct 2010 08:00:00 -0700 {5}

Rem nder of the staff neeting today in the small {6}
auditorium Cone early! {7}

The message above has two Subject fields, which is in violation of
Section 3.6 of [MAIL]. A safe interpretation of this would be to
treat it as though the two Subject field values were concatenated, so
Il ong as they are not identical, such as:

From rem nders@xanpl e. com {1}

To: jqpublic@xanpl e. com {2}

Subj ect: Automatic Meeting Rem nder {3}
4pm Today -- Staff Meeting {4}

Date: Wed, 20 Oct 2010 08:00: 00 -0700 {5}

Rem nder of the staff neeting today in the small {6}
auditorium Cone early! {7}

Second:

From president @xanple.com {1}

From vice- president @xanpl e. com {2}

To: jqpublic@xanpl e. com {3}

Subject: A note fromthe E-Team {4}

Date: Wed, 20 Oct 2010 08:00: 00 -0700 {5}

This meno is to remi nd you of the corporate dress {6}
code. Attached you will find an updated copy of {7}
the policy. {8}

As with the first exanple, there is a violation in terns of the
nunber of instances of the Fromfield. A likely safe interpretation
woul d be to conbine these into a conma-separated address list in a
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7

5.

single Fromfield:

From president @xanple.com {1}
Vi ce- presi dent @xanpl e. com {2}
To: jqpublic@xanple.com {3}
Subject: A note fromthe E-Team {4}
Date: Wed, 20 Oct 2010 08:00: 00 -0700 {5}

This meno is to rem nd you of the corporate dress {6}
code. Attached you will find an updated copy of {7}
the policy. {8}

2. Mssing Header Fields

Simlar to the previous section, there are nessages seen in the wild
that lack certain required header fields. |In particular, [MAlL]
requires that a Fromand Date field be present in all nessages.

When presented with a nmessage | acking these fields, the MIA m ght
perform one of the follow ng:

1. Make no changes

2. Add an instance of the missing field(s) using synthesized content
based on data provided in other parts of the protoco

Option 2 is recormended for handling this case. Handling agents
shoul d add these for internal handling if they are nissing, but
shoul d not add themto the external representation. The reason for
this advice is that there are sonme filter nodul es that woul d consider
the absence of such fields to be a condition warranting speci al
treatment (for exanple, rejection), and thus the effectiveness of
such nodul es woul d be stynied by an upstreamfilter adding themin a
way visible to other conponents.

The synthesized fields should contain a best guess as to what should
have been there; for From the SMIP MAIL command s address can be
used (if not null) or a placehol der address foll owed by an address
literal (for exanple, unknown@ 192.0.2.1]); for Date, a date
extracted froma Received field is a reasonabl e choice

One other inportant case to consider is a mssing Message-Id field.
An MTA that encounters a message missing this field should synthesize
a valid one and add it to the external representation, since many
depl oyed tools use the content of that field as a common uni que
message reference, so its absence inhibits correlation of nessage
processing. Section 3.6.4 of [MAIL] describes advisable practise for
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synt hesi zing the content of this field when it is absent, and
establishes a requirenent that it be globally unique.

7.5.3. Return-Path

A valid nmessage will have exactly one Return-Path header field, as
per Section 4.4 of [SMIP]. Should a nessage be encountered bearing
nmore than one, all but the topnost one is to be disregarded, as it is
nmost likely to have been added nearest to the nmmil box that received

t hat nessage.

7.6. Mssing or Incorrect Charset Information

M ME provides the neans to include textual material enploying
character sets ("charsets") other than US-ASCII. Such material is
required to have an identified charset. Charset identificationis
done using a "charset" paraneter in the Content-Type header field, a
charset label within the MME entity itself, or the charset can be
implicitly specified by the Content-Type (see [ CHARSET]).

It is unfortunately fairly common for required character set
information to be mssing or incorrect in textual MME entities. As
such, processing agents shoul d perform basic sanity checks, such as:

0 US-ASCII contains bytes between 1 and 127 inclusive only
(colloquially, "7-bit" data), so material including bytes outside
of that range ("8-bit" data) is necessarily not US-ASCII. (See
Section 2.3.1 of [MAIL].)

o [UTF-8] has a very specific syntactic structure that other 8-bit
charsets are unlikely to follow

o Null bytes (ASCII 0x00) are not allowed in either 7-bit or 8-bit
dat a.

0 Not all 7-bit material is US-ASCII. The presence of the various
escape sequences used for character switching can be used as an
i ndi cation of the various charsets based on |ISQO | EC 2022, such as
those defined in [1SO 2022-CN], [ISO 2022-JP], and [I| SO 2022-KR].
When a character set error is detected, processing agents shoul d:

a. apply heuristics to determine the nost |likely character set and,
i f successful, proceed using that information; or

b. refuse to process the malforned M ME entity.

A null byte inside a textual MM entity can cause typical string
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processing functions to nmis-identify the end of a string, which can
be exploited to hide malicious content from anal ysis processes.
Accordingly, null bytes require additional special handling.

A few null bytes in isolationis likely to be the result of poor
message construction practices. Such nulls should be silently
dr opped.

Large nunbers of null bytes are usually the result of binary nmaterial
that is inproperly encoded, inproperly |abeled, or both. Such
material is likely to be damaged beyond the hope of recovery, so the
best course of action is to refuse to process it.

Finally, the presence of null bytes may be used as indication of
possi bl e malicious intent.

7.7. Eight-Bit Data

St andar ds- conpl i ant email nessages do not contain any non-ASClI| data
wi t hout indicating that such content is present by means of published
SMIP extensions. Absent that, M ME encodings are typically used to
convert non-ASClI| data to ASCII in a way that can be reversed by

ot her handling agents or end users.

The best way to handl e non-conpliant 8bit material depends on its
| ocati on.

Non-conpliant 8bit material in MME entity content should sinply be
processed as if the necessary SMIP extensions had been used to
transfer the nessage. Note that inproperly labeled 8bit material in
textual MME entities may require treatment as described in

Section 7.6.

Non-conpliant 8bit material in nessage or M ME entity header fields
can be handl ed as foll ows:

0 Cccurrences in unstructured text fields, conments, and phrases,
can be converted into encoded-words (see [MME3] if a likely
character set can be determined). Alternatively, 8bit characters
can be renoved or replaced with sone ot her character

0 Cccurrences in header fields whose syntax i s unknown nay be
handl ed by dropping the field entirely or by renoving/replacing
the 8bit character as described above.

0 Cccurrences in addresses are especially problematic. Agents

supporting [EAI] may, if the 8bit nmaterial conforns to 8bit
syntax, elect to treat the nmessage as an EAl nessage and process
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it accordingly. Oherwise, it is in nost cases best to exclude
the address from any sort of processing -- which may nean droppi ng
it entirely -- since any attenpt to fix it definitively is
unlikely to be successful

8. MME Anonalies

The five-part set of M ME specifications includes a mechani sm of
message extensions for providing text in character sets other than
ASCI |, non-text attachments to nessages, nulti-part nessage bodies,
and simlar facilities.

Sone anomalies with M Me-conpliant generation are also conmon. This
section discusses sonme of those and presents preferred mitigations.

8.1. Mssing MMe-Version Field

Any message that uses [M ME] constructs is required to have a M Me-
Versi on header field. Wthout it, the Content-Type and associ ated
fields have no semanti c neani ng.

It is often observed that a nessage has conplete M ME structure, yet

| acks this header field. It is prudent to disregard this absence and
conduct analysis of the nessage as if it were present, especially by
agents attenpting to identify malicious material

Furt her, the absence of M ME-Version night be an indication of
mal i cious intent, and extra scrutiny of the nessage nay be warranted.
Such omi ssions are not expected fromconpliant nessage generators.

8.2. Faulty Encodings

There have been a few different specifications of base64 in the past.
The inplenmentation defined in [MM] instructs decoders to discard
characters that are not part of the base64 al phabet. O her

i mpl ement ati ons consi der an encoded body containing such characters
to be conpletely invalid. Very early specifications of base64 (see
[PEM, for exanple) allowed email-style comments within base64-
encoded dat a.

The attack vector here involves constructing a base64 body whose
meani ng varies given different possible decodings. |If a security
anal ysi s nodul e wi shes to be thorough, it should consider scanning
the possible outputs of the known decoding dialects in an attenpt to
anticipate howthe MJA will interpret the data.

Kucherawy, et al. Expi res May 26, 2014 [ Page 18]



Internet-Draft Saf e Mail Handling Novenber 2013

9.

9.

10.

11.

12.

Ku

Body Anonalies
1. Oversized Lines

A nessage containing a line of content that exceeds 998 characters
plus the line termnator (1000 total) violates Section 2.1.1 of
[MAIL]. Sone handling agents may not | ook at content in a single
line past the first 998 bytes, providing bad actors an opportunity to
hi de mal i ci ous content.

There is no specified way to handl e such nessages, other than to
observe that they are non-conpliant and reject them or rewite the
oversized line such that the nmessage is conpliant.

To ensure long lines do not prevent analysis of potentially malicious
data, handling agents are strongly encouraged to take one of the
foll owi ng acti ons:

1. Break such lines into nultiple lines at a position that does not
change the semantics of the text being thus altered. For
exanpl e, breaking an oversized line such that a [URI] then spans
two lines could inhibit the proper identification of that UR

2. Rewite the MME part (or the entire nessage if not MME) that
contains the excessively long line using a content encodi ng that
breaks the line in the transm ssion but would still result in the
Iine being intact on decoding for presentation to the user. Both
of the encodings declared in [M Mg can acconplish this.

Security Considerations
The di scussions of the anomalies above and their prescribed solutions
are thensel ves security considerations. The practises enunerated in
this docunent are generally perceived as attenpts to resol ve security
consi derations that already exist rather than introduci ng new ones.
However, some of the attacks described here nmay not have appeared in
previous enmil specifications.

| ANA Consi derations
Thi s docunent contains no actions for | ANA
[RFC Editor: Please renove this section prior to publication.]
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