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Abst r act

Packet |loss is undesirable for real-tinme nmultinedi a sessions, but can
occur due to congestion, or other unplanned network outages. This is
especially true for IP multicast networks, where packet |oss patterns
can vary greatly between receivers. One technique that can be used
to recover from packet |oss w thout incurring unbounded delay for all
the receivers is to duplicate the packets and send themin separate
redundant streans. This docunment explains how Real -tine Transport
Protocol (RTP) streams can be duplicated w thout breaking RTP nedia
streanms, or RTP Control Protocol (RTCP) rules.
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This Internet-Draft will expire on January 3, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents

Begen & Perkins Expi res January 3, 2013 [ Page 1]



Internet-Draft RTP Duplication July 2012

carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Tabl e of Contents

1. Introduction .
2. Term nol ogy and ReqU|renents hbtatlon
3. Dual Stream ng Use Cases .
3.1. Tenporal Redundancy
3.2. Spatial Redundancy . e
3.3. Dual Stream ng over a Slngle Path or Mul tipl e Paths
4, Use of RTP and RTCP with Tenporal Redundancy .
4.1. RTCP Considerations . e e
4.2. Signaling Considerations . . . . . . . .
5. Use of RTP and RTCP with Spatlal Redundancy
5.1. RTCP Consi derations . Ce e
5.2. Signaling Considerations . Ce e e
Use of RTP and RTCP with Tenporal and Spatial Redundancy .
Security Considerations e e e
| ANA Consi derations e e e e e
Acknowl edgnents . . . . . . . . . . . . . . . . . . . ... .10
0. References . . . e K¢
10.1. Nornmative References e X ¢
10. 2. Informative References . . . . . . . . . . . . . . . . . .10
Authors’ Addresses . . . . . . . . . . . . . . . . ... 01n

QOO NOOTOOUITADMWWW

HSQQDTJQ

Begen & Perkins Expi res January 3, 2013 [ Page 2]



Internet-Draft RTP Duplication July 2012

1. Introduction

The Real -tine Transport Protocol (RTP) [RFC3550] is widely used today
for delivering IPTV traffic, and other real-tine nmultinedi a sessions.
Many of these applications support very |arge nunbers of receivers,
and rely on intra-domain UDP/IP nulticast for efficient distribution
of traffic within the network.

VWil e this conbination has proved successful, there does exist a
weakness. As [ RFC2354] noted, packet loss is not avoidable, even in
a carefully nanaged network. This |oss mght be due to congestion

it mght also be a result of an unplanned outage caused by a fl apping
link, link or interface failure, a software bug, or a naintenance
person accidentally cutting the wong fiber. Since UDP/IP flows do
not provide any means for detecting loss and retransmtting packets,
it leaves up to the RTP layer and the applications to detect, and
recover from packet |oss

One technique to recover from packet |oss without incurring unbounded
delay for all the receivers is to duplicate the packets and send them
in separate redundant streans. Variations on this idea have been

i mpl ement ed and depl oyed today [l C2011]. However, duplication of RTP
streans wi thout breaking the RTP and RTCP functionality has not been
docunented properly. This docunment explains how duplication can be
achi eved for RTP streans.

Stream duplication offers a sinple way to protect media flows from
packet loss. It has a conparatively high bandw dth overhead, since
everything is sent twice, but with a | ow processor overhead. It is
al so very predictable in its overheads. Alternative approaches may
be suitable in sonme cases, for exanple retransm ssion-based recovery
[ RFCA588] or forward error correction [ RFC5109].

2. Term nol ogy and Requirenments Notation

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

3. Dual Stream ng Use Cases

Dual streaming refers to a technique that involves transmtting two
redundant RTP streans of the same content, with each stream capabl e
of supporting the playback when there is no packet |oss. Therefore,
addi ng an additi onal RTP stream provi des a protection agai nst packet
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|l oss. The level of protection depends on how the packets are sent
and transnmitted inside the network.

It is inportant to note that dual stream ng can easily be extended to
support cases when nore than two streans are desired. However, using
three or nore streans is rare in practise, due to the high overhead
that it incurs.

3.1. Tenporal Redundancy

From a routing perspective, two streans are considered identical if
the following two | P header fields are the sane, since they will be
both routed over the sane path:

o | P Source Address
o | P Destination Address

Two routing-plane identical RTP streans night carry the sane payl oad,
but can use different Synchronization Sources (SSRC) to differentiate
the RTP packets belonging to each stream In the context of dual RTP
stream ng, we assune that the source duplicates the RTP packets and
sends themin separate RTP streans, each with a unique SSRC. All the
redundant streans are transmitted in the sane RTP session

For exanple, one main and one redundant RTP stream can be sent to the
same | P destination address and UDP destination port with a certain
del ay between them [1-D. begen-nmnusic-tenporal -interleaving]. The
streans carry the same payload in their respective RTP packets with

i dentical sequence nunbers. This allows receivers (or other nodes
responsible for gap filling and duplicate suppression) to identify
and suppress the duplicate packets, and subsequently produce a
hopefully loss-free and duplication-free output stream This process
is called stream nerging

3.2. Spatial Redundancy

An RTP source night be associated with multiple network interfaces,
allowing it to send two redundant streans fromtwo separate source
addresses. Such streans can be routed over diverse or identica

pat hs depending on the routing algorithmused inside the network. At
the receiving end, the node responsible for duplicate suppression can
| ook into various RTP header fields, for exanple SSRC and sequence
nunber, to identify and suppress the duplicate packets.

If source-specific multicast (SSM transport is used to carry such

redundant streans, there will be a separate SSM session for each
redundant stream since the streans are sourced fromdifferent
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interfaces (i.e., |IP addresses). Thus, the receiving host has to
join each SSM sessi on separately.

Al ternatively, an RTP source m ght send the redundant streans to
separate | P destination addresses.

3. 3.

Dual Stream ng over a Single Path or Multiple Paths

Havi ng described the characteristics of the streans, one can reach
the follow ng concl usions:

1.

When two routing-plane identical streams are used, the two
streams will have identical |IP headers. This nakes it
inmpractical to forward the packets onto different paths. In
order to m nimze packet |oss, the packets bel onging to one
streamare often interleaved with packets bel onging to the other
and with a delay, so that if there is a packet |oss, such a del ay
woul d all ow the same packet fromthe other streamto reach the
recei ver because the chances that the same packet is lost in
transit again is often snmall. This is what is also known as

Ti me-shi fted Redundancy, Tenporal Redundancy or sinply Del ayed
Duplication [I-D. begen-nmusi c-tenporal -interleaving] [IC2011].
Thi s approach can be used with both types of dual stream ng,
described in Section 3.1 and Section 3. 2.

If the two streans have different |P headers, an additiona
opportunity arises in that one is able to build a network, wth
physically diverse paths, to deliver the two streans concurrently
to the intended receivers. This reduces the delay when packet

| oss occurs and needs to be recovered. Additionally, it also
further reduces chances for packet |oss. An unrecoverable |oss
happens only when two network failures happen in such a way that
the sane packet is affected on both paths. This is referred to
as Spatial Diversity or Spatial Redundancy [IC2011]. The

techni ques used to build diverse paths are beyond t he scope of

t hi s docunent.

Note that spatial redundancy often offers less delay in
recovering from packet |oss provided that the forwardi ng del ay of
the network paths are nore or |less the sane. For both tenpora
and spatial redundancy approaches, packet misordering night stil
happen and needs to be handl ed using the sequence nunbers of sone
sort (e.g., RTP sequence nunbers).

To summari ze, dual streaming allows an application and a network to
work together to provide a near zero-loss transport with a bounded or
m ni num del ay. The additional advantage includes a predictable
bandwi dt h overhead that is proportional to the mi ni mum bandwi dth
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needed for the nultinedia session, but independent of the number of
recei vers experiencing a packet |oss and requesting a retransm ssion
For a survey and conparison of simlar approaches, refer to [I1C2011].

4. Use of RTP and RTCP with Tenporal Redundancy

To achi eve tenporal redundancy, the main and redundant RTP streans
MJUST be sent using the sanme 5-tuple of transport protocol, source and
destination |IP addresses, and source and destination transport ports.
This is perhaps overly restrictive, but with the possible presence of
net work address and port translation (NAPT) devices, using anything
other than an identical 5-tuple can also cause spatial redundancy.

Since main and redundant RTP streams follow an identical path, they
are part of the sane RTP session. Accordingly, the sender MJST
choose a different SSRC for the redundant RTP streamthan it chose
for the main RTP stream following the rules in [ RFC3550] Section 8.

4. 1. RTCP Consi der ati ons

If RTCP is being sent for the nmain RTP stream then the sender MJST
al so generate RTCP for the redundant RTP stream The RTCP for the
redundant RTP streamis generated exactly as-if the redundant RTP
stream were a regular nedia stream The sender MJST NOT duplicate
the RTCP packets sent for the main RTP stream when sending the
duplicate stream instead it MJST generate new RTCP reports for the
duplicate stream The sender MJUST use the sane RTCP CNAME in the
RTCP reports it sends for the nmain and redundant streams, so that the
recei ver can synchroni ze t hem

Both the main and redundant RTP streanms, and their correspondi ng RTCP
reports, will be received. |If RTCP is used, receivers MJST generate
RTCP reports for both nain and redundant streanms in the usual way,
treating themas entirely separate nmedi a streans.

4.2. Signaling Considerations

Signaling is needed to allow the receiver to determ ne that an RTP
streamis a redundant copy of another, rather than a separate stream
that needs to be rendered in parallel. There are two parts to this:
an SDP extension is needed in the of fer/answer exchange to negotiate
support for tenporal redundancy; and signhalling is needed to indicate
which streamis the duplicate (the latter can be done in-band using
an RTCP extension, or out-of-band by signalling the SSRCs used by the
duplicate streans in SDP)

W require out-of-band signalling for both features. The required
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SDP attribute to signal duplication in the SDP of fer/answer exchange
("duplication-delay’) is defined in

[1-D. begen-music-tenporal -interleaving]. The required SDP grouping
semantics are defined in [I|-D. begen-nmusi c-redundancy- groupi ng].

In the followi ng SDP exanple, a video streamis duplicated, and the
mai n and redundant streans are transnitted in two separate SSRCs
(1000 and 1010):

1122334455 1122334466 | N | P4 dup. exanpl e. com
ayed Duplication

—~wmw o<
1ifd

i
I
0
nmevi deo 30000 RTP/ AVP 100

c=I N | P4 233.252.0.1/127

a=source-filter:incl INI1P4 233.252.0.1 198.51.100.1
a=rtprmap: 100 MP2T/ 90000

a=ssrc: 1000 cnane: chl@xanpl e. com

a=ssrc: 1010 cnane: chl@xanpl e. com

a=ssrc-group: DUP 1000 1010

a=dupl i cati on-del ay: 100

a=m d: G oupl

It is RECOWENDED that the SSRC listed first in the "a=ssrc-group:"
line is sent first, with the other RTP SSRC being the tine-del ayed
duplicate. This is not critical, however, and receivers should size
their playout buffers based on the "a=duplication-delay:" attribute,
and play the streamthat arrives first in preference, with the other
streamacting as a repair stream irrespective of the order in which
they are signalled

5. Use of RTP and RTCP with Spatial Redundancy

When using spatial redundancy, the redundant RTP streamis sent on
using a different source and/or destination address/port pair. This
will be a separate RTP session to the session conveying the main RTP
stream

The SSRCs used for the main and redundant streans MJUST be chosen
randomy, following the rules in Section 8 of [RFC3550].

Accordingly, they will alnost certainly not match each other. The
sender MJST, however, use the sane RTCP CNAME for both the main and
redundant streans, and MJST include an "a=ssrc:... srcnanme:..."
attribute to correlate the flows. An "a=group:DUP" attribute is used
to indicate duplication.

Begen & Perkins Expi res January 3, 2013 [ Page 7]



Internet-Draft RTP Duplication July 2012

5.1. RTCP Consi derations

If RTCP is being sent for the main RTP stream then the sender MJST
al so generate RTCP for the redundant RTP stream The RTCP for the
redundant RTP streamis generated exactly as-if the redundant RTP
stream were a regular nedia stream the sender MJUST NOT duplicate the
RTCP packets sent for the main RTP stream The sender MJST use the
same RTCP CNAME in the RTCP reports it sends for the nmain and
redundant streans, so that the receiver can synchronize them

The mai n and redundant streans are conceptual |y synchroni sed using
the standard RTCP SR-based mechani sm deriving a mappi ng between
their tinelines. The RTP tinmestanps and sequence numbers SHOULD be
identical in the main and redundant streans, however, naking the
mapping trivial in nost cases.

Both main and redundant streans, and their corresponding RTCP, will
be received. |If RTCP is used, receivers MJIST generate RTCP reports
for both main and redundant streams in the usual way, treating them
as entirely separate nedi a streans.

5.2. Signaling Considerations

The required SDP groupi ng semantics have been defined in

[1-D. begen- musi c-redundancy-grouping]. In the follow ng exanple,
the redundant streans have different |IP destination addresses. The
exanpl e shows the same UDP port nunber and | P source addresses, but
either or both could have been different for the two streans.
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0
ali 1122334455 1122334466 | N | P4 dup. exanpl e. com
DUP G oupi ng Semantics

00

group: DUP Sla Slb

mevi deo 30000 RTP/ AVP 100

c=IN | P4 233.252.0.1/127

a=source-filter:incl INI1P4 233.252.0.1 198.51.100.1
a=rtpmap: 100 MP2T/ 90000

a=ssrc: 1000 cnane: chl@xanpl e. com

a=ssrc: 1000 srcnane: 45: a8:f4:19: b4: c3

a=m d: Sla

mevi deo 30000 RTP/ AVP 101

c=I N | P4 233.252.0.2/127

a=source-filter:incl INI1P4 233.252.0.2 198.51.100.1
a=rtpnmap: 101 MP2T/ 90000

a=ssrc: 1010 cnane: chl@xanpl e. com

a=ssrc: 1010 srcnane: 45: a8:f4:19: b4: c3

a=m d: S1lb

O ~+w o<
o

6. Use of RTP and RTCP with Tenporal and Spatial Redundancy

This uses the sane RTP/ RTCP nechani sns, plus a conbination of both
sets of signaling.

7. Security Considerations

The security considerations of [RFC3550],
[I-D. begen- music-tenporal -interl eaving], and
[I-D. begen- musi c-redundancy- gr oupi ng] apply.

If stream de-duplication is done by an in-network m ddl ebox, rather
than by an end system that niddl ebox can work if Secure RTP (SRTP)
encryption is used [ RFC3711], since the RTP headers are in the clear
Doi ng so woul d break the authentication when the SSRCis rewitten,
unl ess the de-duplication m ddl ebox were trusted to re-authenticate
the packets. This would require additional signalling which is not
specified here, since de-duplication in the receiver end systemis
expected to be the nore comopn use case.

8. | ANA Consi der ati ons

No | ANA actions are required.
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