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Abstract

Content splicing is a process that replaces the content of a nmain
mul ti media streamwith other nmultimedia content, and delivers the
substitutive nmultinedia content to the receivers for a period of
time. Splicing is commonly used for |ocal advertisenent insertion by
cabl e operators, replacing a national advertisenent content with a

| ocal advertisenent.

This meno describes sonme use cases for content splicing and a set of
requi renents for splicing content delivered by RTP. It provides
concrete guidelines for how an RTP ni xer can be used to handl e
content splicing.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 25, 2013.
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1. Introduction

Thi s docunment outlines how content splicing can be used in RTP
sessions. Splicing, in general, is a process where part of a
mul ti media content is replaced with other multinmedia content, and
delivered to the receivers for a period of time. The substitutive
content can be provided for exanple via another streamor via |oca
media file storage. One representative use case for splicing is

| ocal advertisenent insertion, allow ng content providers to repl ace
the national advertising content with its own regional advertising
content prior to delivering the regional advertising content to the
receivers. Besides the advertisenent insertion use case, there are
ot her use cases in which splicing technol ogy can be applied. For
exanpl e, splicing a recorded video into a video conferencing session
or inplenmenting a playlist server that stitches pieces of video

t oget her.

Content splicing is a well-defined operation in MPEG based cable TV
systens. |ndeed, the Society for Cable Tel econmuni cati ons Engi neers
(SCTE) has created two standards, [SCTE30] and [ SCTE35], to
standardi ze MPE&-TS splicing procedure. SCTE 30 creates a
standardi zed net hod for communi cation between adverti sements server
and splicer, and SCTE 35 supports splicing of MPER transport
streans.

When using nultinedia splicing into the internet, the nedia my be
transported by RTP. In this case the original nedia content and
substitutive nedia content will use the sane tine period, but may
contain different nunbers of RTP packets due to different nedia
codecs and entropy coding. This nmismatch may require sone

adj ustnents of the RTP header sequence nunber to maintain

consi stency. [RFC3550] provides the tools to enabl ed seaml ess
content splicing in RTP session, but to date there has been no cl ear
gui delines on how to use these tools.

This meno outlines the requirenments for content splicing in RTP
sessions and descri bes how an RTP nmi xer can be used to neet these
requirenents

2. System Model and Ter mi nol ogy
In this docunent, an internmediary network el enent, the Splicer
handl es RTP splicing. The Splicer can receive main content and
substitutive content simultaneously, but will send one of themat one
poi nt of tine.

When RTP splicing begins, the splicer sends the substitutive content
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to the RTP receiver instead of the main content for a period of tine.
When RTP splicing ends, the splicer swi tches back sending the main
content to the RTP receiver

A simplified RTP splicing diagramis depicted in Figure 1, in which
only one main content flow and one substitutive content flow are
given. Actually, the splicer can handle nmultiple splicing for
mul ti pl e RTP sessions simultaneously. RTP splicing may happen nore
than once in multiple tine slots during the lifetine of the main RTP
stream The nethods how splicer |earns when to start and end the
splicing is out of scope for this docunent.

B +
| | Main Content +----------- +
[ Mai n RTP [------m-e--- >| | Qutput Content
| Cont ent | | Splicer |--------------- >
T + memeeeaaa- >| |
| R R +
I
| Substitutive Content
I
I
o e e e e e aa oo +
[ Substitutive RTP |
| Cont ent |
| or |
[ Local File Storage |
o m e e e e oo +

Figure 1: RTP Splicing Architecture

Thi s docunent uses the follow ng terninol ogi es.

Qut put RTP Stream
The RTP streamthat the RTP receiver is currently receiving. The
content of output RTP stream can be either nain content or
substitutive content.

Mai n Cont ent
The multimedi a content that are conveyed in main RTP stream Miin

content will be replaced by the substitutive content during
splicing.
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Main RTP Stream
The RTP streamthat the splicer is receiving. The content of main
RTP stream can be replaced by substitutive content for a period of
time.
Mai n RTP Sender
The sender of RTP packets carrying the main RTP stream
Substitutive Content
The multinedia content that replaces the main content during
splicing. The substitutive content can for exanple be contained
in an RTP streamfrom a nedi a sender or fetched fromlocal nedia
file storage.

Substitutive RTP Stream

A RTP streamwi th new content that will replace the content in the
main RTP stream Substitutive RTP stream and main RTP stream are
two separate streanms. |If the substitutive content is provided via

substitutive RTP stream the substitutive RTP Stream nust pass
t hrough the splicer before the substitutive content is delivered
to receiver.
Substitutive RTP Sender
The sender of RTP packets carrying the substitutive RTP stream
Splicing I n Point
A virtual point in the RTP stream suitable for substitutive

content entry, typically in the boundary between two i ndependently
decodabl e franes.

Splicing Qut Point

A virtual point in the RTP stream suitable for substitutive
content exist, typically in the boundary between two i ndependently
decodabl e franes.

Splicer

An internediary node that inserts substitutive content into main
RTP stream The splicer sends substitutive content to RTP

recei ver instead of nmain content during splicing. It is also
responsi bl e for processing RTCP traffic between the RTP sender and
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3.

the RTP receiver.

Requirenments for RTP Splicing
In order to all ow seanl ess content splicing at the RTP | ayer, the

followi ng requirenents nust be nmet. Meeting these will also allow,
but not require, seanl ess content splicing at |ayers above RTP.

REQ 1:

The splicer should be agnostic about the network and transport
| ayer protocols used to deliver the RTP streans.

REQ 2:
The splicing operation at the RTP | ayer nust allow splicing at any
poi nt required by the nmedia content, and nust not constrain when
splicing in or splicing out operations can take place.

REQ 3:
Splicing of RTP content nust be backward conpatible with the RTP/

RTCP protocol, associated profiles, payload formats, and
ext ensi ons.

REQ 4:
The splicer will nodify the content of RTP packets, and break the
end-to-end security, e.g., breaking data integrity and source
authentication. |If the Splicer is designated to insert
substitutive content, it nust be trusted, i.e., be in the security
context(s) as the main RTP sender, the substitutive RTP sender
and the receivers. |If encryption is enployed, the splicer nust be

abl e to decrypt the inbound RTP packets and re-encrypt the
out bound RTP packets after splicing.

REQ 5:

The splicer should rewite as necessary and forward RTCP nessages
(e.g., including packet loss, jitter, etc.) sent from downstream
receiver to the main RTP sender or the substitutive RTP sender

and thus allow the main RTP sender or substitutive RTP sender to

| earn the performance of the downstream receiver when its content
is being passed to RTP receiver. 1In addition, the splicer should
rewite RTCP nessages fromthe nmain RTP sender or substitutive RTP
sender to the receiver.
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REQ 6:

The splicer must not affect other RTP sessions running between the
RTP sender and the RTP receiver, and nust be transparent for the
RTP sessions it does not splice.

REQ 7:

The splicer should be able to nmodify the RTP stream such that the
splicing point is not easy to be detected by the RTP receiver at
the RTP layer. For the advertisenent insertion use case, it is
inmportant to make it difficult for the RTP receiver to detect
where an advertisenent insertion is starting or ending fromthe
RTP packets, and thus avoiding the RTP receiver fromfiltering out
the advertisenent content. This nmenmo only focuses on making the
splicing undetectable at the RTP layer. How (or if) the splicing
is made undetectable in the nedia streamis outside the scope of
this meno. The correspondi ng processing is depicted in section
4.5.

Content Splicing for RTP sessions

The RTP specification [ RFC3550] defines two types of niddlebox: RTP
translators and RTP mixers. Splicing is best viewed as a ni xing
operation. The splicer generates a new RTP streamthat is a m x of
the main RTP stream and the substitutive RTP stream An RTP mixer is
therefore an appropriate nodel for a content splicer. In next four
subsections (from subsection 4.1 to subsection 4.4), the docunent

anal yzes how the ni xer handl es RTP splicing and how it satisfies the
general requirements listed in section 3. In subsection 4.5, the
docunent | ooks at REQ 7 in order to hide the fact that splicing take
pl ace.

RTP Processing in RTP M xer

A splicer could be inplenented as a mixer that receives the main RTP
stream and the substitutive content (possibly via a substitutive RTP
stream, and sends a single output RTP streamto the receiver(s).
That output RTP streamwi |l contain either the main content or the
substitutive content. The output RTP streamw |l conme fromthe

m xer, and will have the synchronization source (SSRC) of the m xer
rather than the main RTP sender or the substitutive RTP sender.

The m xer uses its own SSRC, sequence nunber space and tim ng nodel

when generating the output stream Moreover, the m xer nmay insert
the SSRC of main RTP streaminto contributing source (CSRC) list in
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t he out put nedia stream

At the splicing in point, when the substitutive content becones
active, the mxer chooses the substitutive RTP stream as input stream
at splicing in point, and extracts the payload data (i.e.
substitutive content). |If the substitutive content conmes fromloca
media file storage, the mixer directly fetches the substitutive
content. After that, the mixer encapsul ates substitutive content
instead of main content as the payl oad of the output nmedia stream
and then sends the output RTP nedia streamto receiver. The m xer
may insert the SSRC of substitutive RTP streaminto CSRC list in the
output nmedia stream |If the substitutive content cones fromloca
media file storage, the nixer should | eave the CSRC Iist blank.

At the splicing out point, when the substitutive content ends, the

m xer retrieves the main RTP stream as input streamat splicing out
poi nt, and extracts the payload data (i.e., nain content). After
that, the m xer encapsul ates nmain content instead of substitutive
content as the payload of the output nedia stream and then sends the
output nmedia streamto the receivers. Moreover, the m xer may insert
the SSRC of main RTP streaminto CSRC list in the output nmedia stream
as before.

Note that if the content is too large to fit into RTP packets sent to
RTP receiver, the m xer needs to transcode or perform application-

| ayer fragnentation. Usually the mixer is deployed as part of a
managed system and MIU will be carefully nanaged by this system

Thi s docunent does not raise any new MIU rel ated i ssues conpared to a
standard m xer described in [ RFC3550].

Splicing may occur nore than once during the lifetinme of main RTP
stream this nmeans the m xer needs to send nmin content and
substitutive content in turn with its owm SSRC identifier. From
recei ver point of view, the only source of the output streamis the
m xer regardl ess of where the content is coming from

4.2. RITCP Processing in RTP M xer

By nonitoring avail abl e bandwi dth and buffer |evels and by computing
network nmetrics such as packet |oss, network jitter, and delay, RTP
recei ver can learn the network performance and communicate this to
the RTP sender via RTCP reception reports.

According to the description in section 7.3 of [RFC3550], the m xer
splits the RTCP fl ow between sender and receiver into two separate
RTCP | oops, RTP sender has no idea about the situation on the

receiver. But splicing is a processing that the m xer selects one
media streamfrommultiple streans rather than m xing them so the
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m xer can | eave the SSRC identifier in the RTCP report intact (i.e.
the SSRC of downstreamreceiver), this enables the main RTP sender or
the substitutive RTP sender to learn the situation on the receiver

If the RTCP report corresponds to a tinme interval that is entirely
mai n content or entirely substitutive content, the nunber of output
RTP packets containing substitutive content is equal to the nunmber of
i nput substitutive RTP packets (from substitutive RTP strean) during
splicing, in the sane manner, the nunber of output RTP packets
containing main content is equal to the nunmber of input nain RTP
packets (frommain RTP strean) during non-splicing unless the m xer
fragment the input RTP packets. This means that the m xer does not
need to nodify the | oss packet fields in reception report blocks in
RTCP reports. But if the m xer fragnents the input RTP packets, it
may need to nodify the | oss packet fields to compensate for the
fragmentation. Wether the input RTP packets are fragnented or not,
the m xer still needs to change the SSRC field in report block to the
SSRC identifier of the main RTP sender or the substitutive RTP
sender, and rewite the extended hi ghest sequence nunber field to the
correspondi ng origi nal extended hi ghest sequence nunber before
forwarding the RTCP report to the main RTP sender or the substitutive
RTP sender.

If the RTCP report spans the splicing in point or the splicing out
point, it reflects the characteristics of the conbination of main RTP
packets and substitutive RTP packets. 1In this case, the nixer needs
to divide the RTCP report into tw separate RTCP reports and send
themto their original RTP senders respectively. For each RTCP
report, the m xer also needs to nake the correspondi ng changes to the
packet loss fields in report block besides the SSRC field and the

ext ended hi ghest sequence nunber field.

If the mxer receives an RTCP extended report (XR) block, it should
rewite the XRreport block in a simlar way to the reception report
bl ock in the RTCP report.

Besi des forwardi ng the RTCP reports sent from RTP receiver, the m xer
can al so generate its own RTCP reports to informthe main RTP sender
or the substitutive RTP sender of the reception quality of the
content reaches the mi xer when the content is not sent to the RTP
receiver. These RTCP reports use the SSRC of the mixer. |f the
substitutive content comes fromlocal nedia file storage, the nixer
does not need to generate RTCP reports for the substitutive stream

Based on above RTCP operating nmechani sm the RTP sender whose content
is being passed to receiver will see the reception quality of its
stream as received by the nmixer, and the reception quality of spliced
stream as received by the receiver. The RTP sender whose content is
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not being passed to receiver will only see the reception quality of
its streamas received by the m xer.

The m xer nust forward RTCP SDES and BYE packets fromthe receiver to
the sender, and may forward themin inverse direction as defined in
section 7.3 of [RFC3550].

Once the m xer receives an RTP/ AVPF [ RFCA585] transport | ayer

f eedback packet, it nmust handle it carefully as the feedback packet
may contain the information of the content that cone fromdifferent
RTP senders. |In this case the mixer needs to divide the feedback
packet into two separate feedback packets and process the information
in the feedback control information (FCl) in the two feedback
packets, just as the RTCP report process described above.

If the substitutive content cones fromlocal nedia file storage
(i.e., the mixer can be regarded as the substitutive RTP sender), any
RTCP packets received fromdownstreamrelate to the substitutive
content nust be terminated on the m xer w thout any further
processi ng.

4.3. Considerations for Handling Media Clipping at the RTP Layer

This section provides infornmative guideline about how nmedia clipping
i s shaped and how the mixer deal with the nedia clipping only at the
RTP layer. Dealing with the nedia clipping at the RTP | ayer just do
a good quality inplementation, perfectly erasing the nedia clipping
needs nore considerations at the higher |ayers, how the nedia
clipping is erased at the higher layers is outside of the scope of

t hi s neno.

If the time slot for substitutive content nismatches (is shorter or
| onger than) the duration of the main content to be replaced, then
medi a clipping may occur at the splicing point and thus inpact the
user’s experience.

If the substitutive content has shorter duration fromthe main
content, then there will be a gap in the output RTP stream The RTP
sequence nunber will be contiguous across this gap, but there will be
an unexpected junp in the RTP tinestanp. This gap will cause the
receiver to have nothing to play. This is unavoidable, unless the

m xer adjusts the splice in or splice out point to conpensate,
sending nore of the main RTP streamin place of the shorter
substitutive stream or unless the m xer can vary the length of the
substitutive content. It is the responsibility of the higher |ayer
protocols to ensure that the substitutive content is of the sane
duration as the main content to be repl aced.
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If the insertion duration is longer than the reserved gap duration
there will be an overlap between the substitutive RTP stream and the
main RTP stream at splicing out point. One straightforward approach
is that the m xer takes an ungraceful action, termnating the
splicing and switching back to nain RTP streameven if this may cause
medi a stuttering on receiver. Alternatively, the nixer may transcode
the substitutive content to play at a faster rate than nornmal, to
adjust it to the length of the gap in the main content, and generate
a new RTP stream for the transcoded content. This is a conplex
operation, and very specific to the content and nedi a codec used.

Congestion Control Considerations

If the substitutive content has sonewhat different characteristics
fromthe main content it replaces, or if the substitutive content is
encoded with a different codec or has different encoding bitrate, it
m ght overload the network and mi ght cause network congestion on the
path between the nmixer and the RTP receiver(s) that would not have
been caused by the main content.

To be robust to network congestion and packet |oss, a mxer that is
performng splicing nust continuously nonitor the status of
downstream network by nonitoring any of the follow ng RTCP reports
that are used:

1. RITCP receiver reports indicate packet |oss [ RFC3550].
2. RTCP NACKs for |ost packet recovery [RFC4585].
3. RTCP ECN Feedback information [I-D.ietf-avtcore-ecn-for-rtp].

Once the m xer detects congestion on its downstreamlink, it wll
treat these reports as foll ows:

1. If the mxer receives the RTCP receiver reports with packet |oss
indication, it will forward the reports to the substitutive RTP
sender or the main RTP sender as described in section 4.2.

2. If mxer receives the RTCP NACK packets defined in [ RFC4585] from
RTP receiver for packet |oss recovery, it first identifies the
content category of |ost packets to which the NACK corresponds.
Then, the mixer will generate new RTCP NACK for the |ost packets
with its own SSRC, and make correspondi ng changes to their
sequence nunbers to match original, pre-spliced, packets. If the
| ost substitutive content cones fromlocal nedia file storage,
the m xer acting as substitutive RTP sender will directly fetch
the |l ost substitutive content and retransmt it to RTP receiver
The mixer may buffer the sent RTP packets and do the
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retransm ssi on.

It is sonewhat conplex that the | ost packets requested in a
singl e RTCP NACK nessage not only contain the main content but
al so the substitutive content. To address this, the m xer nust
di vide the RTCP NACK packet into two separate RTCP NACK packets:
one requests for the lost main content, and another requests for
the | ost substitutive content.

3. If an ECN-aware m xer receives RTCP ECN feedbacks (RTCP ECN
f eedback packets or RTCP XR sunmary reports) defined in
[I-Dietf-avtcore-ecn-for-rtp] fromthe RTP receiver, it nust
process themin a simlar way to the RTP/ AVPF feedback packet or
RTCP XR process described in section 4.2 of this neno.

These three nethods require the nmixer to run a congestion contro

| oop and bitrate adaptati on between itself and RTP receiver. The

nmi xer can thin or transcode the main RTP streamor the substitutive
RTP stream but such operations are very inefficient and difficult,
and bring undesirable delay. Fortunately in this meno, the m xer
acting as splicer can rewite the RTCP packets sent fromthe RTP
receiver and forward themto the RTP sender, thus letting the RTP
sender knows that congestion is being experienced on the path between
the m xer and the RTP receiver. Then, the RTP sender applies its
congestion control algorithmand reduces the nmedia bitrate to a val ue
that is in conpliance with congestion control principles for the

sl owest link. The congestion control algorithmmay be a TCP-friendly
bitrate adaptation algorithmspecified in [ RFC5348], or a DCCP
congestion control algorithns defined in [ RFC5762].

If the substitutive content conmes fromlocal nmedia file storage, the
m xer rmust directly reduce the bitrate as if it were the substitutive
RTP sender.

From above analysis, to reduce the risk of congestion and renain the
bandwi dt h consunption stable over tine, the substitutive RTP stream
is reconmended to be encoded at an appropriate bitrate to match that
of main RTP stream |f the substitutive RTP stream cones fromthe
substitutive RTP sender, this sender had better has some know edge
about the nedia encoding bitrate of main content in advance. How it
knows that is out of scope in this draft.

Consi derations for |Inplementing Undetectable Splicing
If it is desirable to prevent receivers fromdetecting that splicing
is occurring at the RTP layer, the mixer nust not include a CSRC I|i st

i n outgoi ng RTP packets, and nust not forward RTCP nessages fromthe
mai n RTP sender or fromthe substitutive RTP sender. Due to the
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absence of CSRC list in the output RTP stream the RTP receiver only
initiates SDES, BYE and APP packets to the m xer w thout any
know edge of the main RTP sender and the substitutive RTP sender

CSRC list identifies the contributing sources, these SSRC identifiers
of contributing sources are kept globally unique for each RTP
session. The uni queness of SSRC identifier is used to resolve
collisions and detecting RTP-level forwarding |oops as defined in
section 8.2 of [RFC3550]. The absence of CSRC list in this case wll
create a danger that |oops involving those contributing sources could
not be detected. The loops could occur if either the mxer is

m sconfigured to forma loop, or a second mixer/translator is added,
causi ng packets to | oop back to upstream of the original mxer and
hence wasting the network bandwi dth. So Non-RTP neans nust be used
to detect and resolve loops if the mxer does not add a CSRC |ist.

5. Inplenmentation Considerations
When the m xer is used to handl e RTP splicing, RTP receiver does not

need any RTP/ RTCP extension for splicing. As a trade-off, additiona
over head coul d be induced on the m xer which uses its own sequence

nunber space and tinming nodel. So the mixer will rewite RTP
sequence nunber and tinestanp whatever splicing is active or not, and
generate RTCP flows for both sides. In case the mixer serves

multiple main RTP streans sinultaneously, this may |lead to nore
overhead on the m xer.

I f undetectable splicing requirenment is required, CSRC list is not
i ncluded in outgoing RTP packet, this brings a potential issue with
| oop detection as briefly described in section 4.5.

6. Security Considerations

The splicing application is subject to the general security
consi derations of the RTP specification [ RFC3550].

The m xer acting as splicer replaces sone content with other content
in RTP packets, thus breaking any RTP | evel end-to-end security, such
as integrity protection and source authentication. Thus any RTP

| evel or outside security mechanism such as |Psec or DILS will use a
security association between the splicer and the receiver. Wen
usi ng SRTP the splicer could be provisioned with the same security
association as the main RTP sender. Using a limtation in the SRTP
security services, the splicer can nodify and re-protect the RTP
packets w t hout enabling the receiver to detect if the data cones
fromthe original source or fromthe splicer.
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Security goals to have source authentication all the way fromthe RTP
mai n sender to the receiver through the splicer is not possible with
splicing. The nature of this RTP service offered by a network
operator enploying a content splicer is that the RTP | ayer security
relationship is between the receiver and the splicer, and between the
senders and the splicer, are not end-to-end. This appears to

i nval i date the undetectability goal, but in the commopn case the
receiver will consider the splicer as the main nedia source

Commonly no RTP | evel security mechanismis enployed. Instead only
payl oad security nechanisns (e.g., |SMACryp [I SMACryp]) are used. |If
any payl oad internal security nechanisns are used, only the RTP
sender and the RTP receiver can learn the security keying materi al
generated by such internal security mechanism in which case, any

m ddl ebox (e.g., splicer) between the RTP sender and the RTP receiver
can’t get such keying material, and thus fail to performsplicing.
This would require a new nethod to be defined to make the splicer

| earn the security keying material, but which is out of scope of this
neno.

7. | ANA Consi derations

No | ANA actions are required.
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9. 10. Appendi x- Wiy M xer |s Chosen

Transl ator and mi xer both can realize splicing by changing a set of
RTP paraneters.

Transl ator has no SSRC, hence it is transparent to RTP sender and
receiver. Therefore, RTP sender sees the full path to the receiver
when translator is passing its content. \When translator insert the
substitutive content RTP sender could get a report on the path up to
translator itself. Additionally, if splicing does not occur yet,
transl ator does not need to rewite RTP header, the overhead on
transl ator can be avoi ded.

If mixer is used to do splicing, it can also allow RTP sender to
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learn the situation of its content on receiver or on mixer just like
transl ator does, which is specified in section 4.2. Conpared to
translator, mxer’s outstanding benefit is that it is pretty straight
forward to do with RTCP nessages, for exanple, bit-rate adaptation to
handl e varying network conditions. But translator needs nore
considerations and its inplementation is nore conpl ex.

From above anal ysis, both translator and m xer have their own

advant ages: |ess overhead or |ess conmplexity on handling RTCP.
Through | ong and sophi sticated discussion, the avtext WG nenbers
prefer | ess conplexity rather than | ess overhead and incline to m xer
to do splicing.

If one chooses mixer as splicer, the overhead on m xer nust be taken
into account even if the splicing does not occur yet.
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