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Abst r act
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(DOCA), which uses the normal Di aneter application approach for the
capability negotiation, propagation and managenent of Di aneter
overload control information between Di aneter nodes
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1. Introduction

The existing tool box offered by the Di anmeter Base Protocol [RFC6733]
to prevent and recover from signaling overload situations is rather
limted. Apart fromout-of-band altering of the transport connection
congestion control behavior or other non-standard application |eve
throttling, the protocol error DI AMETER TOO BUSY, the pernanent error
DI AMETER _UNABLE TO COWPLY (for some unspecified reason) and the

Di sconnect - Cause Attribute Value Pair (AVP) code BUSY or

DO NOT_WANT _TO TALK TO YQU are nore or less all there is
Unfortunately, the nmentioned three indications are coarse, concern
one peer connection at a tine or lack detailed information for
probl em di agnosis and mitigation. They also treat all applications
in a single D aneter node (identified by a single Dianeterldentity)
as a lunp. There is no way conmuni cate any ki nd of grouping of
applications or what is the scope/partitioning of the delivered
information. Furthernore, there is no way to signal when the
overload situation is over. The request initiator and forwarders are
therefore forced to keep re-submitting their nessages to determne
whet her the situation has changed.

The situation is further conplicated by the hop-by-hop nature of

D anet er depl oynents. This nakes the propagation of possible
overload situation information non-trivial, even for existing
protocol errors since every internediate Di ameter node is allowed to
react to the error situation. Either the information is never
propagated to the originator of the request or it takes an
unacceptable long tine.

A problem statement of overload control for Dianmeter and requirenents
are docunented in [I-D.ietf-dine-overload-reqs]. This specification
describes a solution to the Diameter overl oad Di ameter Overl oad
Control Application (DOCA), which fulfills the requirenents of
[I-D.ietf-dinme-overload-reqs] and defines a Dianeter application to
convey overload infornmation between D aneter nodes

Not e: The recent publication of

[1-D. canpbel | -di me-overl oad-dat a-anal ysis] illustrates the overl oad

i nformati on data nodel and the design space. As the working group
makes progress in deciding about specific features this docunment will
be updat ed accordingly.

2. Requirements
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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3.

DOCA Overvi ew

Any the DOCA capabl e Di aneter node MAY initiate a DOCA- Report - Request
at any given tinme. The receiver of the DOCA-Report- Request

acknow edges with a DOCA- Report-Answer and includes the Result-Code
AVP indicating whether it could honor the action/report in the
request. The DOCA- Report-Answer SHOULD al so pi ggyback overl oad
control information.

A DOCA client MJST set the Auth-Session-State AVP to the val ue
NO_STATE_MAI NTAI NED and SHOULD i ncl ude the OC-Information AVP with
overload information into the DOCA- Report-Request, if available. The
DOCA- Report - Response nessage MJST contain the Auth-Session-State AVP
set to val ue NO STATE MAI NTAI NED.

Note that information exchanges regarding vari ous DOCA rel ated tiners
serve only as a hint since they cannot be enforced. Consequently,
care should be taken not to send DOCA- Report-Requests too frequently.

When a Di aneter node receives overload control information and is

al so requested to act on it, the DOCA functionality is applied to all
specified applications within a given scope. How the D anmeter node
acconpl i shes the node wi de DOCA action enforcenment is inplenmentation
speci fic.

When a Di aneter node receives (interin) overload information but the
overl oad condition has not exceeded a certain threshold, then the
receiver is not required to act based on the received information
However, it is RECOMVENDED that the receiver nakes proactive actions
to avoid entering the overload condition based on the newy received
overl oad i nformation.

There may be zero or nore internediate Di aneter agents on the path
bet ween the DOCA client and the DOCA server. Understandi ng the DOCA
functionality is not expected fromrelays and redirect agents. A

D anet er proxy, which obviously understands the DOCA application, MY
i nspect the DOCA related AVPs in the DOCA- Report- Request/ Answer
message pair and depending on the value of the OC Scope AVP (see
Section 5.2) inject its own information. A proxy is always
RECOMVENDED to react according to the overload information when it
comes to, for exanple, peer selection and traffic throttling.

When a Di aneter agent receives overload control information and is
al so requested to act on it, the DOCA functionality is applied to all
specified applications within a given scope. How the D anmeter agent
acconpl i shes the node wi de DOCA action enforcenent is inplenentation
speci fic.
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4. DOCA Conmands

The DOCA- Report - Request (DRR) message is used to report overl oad

condition information. The
energi ng overl oad condition

<DOCA- Report - Request > :: =

* %
bt Lt Eate kL et Lot BVA WV

— e —— A

*
—

message can be originated as a result of
or as a periodic unsolicited report.

Di amet er Header:
Session-1d >

Aut h- Application-1d }
Ori gi n- Host }
Oigin-Realm}
Destinati on- Real m}
Aut h- Request - Type }
Desti nati on- Host }
Aut h- Sessi on-State |
Cl ass ]
Oigin-State-1d ]
Proxy-1Info ]

Rout e- Record ]

TBD2, REQ PXY >

CC- Scope }

OC- Al gorithm]
OC- Action |

OC- Tocl ]

OC- Appl i cations ]
OC- I nformation |

AVP ]

The DOCA- Report-Answer (DRA) nessage is used as a response to the

DOCA- Report - Request .

The message MAY pi ggyback overl oad condition

information in order to avoid unnecessary DOCA- Report - Request
messages to the reverse direction.
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<DOCA- Report - Answer> ::= < Di ameter Header: TBD2, PXY >
< Session-1d >
{ Result-Code }
{ Origin-Host }
{ Oigin-Realm}
[ Auth-Session-State ]
* [ dass ]
[ Error-Message |
[ Error-Reporting-Host ]
[ Failed-AVP ]
[ Oigin-State-1d ]
[ Redirect-Host ]
[ Redirect-Host-Usage ]
[ Redirect-Mx-Cache-Tine ]
[ Proxy-Info ]

{ OC-Scope }
[ OCAction ]
[ OCInformation ]

* [ AVP ]

5. Attribute Value Pairs
5.1. OC Information AVP

The OC-Information AVP (AVP Code TBD3) is of type G ouped and
contains a set AVPs that identify the source of the overload control
information (the OC-Oigin AVP), the overload information itself and
whi ch applications the information concerns.

OC-Information ::= < AVP Header: TBD3 >
{ CCGOigin}

{ OC-Best-Before }
[ OC Level ]

[ OC Al gorithm]

[ OC Sendi ng-Rate ]
[ Vendor-Id ]

[ OC Applications ]
[ Product-Nane ]

[ OCUilization ]
[ OCPriority ]

* [ AVP ]

D aneter proxies on path MAY add one or nore OC- Information AVPs into
t he DOCA- Report - Request/answer nessages.
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5.2. OC- Scope AVP

The OC- Scope (AVP Code TBD4) is of type Unsigned32 and contains the
scope where and concerni ng what the overload control information can
be injected. The OC Scope is formatted as a vector of scope flag
bits. The follow ng scopes are supported:

Host scope (0x00000001)

The OC-Information AVP concerns only a single host within a realm
(which internally MAY represent of pool).

Real m scope (0x00000002)

The OC-Information AVP concerns a realm No specific hosts are
i dentified.

Only origin real m(0x00000004)

The OC-Information AVP can only be included by a Di ameter node on
the path that has the sane Oigin-Real mas the DOCA client

Application informati on (0x00010000)

The OC-Information AVP MAY contain application related information
(the OC Applications AVP)

Node utilization information (0x00020000)

The OC-Informati on AVP MAY contain node wi de | oad rel ated
information (the OCUtilization AVP)

Application priorities (0x00040000)

The OC-Information AVP SHOULD priority information (the OC
Priority AVP) so when the overload condition is on, Dianeter nodes
are able to prioritize between different applications, for
exanpl e, when dropping or throttling nessages.

Any ot her value is reserved

A scope is active when a corresponding flag is set in the OC Scope
AVP. During the initialization state a DOCA client includes those
scopes it supports and is interested in. A DOCA server then returns
the scope that it has in common with the DOCA client (and intends to
use). The conmmon scopes are then used during the established state.
Not e that sonme scope conbinations nake little sense while still being
valid. The general guide when nultiple scopes collide is that the
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| east restrictive w ns.

A sender of the overload informati on MUST adhere to the scope it
announces regarding the information it itself sends.

If a DOCA server does not have a common scope with a DOCA client or

t he DOCA server cannot agree on one based on a local policy, then the
DOCA server MJST send the DOCA- Report-Answer indicating an error and
set the Result-Code to the DI AMETER NO COVMON _SCOPE val ue.

5.3. OC Applications AVP

The OC-Applications (AVP Code TBD5) is of type G ouped and contains a
list of Application-IDs of interest when found in the DOCA-Report -
Request / Answer command main | evel and neant to be used during the
initialization state to agree on the common set of supported
applications of nmonitoring interest. Wen used within the OC
Information AVP, the OC-Applications AVP identify those applications
the overload information concerns. The OC Applications AVPs on the
command rmain |l evel and inside the OC Information AVP MIUST NOT have
conflicting views of the applications of interest. However, the OC
Applications AVP can be see as a superset of applications i.e., not
all applications of interest need to be included every tinme into the
OC- I nformation AVP.

AVP Header: TBD3 >

Aut h- Application-1d ]
Acct-Application-1d ]

Vendor - Speci fic-Application-1d ]
AVP ]

OC- Appl i cati ons

* ok ok Kk |
—r——— A

The absence of the OC Applications AVP indicates the D anmeter node
has no specific preference or interest in specific applications. The
overload information is then signaled as concerning the whol e

Di anmeter node. This default behavior is useful when the DOCA does
not maintain session state. |If there are no conmon applications,
then the DOCA- Report-Answer MJST contain the Result-Code with the

DI AVETER_NO_COMMON_APPLI CATI ON val ue.

Wien the DOCA maintains state, there is no need to include the OC
Applications AVP into the DOCA- Report-Request/Answer conmmand nain

| evel after the initial nessage exchange. The agreed comon set of
application is expected to be known by both DOCA client and server
t hroughout the session lifetine.
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5.4. OC Action AVP

The OC-Action (AVP Code TBD6) is of type OctetString and size of one
octet. The octet has the follow ng three possibl e val ues:

Start (1)
Signals the start of the overload condition. This inplies the
receiver is requested to act according to the information found in
the OC- I nformation.
Stop (2)
Signals the end of the overload condition.
Interim(3)
Updates the overload information. The interimcan be sent during
the overload condition or during the normal condition. This is
the default val ue.
Any ot her value is reserved.
5.5. OC Al gorithm AVP
The OC- Al gorithm (AVP Code TBD7) is of type Unsigned32. The contains
supported "algorithns’ to mtigate the overload condition. The OC
AlgorithmAVP is formatted as a vector of algorithmflag bits. The
following "algorithns’ are supported:
Drop (0x00000001)
Messages are plain dropped. It is RECOVWENDED to drop nessages
sel ectively based, for exanple, on application priorities. This
is the default al gorithm
Throttl e (0x00000002)
The message sending rate is according to the OC Sendi ng- Rate AVP.
Prioritize (0x00000004)

Apply priorities anmong applications and the other used neans for
hol ding traffic.

Any ot her value is reserved.

The "algorithnms’ are only applied at a Di aneter node when the
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overl oad condition has been signal ed.

During the initialization state a DOCA client includes those
algorithnms it supports and is interested in. A DOCA server then
returns the algorithmthat it has in common with the DOCA client (and
intends to use). One or nore comon algorithns are then used during
the established state.

If a DOCA server does not have a common algorithmw th a DOCA client

or the DOCA server cannot agree on one based on a local policy, then

the DOCA server MUST send t he DOCA- Report-Answer indicating an error

and set the Result-Code to the DI AMETER NO COVMON ALGCORI THM val ue.
5.6. OC-Level AVP

The OC-Level (AVP Code TBD8) is of type CctetString and size of one
octet. The octet has the follow ng five possible val ues:

Normal (1)
Everything is in control. Meaningful only when the OC-Action is
set to 'Interinm since when the overload condition level is
consi dered nornmal, the overload condition SHOULD be stopped. This
is the default val ue.

Rai si ng (2)
There is a sign of increasing |oad.

Alarming (3)

The overload condition is reaching the | evel where quick nmeasures
SHOULD be done to nmitigate the overload condition.

Pani c (4)
The overload condition is severe. Apply any neasure to mitigate
the overload condition but still allowed to send nessages.

Hol d (5)

Do not send any nessages, please. Wen this level is signaled,
the OC-Best-Before tine SHOULD NOT be respected but an explicit
overl oad condition stop has to be received (with an exception the
D anmeter node realizes its other end has rebooted or otherw se
lost its state).
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Switch servers (6)

Do not talk to ne again. Wen this level is signaled, the DOCA
client MUST switch to an alternative server.

Any ot her value is reserved.

If the receiver cannot agree on or does not understand the OC-Level
AVP val ue, the an error MJUST be returned with the Result-Code AVP set
to the value DI AMETER | NVALI D_AVP_VALUE and the Fail ed- AVP AVP
containing the OC Level AVP.

5.7. OCUilization AVP

The OC-UWilization (AVP Code TBDO) is of type Float32 and tells the
overall utilization | evel percentage of the Dianeter node. Val ues
between 0.0 to 100.0 are valid.

5.8. OC-Tocl AVP

The OC-Tocl (AVP Code TBD10) is of type Unsigned32 and tells the Tolc
timer value in nilliseconds. This tiner defines the interval for
sendi ng peri odi ¢ DOCA- Report - Request nessages with the OC- Action AVP
set to 'Interim. The value of zero (0) means no periodi c DOCA-
Report - Request nessages are sent or desired. The default value is
120000.

The OC-Tocl AVP can be considered as a hint for a desired sending
rate of subsequent nessages.

If a DOCA server find the Tocl val ue proposed by a DOCA client either
too small (i.e. too frequent periodic nmessages) or too big (i.e. too
sel dom peri odi ¢ nessages), then the DOCA server MJST send the DOCA-
Report-Answer indicating an error and set the Result-Code either to
the DI AMETER TOCL TOO SMALL or DI AMETER TOCL_TOO BI G val ue.

5.9. OC- Sendi ng- Rate AVP

The OC- Sendi ng- Rate (AVP Code TBD11l) is of type Float32 and tells the
the maxi num Di anet er nessage sending rate per second the sender of
this informati on wi shes to receive Dianmeter nessages. Only positive
val ues are valid. A value of zero (0.0) of the absence of this AVP
means the information sender has no specific rate preference.

If a DOCA server finds the sending rate val ue proposed by a DOCA

client too big (i.e., too frequent periodic nessages), then the DOCA
server MJUST send the DOCA- Report-Answer indicating an error and set
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the Result-Code to the DI AMETER RATE_TOO BI G val ue
5.10. OC Best-Before AVP

The OC-Best-Before (AVP Code TBD12) is of type Tinme and tells the
expiration time/date for the information received in the OC
Information. For exanple, when the overload condition is on, the
expiration of the 'best before’ timer causes the sane as receiving a
DOCA- Report - Request/ Answer with the OC-Action set to ' Stop’

[Editor’s node: to be decided whether a duration tiner is a better
measure. Using Tinme has the assunptions nodes have actually
clocks that a running approximately sane tine.]

5.11. OC-Oigin AVP

The OC-Origin (AVP Code TBD13) is of type Dianeterldentity and tells
the identity of the Dianmeter node that originated included the
overload control information. Both host and real minformati on MJST
be included in the OC-Origin AVP. Note, if the OC Scope AVP

i ndicates only a real mw de scope for the overload information, then
the realmpart of the OC-Oigin AVP is neaningful and the host
information only serves as an additional information of the
representative for the real mw de information.

5.12. OC-Priority AVP

The OC-Priority (AVP Code TBD14) is of type Unsigned32 and defines
the priority level. The value of 0x00000000 is the highest priority
and the value of Oxffffffff is the lowest priority. The absence of
the OC-Priority AVP nmeans there is not specific priority leve
defined and the priority SHOULD be considered as the | owest possible.

When used within the OC Information grouped AVP, the OC-Priority AVP

defines the priority for the listed applications within the OC
Appl i cations AVP
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5.13. Attribute Value Pair flag rules
AVP  Section
Attribute Name Code Defined Value Type
| information  TBDS x.x  Gowped
loc scope TBD4 x.x  Unsigneds2
[oC Application B x.x  Gowped
locaction TeD6 x.x ctetString
loC A gorithm 1807 x.x  Unsignedsz
loc Level B8 x.x Cctetstring
loCUilization T8 xx  Foat3z
locroel T TBDIO x.x  Unsigneds2
|oC Sending-Rate TBDLL x.x  Foatzz
|OC Best-Before  TBDIZ x.x Tie
lcaign TBDI3 x.x  Diameter|dentity
locpriority TeDi4 x.x  Unsignedd2
e e e e e e
6. Transport Considerations

In case of Stream Control Transmn ssion Protoco
DOCA application is RECOMWENDED to mark its Di aneter
t he DOCA defined SCTP Payl oad Prot ocol
PPI D MAY be used by internedi ati ng network nodes or

(SCTP) transport,

Identifier (PPID) TBDL.

February 2013

Fomm e o +
| AVP flag |
| rul es |
L S
[ | MUST]|
| MUST| NOT|
B
| MV |
L S
| M| V |
L S
| M| V |
B
| MV |
L S
| M| V |
L S
| M| V |
B
| MV |
L S
| M| V |
L S
| M| V |
B
| MV |
L S
| M| V |
L S
| M| V |
B

t he
packets using
The
agents to peek

into SCTP nmessage and find out that this is about overload control.
Such information can be used for prioritizing SCTP packet handling as

an exanpl e.
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7. Exanples

Consider the following sinplified scenario shown in Figure 1 where
two servers are connected to a proxy. All three nodes understand the
DOCA application. These three nodes belong to the sane

adm ni strative donmain and the operator decided that he wants to hide
the Dianeter topol ogy of his own network. Consequently, aggregate
information is provided by the proxy for any Di ameter overl oad
message exchange. The Dianmeter client also supports the DOCA
application. Between the client and the D aneter proxy we assune an
arbitrary D aneter network that passes Dianeter nessages back and
forth.

Fom e e e e e + Fom e e e e e +
[ Server 1 [ [ Server 2
| (DOCA capabl e) | | (DOCA capable) |
[ RS Ceee--- + o e e e o - +
Fom e e e eao - +
[ Pr oxy
| (DOCA capable) |
Fomm e - - Fomm e oo - +
I
...................... F
I
o - e +

| Internediate |
| Diameter nodes

Hom e e oo - Fomm e - +
I
I
oo N +
| dient
| (DOCA capable) |
e e e e oo oo +
Figure 1

Let us assunme that the DOCA exchange is initiated by server 1 who
determines that the load situation increases. |t sends a DOCA-
Report - Request nessage (w th piggybacked overload infornation)
towards the client. The nmessage also instructs the client to reduce
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it’s sending rate. The proxy, who receives the DOCA- Report - Request
deci des to change the included OC-Origin information and forwards the
request to the client.

When the client receives the DOCA- Report-Request nessage i s processes
the content, evaluates the overload information content and reacts
accordingly, and returns a DOCA- Report-Answer nessage back to

acknow edge the receipt.

Alternatively, let us assune that the proxy does not forward the
message but instead terninates the DOCA- Report-Request received from

Server 1. It instead decides to route traffic to the backup server
Server 2. In this case the entire process was transparent for the
client.

8. | ANA Consi derati ons
8.1. Application Identifiers

This specification reserves a new Di aneter Application-ID TBD14 for
the Dianeter Overload Control Application (DOCA) fromthe

" Aut henti cation, Authorization, and Accounting (AAA) Paraneters’
Application IDs registry.

8.2. SCTP Payl oad Protocol ldentifier
Section 6 reserves a new SCTP Payl oad Protocol ldentifier for the
DOCA application usage. The value is reserved fromthe existing SCTP
Payl oad Protocol ldentifiers registry.

8.3. Command Codes

Two conmand codes are defined in Section 4. The DOCA- Report - Request
Conmand Code is TBD and the DOCA- Report-Answer Conmand Code is TBD
Both are allocated fromthe 'Authentication, Authorization, and
Accounting (AAA) Paraneters’ Comand Codes registry.

8.4. AVP Codes
New AVPs defined by this specification are listed in Section 5. Al
AVP codes all ocated fromthe 'Authentication, Authorization, and
Accounting (AAA) Paraneters’ AVP Codes registry.

8.5. Result-Code Val ues

This specification adds several Dianmeter Overload Control Application
specific Pernmanent Failure codes fromthe 'Authentication
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8.

10.

Ko

Aut hori zation, and Accounting (AAA) Paraneters’ Result-Code AVP
Val ues (code 268) - Permanent Failure registry:

AVP Val ues | Attribute Nane | Reference
___________ o
5xxx | DI AVETER NO COWMON_SCOPE | RFCxxxx
BXXxX | DI AMETER NO COMMON_ALGORI THM | RFCxxxx
5XXX | DI AMETER TOCL_TOO SMALL | RFCxxxx
5XXX | DI AMETER TOCL_TOO Bl G | RFCxxxx
5XXX | DI AMETER _RATE_TOO Bl G | RFCxxxx

6. New Registries

Four new registries are needed under the ’Authentication,
Aut hori zation, and Accounting (AAA) Paraneters’ registry:

0 OC-Scope AVP Values: the policy for this registry is Specification

Requi r ed.

0 OC- Action AVP Values: the policy for this registry is Standards
Acti on.

0 OC-Level AVP Values: the policy for this registry is Standards
Acti on.

0 OC-AlgorithmAVP Values: the policy for this registry is
Speci ficati on Required.

Security Consi derations

The security properties of the Dianeter Overload Control Application
(DOCA) follows the security nodel of Dianeter [RFC6733]. This
inplies there is no proper nmeans to verify the nmessage and AVP
content correctness if multiple internedi ate Di aneter agents are
present on the path between the DOCA client and server. As a result
a malicious internmediate could feed incorrect overload control
information to DOCA clients and peers, and thus affect negatively to
the overload condition recovery. A possible way to overcone the
obvi ous security vulnerability is to mandate the use of end-to-end
security at the Dianeter AVP |evel.

As such, like any other Dianeter application this docunent would
benefit froma D aneter end-to-end security nechanism \While work is
in progress it has not yet been finalized and therefore this
specification does not rely on it.
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Appendi x A.  Design Justification

Section 1 discussed the notivation and the background for the

D anet er enhancenents for an explicit Dianeter overload control
solution. This specification solves the overload control at the
application level instead of extending the D aneter base protocol or
pi ggybacki ng overl oad control information on top of existing
applications. The reasoning is the foll ow ng:

1. The support for Dianeter overload control capability between
D anmeter peers is explicit (i.e., a new application-id is
advertised) and thus not build on an exchange of optional
Attribute Value Pairs (AVPs).

2. The support for Dianeter overload control capability between
D aneter client and server is explicit.
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3. The peer selection follows the existing standards includi ng DNS-
based di scovery [RFC6408] and does not assune additional peer
selection criteria |learnt froman exchange of optional AVPs.

4. The application based solution is able to traverse and al so
propagate overload control information through real ns that depl oy
relay agents w thout Dianeter overload control support.

5. The propagati on does not depend on a nodified behavior of already
speci fied D ameter command codes.

6. Pretending not to establish a state when there actually is an
overload capability and information state still maintained. The
state mght not be at the application level but is there.

7. Trying to avoid information flooding, especially across
admi ni strative domai ns.

8. The use of the application concept allows established nechanisns
for filtering and Dianeter traffic engineering, since it behaves
Ii ke any other Dianmeter application

9. The use of the dedicated application allows to isolate (even
physically) the overload signaling into a dedi cated transport
that is not affected by other D anmeter nmessages and network
traffic.

Aut hors’ Addr esses

Jouni Kor honen
Renesas Mbbil e
Por kkal ankatu 24
Hel si nki 00180
Fi nl and

Emai | : j ouni . nospam@nai | . com

Hannes Tschofenig (editor)
Noki a Si emens Net wor ks

Li nnoitustie 6

Espoo 02600

Fi nl and

Phone: +358 (50) 4871445

Enmai | : Hannes. Tschof eni g@nx. net
URI : http://ww.tschofenig.priv.at

Kor honen & Tschof eni g Expi res August 29, 2013 [ Page 18]






