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Abst r act

The purpose of this document is to analyze the issues that have
arisen so far and to propose several use cases for the Fixed Mbile
Convergence. This docunent gives a brief overview of the assuned

Fi xed Mobil e Convergence architecture and rel ated works and then

i ntroduces several Intarea type of use cases based on the partnership
in Fixed Mobil e Convergence architecture, such as group
identification, nmobility consideration, such as nobility status
reporting in W-Fi network.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
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1.

I nt roducti on

G owing availability of intelligent nobile devices and nmature

net wor ks of operators providing both reliable carrier grade
connectivity and affordabl e high bandwi dth access offer to the
custonmer a nice climte of nobile broadband. Wth w despread
availability and easy usability of nobile broadband, nobile broadband
appl i cations becone nore ubiquitous. Subscribers demand for various
service applications, especially Internet applications, such as
nmobil e Internet video, nobile Internet real-time communication, etc.

The subscribers requirenents lay the foundation of nobile broadband.
On the other hand, simultaneously, the subscribers’ services pronote
the evol ution of mobile broadband, which will inpact the network
architecture. The flourishing nmobile applications demand nore and
nore bandwi dth offered by the operators. Even with wirel ess networks
becom ng mature, such as 3G and LTE, the average bandwi dth offered is
not conparable to data rates offered by fixed networks. Wth data
services rapidly increasing, the traditional cellular network
operating at a shared nedium and thus being limted in transm ssion
rate often becones the bottl e-neck of nobile broadband. 1In addition
radi o network technol ogy generally requires high capital investnent
and operational expenditures. Cellular network operators are facing
the chal l enge of increasing traffic demand at decreasing revenue and
have to provide nmeans of nore cost efficient access technology in a
hi ghly conpetitive environment. Wth parallel availability of

di fferent access technol ogi es such as cellular and | ocal wireless
networ ks a selection of the nbost (e.g. resource) efficient technol ogy
i s advantageous for both user and operator. Mbobile industry has
specified functionalities to offload the data traffic to the fixed

br oadband (FBB) network, via WLAN or a Hone (e)NodeB (HNB or eNodeB
aka. Femtocell) [TR23.829], which could alleviate traffic pressure
on the nmobile network. That is to say, today, operators are able to
enpl oy nmechani sns to nmanage the subscriber service over both the
nmobi | e and the fixed broadband network. W can say, FMC is energing
on the basis of subscribers and operators requirenments.

Fi xed Mobil e Convergence is a technol ogy trend which ains to provide
the subscribers access to services regardl ess of the access network
type they are connecting to and provide the operators with the
flexibility to ensure transparency of services to the end user. For
a nobil e subscriber to access services over both nobile and fixed

br oadband networks seam essly, additionally, the subscriber’s end-to-
end service |l evel agreement (SLA) nust be maintained. This is

achi eved by interworking between the control planes of the fixed

br oadband network and the nobil e network.

In the FMC i nterworking scenari o addressed here, the fixed broadband
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network must partner with the nobile network to perform

aut hori sation, authentication, and accounting (AAA) and acquire the
policies for the nobile subscriber. Please note, a single converged
control plane, used for both the fixed broadband and the nobile
network, may be used in a truely converged, i.e. integrated
convergence scenario. This docunent only focuses on the interworking
scenario in this version. The convergence scenario is for further

st udy.

Figure 1 shows the assuned reference architecture of Fixed Mbile
Convergence Interworking for a Mobile (3GPP) Network and a fixed non-
3GPP access network as proposed by 3GPP and BroadBand Forum (BBF) as
an exanpl e in docunent [TR203].
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Figure 1: Reference Architecture of Fixed Mbile Convergence

The policy and chargi ng control
in FMC architecture.

(PCC) systemis an inportant el enment
PCC system of FMC consists of policy decision

point (PCRF in the nobile network and BPCF in the fixed broadband
networ k) and the policy enforcenent point (PGWand BNG
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respectively), shown in Figure 1. PCC should support for controlling
the QS (e.g., Q@S class and bit rates) authorized for service, and

I P flow based charging. In FMC interworking scenario, these services
can be divided into four types.

1. Service via nmacrocell wireless network

2. Service via WFi/Fentocell access routed back to 3GPP Evol ved
Packet Core (EPC), where the fixed broadband network is used as
t he access network,

* The service froma nobile UE is connected to WFi or to
Fent ocel | Access Point (FAP) at the residential gateway (RG,
routed back to 3GPP Evol ved Packet Core (EPC)

3. Services via WFi access only fixed broadband routed

* The service froma nobile UE is connected to WFi w thout
traversing the nobile network.

* In this scenario, the UE service may be guaranteed based on
subscriber’s policy fromthe nobile network.

4. LIPASIPTO traffic

* Support of Local |P access (LIPA) and of Selected IP traffic
of fload (SIPTO for the Home (e)NodeB Subsystem and for the
macro | ayer network include a nore integrated FMC scenario and
thus are for further study.

As for the services stated above, only the second and the third type
are related to FMC, where both the fixed broadband and the nobile
network are involved. The FMC architecture shall be capable to set
operator policies to support sinultaneous access to these service.

In the network today, deploying FMC is a worthy way for operators to
satisfy subscriber’s requirenment and ease pressure from bandw dth

In the followi ng sections, we first describe the notivation and then
di scuss the key issues that are at this time limted to the Intarea
and to FMC i nterworki ng scenari o.

2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3. Key Issues in Fixed Mbile Converged | nterworking
There is a need to highlight and di scuss the issues when facilitating
FMC. We systemmtically analyze the issues that have been proposed so
far and briefly assess the possible protocol extensions which could
solve the problens. In the network architecture, we target and linit
the scope to the interworking architecture for FMC
Regarding the traffic nmanagenent and control requirenents in FMC
i nterworking scenario, these are the issues froman | ETF Internet
Area and fixed broadband network point of view
1. Goup Id in fixed broadband network,
2. UE nobility status reporting in fixed broadband networ k.
There are many standardi zation issues related to FMC and protoco
extension work needed. |f these issues are fixed, the advantages
brought out will be:

1. Optinmize traffic managenment (per-UE granularity in the fixed
br oadband net wor k)

2. Enhance devi ce nanagenent (via |P address synchronization between
fi xed broadband network and nobil e networ k)

3.  Quick Responsiveness based on UE status

These issues are el aborated in the sections that follow

4. Goup Id in Fixed Broadband Network

Consuners in a fixed nobile convergence scenari o nowadays are not
being limted by a single device such as only smart phone in

connecting to fixed broadband network. Increasingly, portable nedia
pl ayers, PCs, tablet, and nobile phones all belonging to the same
subscri ber are being used. It is reported that nore than 90

percent age of video stream ng custonmers own nore than one device
Therefore, the sanme set of devices owned by one subscriber will have
the sane personalized requirenent. For exanple, one subscriber may
order the highest priority video streani ng service fromthe operator
an instant bandw dth tune service, security control, etc.

It is expected for consuners to receive network services seanl essly
in a convenient and economi ¢ way, irrespective of access
technol ogi es. For exanple, consuners prefer to connect to the
Internet service via WFi, instead of cellular access technol ogy when
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moving into a W-Fi hotspot, if their nobile device is equipped with
WFi (1EEE 802.11-based) interface.

Users must be able to access to services irrespective of the access
network. Operators need to have suitabl e user managenent ability, to
reduce the CAPEX and OPEX. For exanple, operators could apply the
uni fied policy control, and accounting control to the multiple

devi ces owned by one subscriber, or devices with nmultiple interfaces,
etc. This brings the need to identify each subscriber as one group
and given a group identifier.

Consi der Figure 2 where several hosts are connected to the same RGin
a fixed broadband network. These hosts belong to different

subscri bers. One of the subscribers has only one device shown as UE
in the figure. The second subscriber has multiple devices, one Pad,
one smart phone and a personal conputer (PC). Each subscriber is
assigned a group id by the operator. G oup ldentifier (G oupld)
needs to be comunicated to fixed broadband network nodes such as the
edge router (BNG.

A subscriber signs in the services of an operator. This subscriber
has several devices, e.g., two phones and one pad. She/he wi shes to
share the subscription with these three devices. The operator could
assign a group id to the costuner, and any of the devices bel ongi ng
to the customer can be authenticated with this Id. Then all the

ot her devices can access the service - either in parallel or
sequentially - with unified policy control w thout additiona

aut henti cati on.

A subscri ber owns one pad and one Phone. This subscriber nay take
photos on his trip away fromhone. It would be desirable that the
ot her device(s) which are left at home to be i medi ately syncronized
with these pictures in order to share themwth the famly. The
operator could ensure the device discovery bel onging to one

subscri ber by keeping an unified subscriber database in the network
containing all group ids of the subscribers.

G oup id based traffic nanagenment changes the granularity of traffic
managenent that is currently in effect in cellular networks which is
based on per-UE or per-contract level. |In current FMC procedures,

t he broadband network can be nmade known of per-phone |evel traffic
control by way of the | P-CAN session [TS23.203] which denotes the
associ ati on between a UE and an | P network. The operator now will be
in a position to provide unified service to all the devices that

bel ong to the same group id, possibly carrying over UE s downl oaded
traffic quality of service requirenents to all other devices

If several devices access service via multiple access technol ogi es,
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the access technol ogi es could belong to different network operators.
For exanple, WFi network could be deployed by a different operator
In this scenario, the subscriber ID semantics nust be consi stent
anong these two operators. This can be achieved by agreenent between
di fferent operators.

Anot her problemthat arises is efficient packet inspection

Operators expect the fixed broadband network could be configured in
such a way that the traffic subject to packet inspection is routed
via the Traffic Detection Function (TDF) [TS29.212] usually
collocated with the edge router. Traffic inspection and then traffic
redirection that follows can be facilitated with group id. The sane
i nspection and redirection (to the [ocal hone network, to the nobile
network or to the Internet) rules can be applied in a unified manner
to all devices belonging to the sanme group

Goup +----+
Id | UE | I nt er net
1 +----+ /
w N Mobil e
Goup +----+ i | Network
Id | PC| F +----+ |
2 +----+ 0 | AP | Fomm e + Fomm e +
doook & | | |
|Pad | L | RG|---| | e o |
e AN I S | Access | ---] Aggregation | | Edge |
oo +n | Node | | Network |---| Router |
| Phone| k | | oo + |
R + (R + (R +
RG

Figure 2: Goup ldentification in Broadband Network

As di scussed before, there are many drivers for the identification of
G oupl d when the sane subscriber accesses the broadband network using
several devices. They include efficient packet inspection, QS
enforcenment, charging. W can note that all these functions in FMC
depend on being able to identify the subscriber to which the device
bel ongs, i.e. group identification

The subscriber I D nmust be contained in the traffic packet of the
subscriber in order to achieve policy enforcement in the device node
in the network. Currently the group id is not being communicated in
an | P packet. There are several possibilities which provide
solutions. IP (v4 or v6) level solution would call for including
group identifier in every packet the user sends. Such an approach
facilitates packet inspection to provide required Quality of Service
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since by | ooking at each packet the subscriber can be identified.

| CMP (both v4 and v6) or TCP/ UDP protocol extensions can also be
other solution approaches. 1In this case the group id sent at the
begi nning needs to be paired with the | P address of the device.
Packet inspection can then be conducted by first detecting the
address and then identifying the subscriber followed by enforcenent

specific to this subscriber. It is difficult to foresee which is the
sui tabl e sol ution anong the various possibilities, nore work needs to
be done.

5. UE Mobility in Fixed Broadband Network

The users are the nobile subscribers in FMC. Note that all the
servi ces depend on the substantive character of subscriber’s
mobility. It is inportant for operators to capture the user device
when it is noving into or outside the network, even in WFi access.
Besi des, the application and service fromthe subscriber nust be
guar ant eed based on the policy of operators.

In nobile network today, there are many nmature solutions offered for
user’'s nobility already. Herein, only nobility in fixed access,

i.e., WFi access, will be considered. For exanple, the user device
is attached to the home LAN (e.g., WFi ) network, and establishes a
connection back to the subscriber’s nobile service provider network
via the fixed broadband network. The nobile operator should
cooperate with the broadband access operator to deliver proper policy
for the service from UE

B T SIS + R +
| UEL] |AP&RG |----| |
B g + | |
W [ AN [\
R [ g + | | \
| UE2] F| AP&RG | ----| |\
Foeeo A - - - - + Hommmmm + \ Hommmmm +
\ I I
L o m e e e oo - + |
i | Aggregation | | Edge [
n | Net wor k [------- | Router |
k e + | |
Hommmmm + / Hommmmm +
Fommod Am--o- + | | /
| UE3|] |AP&RGE ----| AN |/
R T S + [ [
Feomememeaa +
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Figure 3: UE Mobility in Broadband Network

The mobility considered in the fixed access does not consider the use
of a nobility protocol. Consider Figure 3 where there are nany
nmobi | e nodes, i.e. UEs connected to the fixed broadband network.
Status of these nodes at a given tinme needs to be comrmunicated to the
network by the access points. In this section, we divide the
mobility status reporting capability into two cases:

1. UE is noving into or outside the coverage area of WFi AP
2. UE's WFi access is dormant or not.

Fi gure 3 shows an exanple of the scenario where nmobile UEs are served
in WFi depl oynent over the fixed broadband network. RG enbeds W Fi
AP. Each UE is provided with an | Pv4/1Pv6 address assigned within
the |l ocal network. A point-to-point link is established between the
UE and the edge router.

BPCF in fixed broadband network must have partnership with PCRF in
mobil e network in order to nmaintain the service | evel agreenent
(SLA). In order to allowthe PCRF to retrieve the UE's policy to be
passed onto the BPCF in the fixed broadband network, it is mainly
concerned about the traffic and UE identification binding used to
achi eve the actual traffic control. The BPCF/ BNG will performthe
policy control based on the binding.

Since plenty of UEs nay nove into the coverage of WF AP, it is

possi bl e that |arge anmount of resources will be needed at the BPCF/
BNG  For optinmm operation, the resources need to be rel eased when
the UE goes out of the coverage of WFi AP. So tinely detection of
UE detachnments is crucial in fixed nobile convergence environments.

That is to say the configuration nust be updated regularly to satisfy
that the WFi AP can serve thousands of UEs and proper resource
al | ocation at the BPCF/ BNG

Possi bl e sol uti ons approaches include extending the Control And

Provi sioning of Wreless Access Points (CAPWAP) architecture RFC 5415
[ RFC5415]. Access Controllers using an extended protocol can be
charged to keep track of the nmobility status of the UEs that are
connected to the fixed broadband network using | EEE 802. 11 |i nks.
However, in Fixed Mobile Convergence, this information is needed by
entities not necessarily co-located with the Access Controller.

In sone cases, e.g. hone networks, CAPWAP protocol is not conmonly

used. In such cases, it becones even nore challenging to keep track
of the UE nobility status. Protocol solutions need to be devel oped
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to solve this problem During the solution process, CAPWAP pr ot ocol
could be used as an exanpl e.

6. | ANA Consi derations

Thi s docunent nmakes no request to | ANA

7. Security Considerations

Serious concern of nobile operators towards FMC approaches has been
the custoner access via networks not under control of the operator.
Operators would like to keep their own high security neasures to
prevent various kinds of fraud or attack to the operators services
and network entities. Well known risks and vulnerabilities involved
in using | EEE 802.11 with the CAPWAP protocol are docunented in

[ RFC5416]. Any additional security considerations arising fromFMC
are TBD.
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