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Abstract

Fi xed- nobi | e convergence enconpasses a variety of use cases that
include situations in which a wirel ess device travels between a point
of attachnent in a nobile network (such as a cellular base station)
and anot her point of attachment anchored in a fixed network such as a
W Fi hotspot. Convergence then neans enabling an end-user to access
services or retrieve content whatever the network access conditions
(e.g., fixed or nobile access infrastructure), and whether the end-
user is in notion or not. This document discusses the issues related
to convergence and el aborates a set of requirements.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
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1. Introduction

Wth network heterogeneity and huge demand of multinmedia and audi o-

vi sual services and applications as a given, users’ satisfactionis
the aimof each service provider to reduce churn, pronote new
services and inprove the ARPU (Average Revenue per User). The market
is cromded. Many players provide Internet and entertai nnent

services, which notivates new busi ness nodel s consi dering users
experience and considering roam ng agreenent between different
operators. The new expectation for users’ consunption style focuses
on personalized and interactive usage. This allows users on one hand
to share content across nany devices and with other users, but on the
other hand to access all content seam essly at the touch of a button

Consequently, Quality of Experience (QE) has become a crucia

determ nant of the success or failure of the multinedia and audi o-

vi sual applications and services. QE evaluates the users’ perceived
quality for the provided services and hence reflects the users
satisfaction. Regarding QS, 3GPP has nade architectural definitions
as described in [TS23.203] and [TS29.212]. |ETF has al so descri bed
how QoS can be achi eved over | P [ RFC5865].

Vari ous neani ngs can be ascribed to the term Fi xed-Mbile
Convergence. It is not the intention of this document to give a
compl ete definition regardi ng business and technical aspects. Fixed-
nmobi | e convergence has recently been used to include various use
cases in which a wirel ess device travels between a point of
attachnent in a nobile network (such as a cellular base station) and
anot her point of attachnment anchored in a fixed network such as a
W Fi hotspot. [sanpg] Convergence refers to a perceived unification of
the service level available to applications which is, to the extent
feasi bl e, independent of the nature of the underlying physica

medi um

Thi s docunent di scusses issues raised by convergence and el aborates a
set of requirenents based on the problem statenment and use cases as
di scussed in [I-D. xue-intarea-fnc-ps] and [I-D.sun-fnc-use-case].
These use cases have been under discussion in BBF [ W203] and 3GPP
[3GPP. 22. 278] respectively [3GPP.22.234]. The requirenents di scussed
in this docunent are neant to help the IETF community to decide
whether it should take part of the corresponding effort or not.

2. Caution
This docunent is a working tool to hel p assessi ng whet her additiona

specification effort is required within | ETF. Technical issues
mentioned in this docunment are those which may require carrying out a
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specification effort within I ETF.

The goal of this docunent to enable the analysis of technical issues
and their requirenents. These issues are relevant to particul ar use
cases. The relevant use cases and associ ated requirenents need

t hor ough di scussi on.

Some of these technical issues are already covered by sone existing
| ETF Wes. This docunent may provide notivation to advance such itens
in the standardi zation process.

3. Ternminol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as specified in [ RFC2119].

The following additional ternms are used in this docunent.

aggr egati on node
The access network node which connects CPE and UE devices to the
I nternet.

Codec
Conpr essi on/ Deconpression of multimedia data using either a
har dwar e devi ce or software

CPE
Custoner Prem ses Equi pnent, that is equipment found in the
custoner’s physical | ocation and provi ded by the network operator
or service providers. DSL routers, Set-Top-Box (STB), and
decoders are exanples of CPE

FMC
Fi xed Mobil e Convergence neans enabling an end-user to access
services or retrieve content whatever the network access
conditions (e.g., fixed or nobile access infrastructure), and
whet her the end- user is in notion or not. This includes also
access conditions with this own service profile although having
access by a 3rd party.

host _id

an identifier for the wirel ess device, as described in
[I-D.ietf-intarea-nat-reveal -anal ysi s].
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MN
"Mbil e Node"; a device that can nove fromone wrel ess point of
attachnent to another. O her standard docunents use different
term nology for the sanme idea, for instance "UE" (for User
Equi pnent), or AT (for Access Terminal).

NFC |l dentifier
Near Field Conmmunications identifier.

Port set
a defined set of ports; in this docunment "port set" is used as an
exanpl e of a host_id. Each host under the sane external |IP
address is assigned a restricted port set. These port sets may
then be advertised to renote servers. Port sets assigned to hosts
may be static or dynanmic.

SD
Standard Definition for video using a standard resolution

HD
Hi gh Definition for video using an enhanced resol ution

4. Architecture Overview

In practice multiple scenarios |ike non-roamng or roam ng and access
via trusted or untrusted WLAN access are possible. To give a
reference architecture we referring to [sanog] and [ieee802.11]. The
reference architecture describes how access to 3GPP via a GIP-based
S2a and PM P networks is possible.

Requirements of the architecture are

REQL: Access to EPC resources/services with access control by the
oper at or

REQ: Seamnl ess nobility between 3GPP and WLAN for EPS services with
| P address preservation

REQ3: Non-seam ess mobility services between 3GPP and W.AN for EPS
services: no | P address preservation

REQ4: Support of UEs with single PDN connection; support of UEs with
mul ti pl e PDN connecti ons

REQG: Access to EPC via W.AN sinmul taneously with non-seam ess W.AN
of f | oad

General requirenents for FMC are common service and subscri ber
profiles. Additionally comron charging, operational and nanagenent
procedures are also required. Additional requirenents for IP traffic
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of fload are described in [TR23.829]. The benefit of using traffic
offload is to save frequency range and to allow access in areas where
cellular coverage is not avail abl e.

For one, operators see a potential in sinplifying their operational/
user support conplexity, as well as harnoni zi ng network el enent
functionality around the I P protocol. Operators running multiple
access networks also view | P service delivery as the key | owest
common denom nat or towards delivering conmon services in a converged
network. The service provider community have shown significant
interest in mgrating froma pure PPP access environnment towards one

with | P subscriber sessions for delivery of all |IP broadband services
in fixed networks [WI146]. Wth LTE respectively EPC the nobile
networ ks are also introducing a pure all I P nobile broadband access.

Probably in the end everything is nobile. One can also presune that
everything is all I P having only agnostic access networks. For
operating those networks appropriate enough | P address space

[ RFC6264] and security features like Internet Key Exchange Protocol
Version 2 [ RFC5996] respectively [I-D.so-ipsecne-ikev2-cpext] are
required.

The following figure is a brief overview how fixed and nobile
net wor ks coul d i nterwork:

Fommem e e +

B T + oo - + | |

------ | TWAP | ---] |

SRR + | WLAN [ +o----- + 3GPP |
UE  |------ | ACCESS | |  Home |
S e + | Network | e + | Network |
| | |- | TWAG |- -] |

| B T + +---|--+ | |

I L | Fomm - oo - - +

Trusted non - 3GPP W.AN
Legend:
UE  User Equi pnent
TWAG Trusted WLAN Access Gat eway
TWAP Trusted W.AN Access Proxy
This FMC Architecture described in [sanog].

Figure 1: FMC Requirenent Architecture
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5.

Requirements for MN Identification behind a CPE with NAT

A popul ar depl oynent nodel in fixed networks is to provide a host
with a single private I Pv4 address at the hone or snmall business LAN
Then, each host within the local network will be assigned a private

| Pv4 address; a NA(P)T function [RFC2663] is responsible for
translating the private | Pv4 address to the public | Pv4 address
assigned to the CPE (Customer Prem ses Equipnent). Simlar address
translation features are al so present now in nobile environnment; as
one exanpl e, CPE can be connected to nobile infrastructures.

| P address sharing is notivated by a nunber of different factors.

And today, sone servers use the source |Pv4 address as an identifier
to treat sone incom ng connections differently. Due to the use of
NAT44 [ RFC3022] and NAT64 [ RFC6146]), that address will be shared.

In particular, when a server receives packets fromthe sane source
address, because this address is shared, the server does not know

whi ch host is the sending host [RFC6269]. To be able to sort out the
packets for each sending host, the server nmust have extra information
in addition to the source |IP address, to distinguish the sending
host. This identifying information is called the "host_id"

As a general matter, the HOST_ID proposals do not seek to nake hosts
any nore identifiable than they would be if they were using a public,
non-shared | P address. However, depending on the solution proposal
the addition of host_id information nmay all ow a device to be
fingerprinted nore easily than it otherw se would be. Should

mul tiple solutions be conbined that include different pieces of
information in the host _id, fingerprinting my becone even easier

A set of solution candidates to nmitigate sone of the issues

encount ered when address sharing is used have been described and
compared in [I-D.ietf-intarea-nat-reveal -analysis]. Anobng or aside
this set of solutions, a nechanismw || have to be recommended to
supply host _id in the use cases described in Section 6 as well as in
[1-D.xue-intarea-fnc-ps] and [I-D. sun-fnt-use-case].

A CPE can also be configured to offer a shared WFi to any visiting
host (also called Mbile Node, or sinply M) which does not belong to
the subscriber (owning the CPE). A visiting WM\ uses that shared WFi
facility to access its services. Ganting access to the service is
usual Iy conditioned by an access control phase (e.g. redirection to
captive portal inviting the user to authenticate). Once access to
the service is granted, the visiting MN can receive its services.

Busi ness nodel considerations for such service offerings are out of
scope for this docunent.

Anong various ways to offer shared WFi service, operators may el ect
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to re-use the NAT function enbedded in the CPE to route the traffic
i ssued fromthe visiting M\

When the traffic of a visiting MNis nultiplexed behind the sane
public | P address, upstream devices nay be unable to distinguish the
the traffic of the visiting MN fromother traffic issued by devices
bel onging to the subscriber owning the CPE. This traffic
identification nmay be required to enforce dedicated policies (e.qg.
Accounting, QS policies, legal intercept, |egal data storage, etc.).

As a result, and in order for the operator to still support traffic
managenent for this service, policy control/decision/enforcement MJST
be based on the specific MN. |In other words, traffic belonging to a

visiting MN MUST be explicitly identified. The host_id jointly with
the external |P address can be used for this purpose.

As one exanple, port sets can be used as a host-id. To illustrate,
suppose the CPE assigns a private | Pv4 address and a set of ports to
a visiting MN. Then, the CPE can report the assigned port set to a
aggregation node together with other information such as externa

| Pv4 address, MAC address, etc. This information will be associated
with the user-id provided during the authentication phase. The CPE
then uses that port set for translating packets to and fromthat
visiting M\. The set of ports (assigned by the CPE) and the externa
| P address (assigned to the CPE) are then sufficient to uniquely
identify a MN. The reporting phase can be avoided if the CPE is pre-
configured with a static list of port sets to be used for visiting
IMNs.

The use of port sets and sone other nmethods to explicitly identify a
visiting MNis discussed in [I-D.ietf-intarea-nat-reveal -anal ysis],
but many other nethods of identification are also possible. In order
to ease the selection of the appropriate host-id solution for the FMC
case, below are listed a set of requirenents to be net:

Al traffic MJUST be identifiable (including TCP, UDP and | CVP)
The MN SHOULD be authenticated if it injects its own host-id

O herwi se, the CPE SHOULD inject the host-id

The CPE SHOULD strip any existing host-id

The CPE and the aggregati on node MJST support at |east one conmon
met hod to convey host-id.

OO0Oo0OO0oo

Recommendati ons for MN Identification behind NAT

We recommend dedicated efforts to specify a mechanismto supply
host-id for MNs behind CPE and NAT

A sol ution anal ysis docunent for existing solution approaches woul d
hel p.
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6

Requirements for MN Mobility in Fixed Broadband Network

The following are the requirenents for MN Mobility in Fixed Broadband

Net wor k:

0 Handover between networks while the session is active according to
the network status with the change in the MN attachnent.

0 Mechanisns and interfaces between operators or/and access networks

SHOULD be depl oyed to nanage the nobility of the traffic flows of

their users

Mobility shoul d be enabl ed whet her or not coverage areas overl ap

Differentiated Services for the nobile device (MN

Servi ce guarantee when device is roaning or nobile

Resiliency in the network nodes should be provided

O o0oo0oo

Requirenents for Link Characteristic Infornmation

Today the MN e.g. snart phones are reachable through nultiple
interfaces and have the possibility to use these interfaces

si mul taneously. Thus roani ng between different access technol ogies
is required. Due to the fact that wireless access link is nost
likely the bottleneck of end-to-end comruni cation causing a
significant portion of end-to-end delay delivery of link respectively
sub-path characteristic information fromone MN to the other can be
used to optimse IP nobility performance by altering the end-to-end
pat h properties.

Unfortunately, existing IP nobility, transport and application |ayer
protocols do not provide any facility to indicate which type of l|ink
the MNis currently attached to or what kind of changes there were on
the |l ocal access link. Local access link characteristic may al so
vary significantly as a result of handover between |inks on the sane
type (horizontal handovers)

[1-D. korhonen-nmobopt s-1i nk-characteristics-ps].

Exi sting nobility protocols do not provide a nechanismto indicate
which type of Iink the MNis currently attached to. Therefore sone
new si gnal ling nechanismis needed al so avoi ding the anount of
signalling traffic | oad.

The benefit of such signalling mechanismis to avoid conplications to
the IP transport and the service quality as many applications and
congestion control nechanisns fail to respond fast enough if path
characteristics change suddenly.
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7.1. Adaptive Application and Services

Adaptive applications benefit from standardi sed nmechani sns t hat
notifies abrupt changes of link characteristics

[1-D. korhonen-nobopts-1ink-characteristics-ps]. Stream ng service
e.g. for video or nusic can adapt to the new connection conditions.
Assuming that a nobile device can connect to the network using

vari ous access technol ogi es and noves from macro cellular access to
802. 11 W.AN an adaptive application could inmedi ately scale the
service in an appropriate nmanner

7.2. Network-Initiated Handover

In a FMC scenario the MN desires to handover to another access
network possibility based on the required service quality or other
reasons |like adm nistrative policies. Wth link characteristic

i nformation delivery mechani snms the network and the renote MN woul d
have the know edge to make these deci sions.

7.3. End-to-End path characteristics

To deliver link characteristic information, the MN has to get its
access link characteristic dynanically

[I-D. korhonen-mobopt s-1i nk-characteristics-ps]. Providing of event
classification, event reporting or event filtering corresponding to
dynanmi ¢ changes in the link characteristic enables the MN to nmanage
and control |ink behaviour relevant handovers and mobility. Initial
measurenent results on the end-to-end path characteristics can be
used to i nform upper |ayer congestion control nechani sns deternining
the effective end-to-end path characteristic.

7.4. Requirenments for Link and Sub-Path Information delivery

The link characteristic information delivery nechani sm SHOULD ful fi
the follow ng requirenents.

REQL: The link characteristic information delivery is independent of
a certain IP nobility solution.

REQ2: The link characteristic information delivery SHOULD be
applicable to existing nmobility sol utions.

REQ3: It is transport protocol independent.

REQ4: Signalling traffic | oad MIST be avoi ded.
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10.

11.

11.

11.

REQG: The mechani sm MUST work when the MN is multi-honed or not.

REQ6: Link characteristic informati on SHOULD be exchanged prior to
handover .

REQ7: Link characteristic informati on MUST be useable for renote
peer node and/or renote network control entity.

Security Considerations

Thi s docunent focuses on FMC requirenents and the interworking of
"WFi, 3G etc..." and should not give rise to any new security
vul nerabilities beyond those described in | PSec [ RFC4301], TLS

[ RFC5246] or SRTP [ RFC3711]. Neverthel ess an open network
architecture aimed at fulfilling the requirements listed in this
docunent may give rise to security issues not yet identified.

| ANA consi derations

None.
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Appendi x A.  Requirements for Content Adaptation

In this case, adaptation of content format (HD/ SD, codec, ...)
SHOULD be possi bl e when delivering the sane content (e.g. video
streami ng) regardl ess of the access network type and of the nobile
node (MN) characteristics

A 1.

Recommendati ons for Content Adaptation

To be able to neet above high | evel requirenent, the content
adapt ati on function needs to:

1.

identify the user connection by identifying each MNin a separate
manner. The MN identity MJST be updated during the session each
time a newternmnal is used. The characteristics of each WMN
bei ng used needs to be known al so (e.g. supported resolution
screen size, available network connectivity "WFi, 3G .." and
the cost of using each type of avail abl e network).

di stinguishing the MN and the CPE identification (MOTIVATI ON?).
rely on service layer nmonitoring (for instance through MPE&

| ayer nonitor for video content) SHOULD exist to choose the
networ k best matching the service requirenents.
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