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Abst ract

The tremendous growh in W-Fi technol ogy adopti on over the |ast
decade has net the ultimate possible goal of 100% adoption rate. All
nost every new nobile device is now equi pped with | EEE 802. 11- based
wireless interface and with pre-configured policy to prefer W-Fi to
cellular access. Mtching this evolution is every service provider’s
desire to offer W-Fi based broadband services; a new business
opportunity even for fixed |line operators. Operators are exploring
options to nonetize their existing networks, nost with nation-w de
footprint, to build a high-speed W-Fi service that can be the basis
for offering new wireless broadband services. This docunent
identifies the requirenments for supporting these new W-Fi comunity
services and the nobility tools which have been standardized in | ETF
that can be used for enabling these architectures.
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1. Introduction

The tremendous growh in W-Fi technol ogy adopti on over the |ast
decade has net the ultinmate possible goal of 100% adoption rate. Al
nost every new nobile device is now equi pped with | EEE 802. 11- based
wireless interface and these devices are typically pre-configured
with a policy to prefer W-Fi to cellular access. This so called,
"cheap access based on unlicensed spectrunmt, is no |onger considered
an unreliable access, but with all the available protocol tools and
with maturity in technology, building a reliable broadband service
that can neet the committed service-level agreenents is proving to be
a non-issue.

Mat ching this evolution is every service provider’s desire to offer
W -Fi based broadband services; a new business opportunity even for
both fixed and nobile operators. The demand for bandwidth is only
growing with the availability of new snart devices, new technol ogy
applications and with all the content in the Internet. Furthernore,
an increasing percentage of nobile consunption is happening in the
hone and so DSL/ Cabl e operators are exploring options to nonetize
their existing networks, nost with nation-wi de footprint, to build a
hi gh- speed, nation-wide W-Fi service that can be the basis for

of fering new w rel ess broadband services and for buil ding roam ng
agreements with traditional nobile operators, who are unable to neet
the nmobile subscriber growth due to the finite licensed spectrum
avail abl e for nmacro-cell deployments. Every residential CPE device
that the operator owns can now be enabled to provide W-Fi service
and new conmunity W-Fi hotspots can be built in any |ocation where
there is fixed line coverage. A wireless service based on unlicensed
spectrum and | everaging existing transport is a huge incentive for
operators to enter this new market.

To support these business goals, operators are |looking at nobility
architectures for supporting various requirenents. Not all
requirenents are well understood, and neither are the inplications
with the chosen sol ution approaches for each of those requirenents.
The choice of the architecture has an inplication on the CPE

evol ution and on the core infrastructure feature requirenents.
Therefore, the sole purpose and the goal of this docunent is to
present all the requirenents, identify the protocol tools and any
potential gaps. This analysis is inportant for enabling the network
vendors and the nobile operators to make the right design choices and
| everage the existing tools that the nmobility groups in | ETF have

al ready devel oped and di scourage them from adopting proprietary, non-
standard nechani sns or devel opi ng redundant alternatives.
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Figure 1: W-Fi Coud Over Residential Gateways
2. Conventions and Term nol ogy
2.1. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
2.2. Term nol ogy
This docunent uses the follow ng abbreviations and definitions:
Conmunity W-Fi Service
It is a W-Fi based broadband service offered by a service
provider. The W-Fi Access Points that are part of this service
are owned and nmanaged by the operator, and physically located in
carrier prem ses. These operator owned CPE s typically have a
| arge W-Fi coverage area, operated on a higher signal power.
Gundavel I'i, et al. Expires April 25, 2013 [ Page 5]
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There could al so be the residential Access Points that are part of
this service, located in the subscriber hones, that are part of
this service and allowi ng cormunity access to a public SSID al ong
with a private SSID for their personal access.

W -Fi Operator

A service provider that offers Cormunity W-Fi services. W-Fi
operator can be a wireline operator, nobile operator or an
operator offering both wireline and nobile services.

Resi dential Gateway (RGQ

It is a network device that is located in the Customer premn ses
and is also referred to as Residential CPE (Customer Pren ses

Equi pnent). This device is connected to service providers network
and defines the denarcation point between the provider and the
customer. In the context of this docunent this is hosting the
802.11 Access Point function

WLAN controller (WO

It is an entity responsible for perfornming radio resource
managenent (RRM) on the Access Points, systemw de nobility policy
enforcenent and centralized forwarding function for the user
traffic.

Mobi | e Gat eway

It is network entity anchoring IP traffic in the nmobile core
network. This entity allocates an | P address which is
topologically valid in the nobile network and may act as a
mobi l ity anchor if handover between nobile and W-Fi is supported.

Hone/ Roani ng User

The home user is the owner of the network where the Residentia
Gateway is located and is paying for the service associated with
that Residential Gateway. A Roaming User is a visitor fromthe
operator’s hone network, or froma partner’s network and is

al | oned to access broadband services using that Residential

Gat eway and over a Public SSID

Access Point Name (APN)

Gundavel I'i, et al. Expires April 25, 2013 [ Page 6]
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Its the name of a packet data network. This APN concept was first
introduced in GPRS by 3GPP to enable |l egacy Intelligent Networking
(I'N) approaches to be applied to the newy depl oyed | P packet data
services. |In roaning deploynents, the APN construct was visible
to the visited network and all owed | egacy IN charging solutions to
be supported. Defining an application specific APN then all owed
application charging to be supported.

Addr essi ng Mbdel s
The term Per-MN\-Prefix nodel [RFC5213] is used to refer to an
addressi ng nodel where there is a unique network prefix or
prefi xes assigned for each nobile node. The term Shared-Prefix

nmodel [RFC5213] is used to refer to an addressi ng nodel where the
prefix(es) are shared by nore than one node.

3. Depl oynent Models

Figure 2 illustrates the nost common residential and hotspots W -Fi
depl oynent nodel s.

Gundavel I'i, et al. Expires April 25, 2013 [ Page 7]
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Figure 2: WLAN Service for Retail Mdel

4. Requirenents
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4.1. |1Pv6 Addressing Mddel for SP WFI Architectures

The selection of the richt |1 Pv6 addressing nodel for the SP WFI
architectures is an inportant consideration. There are these two
| Pv6 addressi ng nodel s:

0 Unique-Prefix Mddel - As per this addressing nodel, honme network
prefix(es) assigned to a nobile node are for its exclusive use and
no ot her node shares an address fromthat prefix (other than the
Subnet - Rout er anycast address [RFC4291] that is used by the |IPv6
access router hosting that prefix on that link). There could be
nmul ti ple unique I Pv6 prefixes assigned to each nobil e node.

0 Shared-Prefix nodel - The IPv6 prefix that is assigned to the
mobi |l e node is a shared prefix. There can be nore than one nobile
node that can be using | Pv6 addresses fromthat prefix.

3GPP architecture supports Uni que-Prefix nodel for the nobile node’s
PDN connections. This decision was largely influenced by the | ETF
recomrendation to 3GPP to support this specific addressing nodel. In
the context of SP WFI, there are clearly scenarios where a nobile
node may performan inter-technol ogy handover fromthe nmacro network
to the WLAN access network and handoff the session and is inportant
that the addressing nodel is the same in both the access
architectures. Even in deploynent nodels where such handovers are no
envi si oned, such as an W.AN access aggregation architecture with no
mobi | e packet core integration, there are sufficient reasons for
adopting the Unique Prefix nodel.

4.2. Subscriber Authentication & Service Authorization

Conmunity W-Fi service is designed to be available for public
access. W-Fi operator nust authenticate users before offering
services to them Once a user is authenticated, W-Fi operator wll
aut hori ze services based on the user identity. There are nany

aut henti cati on nmechani snms, such as 802. 1x, Wb-aut hentication, W SPr
that the operator may depl oy for this purpose.

4. 3. Locati on- based Servi ces

In many depl oynents, there is a need for the nobile operator to
provide differentiated services and policing to the nobil e nodes
based on the access network to which they are attached. Policy
systens in nobility architectures such as PCC and ANDSF in 3GPP
system al | ow configuration of policy rules with conditions based on
the access network information. For exanple, the service treatnent
for the nobile node's traffic may be different when they are attached
to a access network owned by the home operator than when owned by a

Gundavel I'i, et al. Expires April 25, 2013 [ Page 9]
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roam ng partner. The service treatnent can also be different based
on the configured Service Set ldentifiers (SSID) in case of |EEE
802. 11 based access networks. O her exanples of |ocation services
include the operator’'s ability to display a |ocation specific Wb
Page, or apply tariff based on the |ocation.

4.4, Local Services Access & Internet Traffic O fl oad

In the integrated W.AN- EPC architectures, the nobile node’s IP
traffic is always tunnel ed back fromthe access network to the nobile
gateway in the hone network. However, with the exponential growth in
the nmobile data traffic, nobile operators are exploring new ways to
of fload sonme of the IP traffic flows at the nearest access edge where
ever there is an internet peering point, as supposed to carrying it
all the way to the nobility anchor in the home network. Not all IP
traffic need to be routed back to the honme network, sone of the non-
essential traffic which does not require IP nobility support can be
of fl oaded at the nobile access gateway in the access network. This
approach provides greater |everage and efficient usage of the nobile
packet core which help lowering transport cost.

4.5, \Web-based Aut hentication Support

Most Public Wreless LAN (PW.AN) depl oynents today use web-based

aut hentication for authorizing the user for network access. Wb-
based node of authentication is considered a | egacy node, for its
weak security properties, and there are efforts to replace it with
802. 1x- based security nechani sns. However, a very high percentage of
the PW.AN depl oynents are still using using this authentication node
and operators are not willing to nove away fromthis node any tine
soon. The reason being, |ack of support for 802.1x/EAP support on
the 100's of millions of handsets that are out there, and for the

| ack of client software in the | aptops running various operating
systens versions. This is forcing the operators to support web-based
aut henti cati on.

4.6. Transparent Auto Login (TAL)

In many deployments, there is a need to support Transparent Auto
Login capability. This is essentially an approach for nmaintaining
Aut henticated state for a user, for a duration of time. Once an

aut henti cated user disconnects and re-attaches to the network, the
networ k should allows instant access w thout forcing the user to re-
aut henti cat e.

Gundavel I'i, et al. Expires April 25, 2013 [ Page 10]
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4.7. Miltiple WAN SSID Support

A W-Fi Operator may broadcast nmultiple SSIDs. 1In case Residentia

W -Fi hotspots, there can be one set of private SSIDs specific to
that hone user and there can be another set of public SSIDs for w der
community use. |In case of public hotspots, the operator can
advertise the public SSID for its own subscribers and also public
SSID s belonging to other operators with whomthe operator has

roam ng rel ati onshi ps

4.8. Miltiple Home Network Service (APN) Access

The 3GPP system architecture supports the concept of an Access Point
Name (APN). An APN can identify a particular routing domain and can
be used by 3GPP operators to segnent user traffic. APNs are included
in the session establishnent signaling sent by 3GPP User Equi pnents
(UEs), identifying which routing domain they want to be connected to.
Furt hernmore, 3GPP has defined a system architecture which supports
the ability of a single UE to have sinultaneous connectivity to a
plurality of APNs, and be allocated nultiple |IPv4d addresses and/or

| Pv6 prefixes fromthe network

There is a need to ensure nmultiple APN access for a subscriber in the
community W-Fi network

4.9. CPE ldentity and Authorization

There are two known nodels with respect to CPE roll out. The
consuner nmay purchase a device off the shelf and plugin to the
network, or the operator at the time of service creation may have
shi pped a new device with the pre-provisioned service configuration
In either case, the operator needs to be able to identify the device
based on the I P address and associate that to a given | ocation.

The W-Fi network perforns access control of UEs, via the CPE acting
as AAA supplicant. As a result, the nobile network does not
authenticate directly the user but shall trust the CPE performng the
aut henti cati on.

4.10. Mobility within the WLAN Access Network
The nmobil e node should have the ability to roamwithin the W-Fi
domai n. Dependi ng on the depl oynent nodel, the nobile node may roam
across different |IP subnets. To survive to such handover, sone
applications (e.g. VPN, stream ng) need the |IP address to be
pr eserved.

A WLAN network may include a | arge nunber of W-Fi base stations. In
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4.

4.

4.

some occasions, two or more W-Fi base stations may cover the sane
area. When a subscriber receives W-Fi service in this overl apped
area, the device may bounce between different base stations. This is
typical Proximity problem |In this scenario, it is inportant for the
WLAN to offer nobility to the subscriber as such the subscriber can
continue the services without changing its |IP address.

11. Mbility across W.AN and Macro Access

A nobi |l e node should have the ability to handover from macro network
to the W-Fi network and be able to retain | P address configuration
and be able to access the home operator services.

12. Differenti ated Services for Users behind RG

A W-Fi operator enabling Hotspot Services on a residential gateway
is required to ensure the service levels for the hone user is not

i mpacted as a result of opening up the service for public usage. The
hone user should al ways have preferred access over public users and
the operator may be bound to neet the Service Level Agreenments. This
essentially requires the operator to be able to differentiate the
service flows and apply differentiated service treatnent. The
operator should be able to enforce QS policing and | abeling of
packets to enforce QoS differentiation.

A single operator has depl oyed both a fixed access network and a
mobi | e access network. In this scenario, the operator may wi sh a

har noni zed Q@S nanagenent on both accesses. However the fixed access
networ k does not inplenent a QS control framework. So, the operator
may choose to rely on the nobile network, specifying the standard
framework to provide a QoS control, to enforce the QoS policy from
the mobile gateway to the W-Fi Access network.

13. Lawful Intercept (LI)

Lawful Intercept [RFC2119] stands for legally authorized interception
and nonitoring of conmunications to and froma subscri ber under
Surveill ance by a Law Enforcement Agency. In nost of the countries
there are legal obligations for Service Providers to facilitate the

i ntercept of any subscriber’s comunication if requested by | aw

enf orcenent agencies. Conmunications Assistance for Law Enforcenent
Act (CALEA), the United States wiretapping | aw passed in 1994 is an
exanpl e for such |l egal mandates. This section tal ks about Lawful
Intercept solution requirenents that are operators are required to
support when of fering W.AN services

The following are the key considerations with respect to supporting
Lawful Intercept capability in W-Fi architectures.
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0 The operator should have the ability to capture IP traffic from
any of the nobile nodes for which the operator is offering W-Fi
services

o0 The ability to identify the Geo-location of the nobile node to the
nearest WLAN access point.

o The ability to track the nmobile node’s roam ng within the network,
even when there are no active IP flows.

o0 The ability to pre-provision Lawful Intercept for an inactive
nmobi | e node so that that the capture of IP traffic can be
initiated anytine new | P fl ows associated to that nobile node are
det ect ed.

0 Lawful Intercept (LI) should be undetectable by the intercept
subj ect

0 Mechani sms should be in place to linmt unauthorized personnel from
perform ng or knowi ng about lawfully authorized intercepts

o If the information being intercepted is encrypted by the service
provi der and the service provider has access to the keys, then the
i nformati on shoul d be decrypted before delivery to the Law
Enf or cement Agency (LEA) or the encryption keys should be passed
to the Law Enforcement Agency to allow themto decrypt the
i nformati on.

4.14. Subscriber Managenent and Chargi ng
It refers to the capability to nanage network resources on a per

subscri ber, and eventually on a per-flow, basis. Subscriber
managenent should be able to maintain a user context associating the

user identifier with specific network resource (e.g. |P address,
default router, mobility/traffic anchoring point,...), QS profile,
billing context and specific network functions (e.g. |lega

interception). The user context includes traffic selectors if
subscri ber managenent is on a per flow basis. Subscriber managenent
shoul d be done according to the user subscription, the user

pref erences and/ or operator policies.

The ability to charge the subscriber is the fundanental business
requi renent before an operator can deploy the W-Fi service. The
operator should have the ability to enforce charge the subscriber by
usage and enforce quota policies. This is the basis for keeping the
service operational and managi ng inter-operator roanm ng agreenents.
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4.15. Handling the Wl k-by Users

In the case of comunity W-Fi, the network is an open network wth
the SSID visible to any wirel ess LAN device. This essentially
creates a situation where any wal k-by user’s nobile term na
automatically gets connected to the W-Fi network and results in a
subscri ber session creation. The user may not be having any
intention in connecting to the W-fi network and infact may not be
usi ng the nobil e device, but the device gets attached to the network
and a subscriber session and other network resources get | ocked up
for that user session. The situation is especially worse in public
hot spots such as train stations, or Airports where there is high
traffic. This is inportant that this situation is correctly handl ed.

4.16. Overl apping | Pv4 Address Support

The transition fromIPv4d to IPv6 is a long process, and during this
period of transition, the W-Fi operators will have to continue to
of fer I Pv4 services. However, these operators may not have
sufficient public | Pv4 addresses for all the W-Fi devices in their
networ k. For addressing this | Pv4 exhaust issue, operators may have
to | everage transitioning technol ogi es such as NAT64, Dual - Stack
Lite, 6rd or other approaches. These operators nmay al so choose to
segnment the network into regions and two regions nmay use overl apped
| Pv4 address space to provide | Pv4 services to users

In a different scenario, a roamng user froma partners network, with
an established nobility session with her hone network, nmay be using a
private | Pv4 address and this | Pv4 address nmay be overlapping with
the address space that is being used in this access network

Furt hernmore, the | Pv4 address space that is used for assignment to

W -Fi subscribers should not conflict with the | Pv4 addresses used on
the Cabl e/DSL transport network.

The W-Fi operator should be able to handle all these scenarios
related to overlapping private |Pv4 address usage.

4.17. Service Provisioning & Mnitoring

Depl oynent of any comunity based W-Fi access will require
additional W-Fi specific configuration on a per Residential Gateway
basis. In order to support scal abl e depl oynent, the Service

Provi ders shoul d be able to provision these configuration options
renotely. This renote provisioning frame work must support the
fol | owi ng:
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0 Secure provisioning of the RGwith community WFi parameters to
mnimze the theft of service

0 Ability to separate the private honme subscriber traffic fromthe
community WFi traffic in the access network

o Privacy and protection of private Residential subscriber traffic
fromthe conmunity WFi users

0 Ability to renotely shut down an Residential Gateway which has
been hijacked by hackers and is being used for DoS attacks.

0 Ability to tenporarily disable services for the comunity based
W Fi support while maintaining service to the Residential fixed
br oadband subscri ber

0 Seanless integration of the WFi provisioning aspects of the
Residential Gateway into the existing RG provisioning
i nfrastructure inplenented by the Fi xed Broadband Providers

o0 Dynamic Service Mnitoring Capability for managi ng the W-Fi
Servi ce.

5. Solution Approaches & Considerations

The follow ng section identifies the different nmobility approaches
that W-Fi operator can | everage for deploying this W-Fi services.

5.1. PMPv6 MAG on the RG Layer-3 Encapsul ati on between CPE and Access
Gat eway

5.2. Ethernet-over-1P Support on the RG Layer-2 Encapsul ati on between
CPE and Access Gat eway

5.3. Local Aggregation for Subscriber Control and Internet Ofl oad

5.4. Mbility Chaining: Integration with Mbile Packet Core

6. | ANA Consi derations

Thi s docunent does not require any | ANA acti ons.

7. Security Considerations

This specification identifies the requirenents for enabling Comunity
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W -Fi Services over Residential architectures and the potential

sol ution approaches for addressing those requirenents. The security
anal ysis for each of those requirenents are covered in those
respective sections.
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