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Abst ract

Mul ti hom ng becones popul ar in residential and SOHO net wor ks

i ndi cating the absolute necessity of fully supporting nultihoming in
Honenet. While the approach followed in Honenet is to del egate

mul ti hom ng nanagenent to hosts, we propose to enable nultihoming in
Honenet by the nmean of the infrastructure instead of the hosts.
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provi sions of BCP 78 and BCP 79.
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1. Introduction

So far, multihomi ng in Honenet nust be supported by the hosts with
solutions |ike Shinb [ RFC5533] or MPTCP [RFC6182] as there is no mean
to use simultaneously the different | SPs of the Honenet wi thout
risking flow disruption. 1In this nmeno, we propose the creation of a
new nul ti hom ng service for Honenets. The concept relies on a

m ddl ebox added between the hone network and its gateways with the
ISPs. On the one hand, this niddlebox is in charge to redirect the
hone network traffic to a multihom ng service provider (MSP) by

sel ecting the nost appropriate Honenet’s |ISPs. On the other hand,
the MSP is in charge of attracting traffic normally destined to the
hone network and then, the MSP can eventually redirect the traffic to
its final destination, the Honmenet itself, such that it enters the
Honenet via the nost appropriate | SP

Section 2 describes the multihom ng problemin Honmenet when hosts
cannot support it directly. Section 3 gives the necessary
requirenents. Section 4 sketches a possible solution to that
probl em
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Honenet nul ti hom ng without host invol venent

It is known that multihom ng reduces costs for |ISPs by all ow ng
hi gher aggregated bandwi dth, better quality of service, and higher
r obust ness.

Alternatively, the access to nultiple ISPs at the same tine for
residential and SOHO users is now a reality, e.g., ADSL + Cable + 4G
but there is currently no sinple solution for home networks to
exploit it. For now, the only solution is to nodify end-hosts with
protocol s such as Shiné or MPTCP in order for hosts to change IP
addresses on el apsi ng comuni cati ons.

We claimthat nultihom ng for Honenets will beconme a reality and will
provi de the sane benefits as those observed for the I1SPs. Al so,
requiring every single device in the Honenet to be nodified to
support multihomng is not acceptabl e as sone devices have linmted
resources and cannot achieve it correctly and al so because it would
dramatically sl ow down the adoption of multihonming in the Homenet.
Finally, letting every device deciding of the routing strategy (e.g.
shall | route ny traffic via left or right ISP?) mght cause
managenent i ssues.

At the light of this, the question can be: How can we achieve

mul ti hom ng in Honenets, without changing neither the devices
connected to the Honenet, nor the protocols and operations of the
Honenet’ s | SPs?

Requi renent s

In order to fix the solutions space of our problem we have isol ated
fours requirenments

As we are in the context of Homenet, requirenent (1) is to have zero
configuration need at the Honmenet user level. Miltihom ng nust be
transparent for users and devices.

Al so, residential and SOHO network operators (i.e., John/Jane Does)
sel dom have enough power to make specific settlenents or negotiations
with their ISP, the solution thus have to be conpletely independent
of the network’s I1SPs and the | SPs cannot have any nean to forbid the
solution. Requirenment (2) is thus ISP i ndependence.

Mul ti homi ng offers the possibility to inplenment policies, and to sone
extend even capabilities, at any arbitrary level. For exanple, the
hone network can determi ne the nunber of ISPs it is using
simultaneously or limt flows for exanple to only go via one
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particular ISP at a given speed. Requirenent (3) is thus policies/
capabilities.

Finally, and this is related to policies and capabilities, the system
must be able to provide quality of service (to sone extend)to ensure
Quality of Experience. W call the requirenent (4) Quality of

Servi ce.

4. Honenet multihomng with MSP

To offer fast and efficient deploynent of nultihoming in residentia
and SCHO networ ks, a dedi cated niddl ebox is added to be in charge of
dealing with rmultihom ng, on behalf of the devices. This m ddl ebox
is logically linked with a Multihom ng Service Provider (MSP). The
role of the MSP is to achieve the nmulti hom ng for the Honmenet by
usi ng of fl oadi ng: the Honenets, by the nmean of the m ddl ebox,
offloads all its Internet traffic to the MSP, and the offloading is
such that the traffic |everages the Honenet’s nultihoning capability.

The MSP can be seen as a service in the cloud (in a renote network or
in devices widely deployed by the MSP in the ISPs). The service is
two-fold. On the one hand, the MSP nust attract the traffic sent by
the Honenet to the Internet, this part is ensured by the m ddl e-box
depl oyed at the Honenet. On the other hand, the MSP nust attract
traffic sent by the Internet to the Honenet, before this last can
receive it. Then, the MSP can send this traffic to the Honenet via
the nmost rel evant | SP

The figure bel ow gives a reference network for the nultihoni ng
service for Honenet.
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Figure 1: Reference Network

In this figure, HOVENET is the nultihonmed Honenet, connected to | SP1
via gateway Gwvl and to | SP2 via gateway Ga2. The renote end of
conmuni cations with the Honenet is designated by REMOTE. NMSPMVB
designates the MSP middl ebox in the hone network and is logically
linked to the MSP nul ti hom ng service provider

Let's imagine that the best to send traffic fromthe Honenet to the
renmote end is to go via I1SP2 while for the traffic fromthe renote
end to the Honenet it is better to go via ISP1. 1In this case, the
traffic generated from Homenet’s LAN i s caught by MSPMB that divert
traffic to GM2, then crosses ISP2 and the Internet to reach MSP, then
REMOTE. On the other direction, traffic sent by REMOTE goes to MSP
that sends the traffic on the Internet to ISP1, then it goes to G,
MSPMB, and finally the LAN

The Multihomi ng Service Provider (MSP) would typically be operated on

an AS well connected to Honmenet’'s ISPs. O alternatively, a Service
provider that has its own devices depl oyed at the Honenet’s | SPs.
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As Honmenet is targeting | Pv6 networks, comunications between the
Honenet and the MSP cannot rely on NAT but instead they m ght use
encapsul ati on. For that purpose, LISP [RFC6830] is a perfect
candidate. In this case, the MSPMB is an XTR. To ensure zero
configuration at the Honenet |evel, the EID-to-RLOC Cache can be
popul ated on the fly by a mappi ng system hosted and nanaged by the
MSP. A nmj or advantage of using LISP for conmunications between the
MSP and the Homenet is that residential and SOHO networ ks woul d then
have access the I Pv6 Internet wi thout the need of subscribing to IPv6
| SPs.

The service we propose answers the problem exposed in Section 3 in an
el egant way. It also fulfills the four requirenents stated above.
Requirement (1) (zeroconf) is respected if MSPMB is given directly by
the MSP, which can thus be pre-configured to access the MSP service
provider. If it is not the case, the process can be sinplified if a
general i zed nane and protocol is used to configure the niddl ebox
(e.g., nsp.exanple.org). |In addition, if Gwvl and GaM2 provide
addresses by the nean of DHCPv6 or RA, addresses at the MSPMB will be
configured automatically as well. Cbviously, policies and
capabilities need configuration either fromthe honme network operator
or the MSP directly (which is straightforward with LISP). Finally,
UPnP can be used for special services provided to the Honenet by its
| SPs.

5. Security Considerations
Traffic redirection can be used for DoS or eavesdroppi ng.
6. Concl usion

Mul ti homing in Honmenet is considered to be solved by the hosts
directly. 1In this nmeno, we propose to not involving host in

mul ti hom ng operations and instead rely on a Miul ti honm ng Service
Provi der depl oying a niddl ebox in the Honmenet network in charge of
operating multihom ng services.
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