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Abstract

Thi s docunent describes the Border Router Discovery Protocol (BRDP)
and all of its related conmponents. BRDP enables multi-homng for
smal | to medium sites, including Honenets, using Provider
Aggregat abl e | Pv6 addresses. It describes a nechani smfor automated
| P address configuration and renunbering, a nechanismfor optimzed
source address selection and a new paradi gm for packet forwarding,
for support of multi-honmed sites. BRDP prevents ingress filtering
problenms with rmulti-honmed sites and supports | oad-bal ancing for

mul ti-path transport protocols. This work also prevents routing
scalability problems in the provider network and I nternet Default
Free Zone because small to medium nulti-honed size sites would not
need to request Provider |Independent address bl ocks.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 18, 2013.

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
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1.

I nt roducti on

*** Note to the reader *** This Internet Draft is subnmitted as an
early version for a proposal for the Honenet working group. This
version is a nerge fromearlier docunents. Now that is a singe
docunent, it is to be adjusted to conply to the Honenet scenari o.
This is work in progress.

| Pv6 provides basic functionality for multi-hom ng, since nodes can
have nul ti ple addresses configured on their interfaces. However, it
is difficult to utilize the advantages of this, as there is a strong
tendency shi el ding the network topol ogy fromhosts and in genera
routi ng does not support nulti-honming very well. As a result, it is
difficult or inpossible for a host to utilize available facilities of
the network, such as nulti-path. Also scalability of the Internet
routing systemis getting a problemdue to a high demand of Provider
I ndependent (Pl) addresses.

The Border Router Discovery Protocol (BRDP) enhances the | Pv6 nodel
by enabling automated renunbering in dynam cally changing multi-homed
environnments, such that routers and hosts cooperate on address
configuration and path selection. BRDP utilizes Provider

Aggr egat abl e (PA) addresses and uses them as |l ocator. Mapping
identifiers to locators is out of scope of BRDP, al so because other
solutions exists or are being worked on. All these solutions work
fine with BRDP, as long as they don't break |Pv6.

BRDP applies to edge networks. These networks can be fixed, for
exanpl e enterprise networks, snall offices / hone offices (SOHO or
home sites (Honmenets). BRDP also can be used in wreless access
networ ks, for exanple wireless access networks such as 3G or 4G

wirel ess LANs or mobile ad hoc networks (MANETS). A nice attribute
of BRDP is that it supports multi-hom ng in heterogeneous networks,
meani ng that e.g. a Honenet network can have nultiple wired broadband
and 3G 4G connections to the Internet sinultaneously.

In a nmulti-homed network, nodes are connected to the Internet via
multiple exit points, possibly via multiple providers. [RFC5887]
argues that if a site is nmulti-honmed, using multiple PA routing
prefixes, then the interior routers need a nechanismto | earn which
upstream provi ders and correspondi ng PA prefixes are currently
reachable and valid. Next to that, these upstream providers or PA
prefixes may change over tine. This requires a dynanic renunbering
mechani smt hat can handl e pl anned or unpl anned changes in the
prefixes used. BRDP proposes a nmechani smfor automated renunbering
in larger networks that goes beyond hosts in a single subnet.

BRDP uses the follow ng key el enents:
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0 Propagation of available Border Routers and correspondi ng
prefixes, described in Section 3;

0 Address autoconfiguration and prefix del egation, using BRDP
provi ded hints, described in Section 4;

0 Source address selection, using BRDP provided hints, described in
Section 5;

0 Packet forwarding to the Border Router that corresponds with the
source address prefix, in case the destination address is not
found in the routing domain, described in Section 6

1.1. Detection of Honenet Perineter interfaces on Border Routers

For fully automated depl oynent in Honmenets, it is required that
routers can di scover automatically their uplink interfaces, that
connect the Honenet to | SPs. Sone nechanisns for automatic detection
are described in [I-D. kline-default-perineter].

After detection of an uplink interface to an ISP and reception of a
prefix, the router starts acting as a border router. It starts
acting as a DHCP server, with support of prefix delegation. It also
configures at | east an address out of the assigned prefix. This
address is used as Border Router address and DHCP server address.

The BRDP protocol can also be used to assist perineter detection. A
router interface on which Border Router information is received
shoul d not be identified as an uplink interface to an ISP

1.2. Propagation of Border Router information

The propagati on of avail able Border Routers and correspondi ng
prefixes is inplenmented as an extension on the Nei ghbor Discovery
Prot ocol [RFC4861]. Border Router Information Options (BRI Gs) are
sent with Router Advertisenents, and contain information about the
Bor der Router, such as:

0 - the Border Router address;
0o - the prefix that corresponds with that Border Router
0 - cost indication of the path via that Border Router to the core

network, i.e. the Internet Default Free Zone (DFZ).

BRI Gs are dissem nated downstream t hrough the network. All nodes
store the information fromBRI Gs they receive in a BRI O cache.

Border routers with multiple prefixes send out a BRI O for each of
these prefixes. In a multi-homed network, nodes will receive
multiple prefix information, frommultiple upstream Border Routers or
froma Border Router with nultiple prefixes
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1.3. Address configuration with Border Router information

Rout ers can generate |Pv6 addresses, with regul ar SLAAC [ RFC4862] .
Generation is based on Prefix Information Option from upstream
routers and optionally on information in the BRI O cache, e.g. using
the prefix with the lowest cost to the Internet. 1In addition
routers may generate /128 | Pv6 address-prefixes for a nmanagenent
interface, based on a Border Router prefix. Routers set up
reachability to these addresses automatically, by adding the
generated address or prefix in the routing protocol

Wth BRDP, routers automatically |l earn Border Routers that act as
DHCP server or relay agent [RFC3633]. Wen routers detect an
alternate path to the DFZ, with no correspondi ng assi gned address or
prefix already, new prefixes are requested for using this alternate
pat h.

Prefixes, of which the path to the DFZ is no |onger available, are
put 'out of service' by routers, neaning they are not used for
address assignnents anynmore. Optionally, if the cost to the DFZ
through a Border Router is far higher than via other avail abl e paths,
a router can put the corresponding prefix out of service al so.
Prefixes that are out of service are rel eased

Prefixes that are in service are configured on interfaces with a 64-
bit prefix length and advertised with a Prefix Information Option in
Rout er Advertisements. The Prefix Information lifetime is copied
fromlifetinme information in the BRI O cache.

Hosts can use the BRDP provided information together with the Prefix
Information to autoconfigure addresses, based on | Pv6 Stateless
Address Autoconfiguration [ RFC4862]. A host nmay al so use DHCPv6 to
get addresses or "Other configuration”, using nmulticast or with

uni cast to the BRDP | earned DHCP server address.

1.4. Address selection with Border Router information

Nodes with multiple configured addresses need to select a source
address for outgoing connections. Default Address Selection for |Pv6
[ RFC6724] defines a nechanism used as default behavior. It is open
to nore advanced nmechani sns or site policies. BRDP provided

i nformati on can be used for a nore advanced mechani sm where the
hosts sel ect automatically a source address that corresponds with a
path with the | owest cost to the DFZ. Wen nultiple Border Routers
are available, automatic load distribution and nmulti-path transport
becomes avail abl e.
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1.5. Routing based on Border Router information

Network Ingress Filtering [ RFC2827] describes the need for ingress
filtering, tolimt the inpact of distributed denial of service
attacks, by denying traffic with spoofed source addresses access. It
al so hel ps ensure that traffic is traceable to its correct source
network. Ingress Filtering for Miltihoned Networks [RFC3704]

provi des solutions for nulti-honed sites. However, the proposa
appl i cable for PA addresses requires careful planning and

configuration. It suggests routing based on source address, and a
path on each Border Router to all I1SPs in use, either with a direct
connection or with tunnels between all Border Routers. It is hard to

make such mechani sms work in an automated fashion, or nechanisns are
not supported on Border Routers used today. As an evol utionary
approach, BRDP provided information is to be used to forward packets
to their destination without ingress filtering problens. The BRI O
cache contains a nappi ng between Border Routers and the addresses
that do pass ingress filtering. So the packet forwarding heuristic
can be straightforward: send packets, where the destination is not in
the routing domain itself, to the Border Router that owns the prefix
of the source address.

Hosts use information in the Default Router List to select a default
router. For selecting the best paths, hosts may use next hop

sel ection based on source address and path costs to the correspondi ng
Border Router, if such information is available to the host. Such
next hop determination is useful for destinations outside the edge
network, i.e. the destination address does not belong to a prefix in
t he BRI O cache.

1.6. Deploynent of the Border Router Discovery Protoco

Enabling BRDP in an existing network is straightforward. First, al
routers have to be updated for BRDP support. At this step, Border
Router information is propagated in the network enabling BRDP

assi sted address autoconfiguration and prefix del egati on and BRDP
assi sted source address selection. The second step is updating all
routers with the BRDP based routing nechanism To enable this
mechani smthe default gateway is renoved fromthe routing table.
This second step is a flag day operation. Rolling back is easy, by
just re-inserting the default gateway.

After the update of the network, additional border routers can be
added to the network and will be used automatically. Also a
renunbering event will take place w thout any manual intervention

BRDP does not provide session continuity when paths are broken
Mobility solutions are in place, or are work in progress. Recently,
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i nteresting devel opnents are work in progress, such as MPTCP
[I-D.ietf-nptcp-multiaddressed] and ILNP [I-D.rja-ilnp-intro]. BRDP
is very useful for both of these protocols.

1.7. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Reference Scenari os
Thi s section describes the use of BRDP in five different scenarios: a
singl e honed Homenet, nulti-honed site or DVMZ, a medi um nulti-homed
site, a nediumnulti-honed site with ULA with DHCP server and a MANET
site.

2.1. Single-honed site

This scenario di scusses BRDP operation for single-homed hone
networks. The scenario is taken from|[I-D.ietf-honenet-arch].
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/ /\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\\

/ \
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\ /
\ /
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Figure 1: Scenario 1: Single-honed site

The CPE device has to discover the link to the ISP and has to get
assigned an I Pv6 prefix, in this scenario 2001: 8db: 101::/48. The CPE
configures itself a global unique address prefix 2001: 8db: 101: 1:

1/ 64, assuned on the first interface in the honenet. It nmay
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configure additional global unique address on other interfaces, but
this is not required. This is existing functionality which is not
updat ed by BRDP

The CPE starts sending router advertisenents. It also checks
received router advertisenents on already existing prefixes for the
/48 prefix it has assigned by the ISP. In this scenario there is no
other CPE, so no on-link prefixes exist. The CPE allocates and bind
additional prefixes for all its interfaces, and send Router
Advertisenments with the Prefix Information Option. By then it has
configured 2001: 8db: 101: 1::/64, 2001: 8db: 101: 2:: /64 and 2001: 8db: 101
3::/64. The CPE router also acts as DHCP server, for the ISP

provi ded prefix.

Now, the I Pv6 hosts in the mddle rowlearn these prefixes from
Prefix Information Options sent by the CPE. They can configure | Pv6
addresses, either with SLAAC or DHCP. Also, the IPv6 Interior Router
can configure an | Pv6 address, in this scenario on the link with
prefix 2001: 8db: 101: 2: : / 64.

The 1 Pv6 Interior Router also receives the router advertisenment with
the onlink prefix 2001:8db:101:3::/64 on its interface on the right.
It could configure an address in thes prefix, but because it has

al ready a globally unique address configured, there is no need for
this. Question is if the router should echo the prefix as on-link
In this BRDP proposal, it doesn’t. It is not the "del egated prefix
hol der ™.

Before the I Pv6 hosts on the | ower row can get their addresses, the

I Pv6 Interior Router has to be assigned two nore prefixes. Here,
BRDP starts playing its role. The CPE router advertises itself with
Border Router Information Option, in its Router Advertisenent. The
IPv6 Interior Router learns this information, and gets the two needed
prefixes fromthe CPE Router, using unicasted DHCP nessages to the
(CPE) Border Router. Two prefixes are assigned and configured, 2001
8db: 101: 4::/64 and 2001: 8db: 101: 5: : / 64.

For full connectivity, the honenet uses an interior routing protocol
BRDP i s agnostic on the routing protocol used.

2.2. Small nulti-honed site or DW

This scenario di scusses BRDP operation for nulti-homed Small O fice -
Home Office (SOHO networks and De-Mlitarized Zones (DMZ). The
scenario is shown in Figure 2. Each provider assigns a PA /48 prefix
to its custoners. All addresses and prefixes are configured
completely automatically. The feature of BRDP that adds value in
this scenario is BRDP based Border Router selection for nulti-honed
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hosts. This is enabled by using BRDP based forwarding.

/ /\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\\

/ \
{ The | nternet }
\ /
\ /
/ \
/ (2001: 08db: 100: : / 40) \(2001: 8db: 200: : / 40)
F+=======4 F+=======4
[ 1SP_1] [ 1SP_2 ]
+=======+ +=======+
| (2001: 8db: 101: :/48) | (2001: 8db: 201: : / 48)
Fom e e e - - + Fom e e e - - +
| BR 101 | | BR 201 |
Fom e e e oo + Fom e e e oo +

fe80::101/ 64

[ fe80::201/ 64
| 2001: 8db: 101: 1:: 101/ 64
I

2001: 8db: 201: 1: : 201/ 64

2001: 8db: 101: 1:: 1234/ 64 | 2001: 8db: 201: 1:: 1234/ 64
fe80::1234/64 |

Figure 2: Scenario 2: multi-honed Snall Ofice - Honme OFfice (SOHO
net work or DMZ

In this scenario, Host_ 1234 has configured two addresses using SLAAC
[ RFCA862], one with prefix 2001: 8db: 101:1::/64 from Border Router

BR 101 and one with prefix 2001: 8db: 201: 1: : / 64 from Border Router

BR 201. Host 1234 has | earned these prefixes fromPrefix Infornation
Options sent by both Border Routers according to [ RFC4861]. The host
has | earned via BRI Gs that these prefixes belong to Border Routers.
The host can use optimal paths by selecting BR 101 as default router
for all packets with a source address with prefix 2001: 8db: 101:1::/64
and default gateway BR 201 for all packets with a source address with
prefix 2001: 8db: 201: 1::/64. Non-optinal default router selection on
hosts is handled by the routers, "m sdirected" packets are forwarded
to the correct Border Router.

BRDP enabl es routers to deliver non-optimal directed packets from
attached hosts towards a Border Router that owns the prefix of the
source address, if such a Border Router exists. In the above
scenari o, a packet sent from Host 1234 with source address 2001: 8db
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201:1::1234 to default router BR 101 woul d be dropped due to on an
ingress filter, when no mechanismis in place to redirect the packet.
BRDP based forwardi ng provides such a nmechani sm automatically.

I nstead of dropping the packet, BR 101 forwards it to BR 201.

2.3. Mediummulti-honed site

This scenario di scusses BRDP operation for medium sized nulti-homed
networks. The difference with the previous scenario is that the

net wor k pat hs between hosts and the Border Routers have internediate
routers. The scenario is shown in Figure 3. The added val ue of BRDP
in this scenario is the discovery of Border Routers for hosts and
routers beyond the first hop as well as Border Router Selection for
hosts and routers.
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/ /\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\\

/ \
{ The | nternet }
\ /
\ /
/ \
/ (2001: 8db: 100: : / 40) \ (2001: 8db: 200: : / 40)
Ff=======+ Ff=======+
[ 1SP_1] [ 1SP_2 ]
===+ ===+
I I
| (2001: 8db: 101: :/48) | (2001: 8db: 201: :/48)
B + B +
| BR 101 | | BR 201
[ SR + [ SR +

f e80:: 201/ 64
2001: 8db: 201: 1:: 201/ 64

fe80::101/64
2001: 8db: 101: 1:: 101/ 64

+ +-
I I
| 2001: 8db: 201:1::1/64 |
| 2001: 8db: 101:1::1/64 | 2001: 8db: 201: 1:: 2/ 64
| fe80::1/64 | fe80::2/64
[ SR + S +
| R1 | | R2 |
Fomm e e e o - + Fomm e - - +
|fe80:: | fe80::2:1/64 | fe80::1:2/64
| 1:1/64 | [
| B e +- +-
I I
| 2001: 8db: 101: 2:: 1234/ 64 [
| 2001: 8db: 201: 3:: 1234/ 64 |
| fe80::1234/64 |
R + | 2001: 8db: 101: 3: : ABCD/ 64
| Host 1234 | | fe80:: ABCD 64
oo + oo +
| Host_ABCD
B +

Figure 3: Scenario 3: nediumsized nulti-honed network

Routers can | earn advertised on-link prefixes automatically via the
Prefix Information Option in IPv6 ND RAs. |In this scenario, routers
R 1 and R 2 learn prefix 2001:8db: 101:1::/64 from BR_101 and prefix
2001: 8db: 201: 1:: /64 from BR 201. Routers may autoconfigure addresses
on their interfaces. In this exanple, R 1 has configured addresses
fromboth providers on its upstreaminterface, R 2 only configured an
address based on the prefix of BR 201. |If the routers run a routing
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protocol, the learned prefixes are made reachable in the network. In
the next steps of the autoconfiguration proces, the prefixes and
addresses on the other links are automatically configured, but first
we di scuss the BRDP nessages that are dissenm nated through the

net wor k.

Routers automatically |earn Border Routers and nappi ng between
prefixes and Border Routers using BRDP. The diagramin Figure 4
depi cts BRI O nessage dissemination in scenario 2. The two Border
Rout ers advertise their own address and corresponding prefix with an
address prefix. Nothing prevents themfrom forwardi ng each other’s
BRI O nmessage, al though resending BRIO i nfornati on on non- MANET

interfaces is not useful. Both routers R .1 and R 2 forward both
Border Router address prefixes, using separate BRIGs in RAs, on
downstreaminterfaces. In this way all routers and hosts in the
network are aware of all reachable Border Routers and correspondi ng
prefixes.
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/ /\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\\

/ \
{ The | nternet }
\ /
\ /
/ \
/ (2001: 8db: 100: : / 40) \ (2001: 8db: 200: : / 40)
Ff=======+ Ff=======+
[ 1SP_1] [ 1SP_2 ]
===+ ===+
I I
| (2001: 8db: 101: :/48) | (2001: 8db: 201: :/48)
B + B +
| BR 101 | | BR 201
[ SR + [ SR +

I I

| : 2001:8db:101:1::101/48 | : 2001: 8db: 101: 1:: 101/ 48
| VvV 2001: 8db: 201: 1::201/48 | V 2001: 8db: 201: 1:: 201/ 48
I I

: 2001: 8db: 101: 1::101/ 48
V 2001: 8db: 201: 1: : 201/ 48

Figure 4: BRI O dissenmination in Scenario 3

Routers are not required to configure gl obal addresses on each
interface. In the exanple, only the interface pointing to the

I nternet has configured gl obal addresses. Routers nmay al so use a
(logical) nanagenent interface for global reachability.

So, the one-hop neighbours of BR 101 and BR 201, being R 1 and R 2,
have | earned the prefixes and configured addresses on their upstream
interfaces. And all nodes in the network have | earned the Border
Rout er prefixes. The next step is to get configured addresses on the
hosts in Figure 2. This is done by using DHCP Prefix Del egation

R 1 and R 2 request a prefix fromeither or both BR 101 and BR 201
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for binding as on-link prefix on the links, and adverti se those using
Prefix Information Options to the hosts. This will result in a

maxi mum of four prefixes that are advertised on the downlink of R 1
and R 2. Having nultiple prefixes fromthe sanme | SP bound on a |ink
is not useful. So a router requests a prefix froma Border Router
only if no other prefix of that Border Router is advertised already
by another router on this network segment.

In this exanple, R 1 has been del egated two prefixes by DHCP PD for
the link with host Host_1234; 2001:8db: 101: 2::/64 and 2001: 8db: 201
3::/64. No other router is onthis link. R 1 or R2 has also been
del egated a prefix on the link to host Host ABCD; 2001: 8db: 101
3::/64. It cannot be seen in Figure 2 which router has been

del egated the prefix, nor if another prefix for this link has been
del egated. No redundant prefix is delegated, as the routers | earned
with RA PIO already del egated prefixes for known Border Routers.

Now, Host 1234 and Host ABCD can aut oconfigure addresses for their
interfaces. Host_1234 configures two addresses, one for each Border
Router. Host_ ABCD chooses not to use | SP_2.

Nodes R 1 and Host 1234 can use both providers, by using two
configured global addresses. Any nmulti-path facility can be used,
either on an application layer or with a nulti-path transport

pr ot ocol

Host _ABCD may forward packets to the Internet via router R1 or R 2.
If R2is selected as default router, R 2 forwards the packets to
BR 101 as this Border Router corresponds to the prefix of the source
address 2001: 8db: 101: 3: : ABCD. This works well, even in this case
where R 2 hasn’'t configured an address with a BR 101 prefix for
itself, and selected a gl obal address fromthe BR 201 prefix only.

2.4. Mediumnulti-honmed site with ULAs and DHCP server

In this exanple, the scenario 2 is extended by addi ng Uni que Loca
Addresses (ULA) for communication within the site itself. For
simplicity there is only one ISP present. The ULA I P configuration,
with prefix fd00:8db::/48, is managed by DHCPv6 server DHCP_201. The
scenario is shown in Figure 5.
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/ /\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\\

/ \
{ The I nternet }
\ /
\ /

/
/ (2001: 8db: 100: : / 40)
Ff=======+
[ ISP_1 ]

fe80::101/64
2001: 8db: 101: 1:: 101/ 64
f dOO: 8db: 201: 1:: 101/ 64

fe80:: 201/ 64
f d00: 8db: 201: 1:: 201/ 64
(acne. com f d00: 8db: 201: 1: 201:/ 48)

e - +-
| |
| fdoO: 8db: 201: 1::1/64 | fdoO: 8db: 201: 1:: 2/ 64
| 2001: 8db: 101:1::1/64 | 2001: 8db: 101: 1:: 2/ 64
| fe80::1/64 | fe80::2/64
oo + oo +
| R1 | | R2 |
Fom e e e - - + Fom e e e - - +
| FEBO | fe80::1/64 | fe80::2/64
[::1 [ [
| /64 -H+----mim e +- +-
I I
| 2001: 8db: 101: 2:: 1234/ 64 |
| fd0O: 8db: 201: 3:: 1234/ 64 |
| fe80::1234/64 [
R + | 2001: 8dhb: 101: 3: : ABCD/ 64
| Host 1234 | | fdO0O: 8db: 201: 3: : ABCD/ 64
R + | fe80:: ABCD 64
B +
| Host _ABCD
[ S +

Figure 5. Scenario 4: a nediumsized nulti-homed site with ULAs and
DHCP server

In this scenario, all nodes have configured a ULA and a G oba

Uni cast Address using prefix delegation in the way that was descri bed
in Section 2.2. ULA prefix delegation is automated just |ike PA
addresses. The DHCP server is therefore inplenented on a router, in
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this case DHCP_201. This router advertises the ULA prefix with BRDP
here fd0O0: 8db: 201: :/48

Al t hough BRDP provides autonmatic prefix and address configuration for
ULA, a network administrator is free to configure it manually, along
usi ng BRDP for gl obal addresses.

BRDP based ULA configuration with BRDP based routing would result in
routing packets with ULA destinations outside the site to the
originator of the ULA prefix, in this case router DHCP_201. DHCP_201
is not connected to the Internet or another site owning the ULA, so
packets to non-existing destinations are dropped. DHCP_201 indicates
such with the BRIO F-bit set, neaning the Border Router is floating.

This scenario, it is denonstrated that BRDP and DHCPv6 cooperate in
address configuration. BRDP provides announcenents of Border Routers
and DHCP servers. Routers request prefixes with DHCP, and can
request other paranmeters also. Such paraneters are disseninated to
other nodes, either with router advertisenments or acting as DHCP
server itself. Routers may also act as DHCP relay, redirecting
address requests to the Border Router(s). The Router Advertisenent
Mbit and O bit indicates availability of DHCPv6 services to attached
nodes.

Difficulties may arise when both ULA and gl obal addresses are used
for Internet connectivity, e.g. when address translation is used. To
di stinguish, the Border Router not providing Internet connectivity

i nforns nodes in the network using Service Sel ection suboption
simlar to "Service Selection for Mbile I Pv6" [RFC5149]. This
procedure hel ps also for extranet connectivity. |In this scenario,
the ULA is used within the ACME Corporation, nodes are made aware by
addi ng "acme.comt in the BRI O Service Sel ection Option.

It is for the reader to work out extensions for this scenario, where
the ULA prefix originator is a Border Router to another site, e.g. a
link froma branch office to a head quarter, or a ULA-only side
connected to the Internet with NAT66

2.5. MANET site
BRDP was devel oped for address autoconfiguration in MANETs. This

scenari o, see Figure 6 denonstrates the powerful nulti-honing
facilities provided to the MANET nodes.
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/ /\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\\

/ \
{ The | nternet }
\ /
\ /
/ \
/ (2001: 8db: 100: : / 40) \ (2001: 8db: 200: : / 40)
Ff=======+ Ff=======+
[ ISP 1] [ ISP 2]
F+=======4 F+=======4

c=1
(2001: 8db: 201::/48)

Fomm e - - + Fomm e - - +
| BR 101 | | BR 201 |
B R + B
| fe80::101/64 | fe80::201/64
| 2001:8db:101:1::101/128 | 2001:8db: 201:1::201/128
AR AR
Do c=5 .o
: . :c=1
1c=2 :
: . o\
S c=5 | 2001: 8db: 201:1::2/128
\ |/ | 2001: 8db: 201:1::2/128
| 2001: 8db: 201:1::1/128 | fe80::2/64
| 2001: 8db: 101: 1::1/128+--+--+
| fe80::102/6 .. R2|
R Lo S S +.
| R1|. . . . c=5 : . c=4
+----- +o. L tc=1
c=4 .o .
\[/ \[/

2001: 8db: 201: 1::3/128 | 2001: 8db: 201: 1::4/128
2001: 8db: 101: 1::3/128 | 2001: 8db: 201: 1::4/128

fe80::3/64 | fe80:: 4/ 64
+o- -+ +o- -+
| R3| . . . . . . . . .] R4|
+----- + c=4 +----- +

Figure 6: Scenario 5: a MANET site

On the MANET interfaces, addresses are configured using a 64-bit
prefix provided by BRDP, appending it with a 64-bit Interface
Identifier according to BRDP based address autoconfiguration. This
creates a 128-bit prefix length as recommended in | P Addressi ng Mde
in Ad Hoc Networks [RFC5889]. Each MANET node has configured two

gl obal addresses, one for each I1SP. Wth BRDP, the nodes are aware
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of the cost of the path to the DFZ, defined as dinmensionless netric
for both directions of the patch. This enables optim zed source
address selection, and as an inplicit result a Border Router and ISP
selection. 1In the scenario, R1 is near to BR 101 and the cost via
this Border Router is lower than via BR 201. The table bel ow shows
costs to the DFZ for all nodes, via both ISPs. Paths with | owest
costs are marked with *.

Fomm e o Fom e - Fom e - +
| Costs [ Via | Via |
| toDFZ | ISP_1 | ISP 2 |
TR Fom e e Fom e e +
| BR 101 | 1* | 7
| BR 201 | 7 | 1* |
| R1 | 3% | 6 |
| R2 I 6 | 2* |
| R3 I 7 3% |
| RA4 [ 10 | 6* |
T [ R, [ R, +

The optim zed source address selection facility is also of utility in
the other scenarios. For exanple, the cost of the link to the ISP
could be set depending of bandwi dth and optionally on utilization
Nodes woul d use a near uplink to an ISP, and as a result sone form of
load distribution is enabled. Note that nodes still can use the
alternative addresses, in fact it is recommended to use nulti-path
transport protocols for better |oad bal ancing and i nproved

r obust ness.

For isolated MANETs, a DHCP server election nechanismcan be used.
Nodes may initiate to advertise a self-generated ULA. In such cases
it is reconmended that a prefix is used with a 56-bit random ULA
identifier (including random 16-bit Subnet ID) and 64-bit prefix

Il ength. Oher nodes join this prefix, although sone may wi sh to
start or continue using their ow prefix. The latter would occur in
cases of a nmerge of previous isolated MANETs

3. Border Router Discovery Protocol (BRDP)

BRDP i s an extension to the | Pv6 ND nechani sm [ RFC4861] that provides
i nformati on about the reachability, availability, prefix infornmation,
quality and cost of upstream providers, and enabl es aut onated
(re)nunbering of possibly multi-homed routers and hosts.

BRDP adds the Border Router Information Option (BRIO to the Router

Advertisenment (RA) of IPv6 ND. A BRIO contains all rel evant
i nformati on of an upstream Border Router and the correspondi ng
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provi der.

Border Routers initiate sending BRI O nessages, other routers in the
networ k di ssem nate the nessages downstream t hrough t he networKk.
Nodes store the information fromreceived BRIGs in a BRI O cache, to
be used for address generation, DHCP server discovery, address

sel ection or packet forwarding.

A BRI O cache entry records reception of a BRIO for a single
advertised prefix, received via a neighbor router. Border Routers
that need to advertise multiple prefixes sinply use multiple BRI Gs,
each with its own address prefix. For further processing of BRI O
entries, only the entry with the | owest cost to a Border Router is
used, for each Border Router.

When a node is nmulti-honed, it will receive BRIOGs frommultiple
upstream Border Routers.

3.1. Border Router Information Option (BRI O
The Border Router Information Option carries information that allows

a nodes in the edge network to select and utilize a Border Router.

0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Type [ Lengt h | Prefix Length |D reserverd |
B i i S S i I e i S S R L e e e e
| Sequence Numnber | Hopcount | reserved |

e T e i e e o i e S EC e R e E
| Uni form Path Metric |
B i S S T s i S T st i S S S S S S S S i
[ reserved [
T T e b i i e e s . S I SR S

I+ ( Border Router prefix) I+
I+ Border Router Address I+
L ( rest of Border Router Address ) L
I+- R R R R e e r e e i o e e I+
Figure 7: BRI O base option
Fi el ds:
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Type:
8-bit identifier of the Border Router Information Option type.
The value of this option identifier is to be determ ned.

Lengt h:
8-bit unsigned integer. The length of the option (including the
type and length fields) in units of 8 octets. A BRIO has a length
val ue of 4.

Prefix Length:
8-bit unsigned integer. The nunber of leading bits in the Border
Rout er Address, that indicates the assigned prefix for that Border
Router. The Prefix Length is used for BRDP Based Routing, as
described in Section 6.

DHCP (D):
When the D-flag is set, the Border Router is acting as a DHCP
server or DHCP relay agent [RFC3315].

reserved:
Reserved bits. Currently unused, set to O.

Sequence Nunber:
16-bit unsigned integer. It is set by the Border Router and
incremented with each new BRIO it sends on a link. Wen
forwardi ng downstream the sequence number is not changed

Hopcount :
8-bit field registering the nunber of hops fromthe advertizing
Router to the Border Router. Border Routers send the initial BRI O
with its Hopcount set to zero. Routers increnent the Hopcount by
one when forwarding a BRI O

Uni form Path Metric (UPM:
A neasure for the cost of the bi-directional path between the
upstream Router and the Default Free Zone of the Internet.
Uni form Path Metric is set to some initial value by the Border
Router and is incremented by each Router forwarding the BRI O

Bor der Rout er Address:
128-bit address of the Border Router. For reachability, the
Border Router is expected to add this own address (prefix) in the
routing system
3.2. BRDP processing

The mai n BRDP processing functions of a Router are BRDP nessage
generation, transnission and reception and the nai ntenance of a BRI O
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Cache. Routers forward BRDP nessages using | CMP ND Router
Adverti sements.

3.2.1. BRDP nessage generation and transm ssion

A BRDP nessage is part of a Router Advertisenment and includes a set
of BRIOGs. It provides the current state of (paths to) the Border
Routers listed in the set of BRICGs. BRIGs originate froma Border
Router, and contain initially nmetric information on connectivity to
the Internet. BRIOs are forwarded downstreamin the edge network.

Wien a Router sends a | CMP ND Router Advertisement, it SHOULD i ncl ude
a set of BRIGs by appending themto the nessage. The naxi mum nunber
of BRIOs in a single BRDP nessage is a Router configuration
paraneter. BRI O selection for advertisenent is done based on the
information stored in the BRIO Cache. BRI Gs that do not pass the

| oop prevention check described in Section 3.2.4 SHOULD NOT be

sel ect ed.

The UPM and Hopcount fields of the advertised BRIOs are updated. An
UPM i ncrenment, based on uniformed bi-directional link nmetrics, is
added to the UPM and the Hopcount is incremented by 1. UPMi ncrenent
MAY be governed by a hysteresis and danpeni ng mechanism Al so
forecasted infornmati on MAY be used.

Each BRIO originating froma Border Router has an increased Sequence
Number. This BRIOis forwarded in the edge network and refreshes
entries in BRI O Caches of downstream Routers.

Rout er Advertisenents are sent in response to Router Solicitation
nmessages or unsolicited with a uniform y-distributed random i nterval
between M nRtrAdvlnterval and MaxRtrAdvinterval [RFC4861]. The
MaxRtr Advli nterval falls between a m ninmum of 30 mlliseconds,
specified in [RFC6275] and a maxi num of 1800 seconds, specified in

[ RFC4861]. In addition, the Router MAY send a Router Advertisenent
when an inportant change in a to be sent BRI O woul d occur.

When a Router sends Router Advertisenents nore frequently than an
upstream Router, this Router MAY repeatedly send BRIGCs with a
const ant Sequence Nunber but with an updated UPM or Hopcount.

The | CVP ND Rout er Advertisement MAY include the Advertisenent
Interval Option [RFC6275]. This option contains the interval at
whi ch the sending router sends unsolicited multicast Router
Adverti senents.

A Router SHOULD i nform downstream Routers in case the path to a
previous advertised Border Router is lost, by at least 3 tines

Boot Expires April 18, 2013 [ Page 23]



Internet-Draft BRDP for Homenet Cct ober 2012

retransmtting the previously sent BRIOwith a UPM val ue of
4294967295.

In case a Border Router loses its connection to the infrastructure it
will lose its Border Router functionality and becone a nornal Router
In that case it perfornms the same procedure as a Router that has | ost
the path to a previous adverti sed Border Router

For each Border Router listed in the BRI O Cache, the UPM | oop-
prevention-threshold and the Hopcount -1 oop-prevention-threshol d

vari abl es are naintai ned. These variables are used by the | oop
prevention nechani sm described in Section 3.2.4. The thresholds are
set or updated when sendi ng BRDP nessages. Wen sending a BRIOwi th
a hi gher Sequence Nunber than the previously sent BRI O for that
Border Router, the threshold variables are set to the UPM and
Hopcount values in BRIOto be sent. Wen sending a BRIOwi th the
same Sequence Number as the previously sent BRIO the | oop-
prevention-threshol ds are i ndependently updated if either the UPM or
Hopcount of the outgoing BRIO is |ower than their thresholds.

A Router that detects an attractive candidate BRI O but is prohibited
fromusing it because of the |oop prevention check, MAY send a
(unicast) Router Solicitation nessage to the Border Router. The
Border Router responds to such a Router Solicitation nmessage with a
new BRI O. Sending Router Solicitations MJUST be rate limted. A next
version of this docunment would include a specification for sending
the unicast Router Solicitation nessage.

3.2.2. BRDP nessage reception

When a BRDP nessage is received, the Sequence Nunber fields of the
contai ned BRI Os are checked; the Sequence Number of a received BRI O
MUST be equal to or higher than the Sequence Nunber in the cache for
an existing entry in the cache, with wap-around checki ng.

O herwi se, the BRIO will be discarded.

BRI O messages do not need to be forwarded at fixed time intervals,
because the RA intervals on different Routers are not synchronized.
Therefore, |arge gaps in Sequence Nunbers may occur. | ncrenent

val ues between 0 and 65000 are accepted. Increnent val ues between
65001 and 65535 are rejected.

Information in received BRIGs is stored in a BRIO Cache table. O her
information is stored as well, such as the BRI O upstream node, a

ti mestanp indicating when the nost recent nessage was received and
the nmeasured or signaled RA interval
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3.2.3. BRI O Cache nmmi ntenance

Each Router maintains a BRI O Cache that stores all information on
Border Routers. Unique cache entries are naintai ned on (Border
Rout er Address, address of the upstreamrouter that forwarded the
BRIO tuples. This information is obtained by receiving BRI GCs, or,
in case of a Border Router, by getting information fromthe interface
that connects to the Internet. The BRI O Cache al so mai ntains context
information for the BRI O such as the BRI O sender, link nmetrics and
UPM increnent for this sender, history, statistics and status
information. History information includes a tinmestanp indicating
when the nobst recent nessage was received and a neasured or signaled
RA interval. Status information includes the BRI O sel ection outcomne
for BRIO forwarding as explained in Section 3.2.1 and the Border

Rout er selected for address generation as explained in Section 4.

BRIO entries in the BRIO Cache stay valid for a certain period of
time. During this period, they can be used for Border Router

sel ection by the Router, for forwarding BRI Gs and for address
generation. BRI O Cache information could al so be useful for source
address selection [RFC6724]. The lifetine of a BRIO is determ ned by
using the timng information sent along with the RA ([ RFC6275],
section 7.3) or statistics of received BRI Cs.

Some val ues in the BRI O Cache can be updated i ndependent of incoming
BRDP nessages. A Router MAY update the UPM i ncrenent based on |ink
quality nmeasurements perforned in an environment wth changing |ink
netrics. A Router SHOULD indicate in its BRI O Cache which BRI O
entries are currently selected for forwardi ng and for address
generation. Border Router Selection MAY take place after the UPM of
a BRI O entry has been updat ed.

In case the link to the Router fromwhich a BRI O has been received is
broken, the UPM and the Hopcount of the BRIO entry in the cache are
set to the nmaxi num val ue, i.e. 4294967295 and 255.

A cache cl eanup routine SHOULD run at regular intervals to get rid of

stale entries. Stale entries are removed when the entry i s not

updated for 5400 seconds or all of the follow ng conditions are net:

0 The stale entry is not used by the Router itself for address
generati on.

0 The stale entry was not selected for forwarding in the last three
Rout er Adverti senent.

o0 The stale entry was not recently updated by a received BRIO In
this context, recently is defined as the maxi numof a) three tines
its own unsolicited nulticast Router Advertisements interval and
b) three tinmes the senders unsolicited nmulticast Router
Adverti senents interval.
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Cache entries MAY al so be renoved, under the condition that the BRI G
Cache has reached a configured maxi mum nunber of entries and a new,
to be stored BRIOis received. A renoval candidate is sel ected based
on:

0 The candidate entry is not used by the Router itself.

0 The candidate entry was not selected for forwarding in the |ast
Rout er Adverti senent.

0 The candidate entry is redundant; other information for the same
Border Router is stored in the cache with a better UPM and / or
was received nore recently.

0 The candidate entry is redundant; other information for the sane
Service Selection Identifier is stored in the cache with a better
UPM and / or was received nore recently.

o0 The candidate entry is less attractive; other Border Routers are
stored in the cache with better UPM and / or were received nore
recently.

3.2.4. BRDP | oop prevention

A BRDP | oop check mechani sm prevents that a Router forwards an
earlier advertized BRI O

BRDP | oop-free operation is guaranteed as long as at | east one of the

followi ng conditions is true:

o The to be sent BRI O has a higher Sequence Nunber than a BRI O for
this Border Router that was sent before. The |oop check mechani sm
uses wrap-around logic. Increnents up to 32768 are acceptabl e
(wrap-around | ogi ¢ needs checking).

o0 The to be sent BRIO is generated fromthe sane BRI O Cache entry as
the BRI O that was sent nost recently.

o0 The to be sent BRI O has the sane Sequence Nunber as the BRI O for
this Border Router that was sent before but the BRI O Cache entry
UPMis equal to or |ower than the UPM I oop-prevention-threshold
for this Border Router.

0 The to be sent BRI O has the sane Sequence Nunber as the BRI O for
this Border Router that was sent before but the BRI O Cache entry
Hopcount is equal to or lower than the Hopcount-I| oop-prevention-
threshold for this Border Router.

In sone circunstances, a Router would select a BRIO for forwarding
that fails the |l oop prevention check. For exanple, the Iink to the
upstream nei ghbor is lost and an alternative path is available, with
a hi gher UPM and a hi gher Hopcount or with a | ower Sequence Nunber.
The Router cannot assure this candidate BRIOis not reflecting its
own advertized nmessage, therefore it should not send this BRI O
Instead, it sends a unicast Router Solicitation nmessage to that

Bor der Router.
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3.3. Unified Path Metric (UPM

Unified Path Metric (UPM is a neasure for the cost of the path
between the Router and the Internet Default Free Zone. It is a
united netric for both inbound and outbound paths. On each hop, the
UPMis incremented with an UPMincrenent, which is derived fromthe
routing protocol and / or is obtained fromlower |ayers.

It is on forehand not known what is nore inportant; Border Router

sel ection based on path netric to the Border Router or the path
metric for the reverse path. |In BRDP, UPMis used for optim zing
Border Router selection for both the inbound and the outbound
traffic. Note that actual traffic will use the path provided by the
routing protocols, not by BRDP

Since the UPM uses 32 bits, its maxi mnumvalue is 4294967295. On each
hop, an UPMincrenent is calculated for each Router fromwhich a BRI O
has been received. UPMincrenents have a val ue between 1 and
16777215, to support a 255 hop path, with maxi rum UPM i ncrenments.

Further discussion on netrics and how the UPM i ncrenent value is
determned is outside the scope of this docunent.

4. BRDP based Address Configuration and Prefix Del egation

BRDP supports statel ess address autoconfiguration [ RFC4862], DHCP
managed | P configuration [ RFC3315] and DHCP Prefix Del egation

[ RFC3633]. Routers can also use a variant of statel ess address

aut oconfiguration, where BRDP provided information is used to
configure Router nanagenment interfaces or used to configure off-Ilink
addresses, used in ad hoc networks [ RFC5889].

BRDP adds topol ogy awareness in address configuration. Nodes can
configure nultiple addresses, each to support a different facility.
ULAs can be used for site internal traffic. d obal addresses are
mandatory for access to the Internet, assum ng address translation is
not used.

A node that is offered multiple prefixes for statel ess address

aut oconfiguration or nmultiple addresses by DHCP chooses to configure
one or nore addresses. BRDP provides information for the candidate
addresses. An inportant criteriumis the costs of the path to the
Internet DFZ. A node would prefer addresses with | ower costs.

BRDP does not nodify statel ess address autoconfigurati on and DHCP

protocol s, except that in a edge network, Routers nay perform
statel ess address autoconfiguration fromthe Border Router
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Information Option (BRIO), for their managenment or MANET interfaces.
Thi s enabl es edge network-wi de address configuration, because BRI Gs
are dissem nated over nultiple hops in the edge network, while PIGs
are link |ocal nmessages only.

Wien a BRIOis stored in the BRI O cache table, the node checks if a
correspondi ng address already exists for the Border Router from which
this BRIO originates. |If not, and a correspondi ng address for that
Border Router is beneficial, address generation for that Border
Router is triggered

4.1. Border Router selection

When a node needs to comunicate to nodes on the Internet, it MJST
select a (set of) Border Router(s) for address generation. A node
MAY generate nultiple addresses for snmooth handover inpl enenting
make- bef ore-break or distributing traffic over nmultiple Border
Routers. A description how Border Routers can be used concurrently
is out-of-scope for this docunent.

I nformation concerning avail able Border Routers is kept in the BRIO
Cache.

The Border Router selection nmechani sm MAY be triggered by received
BRDP nessages, changes in netrics on links to neighbors advertising
BRDP nessages, changes in costs to Border Routers used or on a tine-
driven basis.

The Border Router selection algorithm SHOULD be based on UPM  UPM i s
used for selecting the Border Router with the best connectivity to
the Internet. The Border Router selection algorithm MAY be extended
with any other information. Future defined BRI O suboptions could
provi de additional information, such authorization and service

sel ection. Border Router selection MAY be based on the type of the
Border Router Address, e.g. a globally unique address or a uni que

| ocal address.

Border Router selection does not provide nor select a routing path to
t he Border Router.

4.1.1. Border Router Selection based on UPM

The node uses the UPM for Border Router selection preferring the best
bi -directional paths between the node and the Internet. Note that
the BRIO UPMincludes the initial netric set by the Border Router and
is not solely a netric between the node and the Border Router. The
initial metric set by Border Routers can be used for Border Router
preference and for | oad bal anci ng.
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In order to use an up-to-date UPMin the selection procedure the UPM
increment is calculated by the node before selecting a Border Router.
UPM i s discussed in Section 3.3.

4.2. Address autoconfiguration

Nodes shoul d use a topologically correct address when comunicating
wi th correspondi ng nodes on the Internet. Topologically correct
addresses shoul d be configured for each Border Router used.

4.2.1. Address and prefix configuration with SLAAC or DHCP

Nodes can use existing | Pv6 address configuration protocols, such as
SLAAC [ RFC4862] and DHCP [ RFC3315]. Nodes can use SLAAC based on
prefix information, provided by the upstreamrouter. Nodes may use
DHCP nmul ti cast and nei ghbor routers will relay those packets to

sel ected Border Routers with D-flag set or reply with DHCP paraneters
it has received froma Border Router before for itself.

Nodes using SLAAC may al so query a DHCP server on a Border Router
thensel ves for additional parameters, using the BRDP | earned address
of the DHCP server

A Router should request a prefix for attached subnetworks, with
DHCP- PD [ RFC3633], where there is at that nonent no on-link prefix
for a selected Border Router.

4.2.2. Address generation and configuration for Routers

A generated address for a Router managenent interface or a MANET has
a /128 prefix. It is constructed froma 64-bit Interface Identifier
and a 64-bit prefix fromthe Border Router Address. The generated
128-bit address SHOULD be advertised in the routing system The
gener ated address nmay be used for user traffic, either inside the
edge network or traffic towards the Internet.

For the Interface lIdentifier used, the BRDP-based Address Generation
MUST i mpl enent a mechani sm for generating a highly unique Interface
Identifier. Known mechanisns are:

0o Mdified EU -64 format-based Interface lIdentifier, [RFC4291],
based on | EEE 802 48-bit MAC address or |EEE EU -64 identifier
However, this nmethod does not guarantee identifiers are unique as
dupl i cate MAC addresses can occur

0 Ceneration of random zed Interface ldentifiers, [RFC4941].

o Well-distributed hash function, [RFC3972].

After Address Generation, RFC4429 Optinistic Duplicate Address
Det ecti on [ RFC4429] should be used. A passive Duplicate Address
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Det ecti on, based on information in the routing protocol information
bases could be used as an alternative. Still, uniqueness is not
fully guaranteed. Main reasons for non-uni queness are nergi ng of
edge network segments, node novenent, node m sbehavi or or address
spoofing attacks. Details on handling a duplicate address condition
are out-of-scope for this docunent.

A gener ated addresses cl ean-up routi ne SHOULD run at regul ar
intervals to get rid of stale addresses.

4.2.3. Support for Unique Local Addresses (ULA)

Address generation for globally unique addresses and uni que | oca
addresses (ULA) [RFC4193] is equivalent. |If no BRIO for a unique

| ocal addresses is available, a router may start as a Border Router
and DHCP server for a self generated 48-bit ULA prefix.

5. BRDP based Source Address Sel ection

As a next step, nulti-honed nodes perform source address sel ection
for new, self-initiated connections. The algorithmdescribed in
Default Address Selection for | Pv6 [ RFC6724] uses the concept of a
"candi date set" of potential source addresses. Rule 8 of source
address selection is "Uses |ongest match prefix". The goal of this
rule is to select the address with good comuni cati ons performance.
If other means of choosing anong source addresses for better
performance is available, that should be used.

BRDP provides attributes for prefix, such as a cost netric to the
Internet. This information van be used to select the "best" source
address. For nulti-path transport protocols, it is also inportant to
have a nechanismto select alternative addresses. For exanple, rule
4 gives preference to a Hone Address. Alternate addresses can be
used for route optinization and to avoid overhead of the Mbile IP

t unnel

5.1. Address Selection for dynam ¢ DNS
BRDP provided information can also be utilized by address | ookup
protocols such as DNS. A node can register its addresses
dynanically, with support of preference and | oad balancing if the
mechani sm used support such.

6. BRDP based Routing

BRDP i ntroduces a new paradi gm for packet forwarding for nulti-honmed
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sites, where forwarding to a default gateway is replaced by source
address based forwardi ng towards a correspondi ng Border Router. This
enforces that packets will be sent via the sel ected upstream
provider, without the need of tunneling. As such, it prevents
problens with ingress filters in nulti-honed edge networks [ RFC3704].

The BRDP Based Routing mechani sm provi des basic support for |oad
distribution over multiple Border Routers. BRDP Based Routing
forwards the packets to the Border Router that corresponds with the
source address. As a result, nodes can utilize nultiple paths, if
avai l abl e. Standardi zation of this |oad balancing functionality is
work in progress in the | ETF MPTCP wor ki ng group

When a router forwards a packet to a next-hop node, via the interface
where this packet was received, and the next-hop address was sel ected
usi ng BRDP based routing, then the router should not send an | CWP
redirect nessage to that host. This is because the upstream node
woul d cache the redirect for the destination address, while the
forwar di ng deci sion was based on the source address.

6.1. Problens with default gateway routing

Usual | y, the nexthop selection is based on the destination address.
In case of default gateway routing and nultiple exit routers to
mul ti ple providers, the source has no influence on what exit router
is used. 1In case of ingress filtering and lack of a mechanismto
redirect packets to exit routers that correspond to the source
address, packets nay be dropped.

This default gateway routing behavior blocks incremental enhancenent
of the Internet, e.g. through the addition of support for nore
dynami ¢ networks and / or host based | oad distribution mechani sns.
In a MANET, it also also prevents the use of make-before-break

[ RFC3753] nechani sns.

6.2. Default gateway routing replaced with BRDP Based Routing
Def aul t gateway based routing for IPv4 is defined in [ RFC1812],
section 5.2.4.3:

(5) Default Route: This is a route to all networks for which there
are no explicit routes. It is by definition the route whose
prefix length is zero.

Wth BRDP Based Routing, another type of route is introduced:
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(6) BRDP Route: This is a route to all networks for which there
are no explicit routes, and a default route is not used.
The nexthop I P address is found by nmeans of a Border Router
I nformati on Cache (BRI O Cache) | ookup based on the source
address and, if a matching BRI O Cache entry is found, a
subsequent FIB | ookup based on the sel ected Border Router
addr ess.

Note that route types (3) and (4) are not defined in RFC1812

BRDP Based Routing can be turned on and off with the existence of a
default route in the IGP. This switch function night be useful in
m gration scenarios towards BRDP Based Routing.

The Border Router should run the IGP on the interface with the BRDP
adverti zed Border Router address, to nake sure this address is
reachable in the edge network

In the edge network, all interior routers should run BRDP and BRDP
Based Routing. All interior routers will have a BRI O Cache with
information for selecting Border Routers as exit points to the
Internet. A BRIO Cache entry contains a Border Router address and a
summary prefix assigned to that Border Router. BRI O Cache | ookup
follows the | ongest-match rule.

Forwarding is solely based on FIB | ookups, the nexthop IP address is
found either by a FIB | ookup with the destination address or by a FIB
| ookup with the address of the Border Router that corresponds with
the source address. |If the nexthop |P address |ookup fails, the
packet is discarded.

7. BRDP and | RTF RRG goal s

The | RTF Routing Research Goup (RRG was chartered to explore
solutions for problens on routing and addressing, when the Internet

continues to evolve. It has explored a number of proposed sol utions,
but did not reach consensus on a single, best approach
[I-D.irtf-rrg-recommendation]. |In fulfillnment of the routing

research group’s charter, the co-chairs reconmend that the | ETF
pursue work in three areas, "Evolution" [I|-D.zhang-evol ution],
"Identifier/Locator Network Protocol (ILNP) [I-D.rja-ilnp-intro] and
"Renunbering" [RFC5887] . BRDP fits in all three approaches.

BRDP is an evolution in |IPv6 address configuration and address

sel ection, as well as forwarding to destinations outside the routing
domain. As a result, it renoves a demand for Provider |ndependent
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addresses for (small) nulti-honed edge networks. BRDP enables sites
to use multiple Provider Aggregatabl e address bl ocks, while being
able to utilize multi-hom ng for inproved redundancy of
communi cati ons and enl arged capacity. Each site that continues to
use Provi der Aggregatabl e addresses when getting nulti-honed, instead
of using its own Provider |ndependent address space, reduces the
grow h of the routing tables in the Default Free Zone.

BRDP can cooperate or |live next many other solutions. ILNP is a good
exanpl e for cooperation, BRDP provides nulti-path transport
capabilities to ILNP nodes. This nmulti-path transport capability
applies to many ot her approaches al so, such as map&encap and nat 66.

Because BRDP provi des autonmatic address and prefix configuration,
Renunbering is far less problematic. That said, |egacy (IPv4) hosts,
applications and network equi pnent is not BRDP enabl ed and nanua
address configuration will be used for nmany years to cone.

In Design Goals for Scal able Internet Routing
[I-D.irtf-rrg-design-goals], a nunber of design goals are defined.
The role BRDP can play for these goals are briefly described in the
next sections.

7.1. Scalability

Because BRDP is inplenented in edge networks, and not in the core,
scalability of BRDP is |l ess an issue. BRDP solves the Internet
routing problemat the source, by reducing the demand for P

addr esses.

7.2. Traffic engineering
BRDP provides traffic engineering options to end-nodes. End-nodes
can configure nultiple addresses and use these for utilizing nulti-
path capabilities of the network. Using nulti-path is being worked
on by the | ETF MPTCP wor ki ng group

7.3. Milti-hom ng

The core function of BRDP is providing support for IPv6 nulti-honing,
wi t hout any probl ems caused by ingress filtering [ RFC3704].

7.4. Loc/id separation
BRDP does not mandate any approach for location / identification
For packet forwarding, addresses are used as locator. |If addresses

are used as identifiers also, for exanple in Mbile | P, BRDP supports
route optinization where traffic uses the Home Address as identifier
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and care-of addresses as locator. MPTCP provides the route
optimzation capability.

7.5. Mobility

BRDP was defined as a solution for address autoconfiguration for ad
hoc networks. Wth BRDP, nodes can easily configure topol ogy correct
addresses in a multi-homes ad hoc network. BRDP does not provide
session continuity functions. Mbility solutions are already in

pl ace or new approaches are proposed. All approaches shoul d work
well with BRDP, as BRDP does not nodify the | Pv6 protocol

7.6. Sinplified renunbering

BRDP nakes site renunbering fully automatic. This applies to node
address configuration on the | Pv6 stack and prefix del egati on and
configuration on routers. |P addresses could be configured on nmany
other places, either manually or using specific protocols for such
purpose. Conplete automatic nunbering is possible if all mechanisms
in use support dynamic addresses. There is definitely nore work to
do [ RFC5887].

7.7. Modularity

BRDP is a small, but inportant piece of the puzzle. It applies to
edge networks only. It helps other mechanisnms to work well in a

mul ti-homed network using PA addresses, but also provides multi-path
capabilities in multi-honmed networks with Pl addresses or nulti-

homi ng with connections to Extranets.

7.8. Routing quality

BRDP is not a routing protocol, so it has no influence on routing
quality. But the functionality of routing to a default gateway is
changed. BRDP based routing supports paths to nultiple Border

Rout ers, where hosts can sel ect which Border Router to use. |In such
schene, nodes can select the route to use, based on quality of

avail abl e routes. MPTCP provides this route selection functionality.

7.9. Routing security

BRDP doesn’t update any routing protocols. BRDBP based routing
nmodi fi es the default gateway heuristic, the route to prefix ::/0 is
replaced by a route to a Border Router, which corresponds with the
source address of a packet. As a result, ingress filtering is
distributed over all routers in the edge network and invalid packets
are dropped as near to the source as possible.
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7

10.

11.

Bo

The BRDP protocol runs on IPv6 NDP and inherits all security aspects.
BRDP nessages are dissemnated in the edge network, which may enl arge
the needs for protection. Inplenenting SeND [ RFC3971] is
recomended.

10. Deployability

BRDP depl oynent takes pl ace edge network by edge network. Each
network that mgrates to BRDP, instead of getting a Pl address bock
reduces the load on the Internet routing infrastructure.

For inplenmenting BRDP on an edge network, all routers in the network

must support BRDP. BRDP support for hosts is optional. Enterprise
networks can mgrate site by site.

Currently unaddressed issues

BRDP based routing may have inpact on multicast routing, e.g.
selecting the route to a RP

It is not fully understood how BRDP may i nfluence host behavior on RA
Mand O bits, and nmay bypass a 1-hop router DHCP relay server for
getting information for a BRDP-1earned DHCP server.

Currently unaddressed issues are to be addressed in a next version of
this docunent.
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12. Change | og

This -00 version is gathering the material of BRDP, produced for
Autoconf and RRG It is a bit cleaned up, with renoval of sone
details for MANET and with renoval of options for energency services,
service sel ection and authori zati on.
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