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Abstract

Thi s docunment describes using TCP for | KE nessages. This facilitates
the transport of |arge nessages over paths where fragnents are either
dropped, or where packet |oss nakes the use of |arge UDP packets
unreliabl e.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on June 7, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

Nir Expires June 7, 2013 [ Page 1]



Internet-Draft | KE over TCP Decenber 2012

1.

1.

I nt roducti on

The Internet Key Exchange version 2 (I KEv2), specified in [ RFC5996]
uses UDP to transport the exchange nessages. Sone of those nessages
may be fairly large. Specifically, the nessages of the | KE_AUTH
exchange can becone quite large, as they may contain a chain of
certificates, an "Auth" payload (that may contain a public key
signature), CRLs, and sone configuration information that is carried
in the CFG payl oad.

When such UDP packets exceed the path MIU, they get fragmented. This
i ncreases the probability of packets being dropped. The

retransm ssion nechanisns in | KE (as described in section 2.1 of RFC
5996) takes care of that as |long as packet loss is at a reasonabl e
level. More recently we have seen a number of service providers
droppi ng fragnented packets. Firewalls and NAT devi ces need to keep
state for each packet where sone (but not all) of the fragments have
passed through. This creates a burden in terns of nenory, especially
for high capacity devices such as Carrier-Gade NAT (CG\) or high
capacity firewalls.

The BEHAVE wor ki ng group has an Internet Draft describing required
behavi or of CGNs ([I-D.ietf-behave-lsn-requirenents]). It requires
CCNs to conply with [ RFC4787], which in section 11 requires NAT
devices to support fragments. However, sone peopl e depl oying | KE
have found that some | SPs have begun to drop fragnents in preparation
for deploying CGNs. While we all hope for a future where all devices
comply with the energing standards, or even a future where CGNs are
not required, we have to nake | KE work today.

The sol ution described in this docunent is to transport the |KE
messages over a TCP ([ RFC0793]) connection rather than over UDP. |KE
packets describe their own length, so they are well-suited for
transport over a stream based connection such as TCP. The Initiator
opens a TCP connection to the Responder’s port 500, sends the
requests and receives the responses, and then cl oses the connection
TCP can handl e arbitrary-Ilength nessages, works well with any sized
data, and is well supported by all ISP infrastructure.

1. Non-Goals of this Specification

Firewall traversal is not a goal of this specification. If a
firewall has a policy to block I KE and/or |Psec, hiding the |KE
exchange in TCP is not expected to help. Some inplenmentations hide
both I KE and I Psec in a TCP connection, usually pretending to be
HTTPS by using port 443. This has a significant inpact on bandw dth
and gateway capacity, and even this is defeated by better firewalls.
SSL VPNs tunnel |P packets over TLS, but the latest firewalls are
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al so TLS proxies, and are able to defeat this as well.

This docunment is not part of that arnms race. It is only nmeant to
allow KE to work When faced with broken infrastructure that drops
| arge | P packets.

1.2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. The Protocol
2.1. Initiator

An Initiator MAY try I KE using TCP for any request. It opens a TCP
connection froman arbitrary port to port 500 of the Responder. Wen
the three-way handshake conpletes, the Initiator MJST send the
request. If the Initiator knows that this request is the |ast
request needed at this tine, it MAY hal f-cl ose the TCP connection, or
it MAY wait until the last response has been received. Wen all
responses have been received, the Initiator MJST cl ose the
connection. |f the peer has closed the connection before all
requests have been transnitted or responded to, the Initiator SHOULD
ei ther open a new TCP connection or transmt them over UDP agai n.

An initiator MJST accept responses sent over |IKE within the sane
connection, but MJST al so accept responses over other transports, if
the request had been sent over themas well.

An initiator that is configured to respond to | KE over TCP on some
port, and is not prevented fromreceiving TCP connections by network
address translation (see Section 3.2), MJST send an | KE TCP_SUPPORTED
notification (Section 2.5) in the Initial request.

Note that statel ess cookies may be dependent on some of the
paraneters of the connection, so retransmtting the IKE_IN TIAL
request with a statel ess cookie over a different transport nay cause
the cookie to be invalid. For this reason, retransnissions with a
cooki e SHOULD be sent over the same transport.

2.2. Responder
A Responder MAY accept TCP connections to port 500, and if it does,

it MJUST accept | KE requests over this connection. Responses to
requests received over this connection MJST al so go over this

Nir Expires June 7, 2013 [ Page 3]



Internet-Draft | KE over TCP Decenber 2012

2

3.

Ni r

connection. |f the connection has closed before the Responder has
had a chance to respond, it MJST NOT respond over UDP, but MJIST
instead wait for a retransm ssion over UDP or over another TCP
connecti on.

The responder MJST accept different requests on different transports.
Specifically, the Responder MJUST NOT rely on subsequent requests

com ng over the same transport. For exanple, it is entirely
acceptable to have the I KE_I NI TI AL exchange come over UDP port 500,
whil e the | KE_ AUTH request cones over TCP, and sone foll ow ng
requests mght cone over UDP port 4500 (because NAT has been

det ect ed) .

A responder that is configured to support | KE over TCP and receives
an KEv2 Initial request over any other transport MJST send an

| KE_TCP_SUPPCRTED notification (Section 2.5) in the Initial response.
the responder MAY send this notification even if the Initial request
was received over TCP

If the responder has sone requests of its own to send, it MJIST NOT
use a connection that has been opened by a peer. Instead, it MJST
either use UDP or el se open a new TCP connection to the origina
Initiator’s TCP port, specified in the | KE TCP_SUPPORTED notification
inthe Initial request. |If the Initial request did not include this
notification, the original Responder MJUST NOT initiate | KE over TCP
to the original Initiator.

The nornmal flow of things is that the Initiator opens a connection
and closes its side first. The responder closes after sending the
| ast response where the initiator has already half-closed the
connection. If, however, a significant amount of time has passed,
and neither new requests arrive nor the connection is closed by the
initiator, the Responder MAY cl ose or even reset the connection

This specification nakes no reconmendation as to how | ong such a
ti meout should be, but a few seconds shoul d be enough

The statel ess cookie nechanismin I KEv2 only assures that the
initiator is able to respond to the address and port of the request.
TCP already provides this with the three-way handshake. [|f the

| KE_ I NI TI AL exchange is transnmtted over TCP, the statel ess cookie
mechani sm SHOULD NOT be used

Transmtter
The transmtter, whether an initiator transmtting a request or a

responder transnitting a response MJST NOT retransnit over the sane
connection. TCP takes care of that. It SHOULD send the | KE header
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and the | KE payloads with a single comand or in rapid succession,
because the receiver mght block on reading fromthe socket.

Recei ver
The | KE header is copied from RFC 5996 bel ow for reference:

1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| IKE SA lnitiator’s SPI |

| KE SA Responder’s SPI

B T i I T S S il St SIS S S
Next Payload | M Ver | MiVer | Exchange Type | Fl ags

B S S i i i R S S S
Message | D |
B T T S T T i i S o T sl i S S I S
Length |
B s T e e e i T e s i sl sl S S S S S S S S

I
T S I i S i S e

|

I

I
+-
I

I
+-
I
B
I
+-
I
+-

Figure 1: | KE Header Format

The receiver MIST first read in the 28 bytes that nake up the IKE
header. The Responder then subtracts 28 fromthe length field, and
reads the resulting nunber of bytes. The conbined nessage, conprised
on 28 header bytes and whatever nunber of payload bytes is processed
the sane way as regular UDP nessages. That includes retransm ssion
detection, with one slight difference: if a retransmitted request is
detected, the response is retransmtted as well, but using the
current TCP connection rather than whatever other transport had been
used for the original transm ssion of the request.

| KE_TCP_SUPPORTED Not i fi cation

This notification is sent by a responder over non-TCP transports to
informthe initiator that this specification is supported and

confi gured.

The Notify payload is formatted as foll ows:
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1 2 3
01234567890123456789012345678901
Bl it I R S e T e R i ol ik thT DI TR TR i SR SR T S e T i i 5
! Next Payload !C! RESERVED ! Payl oad Length !
B e i i e o e e S T S e e s i i TR S
! Protocol ID ! SPlI Size 'l KE_TCP_SUPPORTED Message Type !
B e o i T o S e i T e e e S i s ot o S R TR S
| TCP Port |
T e it s SRR SR S S e e i o

o0 Protocol ID (1 octet) MIST be 0.

0 SPI Size (1 octet) MIST be zero, in conformance with section 3.10
of RFC 5996.

0 | KE_TCP_SUPPORTED Notify Message Type (2 octets) - MJIST be xxxxx,
the val ue assigned for | KE TCP_SUPPORTED. TBA by | ANA

0 TCP port (2 octets) - The TCP port to which the recipient should
open TCP connections. This is not necessarily the sane port that

the |KE gateway is listening to. See Section 3.2. |If the sender
is not subject to network address translation, the port SHOULD be
500.

3. Operational Considerations

Most | KE nmessages are relatively short. Al but the | KE_AUTH
exchange in I KEv2 are conprised of short messages that fit in a
singl e packet on nost networks. The Informational exchange could be
an exception, as it may contain arbitrary-length CFG payl oads, but in
practice this is not done. It is only the | KE AUTH exchange that has
| ong nmessages. UDP has advantages in |ower |atency and | ower
resource consunption, so it nakes sense to use UDP whenever TCP is
not required.

The requirenents in Section 2.2 were witten so that different
requests may be sent over different transports. The initiator can
choose the transport on a per-request basis. So one obvious policy
woul d be to do everything over UDP except the specific requests that
tend to become too big. This way the first messages use UDP, and the
Initiator can set up the TCP connection at the same tinme, elimnating
the | atency penalty of using TCP. This nay not always be the nost
efficient policy, though. It neans that the first nessages sent over
TCP are relatively large ones, and TCP slow start nay cause an extra
roundtrip, because the nessage has exceeded the transni ssion w ndow.
An initiator using this policy MJST NOT go to TCP if the responder
has not indicated support by sending the | KE_TCP_SUPPORTED
notification (Section 2.5) in the Initial response.

An alternative nmethod, that is probably easier for the Initiator to
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inmplenment, is to do an entire "nission" using the same transport. So
if TCP is needed for | ong nmessages and an | KE SA has not yet been
created, the Initiator will open a TCP connection, and perform al
2-4 requests needed to set up a child SA over the sane connection

Yet another policy would be to begin by using UDP, and at the sane
time set up the TCP connection. |f at any point the TCP handshake
compl etes, the next requests go over that connection. This method
can be used to auto-discover support of TCP on the responder. This
is easier for the user than configuring which peers support TCP, but
has the potential of wasting resources, as TCP connections may finish
the three-way handshake just when | KE over UDP has finished. The
requirenents fromthe responder ensure that all these policies wll
wor K.

3.1. Liveness Check

The TCP connections described in this docunent are short-lived. W
do not expect themto stay for the lifetime of the SA but to get
torn down by either side within seconds of the SA being set up.
Because of this, they are not well-suited for the transport of short
requests such as those for |iveness check

Al 't hough |iveness checks MAY be sent over TCP, this is not
reconmended.

On the other hand, see Section 3.2 for when |iveness check shoul d be
used.

3.2. Network Address Transl ation

If the |KE gateway i s subject to network address translation (NAT),
TCP ports may be translated, so that one port on the NAT device gets
translated to sone other port on the gateway. |In this case, the
gateway MUST advertise the NAT device port in the | KE TCP_SUPPORTED
notification.

In sone cases, the NAT or sonme other box prevents incom ng TCP
connections to the I KE peer behind it. In these cases, the | KE peer
MUST NOT advertise support using the | KE TCP_SUPPORTED notificati on.

When | KE peers detect the presence of a NAT device during the |KE
exchange, they typically switch to working over UDP port 4500
Sendi ng the | KE_AUTH nessages over this UDP port creates a port
mappi ng entry on the NAT device, and this mapping can then be used
for bidirectional traffic between the peers. Wen using | KE over
TCP, this mapping is not created, so traffic can only flow fromthe
initiator to the responder. To neke a bidirectional mapping, it is
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RECOMVENDED t hat when NAT is detected, initiators initiate a |iveness
check using UDP 4500 to the responders inmrediately foll owi ng the
successful | KE_AUTH exchange.

Security Considerations

Most of the security considerations for | KE over TCP are the sane as
those for UDP as in RFC 5996

For the Responder, listening to TCP port 500 involves all the risks
of maintaining any TCP server. Precautions against DoS attacks, such
as SYN cooki es are RECOWENDED. see [RFC4987] for details.

| ANA Consi derations

I ANA is requested to assign a notify nmessage type fromthe status
types range (16418-40959) of the "I KEv2 Notify Message Types"
registry with name "I KE_TCP_SUPPORTED'

No I ANA action is required for the TCP port, as TCP port 500 is
al ready all ocated to "I SAKMP"
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