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Abst ract

The subtle way in which the IPv6 and | Pv4 protocols co-exist in

typi cal networks, together with the lack of proper |IPv6 support in
popul ar Virtual Private Network (VPN) products, may inadvertently
result in VPN traffic |eaks. That is, traffic neant to be
transferred over a VPN connection may | eak out of such connection and
be transferred in the clear on the local network. This docunent

di scusses sonme scenarios in which such VPN | eakages may occur, either
as a side effect of enabling IPv6 on a local network, or as a result
of a deliberate attack froma |local attacker. Additionally, it

di scusses possible mtigations for the aforenentioned issue.

Status of this Meno

This Internet-Draft is submitted in full conformance with the

provi sions of BCP 78 and BCP 79. This docunent may not be nodified,
and derivative works of it may not be created, and it nmay not be
publ i shed except as an Internet-Draft.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 18, 2013.

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1.

I nt roducti on

It is a very comon practice for enpl oyees working at renote

| ocations to establish a VPN connection with their office or hone
office. This is typically done to gain access to sone resources only
avail able within the conpany’s network, but also to secure the host's
traffic against attackers that might be connected to the sanme renote
I ocation. |In some scenarios, it is even assunmed that enploying a VPN
connecti on makes the use of insecure protocols (e.g. that transfer
sensitive information in the clear) acceptable, as the VPN provides
security services (such as confidentiality) for all conmmunications
made over the VPN

Many VPN products that are typically enpl oyed for the aforenentioned
VPN connections only support the I Pv4 protocol: that is, they perform
the necessary actions such that IPv4 traffic is sent over the VPN
connection, but they do nothing to secure |Pv6 traffic originated
from (or being received at) the host enploying the VPN client.
However, the hosts thenselves are typically dual -stacked: they
support (and enable by default) both IPv4 and I Pv6 (even if such | Pv6
connectivity is sinply "dormant” when they connect to |IPv4-only
networks). Wien the I Pv6 connectivity of such hosts is enabl ed, they
may end up enploying an | Pv6-unaware VPN client in a dual -stack
network. This nmay have "unexpected" consequences, as expl ai ned

bel ow.

The subtle way in which the IPv4 and | Pv6 protocols interact and co-
exi st in dual -stacked networks might, either inadvertently or as a
result of a deliberate attack, result in VPN traffic |eakages -- that
is, traffic neant to be transferred over a VPN connection could | eak
out of the VPN connection and be transnitted in the clear on the

| ocal network, without enploying the VPN services at all

Section 2 provides sonme background about | Pv6 and | Pv4 co-exi stence,
sunmari zing how | Pv4 and 1 Pv4 interact on a typical dual -stacked
network. Section 3 describes the underlying problemthat |eads to
the aforenmentioned VPN traffic | eakages. Section 4 describes
legitimate scenarios in which such traffic | eakages ni ght occur,
whil e Section 5 describes how VPN traffic | eakages can be triggered
by deliberate attacks.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2

| Pv4 and | Pv6 co-exi stence

The co-existence of the IPv4 and | Pv6 protocols has a number of
interesting and subtl e aspects that nay have "surprising"
consequences. Wiile IPv6 is not backwards-conpatible with | Pv4, the
two protocols are "glued" together by the Dormai n Name System ( DNS)

For exanple, consider a site (say, ww.exanple.con) that has both

I Pv4 and | Pv6 support. The correspondi ng donmai n nane

(www. exanpl e.com in our case) will contain both A and AAAA DNS
resource records (RRs). Each A record will contain one |Pv4 address,
whil e each AAAA record will contain one |Pv6 address -- and there

m ght be nmore than one instance of each of these record types. Thus,
when a dual -stacked client application means to conmuni cate with the
af orementioned site, it can request both A and AAAA records, and use
any of the avail able addresses. The preferred address famly (IPv4
or IPv6) and the specific address that will be used (assum ng nore
than one address of each fanily is available) varies fromone
protocol inplenmentation to another, with many host inpl ementations
preferring | Pv6 addresses over |Pv4 addresses.

[ RFC6724] specifies an algorithmfor selecting a destination
address froma list of IPv6 and | Pv4 addresses. [RFC6555]

di scusses the chall enge of selecting the nost appropriate
destination address, along with a proposed inpl enentation approach
that mitigates connection-establishnent del ays.

This "co-exi stence" between |Pv6 and | Pv4 nmeans that, when a dual -
stacked client nmeans to communicate with sone other system the
availability of A and AAAA DNS resource records will typically affect
whi ch protocol is enployed to conmunicate with that system
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3.

Virtual Private Networks in | Pv4/lPv6 dual - stack hosts/ networks

Many Virtual Private Network (VPN) inplementations do not support the
| Pv6 protocol -- or, what is worse, they conpletely ignore |Pv6.

This typically neans that, when establishing a VPN connection, the
VPN software takes care of the |Pv4 connectivity by, e.g. inserting
an | Pv4 default route that causes all IPv4 traffic to be sent over
the VPN connection (as opposed to sending the traffic in the clear,
enpl oying the local router). However, if IPv6 is not supported (or
compl etely ignored), any packets destined to an | Pv6 address will be
sent in the clear using the local IPv6 router. That is, the VPN
software will do nothing about the IPv6 traffic.

The underlying problemhere is that while IPv4 and I Pv6 are two
different protocols inconpatible with each other, the two protocols
are glued together by the Domain Nane System Therefore, for dual -
stacked systens, it is not possible to secure secure the

communi cation with another system wi thout securing both protocols
(1Pv6 and | Pv4).
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4.

VPN traffic-leakages in legitimte scenarios

Consi der a dual -stacked host that enploys |IPv4-only VPN software to
establish a VPN connection with a VPN server, and that the host now
attaches to a dual -stacked network (that provides both | Pv6 and | Pv4
connectivity). |f some application on the client needs to

conmuni cate with a dual -stacked destination, the client wll
typically query both A and AAAA DNS resource records. Since the host
wi Il have both I Pv4 and I Pv6 connectivity, and the intended
destination will have both A and AAAA DNS resource records, one of
the possible outcones is that the host will enploy IPv6 to

communi cate with the aforenenti oned system Since the VPN software
does not support IPv6, the IPv6 traffic will not enploy the VPN
connection, and will be sent in the clear on the | ocal network.

This could inadvertently expose sensitive traffic that was assuned to
be secured by the VPN software. In this particular scenario, the
resulting VPN traffic |l eakage is a side-effect of enploying |IPv6-
unaware software in a dual -stacked host/ net worKk.
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5. VPN traffic-|eakage attacks

A local attacker could deliberately trigger |IPv6 connectivity on the
victimhost by sending forged | CMPv6 Router Adverti senent nessages.
Such packets could be sent by enpl oyi ng standard software such as
rtadvd [ RTADVD], or by enploying packet-crafting tools such as the
[SI6-Toolkit] or THCG-1Pv6 [THC- 1 Pv6]. Once |IPv6 connectivity has
been enabl ed, comunications with dual -stacked systens could result
in VPN traffic | eakages, as previously nentioned.

While this attack may be useful enough (due to the increasing nunber
of I Pv6-enabled sites), it will only lead to traffic | eakages when
the destination systemis dual -stacked. However, it is usually
trivial for an attacker to trigger such VPN | eakages for any
destination systens: an attacker could sinply advertise hinself as
the | ocal recursive DNS server by sending forged Router Advertisenent
messages that include the correspondi ng RDNSS option, and then
perform a DNS spoofing attack such that he can becone a "Man in the
M ddl e" and intercept the corresponding traffic. As with the

previ ous attack scenario, packet-crafting tools such as [SI6-Tool kit]
and [ THC-1 Pv6] can readily performthis attack

Sone systens are known to prefer |Pv6-based recursive DNS servers
over | Pv4-based ones, and hence the "nmalicious" recursive DNS
servers woul d be preferred over the legitimte ones advertised by
the VPN server.
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6

Mtigations to VPN traffic-1|eakage vul nerabilities

There are a nunber of possible mitigations for the VPN traffic-
| eakage vul nerability discussed in this docunent.

If the VPN client is configured by administrative decision to
redirect all traffic for IPv4d to the VPN, it shoul d:

1. If IPv6 is not supported, disable IPv6 support in all network
interfaces

For | Pv6e-unaware VPN clients, the npst sinple nmitigation

(al though not necessarily the nost desirable one) would be to
di sable I Pv6 support in all network interface cards when a VPN
connection is neant to be enployed. Thus, applications on the
host running the VPN client software will have no other option
than to enploy | Pv4, and hence they will sinply not even try
to send/process I Pv6 traffic.

2. If IPv6 is supported, ensure that all 1Pv6 traffic is also sent
via the VPN

If the VPN client is configured to only send a subset of |Pv4
networks to the VPN tunnel (split-tunnel node), and the VPN client
does not support 1Pv6, it should disable IPv6 as well. If it
supports IPv6, it is the adm nistrators responsibility to ensure that
the correct corresponding sets of IPv4 and | Pv6 networks get routed
into the VPN tunnel

Additionally, VPN clients that support |Pv6 should mtigate all ND
based attacks that may introduce new entries in the routing table,
such attacks based on forged RA nmessages containing nmore specific
routes, forged | CMPv6 Redirect nmessages, etc.

A network rmay prevent |ocal attackers from successfully perfornng

t he af orenentioned attacks agai nst other |ocal hosts by inplenenting
First-Hop Security solutions such as Router Advertisement Guard (RA-
GQuard) [ RFC6105] and DHCPv6- Shield [I1-D. gont-opsec-dhcpv6-shield].
However, for obvious reasons, a host cannot and should not rely on
this type of mitigations when connecting to an open network
(cybercafe, etc.).

Besi des, popul ar inplenmentations of RA-CGuard are known to be
vul nerabl e to evasi on attacks
[I-D.ietf-v6ops-ra-guard-inplenentation].
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7. | ANA Consi derati ons

Thi s docunment has no actions for | ANA
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8.

Security Considerations

Thi s docunent di scusses how traffic nmeant to be transferred over a
VPN connection can | eak out of the VPN, and hence appear in the clear
on the local network. This is the result of enploying | Pv6-unaware
VPN client software on dual -stacked hosts.

Possible ways to mitigate this probleminclude fixing the VPN client
software, or disabling IPv6 connectivity on all network interfaces
when the previous option is not feasible.
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