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Abst ract

Thi s docunment describes a new option known as an Inter-AS option Dto
the "Ml ti-AS Backbones’ section of [RFC4364]. This option conbines
VPN VRFs at the Autononpbus System Border Router (ASBR) as descri bed
in Option A with the distribution of |abeled VPN-IP routes as
described in "Option B. |In addition, this option allows for a data
pl ane consisting of two methods of traffic forwardi ng between
attached ASBR pairs.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 11, 2013.
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1.

I nt roducti on

MPLS VPN providers often need to inter-connect different ASes to
provide VPN services to custoners. This requires the setting up of
I nter-AS connections at ASBRs. The inter-AS connections nay or nay
not be between different providers. The nechanisns to set up

i nter-as connections are described in [ RFC4364]. O particul ar
interest for this draft are the ones docunented in section 10 of

[ RFCA364] .

For the option described in section 10, part (a) of [RFC4364],
commonly referred to as Option A, peering ASBRs are connected by
multiple sub-interfaces, with at | east one interface for each VPN
that spans the two ASes. Each ASBR acts as a PE, and thinks that the
other ASBR is a CE. The ASBRs associ ate each sub-interface with a
VRF and a BGP session is established per sub-interface to signal IP
(unl abel ed) prefixes. As aresult, traffic within the VPN VRFs is

I P. The advantage of this option is that the VPNs are isolated from
each other and since the traffic is I P, QS mechani snms that operate
on |P traffic can be applied to achieve custoner SLAs. The drawback
of this option is that there needs to be one BGP session per sub-
interface (and at |east one sub-interface per VPN), which can be a
potential scalability concern if there are a |arge nunber of VRFs.

For the option described in section 10, part (b) of [RFC4364],
commonly referred to as Option B, peering ASBRs are connected by one
or nore sub-interfaces that are enabled to receive MPLS traffic. An
MP-BGP session is used to distribute the | abeled VPN prefixes between
the ASBRs. Therefore, the traffic that flows between themis

| abel ed. The advantage of this option is that it’'s nore scal able, as
there is no need to have one sub-interface and BGP session per VPN
The drawback of this option is that QoS nechani sns that can only be
applied to IP traffic cannot be used as the traffic is MPLS. There
is also no isolation between the VRFs.

The solution described in this draft ainms to address the scalability
concerns of Option A by using a single BGP session to signal VPN
prefixes. In this solution, the forwardi ng connecti ons between the
ASBRs are mai ntained on a per-VRF basis, while the control plane
informati on i s exchanged using a single MP-BGP session

If the solution is used between any attached ASBR pairs belonging to
separ ate Autonompus Systens (AS), then VRF based route filtering
policies via RTs is achieved directly between ASBR pairs, independent
of PE based RT filtering within an AS.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Scope

The Inter-AS VPN option described in this draft is applicable to
both, the I Pv4 VPN services described in [ RFC4364] and the | Pv6 VPN
services defined in [VPN-IPv6]. It is NOT applicable to MPN | Pv4
and MVPN | Pv6 services defined in [ RFC6513]. Support of existing
"Multi-AS options, along with the new techni ques are beyond the
scope of this docunent.

3. Inter-AS Option D Reference Mdel

Figure 1 shows an arbitrary Multi-AS VPN interconnectivity scenario
bet ween Customer Edge routers. CEl and CE3, interconnected by
Service Providers SP1 and SP2, belong to the sane VPN, say Red. CE2
and CE4 belong to a different VPN, say Green. This exanple shows 3
interfaces ('red’, "white' and 'green’) between ASBRLl (belonging to
SP1) and ASBR2 (bel onging to SP2).

Interface 'red’ is a VRF attachnent circuit associated to VRF1 (on
ASBR1 and ASBR2) for VPN Red and is used to trasport | abeled or
native P VPN traffic between VRF pairs. Sinmlarly, interface
"green’ is a VRF attachnent circuit associated to VRF2 (on ASBR1 and
ASBR2) for VPN Green and is used to transport |abeled or native IP
VPN traffic between VRF pairs. Interface 'white' is not associated
with any VRF instances i.e. this interface is "global’” in nature (in
the context of the connected ASes) and carries as a mninmmall ASBR
exported VPN-1P routing updates.

W shall use the term"private interface forwarding" to describe the
nmodel where packets for the "Red" VPN are forwarded on the "red"
interface, while packets belonging to "G een" VPN are forwarded on
the "green" interface. There are no BGP sessions running on the
"red" and "green" interfaces; rather the "white' interface carries
all ASBR VPN-IP routing updates exported from VRF pairs. W shal
use the term"shared interface forwarding" to describe the nodel

where the "white" interface will be used to forward all the traffic
between the ASBRs. For shared interface forwardi ng outside of a VRF
context, interfaces 'red’ and 'green’ are not required. |In addition

to carrying all ASBR VPN-1P routing updates, interface 'white
transports labeled IP VPN traffic or native IP traffic. |P VPN
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packets entering or leaving the ASBR via this interface my be

f orwarded usi ng normal MPLS nechani snms (e.g. through use of the LFIB)
or through a |l ookup within a VRF that has been identified via MPLS

| abel val ues.

CEl----\ [ - - - RRL-------- \
\ \
PE1---SP1 MPLS d oud- - - ASBR1
/ A
CE2----- / red / [ \ green
/I white \
\ | /
CE3----- \ \ | /
\ \ /
PE2- - SP2 MPLS d oud- - - ASBR2
I\ /
CE4----/ R RR2-------- /
Figure 1

In the diagram above:
1. CEl and CE3 belong to VPN Red.
2. CE2 and CE4 belong to VPN G een.

3. PEl uses RDs RD-redl and RD-greenl for VPN Red (VRF Red) and VPN
G een (VRF G een) respectively.

4. PE2 uses RDs RD-red2 and RD-green2 for VPN Red (VRF Red) and VPN
Green (VRF Green) respectively.

5. ASBR1 has VRFs Red and G een provisioned with RD-red3 and RD-
green3 respectively.

6. ASBR2 has VRFs Red and Green provisioned with RD-red4 and RD
greend respectively.

7. There are 3 interfaces between ASBR1 and ASBR2.

8. On each ASBR, one interface is associated with VRF Red and one
with VRF Geen. These are the interfaces nmarked "red" and "green”
respectively.

9. There is a third interface over which there is an MP-BGP session
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between the ASBRs. This is the interface marked "white".

10. VPN route inporting is achieved by configuring the appropriate
RTs.

11. The PE and ASBR routers in each AS peer with a route-reflector
in that AS.

The follow ng sections describe in detail the different nodes of
operation for Option D.

4. Private Interface Operation without Carrier’s Carrier (CSC

This section describes how route distribution and packet forwarding
takes place when using the private interface forwardi ng option

wi thout the use of CSC, ie. the traffic sent between the private
interfaces is unencapsul at ed.

Route Distribution:

[ The following description is for VPN Red, but Route Distribution for
VPN Green is exactly anal ogous to this]

1. CE1 advertises a prefix N to PEL.

2. PE1l advertises a VPN prefix RD-redl:Nto RRL, which in turn
advertises it to ASBRL via i BGP.

3. ASBR1 inports the prefix into VPN Red and creates a prefix RD
red3: N

4. ASBR1 advertises the inported prefix RD-red3:Nto ASBR2. It sets
itself as the next-hop for this prefix and also allocates a | ocal
| abel that is signaled with the prefix.

5. By default, ASBR1 does not advertise the source prefix RD-redl: N
to ASBR2. This advertisement is suppressed as the prefix is being
inmported into an Option D VRF.

6. ASBR2 receives the prefix RD-red3: N and inports it into VPN Red
as RD-red4: N

7. Wile installing the prefix into the VRF Red RIB table, ASBR2
sets the nexthop of RD-red4:N to ASBR1s interface address in VRF Red.
The routing context for this entry is also set to that of VRF Red.

8. Wiile installing the MPLS forwarding entry for RD-red4: N, by
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default, the |abel that was advertised by ASBRL for the prefix is not
installed in the Forwarding Information Base. This enables the
traffic between the ASBRs to be IP

9. ASBR2 advertises the inported prefix RD-Red4:N to RR2, which in
turn advertises it to PE2. It sets itself as the next-hop for this
prefix and also allocates a local |abel that is signaled as part of
the VPN-1 P NLRI.

10. By default, ASBR2 does not advertise the source prefix RD5:Nto
PE2. This advertisenent is suppressed.

11. PE2 inports the RD-red4:Ninto VRF Red as RD-red2: N
Packet Forwardi ng

The packet forwarding would work just as it would in an Option A
scenari o:

1. CE3 sends a packet destined for Nto PE2.

2. PE2 encapsul ates the packet with the VPN | abel allocated by ASBR2
and the IGP label (if any) needed to tunnel the packet to ASBR2.

3. The packet arrives on ASBR2 with the VPN Label, ASBR2 pops the
VPN Label and sends the packet as IP to ASBR1L on the "red" interface.

4. The I P packet arrives at ASBR1 on the "red" interface. ASBRl
then encapsul ates the packet with the VPN Label allocated by PE1 and
the | GP | abel needed to tunnel the packet to PEL.

5. The packet arrives on PEL with the VPN | abel; PE1l di sposes the
VPN | abel and forwards the I P packet to CEl.

5. Private Interface Forwarding with CSC

Let’s assune that VPN Red is used to provide VPN service to its
customer carrier who in turn provides a VPN service to a custoner.
This inplies that VPN RED is used to provide an LSP between the PE
(PE3 and PE4) | oopbacks of the baby carrier in the follow ng

t opol ogy:
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PE3- - - (CSC- ) CE1- - - (CSC-) PE1- - - SP1 MPLS Ol oud- - - ASBRL

|
whi t e| | red

I I
PE4- - - (CSC- ) CE2- - - (CSC- ) PE2- - - SP2 MPLS Cl oud- - - ASBR2
\

Fi gure 2
Thus, let’s assune that in the diagram above:
1. CSC-PEl uses RD RD-redl for VPN Red (VRF Red).
2. CSC-PE2 uses RD RD-red2 for VPN Red (VRF Red).
3. ASBR1 has VRF Red provisioned with RD-red3
4, ASBR2 has VRF Red provisioned with RDred4.
5. There are 2 interfaces between ASBRlL and ASBR2.

6. On each ASBR, one interface is associated with VRF Red. This is
the interface marked "red" in the Figure 2

7. There is a second interface over which there is an MP-BGP session
between the ASBRs. This interface is in the global context and is
mar ked "white" in the figure.

Route Distribution

1. CSC- CE1l advertises PE3s | oopback N to PEL.

2. CSC-PEl1l advertises a VPN prefix RD-redl:N to RR1, which
advertises it to ASBRL via MP-iBGP

3. ASBR1 inports the prefix into VPN Red and creates a prefix RD
red3: N.

4. ASBR1 advertises the inported prefix RD-red3:Nto ASBR2. It sets
itself as the next-hop for this prefix and also allocates a | oca
| abel that is signaled as part of the VPN-1P NLRI

5. By default, ASBR1 does not advertise the source prefix RDredl: N
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to ASBR2. This advertisenent is suppressed as the prefix is being
inmported into an Option D VRF.

6. ASBR2 receives the prefix RD-red3: N and inports it into VPN Red
as RD-red4: N

7. Wiile installing the prefix into the VRF Red RIB table, ASBR2
sets the nexthop of RD-red4:N to ASBRls interface address in VRF Red.
The nexthop routing context is also set to that of VRF Red.

8. Wiile installing the MPLS forwarding entry for RD-red4: N, the
outgoing label is installed in forwarding. This enables the traffic
bet ween the ASBRs to be MPLS.

9. ASBR2 advertises the inported prefix RD-red4:N to RR2, which
advertises it to CSC-PE2. It sets itself as the next-hop for this
prefix and also allocates a |ocal |abel that is signaled as part of
the VPN-I P NLRI.

10. By default, ASBR2 does not advertise the source prefix RD-red4:N
to PE2. This advertisenment is suppressed.

11. PE2 inports the RD-red4: N into VRF Red as RD-red2: N.
Packet Forwardi ng:
1. PE4 sends a MPLS packet destined for N to CSC CE2.

2. CSC-CE2 swaps the MPLS | abel and sends a packet destined for N to
CSC- PE2.

3. CSC-PE2 encapsul ates the packet with the VPN | abel allocated by
ASBR2 and the |1 GP | abel needed (if any) to tunnel the packet to
ASBR2.

4. The packet arrives on ASBR2 with the VPN Label, ASBR2 swaps the
received VPN | abel with the outgoing |abel received from ASBR1 and
sends the MPLS packet on to the VRF Red interface.

5. The MPLS packet arrives at ASBRL on the VRF red interface, ASBRL
then swaps the received MPLS | abel with a | abel stack consisting of
the VPN Label allocated by PE1 and the | GP | abel needed to tunnel the
packet to CSC- PEL.

6. The packet arrives on CSC-PE1 with the VPN | abel; PEl di sposes
the VPN | abel and forwards the MPLS packet to CSC- CE1l.

7. CSC-CE1l in turn swaps the | abel and forwards the |abel ed packet
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to PES.

6. Shared Interface Forwarding

This section describes how route distribution and packet forwarding
t akes place when using the shared interface forwarding option. The
topology is the same as in Figure 1.

Route Distribution (VPN Red):
1. CE1 advertises a prefix N to PEL.

2. PE1l advertises a VPN prefix RD-redl:N to RRL, which advertises it
to ASBR1 via i BGP.

3. ASBR1 inports the prefix into VPN Red and creates a prefix RD
red3: N

4. ASBR1 advertises the inported prefix RD-red3:Nto ASBR2. It sets
itself as the next-hop for this prefix and also allocates a |oca
| abel that is signaled with the prefix.

5. By default, ASBR1 does not advertise the source prefix RD-redl: N
to ASBR2. This advertisenent is suppressed as the prefix is being
inmported into an Option D VRF.

6. ASBR2 receives the prefix RD-red3: N and inports it into VPN Red
as RD-red4: N

7. Wiile installing the prefix into the VRF Red RIB table, ASBR2
retains the nexthop of RD-red4:N as received in the BGP update from
ASBR1. This is the address of ASBRl's s shared interface address in
the global table. The nexthop routing context is also |eft unchanged
and corresponds to that of the global table.

8. Wiile installing the MPLS forwarding entry for RD-red4: N, the
outgoing label is installed in forwarding. This enables the traffic
bet ween the ASBRs to be MPLS

9. ASBR2 advertises the inported prefix RD-red4:N to RR2, which
advertises it to PE2. It sets itself as the next-hop for this prefix
and also allocates a local |abel that is signaled as part of the
VPN-1P NLRI.

10. By default, ASBR2 does not advertise the source prefix RD-red4:N
to PE2. This advertisenent is suppressed.
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11. PE2 inports the RD-red4:Ninto VRF Red as RD-red2: N
Packet Forwardi ng:

The packet forwarding would work just as it would in an Option B
scenari o:

1. CE3 sends a packet destined for Nto PE2.

2. PE2 encapsul ates the packet with the VPN | abel allocated by ASBR2
and the | GP | abel needed to tunnel the packet to ASBRR2.

3. The packet arrives on ASBR2 with the VPN Label. ASBR2 swaps the
received VPN | abel with the outgoing |abel received from ASBR1 and
sends the MPLS packet on to the gl obal shared Iink interface.

4. The MPLS packet arrives at ASBRL on the global shared |ink
interface. ASBRl then swaps the received MPLS | abel with a | abe
stack consisting of the VPN Label allocated by PE1 and the | GP | abe
needed to tunnel the packet to PEL.

5. The packet arrives on PEL with the VPN | abel; PEl di sposes the
VPN | abel and forwards the |IP packet to CEL.

7. Rout e Adverti sement to External BGP Peers

ASBR1 (refer Figure 1) does route advertisenent and VPN route
processing using the standard BG>-VPN rules. It processes the VRF
Red RT extended conmmunity attributes and | earns the | abel bindings
associ ated with routes for VPN Red. VPN-IP routes are inported into
VRF Red’s Routing Information Base (R B) where their RT and RD
attributes, assigned by PE1 are renoved.

ASBR1 VPN-IP routes are not advertised to RRL as the original routes
applicable to VPN Red sourced by PEL were received froman interna
BGP peer. Any installed routes that are not inported into VRF1 RI B
MAY be advertised to external BGP peers using the existing [ RFC4364]
Multi-AS "Option B" techniques. Dependant on whi ch packet forwarding
met hod is used, routes are then exported from VRFs and advertised
fromASBRL to ASBR2 as described in the foll owi ng sections.

7.1. Route Advertisenent - Private interface forwarding
VPN-1P prefixes are advertised from ASBRL to ASBR2 via a BGP session
that is in the global routing table context. This inplies that the

adverti sed next-hop address is al so reachable via the global routing
table context. In order to force traffic to be forwarded via an
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interface 'red’ that is in a VRF routing table context, VRF
forwarding entries need to be installed using a next-hop address that
is in VRF Red’s (which resides on ASBR2) routing context. The
address of the next-hop could be the sane as the global table address
of the renpte ASBR (in this case ASBR1), although this would require
that the sanme | P address be used across all VRF attachment circuits
I'i nki ng ASBR pairs.

Al ternatively, if a Service Provider needs to number the VRF
interfaces differently fromthe global table VPN session, a
configuration nethod SHOULD be avail able so as to map the
correspondi ng gl obal table VPNv4 nei ghbor address to an | P address
reachable in the given VRF.

ASBR1 exports routes associated to VPN Red from VRF Red’s RIB to BGP
where RD and RT attributes, plus |abel bindings are attached to these
routes. These labeled VPN-1P routes are advertised across interface
"red” to ASBR2 via BGP, with a |abel value set to inplicit-null and
the 'S bit set. The routes next-hop addresses is set either to
ASBR1 (usually interface 'red’) or an address reachable via interface
"red’. ASBR2 inports the VRF Red’s exported routes into VRF Red’ s
RI B where the routes RT and RD attributes are renoved. The next-hop
of the inported routes is either set via a policy or |eft unchanged
to an address in VRF Red’'s routing context. ASBR2 exports routes
fromVRF Red’s RIB to BGP and attaches RT and RD attributes, as
configured at VRF Red plus | abel bindings. Labeled VPN-IP routes are
now advertised to PE2 via RR2 and so on. ASBR2 sets itself as the
nexthop for these routes abd allocates a local label. As an
optinization to conserve | abel space, ASBR2 MAY allocate a per-VRF
aggregate | abel as the local |abel while advertising the routes to

i BGP peers.

7.2. Route Advertisement - Shared interface forwarding

ASBR1 exports routes associated to VPN Red from VRF Red’s RIB to BGP
where RD and RT attributes, plus |abel bindings are attached to these
routes. These labeled VPN-IP routes are advertised across interface
"white’ to ASBR2 via BGP, with a next-hop set to ASBR1. ASBR2
inmports the VRF Red exported routes into (its local) VRF Red RIB
where the routes RT and RD attributes are renoved. The inported
routes next-hop is set to ASBR1, available via interface 'white'.
ASBR2 exports routes fromVRF Red's RIB to BGP and attaches RT and RD
attributes, as configured at VRF Red plus |abel bindings. Labeled
VPN-I P routes are now advertised to PE2 via RR2 and so on.
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7.3. Route Advertisenent to Internal BGP Peers

Al'l the received VPN-IP routes from an adjancent ASBR are inported
into local VRFs on the receiving ASBR  The receiving ASBR needs to
advertise these routes to its |local |IBGP sessions. The next-hop for
these routes SHOULD be set to itself when the | ocal ASBR advertises
these routes to its | BGP sessions.

8. Option D Qperation Requirenents
8.1. Inter-AS IP VPN Route Distribution

Routes received frominternal or external peers that are inported
into ASBR VRFs SHOULD NOT be readvertised to any BGP nei ghbors.
Routes that are not inported into VRFs but are installed in the
ASBR s gl obal routing table MAY be readverti sed using existing Option
"B’ techniques as described in the Milti-AS section of [RFC4364].

The ASBR MUST be equi pped with RT based filtering nechani sns that
explicitly permt all or a subset of such RT values to be
readvertised to its neighbors.

VPN-1P routes that are converted by the ASBR MUST NOT be readvertised
to the source peer of the route. It SHOULD be possible to renove/
mani pul ate i ndi vi dual RT val ues when advertising routes on a per

nei ghbor basis. This is useful where the SP wants to separate RT

val ues advertised to EBGP peers from RT val ues advertised to |IBGP
peers.

8.2. Private Interface Forwarding Route Distribution

For private interface forwarding, |abeled VPN-IP routes advertised
from ASBR to ASBR MJUST have their next-hop set to an address within a
VRF RIB. This address will usually be the VRF attachnent circuit
interface.

If the Service Provider needs to nunber the VRF interfaces
differently fromthe gl obal table VPNv4 nei ghbor, a configuration
met hod SHOULD be avail able so as to nmap the correspondi ng gl oba
tabl e VPNv4 nei ghbor address to an | P address reachable in the given
VRF. This route mapping policy SHOULD be configurable on both

out bound and i nbound peers.

8.3. Shared interface forwarding Route Distribution
For shared interface forwardi ng outside of a VRF context, the next-

hop nust be a 'global’ (non VRF RIB) address on an ASBR  This
address will usually be the interface Iinking ASBR pairs.
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9.

10.

11.

12.

Inter-AS Quality of Service for Option D

It SHOULD be possible for the ASBR as a DS boundary node [ DS- ARCH]
operating traffic classification and conditioning functions to match
on ingress and egress a conbination of application (TCP, UDP port,
RTP session, data pattern etc), |IP Source Address, |P Destination
Address or DS field per packet, per VRF or per VRF attachment circuit
(in the case of private interface forwarding).

Once mat ched, the packets Layer-2 header (if applicable), |IP DSCP and
MPLS EXP bits or conbinations of the above shoul d be capabl e of being
re-mar ked, and optionally shaped per traffic stream depending on the
DS donmain’s Traffic Conditioning Agreement (TCA). This will assist
where different DS donmai ns have different TCA rul es.

For Private interface forwarding, the ASBR shoul d be capabl e of
forwarding explicit null |abeled MPLS packets across VRF attachnent
circuits. This SHOULD assist with a pipe node [ Dl FF- TUNNEL]
operation of traffic conditioning behavior at the ASBR MPLS based
forwardi ng between attached ASBRs i nherently should have these
mechani sms built in.

Security Considerations

Thi s docunment doesnt not alter the underlying security properties of
BGP based VPNs. |In particular, the the private interface forwarding
using a new Multi-AS option defined in this docunent has sane
security inplications as Multi-AS option 'a' of [RFC4364]. The gl oba
interface forwarding using a new Multi-AS option defined in this
docunent is outside the scope of this docunent.

Thi s docunment doesnt not alter the underlying security properties of
BGP based VPNs for the shared interface forwaring using the new
Multi-AS option. The security inplications for this nmechanismare
same as Multi-AS option 'b' of [RFC4364].
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