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Abstract

To performthe neasurenent of packet |oss, delay and other netrics on
a particular VPN flow, the egress PE need to tell to which specific

i ngress VRF a packet belongs. But for L3VPN, nultipoint-to-point or
mul ti point-to-multipoint (MP2MP) network nodel applies, flow
identifying is a big challenge. This docunment sunmarizes the current
performance nonitoring nechani sns for MPLS networks, and anal yzes the
chal | enge for L3VPN performance nonitoring. This docunment al so

di scuss the key points need to be taken in consideration when

desi gni ng L3VPN perfornmance nonitoring nmechani sns.
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Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 18, 2013.
Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Level 3 Virtual Private Network (L3VPN) [RFC4364]service is widely
depl oyed in the production network. It is deployed to provide
enterprise interconnection, Voice over |P (VolP), video, nobile, etc.
services. Mst of these services are sensitive to the packet |o0ss
and delay. The capability to neasure and nonitor performance netrics
for packet |oss, delay, as well as related nmetrics is essential for
SLA. The requirenent for SLA neasurenent for MPLS networks has been
docunented in [ RFC4377].

One popul ar depl oynent of L3VPN nowadays is in nobile backhau
networks. \en depl oying MPLS-TP in nobil e backhaul network, due to
the scalability issue with PW L3VPN is used either for end-to-end
service delivery, or L2VPN and L3VPN hybrid networking. The

measur enent capability of L3VPN provides operators with greater
visibility into the performance characteristics of their networks,
and provides diagnostic information in case of perfornmance
degradation or failure and helps for fault |ocalization.

To performthe nmeasurenment of packet |oss, delay and other netrics on
a particular VPN flow, the egress PE need to tell to which specific

i ngress VRF a packet belongs. But for L3VPN, nultipoint-to-point or
mul tipoint-to-multipoint (MP2MP) network nodel applies, flow
identifying is a big challenge. This docunent sunmarizes the current
performance nonitoring nechani snms for MPLS networks, and anal yzes the
chal  enge for L3VPN performance nonitoring. This document al so

di scuss the key points need to be taken in consideration when

desi gni ng L3VPN perfornmance nonitoring nechani sns.
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2. Overview of current mechani sms for MPLS networks
2.1. Packet Loss and Del ay Measurenent for MPLS Networks

[ RFC6374] defi nes procedure and protocol nechanisms to enable the
efficient and accurate neasurenent of packet |oss, delay, as well as
related nmetrics in MPLS networKks.

The LM protocol can performtwo distinct kinds of |oss neasurenent.
In inferred node, it can neasure the | oss of specially generated test
packets (in order to infer the approxi mate data-plane |oss |evel).

In direct node, it can directly nmeasure data-pl ane packet | oss.
Direct measurement provides perfect |oss accounting, but may require
speci al i zed hardware support and is only applicable to some LSP
types. Inferred nmeasurenent provides only approxi mate | oss
accounting but is generally applicable.

The LM and DM protocols are initiated froma single node, the
querier. A query nmessage nmay be received either by a single node or
by multiple nodes; i.e. these protocols provide point-to-point or
poi nt-to-nmul ti poi nt neasurenment capabilities.

2.2. Profile for MPLS-based Transport Networks

Procedures for the nmeasurenent of packet |oss, delay, and throughput
in MPLS networks are defined in [RFC6374]. [RFC6375] describes a
profile, i.e. a sinplified subset, of procedures that suffices to
meet the specific requirenents of MPLS-based transport networks

[ RFC5921] as defined in [RFC5860]. This profile is presented for the
conveni ence of inplenmentors who are concerned exclusively with the
transport network context.

LM session is externally configured and the val ues of severa

protocol parameters can be fixed in advance at the endpoints invol ved
in the session, so that inspection or negotiation of these paraneters
is not required.
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3. Challenge for L3VPN Perfornmance Monitoring

To performthe nmeasurement of packet |oss, delay and other netrics on
a particular VPN flow, the egress PE need to tell to which specific
i ngress VRF a packet bel ongs.

The above nentioned existing nechanisns for MPLS networks provide
ei ther point-to-point or point-to-multipoint neasurenent
capabilities. For a specific receiver, it could easily identify a
specific flow by the | abel stack information, when Penul ti mate Hop
Pop (PHP) function is disabled

But in the case of L3VPN, nultipoint-to-point or multipoint-to-
mul ti point (MP2MP) network nodel applies , it nakes the flow
identifying a big challenge for packets |oss and del ay measurenent.
According to the | abel allocation nechanisns of L3VPN, a private

| abel itself cannot uniquely identify a specific VPN flow. That is,
when the egress PE allocates VPN | abel for a specific prefix of a
VPN, the sane label will be advertised to all its peers. Gven a VPN
flow, the egress PE cannot tell which ingress VRF is from based on
the private label it carries. As aresult, it’s not feasible to
performthe |oss or delay nmeasurenent on this flow

In L3VPN the LSPs nmay be nerged at any internediate nodes al ong the
LSP (e.g., Label Distribution Protocol (LDP) [RFC5036] based LSP)

The egress PE cannot derive a unique identifier of the source PE from
| abel stack. The tunnel |abel cannot help for flow identification
due to the LSP nerge

In L3VPN, the ingress PE could be identified by the tunnel |abel when
TE LSP applies [RFC3209], but the egress PE cannot tell to which
specific VRF a packet bel ongs when extranet (If the various sites in
a VPN are owned by different enterprises) exist on ingress PE

Figure 1 shows an exanple of extranet. |In Figurel, Site A B, C D al
belong to the sanme VPN-A, but Site C and Site D does not belong to
the sane enterprise (Site D also belongs to a VPN-B), so different
VRFs are maintained for each site on PE3. PEl assign the sane | abel
L for prefix 10.0.0.1 to PE3 of VPN-A when it recieve the VPN-A fl ow
fromPE3, it can not tell the flowis fromeither VRFC or VRFD by the
| abel st ack.
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The current | abel allocation nechani smof L3VPN nake the flow

identification a big challenge for

result the current performace nonitoring nmechanisns for
cannot be applied to L3VPN networks.

current
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L3VPN perfornace nonitoring, as a

MPLS net wor ks
Extension or alteration to

al l ocati on mechanismis needed to solve the probl em
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4. Design Consideration

This section discuss the key points need to be taken in consideration
when desi gni ng L3VPN perfornance nonitoring nmechani sm

4.1. P2P Connecti on

As anal yzed above, to performthe packet |oss or delay neasurenment on
a specific VPN flow, it is critical for the egress PE to identify the
uni que ingress VRF, i.e. to establish the Point-to-Point connection
between the two VRFs. Current allocation nechani sm may need
extension or alteration to help build up the Point-to-Point
connection. Once the Point-to-Point connection is built up, current
measur enent nechani sns may be applied to L3VPN .

Conditions like Penultinmate Hop Popping (PHP), Equal-Cost Milti-Path
(ECVMP) | oad-bal ancing and BGP nmulti-path may nake it infeasible for
receiving PE to identify the ingress PE. These conditions SHOULD be
excluded for consideration for mechani sm design

4.2. Control Plane

In L3VPN, BGP is used to distribute a particular route, as well as an
MPLS | abel that is mapped to that route [ RFC4364]. The | abel mapping
information for a particular route is piggybacked in the sane BGP
Update message that is used to distribute the route itself. |In order
to setup the Point-to-Point connection between ingress and egress
VRFs the current |abel distribution mechanismnmay be altered. For
conmpatibility, this alteration SHOULD NOT change the current | abe

di stribution mechani smdranmatically.

4. 3. Dat a Pl ane

Sane as for control plane, for conpatibility reason, the data plane
should as far as be conpatible with the current L3VPN forwarding
procedur e.

4.4. NPLS OAM

[ RFC6374], [RFC6375] defines procedure and protocol nechanisns to
enabl e the neasurenent of packet |oss, delay, as well as related
metrics in MPLS networks. These nechani sns SHOULD be reasonably
reused in L3VPN networks. The addressing of source an destination of
Loss Measurenent (LM and Del ay Measurenent (DM nessages may needed
to be changed to identify the measured VRF.
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4.5. QoS

To performthe packet |oss or delay nmeasurenment in L3VPN network,
ei ther proactive or on-denand, SHOULD NOT inpact the custoner QS

experi ence.

4.6. Configuration

Measurenment entities and functions MJST be configurable either
statically or dynamcally. It SHOULD be possible to configure and
activated/ deactivated the neasurenent capability as part of
connectivity establishnent, and it SHOULD al so be possible to
configure and activated/ deactivated the capability after connectivity
has been established
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5. Security Considerations

Thi s docunment does not change the security properties of L3VPN
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6. | ANA Consi derati ons

Thi s docunment makes no request to | ANA
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