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Abst r act

Virtual network overlays are bei ng desi gned and depl oyed in various
types of networks, including data center networks. These network
overl ays serve several purposes including flexible network
virtualization, increased scale, multi-tenancy, and nmobility. Such
overlay networks nay be used to provide both Layer-2 and Layer-3
network services to hosts at the network edge. New encapsul ations
are being defined and standardi zed to support these virtual networks.
These encapsul ations are primarily based on I P, such as VxLAN and

Nv GRE.

BGP based Layer-3 VPNs, as specified in RFC 4364, provide an industry
proven and wel | -defined solution for supporting Layer-3 virtua
networ k services. RFC 4364 nechani sns use MPLS | abels to provide the
network virtualization capability in the data plane. This docunent
specifies a sinple nechanismto use the new | P-based virtual network
overl ay encapsul ati ons, while continuing to | everage the BGP based
Layer-3 VPN control plane techni ques and extensions.

Status of this Meno

This Internet-Draft is submtted to | ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htni
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1. Introduction

Virtual network overlays are being designed and depl oyed in various
types of networks, including data center networks. These network
overl ays serve several purposes including flexible network
virtualization, increased scale, nmulti-tenancy, and nmobility. Such
overlay networks nay be used to provide both Layer-2 and Layer-3
network services to hosts at the network edge. New encapsul ations
are being defined and standardi zed to support these virtual networKks.
These encapsul ations are prinmarily based on I P, such as VxLAN and
NvGRE

BGP based Layer-3 VPNs, as specified in RFC 4364, provide an industry
proven and wel | -defined solution for supporting Layer-3 virtua
networ k services. RFC 4364 nechani sns use MPLS | abels to provide the
network virtualization capability in the data plane. This docunent
specifies a sinple nechanismto use the new | P-based virtual network
overlay encapsul ations, while continuing to | everage the BGP based
Layer-3 VPN control plane techniques and extensions.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Virtual Network ldentifier

In RFC 4364 L3VPNs, a 20-bit MPLS | abel that is assigned to a VPN
route determines the forwardi ng behavior in the data plane for
traffic following that route. These |abels also serve to distinguish
t he packets of one VPN from anot her

On the other hand, the various |IP overlay encapsul ati ons support a
virtual network identifier as part of their encapsulation format. A
virtual network identifier is a value that at a nininmumcan identify

a specific virtual network in the data plane. It is typically a 24-
bit val ue which can support upto 16 nmillion individual network
segment s.

There are two useful requirenents regarding the scope of these
virtual network identifiers

0 Network-wi de scoped virtual network identifiers

Dependi ng on the provisioning nechani smused within a network donain
such as a data center, the virtual network identifier nmay have a
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network scope, where the sane value is used to identify the specific
Layer-3 virtual network across all network edge devices where this
virtual network is instantiated. This network scope is useful in
envi ronnments such as within the data center where networks can be
automatically provisioned by central orchestration systens. Having a
uniformvirtual network identifier per VPN is a sinple approach

whil e al so easi ng network operations (i.e. troubleshooting). It also
means sinplifies requirements on network edge devices, both physica
and virtual devices. A critical requirenent for this type of
approach is to have a very |arge anount of network identifier val ues
gi ven the networ k-w de scope.

0 Locally assigned virtual network identifiers

In an alternative approach supported as per RFC 4364, the identifier
has local significance to the network edge device that advertises the
route. In this case, the virtual network scale inpact is deternined
on a per node basis, versus a network basis.

When it is locally scoped, and uses the sane existing semantics of a
MPLS VPN | abel, the sanme forwardi ng behaviors as specified in RFC
4364 can be enployed. It thus allows a seam ess stitching together
of a VPN that spans both an I P based network overlay and a MPLS VPN
This situation can occur for instance at the data center edge where
the overlay network feeds into an MPLS VPN. In this case, the
identifier may be dynamically allocated by the advertising device.

It is inmportant to support both cases, and in doing so, ensure that
the scope of the identifier be clear and the values not conflict with
each ot her.

It should be noted that depl oynment scenarios for these virtua
networ k overlays are not constrained to the exanpl es used above to
categorize the options. For exanple, a virtual network overlay may
extend across nultiple data centers.

0 d obal unicast table
The overl ay encapsul ati on can al so be used to support forwarding for
routes in the global or default routing table. A virtual network
identifier value can be allocated for the purpose as per the above
options.

2.1. Virtual Network Identifier Specification

The above requirenents can be achieved in a sinple nmanner by
splitting the virtual network | D nunber space.
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o0 Values upto 1 million (or less than 20 bits) are treated exactly
as MPLS | abel s and have significance local to the advertiser.

For future expansion, this draft stipulates that the 16 nunerica
values in the end of the |label range, i.e. values OxffffO to Oxfffff,
be reserved for future use. These special |abels could be used to

i ndi cate the presence of other types of |P payl oads.

0 Values greater than 1 million (greater than 20 bits) are treated
as per their original definition.

0o Avirtual network identifier value of zero is used by default to
i ndi cate the global or routing table.

It should be noted that within an adm nistrative domain, the entire
range can be used such that the val ues have network-w de
significance. This is inline with the use of statically assigned

| abel s t oday.

2.2. ldentifier Scope and propagation

The virtual network identifier may be indicated by attaching to the
route a new attribute. However, it is also possible to use the MPLS
| abel field in the BG® VPN NLRIs to specify this value. The benefit
of doing the latter is the reuse of existing NLRI's and | abe
processing as is, especially keeping in mnd the semantics to be
supported. The specification of the identifier value in the | abe
field is described further bel ow.

The use of the virtual network identifier is coupled with the
encapsul ation used for sending traffic.

The encapsul ati on used may be MPLS. In this case, the identifier
val ue should be less than Oxffff0O, and will be set in the MPLS | abe
field exactly as defined in RFC 3107. There is no change to current
RFC 4364 behavior in this case.

When the encapsul ation is one of the overlay encapsul ation types as
listed below, the virtual network identifier will be set in the
3-byte label field described in RFC 3107 as a 24-bit val ue,
irrespective of the actual val ue being specified.

The value itself may fall into two ranges.

1. Less than OxffffO - In this case, the identifier has |oca
significance to the network device that advertised the route.

2. Geater than Oxfffff - In this case, the identifier will have a
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significance as per the original definitions, typically within a
networ k domain that is under a conmon provisioning system

From a routing perspective, if an internedi ate network devi ce changes
the BGP next-hop to self before propagating the route, it will assign

a new virtual network identifier and advertise it. |f not, the
virtual network identifier attached by the originator of the route
will be carried as is.

When an internedi ate network device assigns a virtual network
identifier, the assigned value may be a new |l ocally assigned val ue or
it could still be the same network scoped value, if the route is
bei ng propagated within the donmain.

2. 3. Forwardi ng behavi or
0 Locally assigned virtual network identifiers
When the virtual network identifier is locally assigned, forwarding
based on the identifier follows the semantics of an MPLS label. This
| abel can serve as either an aggregate | abel or a per-prefix |abel
This allows a seam ess transition out of the overlay network at an
MPLS VPN edge, for exanple, via support of Inter-AS option B
0 Network-scoped virtual network identifiers
Wth the network-scoped virtual network identifier, any egress device
treats the identifier as an aggregate | abel to | ookup the appropriate
forwardi ng table.
In both cases, the forwarding behavior at an ingress edge device,
physi cal or virtual, does not change.

3. Overlay Encapsul ation

As nentioned above, different overlay encapsul ati ons nay be used to
provi de an overlay virtual network.

The overlay may use proposed encapsul ati ons such as:
1. WLAN
2. NvGRE

Based on the encapsul ation type being used, the virtual network
identifier is appropriately encoded.
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When VXLAN encapsul ation is used, the virtual network identifier is
carried as the 24-bit segnent-ID in the VXLAN header.

When NvGRE encapsul ation is used, the virtual network identifier is
carried as the 24-bit tenant network IDin the NvVGRE header

The fact that a virtual network identifier is carried in the Iabe
field in the BG® NLRI is determ ned by virtue of the acconpanying
encapsul ation attribute, that indicates an overlay encapsul ati on

shoul d be used.

For a given overlay edge device, the same encapsul ati on may be used
for all routes or for selected routes.

3.1. Encapsul ation specification

The overlay encapsul ation attribute nmay be carried with each route,
or it my be indirectly inferred fromthe route to the BGP next-hop

The Tunnel Encapsul ati on Extended comunity defined in RFC 5512 can
be used to convey this information. [renpte-next-hop] specifies an
alternative nmechanismto carry this information al ong with each
route. The address specified as the renpte next-hop identifies the
end- poi nt or destination of the encapsul ated packets that use the
dependent routes.

A single encapsul ation may be used on a given device. |In this case,
the encapsul ati on may be specified for a given next-hop and inherited
by all routes sent with that next-hop (RFC 5512).

When VXLAN and NvGRE encapsul ations are used, the header by
definition contains an Ethernet MAC address within the overlay
header. \When these encapsul ations are used for Layer-3 as specified
in this docunent, the MAC addresses are not relevant. A single well-
known MAC address may be specified for the purpose of
deterministically driving a Layer-3 | ookup based on the inner |IP or

| Pv6 address.

However, an overlay egress edge device device may choose to specify a
MAC address as part of the encapsul ation header in its route
advertisenent. |In this case, any ingress edge device sending traffic
as per this route nust use the above specified MAC address as the
destination MAC address in the header. The egress device may use
this address to drive the Layer-3 table | ookup or for other purposes.

When an internedi ate device changes the BGP next-hop to self before

propagating a received route, it will also need to advertise a new
overlay encapsulation attribute with the |ocal address as the
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endpoint. While doing so, it nay use an overlay encapsul ation type
that is different fromthe received route.
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5. | ANA Consi derati ons

The virtual network identifier values OxffffO to Oxfffff should be
al | ocated by I ANA as applications for carrying payl oads different
than regul ar | P/ VPN packets energe in future

6. Security Considerations

This draft does not add any additional security inplications to the
BGP/ L3VPN control plane. Al existing authentication and security
mechani sns for BGP apply here.

The security considerations pertaining to the various |IP overlay
encapsul ati ons referenced here are described in the respective
overl ay encapsul ati on specifications.
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