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Abst ract

This meno defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes objects for configuring autononous report
generation on any device that supports M Bs containing objects that
resolve to type Integer32 (i.e., Integer32, Counter, Gauge, or

Ti meTicks). to be used for performance nonitoring. This allows a
managenent station to instruct a device to build off-line reports to
be collected either through notifications to the nmanagenment station
or queried asynchronously by the nanagenent station. Hence, this
capability allows network operators to reduce the SNWP polling
traffic burden on Mbile Ad-Hoc and Di sruption Tol erant Networks
which is problematic of SNWP perfornmance managenent applications.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on June 10, 2015.

Copyright Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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1. Introduction

This meno defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes objects for configuring autononous, off-
line report generation for performance nonitoring on any device
supporting M Bs containing variables that resolve to type Integer32
(i.e., Integer32, Counter, CGauge, or TinmeTicks). This

report Sanpl edM B nodul e all ows for the report generation to occur on
the sane device as containing the referenced counter object. This
shoul d be useful to devices or networks where efficient use of

bandwi dth is of concern or where intermittent connectivity is common.
Hence, the report Sanpl edM B nodul e is useful for devices managed over
some Mobil e Ad-Hoc Networks (MANETs) or Disruption Tol erant Networks
(DTNs) .

This version of the reportSanpl edM B nodul e offers one type of off-
line reporting. The MB offers a means to collect sanpled
nmeasurenents related to defined MB objects. This type of reporting
is contained in the reportSanpl edM bObj ects. O her types of report
data are possible, including statistical data. However, it was felt
wise to focus on a nore limted scope off-line reporting capability
and gain experinmental use and application prior to expendi ng energy
devel oping a nore extensive off line reporting capability.

The report Sanpl edM B nodul e relies upon the di smanEvent M B nodul e RFC
2981 [RFC2981] to nonitor the progress of reports being devel oped

within the reportSanpl edM B nodul e and to trigger an events, i.e.
notifications containing reports, at the appropriate tinmes. This is
di scussed below in nore detail in the section entitled ’'Relationship

to the DISMAN-EVENT-M B . Further, nore sophisticated perfornmance
objects for nmonitoring fromthe report Sanpl edM B nodul e can be
defined through the di smanExpressi onM B nodul e RFC 2982 [ RFC2982]

2. The Internet-Standard Managenment Franmewor k

For a detailed overview of the docunments that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
bjects in the MB are defined using the nmechani snms defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .
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3.

4.

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Overvi ew

The report Sanpl edM B nodul e references perfornmance objects in other
M Bs and generates off-line perfornance reports related to those
ref erenced objects. The reportSanpl edM B nodul e can be coi nci dent
with the other MB nodul es on the same device containing the
referenced performance rel ated object.

1. report Sanpl edM B Mbdul e Managenent Mbdel

This section describes the nanagenent nodel for the report Sanpl edM B
nmodul e process.

The report Sanpl edM B nodul e objects are primarily contained within
four tables. These are:

0 reportSanpl edControl Table - this is the control table within the
report Sanpl edM B nodule. This identifies the O Ds to be nonitored
whi ch define the core of the Reports. The control table sets the
sampling frequency for the Measurenents and the nunber of
Measurenents that will define each Report.

0 reportSanpl edCurrent ReportsStatusTable - This table tracks the
status, i.e., the current nunber of collected Measurenents per
each Study. This information can be used by the di smanEvent M B
modul e to determi ne when to trigger a notification to the Report
owner containing the Measurenments and associ ated data conpri si ng
the just conpl eted Report.

0 reportSanpl edCurrent ReportsTable - This table holds the
Measurements for the Reports which are in current devel opment.

0 reportSanpl edHi storical ReportsTable - This table holds the
conpl eted Reports for each Study for archival purposes, i.e., the
Study owners can performtable walks to retrieve archived Reports
or Studies.

The below figure illustrates the four main tables within the

report Sanpl edM B nodul e. Further, if the di smanEvent M B nodule is so
configured to generate triggered notifications, the below figure

hi ghlights the ’'boolean trigger’ and the notification generation.

The figure further illustrates the novenent of conpleted Reports from
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t he report Sanpl edCurrent ReportsTable to the
report Sanpl edHi st ori cal Report sTabl e upon Report Conpl eti on.

o o m e e e e e e e e e e e e e e e e e e e e e e e me e eeao o +
| report Sanpl edControl Entry |
| { report Sanpl edSt udySt udyl ndex } |
| |
[ r eport Sanpl edSt udyNunber Report Measur enent s- - - - - - >----+
o o m e e e e e e e e e e e e e e e e e e e e e e e me e eeao o +
(bool ean
R i + trigger)->--+

| report Sanpl edCurrent ReportsStatusEntry | |
| { report Sanpl edSt udySt udyl ndex } | |
I I I
I I I
| +

r epor t Sanpl edNunber Of Measur enent sFor Current Report--->---
oo m e e e e e e e e e e e e e e e e e e e e e eao o +
o mm e e e e e e e e e e e e e e e e e e e e e e e e e me e e +
| report Sanpl edCurrent ReportsEntry [
| { report Sanpl edSt udySt udyl ndex, [---->-------
| r eport Sanpl edCur r ent Measur enent | ndex } |
| [-->---+
B + |
(rmove)
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo + [

| report Sanpl edHi storical ReportsEntry | |
[ { report Sanpl edSt udySt udyl ndex, | |
| r eport Sanpl edHi st ori cal Report | ndex, | <--+
| r eport Sanmpl edHi st ori cal Measur enent | ndex } |

I

< T T T T T T T T T T T T T T T T LT T T T

(notifications)
4.2. Termns
The follow ng definitions apply throughout this docunent:
o Sanpled - periodic neasurenent of target O Ds.
0 Measurement - a single instance of a sanpling event.

0 Report - a collection of consecutive Measurenents on the sane
Sanpl ed target O D.
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Study - a series of Reports on the sanme Sanpled target O D.

Current Report - a Report which is in the process of being
devel oped.

A Conpl eted Report - contains a pre-defined nunber of Sanpled
Measur enment s.

H storical Report - a Report which has previously Conpl eted, and
is being stored locally for archival purposes.

5. Structure of the MB Mdul e

This section presents the structure of the report Sanpl edM B nodul e.
The objects are arranged into the foll ow ng groups:

(0]

Col e,

report Sanpl edM bNoti fications - defines the notifications
associated with the report Sanpl edM B nodul e. These objects define
notifications which track the behavi or of the reportSanpl edM b
module. A single notification is defined in the reportSanpl edM B
nmodul e which reports a series of failed nmeasurenment attenpts in
the process of building a Report. Associated with this
notification is a control object which defines a threshold of
failures which would initiate the notification. These
notifications do not cover the triggered notifications which carry
the performance Reports generated by the report Sanpl edM b nodul e.
These triggered notifications are defined through the use of the
di smanEvent M B nodul e.

report Sanpl edM bChj ects - defines the objects form ng the basis
for the reportSanpl edM B nodul e. These objects are basically
di vided up by function into the follow ng four tables:

* report Sanpl edControl Table - This group contains the objects
whi ch support the generation (collection) of Studies conprising
of Reports exposing sanpl ed Measurenent val ues.

* report Sanpl edCurrent ReportsStatusTable - This group contains
the objects which track the collection of Measurenents for
current (in-progress) Reports. This table allows the
di smanEvent M B nodul e to set triggers for Conpleted Reports
which it can then send to the report owner through triggered
notifications.

* report Sanpl edCurrent ReportsTabl e - This group contains the
obj ects which represent the Measurenent data associated with
Current (in-progress) Reports. Once the Report conpletes, it
is noved to the report Sanpl edHi storical ReportsTable for
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0

5.1

archival purposes.

* reportSanpl edH storical ReportsTable - This group contains the
obj ects which represent archived Conpl eted Reports. This
all ows the report owners to asynchronously retrieve Reports via
table walks if so desired.

r eport Sanmpl edM bConf or mance - Defines a single basic confornmance
of inplenentations of this reportSanpl edM B nodul e

Text ual Conventi ons

No textual conventions are defined in the reportSanpl edM B nodul e

5.2

Tabl es and | ndexi ng

The report Sanpl edM B nodul e contai ns four tables which control and
record data related to the creation, notification and storage of
Reports. Specifically:

(0]

the control and generation of renote performance Reports, i.e.
r eport Sanpl edCont r ol Tabl e

the status of the Current Reports’ devel opnent, i.e.,
report Sanpl edCur r ent Report sSt at usTabl e,

the Current Reports devel opnent and interimdata, i.e.
r eport Sanpl edCur r ent Report sTabl e, and

the historical storage of renote performance Reports, i.e.
report Sanpl edHi st ori cal Report sTabl e.

The report Sanpl edM B nodul e’ s tabl es are indexed via the foll ow ng
constructs:

(0]

Col e,

report Sanpl edSt udyl ndex - an index that uniquely identifies a
particular Study. The Study is conprised of nmultiple Reports, the
nunber of Reports being stored is defined by the

r eport Sanpl edSt udyMaxi mumNunber O Hi st ori cal Reports obj ect.

r eport Sanpl edCur r ent Measur enent | ndex - an i ndex that uniquely
identifies an atom ¢ Measurenent associated with a Report.

report Sanmpl edHi st ori cal Reportl ndex - an index that uniquely

identifies an archived Conpl eted Report resident within the
r eport Sanpl edHi st ori cal Report sTabl e.
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6.

1.

0 reportSanpl edHi stori cal Measurenent | ndex - an index that uniquely
identifies an atom ¢ Measurenent conprising an archived Conpl et ed
Report .

These tables and their indexing are:

0 reportSanpl edControl Table - this table contains a |list of data-
collection configuration entries defining aspects of the studies
and their reports to be generated. These include, e.g., nunber of
reports per study, the nunber Reports to be archived, etc. This
tabl e has "I NDEX { report Sanpl edSt udyl ndex }'.

0 reportSanpl edCurrent ReportsStatusTable - this table contains
obj ects which track the devel opment of current Reports, e.g., the
nunber of current Measurenents collected for each Report under
devel opnment. This table has "I NDEX { report Sanpl edSt udyl ndex }'.
For each (active) Study, there exists only one Current Report
under devel opnent.

0 reportSanpl edCurrent ReportsTable - this table contains the
Measurenments which are devel oping the Current Reports. This table
has ' I NDEX { report Sanpl edSt udyl ndex,

r eport Sanpl edCur r ent Measur enent | ndex }'.

0 reportSanpl edHi storical ReportsTable - this table contains the
Reports which have conpleted. This table has ' 1 NDEX {
report Sanmpl edSt udyl ndex, report Sanpl edHi stori cal Reportl ndex,
report Sanpl edHi st ori cal Measur enent | ndex }'.

Rel ati onship to Gher M B Mdul es

The text of this section specifies the relationship of the MB
nmodul es contained in this docunent to other standards, particularly
to standards containing other MB nodules. Definitions inported from
other M B nodul es and other M B nodul es that SHOULD be inplenented in
conjunction with the M B nodul e contained within this docunent are
identified in this section

Rel ati onship to the SNWPv2-M B

The 'system group in the SNMPv2-M B [ RFC3418] is defined as being
mandatory for all systens, and the objects apply to the entity as a
whol e. The ’system group provides identification of the managenent
entity and certain other systemw de data. The report Sanpl edM B
nmodul e does not duplicate those objects.

Cole, et al. Expi res June 10, 2015 [ Page 8]



Internet-Draft The REPORT- SAMPLED-M B Decenber 2014

6.2. Relationship to the RMON2-M B

The report Sanpl edM B nodule is closely related to and was inspired by
the the RMON2-M B nodul e [ RFC2021] usrHi storyG oup. The use of
control tables to establish the periodic collection of neasurenent
data for creation of performance reports was pulled fromearlier work
on the RMON2-M B nodul e.

6.3. Relationship to the DI SMAN- EVENT-M B

The report Sanpl edM B nodul e was devel oped to fundanentally work with
t he di smanEvent M B nodul e RFC 2981 [ RFC2981] in order to offer a
conplete and efficient off-line reporting capability for bandw dth
chal | enged networks such as Mobil e Ad-Hoc Networks (MANETS). This is
acconpl i shed through defining trigger test and associ ated
notification actions indexed by nteOwer, nteTriggerNane,

nt ehj ect sNane and nt eEvent Name within the di smanEvent M B nodul e.
Specifically (within the di snanEvent M B nodul e):

In the meTriggerTable and specifically by setting
0 ’'nteTriggerTest == boolean(1l)’,

0 ’'nteTriggerSanpl eType == absol uteVal ue(1)’,

o

"meTriggerVal uel D ==
r eport Sanmpl edNunber OF Measur enent sFor Curr ent Report’,

0 ’'nteTriggerVal uel DWI dcard == fal se(1)’,

0 ’'nteTriggerFrequency == 0.5*report Sanpl edSt udySanpl i ngl nterval ',
and

0 ’'nteTriggerEnabled == true’.
In the mteTriggerBool eanTabl e and specifically by setting
0 ’'nteTriggerBool eanCompari son == equal (2)’,

0 ’'nteTriggerBool eanVal ue == val ue of
r eport Sanpl edSt udyNunber Report Measurenents’, and

0 ’'nteTriggerBool eanStartup == fal se’.

In the meCbjectsTable and specifically by setting
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0 ’'nteQbjectsl D == report Sanpl edCur r ent Measur errent Val ue’ and
r eport Sanpl edCur r ent Measur emrent Ti ne’ and
report Sanpl edCur r ent Measurenent Status’ with

0 ’'nteCbjectsIDWIdcard == true’ // for each.

In the mteEvent Tabl e and specifically by setting

0 ’'nteEventActions == notification(0)’ and

0 ’'nteEventEnabled == true’ // for each.

In the meEventNotificationTable and specifically by setting

0o ’'nteEventNotification == nteTriggerFired” and the appropriate
names for the

0 ’'nteEventNotificationCbjectOmer == nteOwer’ and
0 ’'nteEventNotificationCbjects == nteCbjectsNane’.

These settings within the di smanEventM B nodule will result in
notifications generated by the di smanEventM B nodul e which will carry
the recently conpl eted report Sanpl edM B nodul e reports.

Set up properly, the dismanEventM B nodule will trigger a
notification each tine the report Sanpl edCurrent Tabl e contains a
conpleted Report. This Report will be sent in a notification
containing three colums of the reportSanpl edCurrentTable, i.e., the
Val ue, the Tine and the Status, due to the use of wldcarding within
t he di smanEvent M B nodul e.

Si nul t aneousl y, the reportSanpl edM B nodule will nove the conpl eted
Current Report into the report Sanpl edHi storical ReportsTabl e and
restart collection for the next Report within the

report Sanpl edCurr ent Report sTabl e.

6.4. Relationship to the DI SMAN- EXPRESSI ON- M B
In conjunction with the di smanExpressi onM B nodul e RFC 2982
[ RFC2982], the reportSanpl edM B nodul e can be used to devel op reports
on relatively sophisticated object expressions.
6.5. MB nodules required for | MPORTS
Citations are not permtted within a M B nodul e, but any nodul e

nmentioned in an | MPORTS cl ause or docunent nentioned in a REFERENCE
clause is a Normative reference, and nust be cited soneplace within
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the narrative sections. Therefore, the inported itens in this MB
modul e, such as Textual Conventions, that are not already cited, are
cited in this section. Since relationships to other MB nodul es
shoul d be described in the narrative text, this section will cite
nmodul es from which Textual Conventions are inported.

The report Sanpl edM B nodul e | MPORTS obj ects from SNWPv2- SM
[ RFC2578], SNMPv2-TC [ RFC2579], SNWMPv2- CONF [ RFC2580], SNWP-
FRAMEWORK- M B [ RFC3411], and SNWPv2-M B [ RFC3418].

7. Definitions

REPORT- SAMPLED-M B DEFI NI TIONS :: = BEG N
I MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Gauge32, |nteger32, experinental

FROM SNWVPv2- SM -- [ RFC2578]
Ti neSt anp

FROM SNWPv2- TC -- [ RFC2579]
sysUpTi me

FROM SNVPv2- M B -- [ RFC3418]

SnnpAdmi nStri ng
FROM SNWVP- FRAVEWORK- M B -- [ RFC3411]

MODUL E- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF -- [ RFC2580]

r eport Sanpl edM B MODULE- | DENTI TY
LAST- UPDATED "201412011300Z" -- Decenber 01, 2014
ORGANI ZATI ON "1 ETF MANET Wor ki ng Group"
CONTACT- | NFO
"WG E-Mai |l : nanet@etf.org

WG Chairs: sratliff@isco.com
j macker @rl . navy. m |

Edi t ors: Robert G Cole
US Arny CERDEC
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6010 Frankford Road

Aber deen Provi ng Ground, MD 21005
USA

+1 443 395-8744
robert.g.cole@is.armnmy. ml

Joseph Macker

Naval Research Laboratory
Washi ngton, D.C. 20375
USA

macker@td. nrl. navy. m |

Andy Bi erman

YumaWor ks, Inc.

andy @ umawor ks. cont

DESCRI PTI ON

"This M B nodul e contai ns nmanaged obj ect definitions for
t he aut onnmous reporting of performance object counters.
Copyright (C The IETF Trust (2009). This version
of this MB nodule is part of RFC xxxx; see the RFC
itself for full legal notices.”

-- Revision History
REVI SI ON "201412011300Z" -- Decenber 01, 2014
DESCRI PTI ON
"The ninth draft of this M B nodul e published as
draft-ietf-manet-report-m b-04.1txt.

Revisions to this draft include
a) A mjor restructuring of the MB nodul e in order
to | everage the di smanEvent M B nodul e for the
automatic notification of Conpleted Reports.
b) Efforts to incorporate this M B nodul e

into the DI SMAN nanagenent architecture.
REVI SI ON "2012110513002" -- Novenber 05, 2012
DESCRI PTI ON

"The seventh draft of this MB nodul e published as
draft-ietf-manet-report-mb-03.1txt.

Revisions to this draft include
a) Added a ’'Tabl es and I ndexing section to the
body of this docunent.
b) Added an 'Applicability Statement’ section
to the body of this docunent.”
REVI SI ON "201201311300Z" -- January 31, 2012
DESCRI PTI ON
"The sixth draft of this M B nodul e published as
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draft-ietf-manet-report-mnb-02.txt.

Revi sions to this draft include
a) Pulled the statistical and historical reporting
fromthe MB nodule and | eft only the sanpl ed
reporting, in order to greatly sinplify the
first instance of this reporting M B nodul e.
b) Renaned the nodul e, the report Sanpl edM B nodul e
c) Leveraged the RMON2-M B nodul e nore effectively
through the use of the AUGMVENTS cl ause.
d) Changed the nodule to 'experinental’."
REVI SI ON "201102171300Z" -- February 17, 2011
DESCRI PTI ON
"The fifth draft of this M B nodul e published as
draft-ietf-manet-report-mb-01.txt. This docunent
has been pronoted to a MANET Wor ki ng G oup
draft.

Revisions to this draft include

a) Proposed changes to the statsReport table to
simplify comruni cati ons between device and
mgnt application,

b) Added Notificati ons,

c¢) Changed the reporting structure of the
Sanpl ed and the History reporting
to align with the structure of the
Statistics reports for the purpose of
allowing for efficient notification and
collection of data reports.

d) Ran through smilint to clean up all errors

and nost warning. A few still remain."
REVI SI ON "2010070513002" -- July 05, 2010
DESCRI PTI ON

"The fourth draft of this M B nbdul e published as
draft-ietf-manet-report-m b-00.txt. This docunent
has been pronoted to a MANET Working G oup
draft.

Significant revisions to this draft include
a) added support for proxy configurations through
the addition of address objects associated with
the referenced counter objects associated with the
per formance reports. "
REVI SI ON "201003021300Z" -- March 02, 2010
DESCRI PTI ON
"The third draft of this M B nodul e published as
draft-col e-manet-report-mb-02.txt. Significant
revisions to this draft include a) changed naning
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of usrHi storyGoup to sanpledGoup and b) added
a historyG oup."
REVI SI ON "200910251300Z" -- COctober 25, 2009
DESCRI PTI ON
"The second draft of this M B nbdul e published as
draft-col e-manet-report-nib-01.txt. Significant
revisions to this draft include a) the inclusion of
raw data collection borrow blatently fromthe
usrHi story Group within RMON2, b) the deletion of
the CurrentH storyTable fromversion -00,
c) nodifications to the overall structure of the
M B, and d) the definition of various Conpliance
options for inplenentations related to this MB."
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REVI SI ON "2009042813002" -- April 28, 2009
DESCRI PTI ON
"Initial draft of this M B nodul e published as
draft-col e-manet-report-m b-00.txt."
-- RFC Editor assigns XXXX

::={ experinmental 998 } -- to be assigned by | ANA

-- TEXTUAL CONVENTI ONs
-- None

-- Top-Level Object ldentifier Assignments
report Sanpl edM bNot i fi cati ons OBJECT | DENTI FI ER

::={ reportSanpledMB 0 }
report Sanpl edM bQoj ect s OBJECT | DENTI FI ER

::={ reportSanpledMB 1 }
r eport Sanmpl edM bConf or mance OBJECT | DENTI FI ER

::={ reportSanpledMB 2 }

-- The report Sanpl edM bhj ects assignnents are :

-- report Sanpl edCont r ol Tabl e -
-- r eport Sanpl edCur r ent Report sSt at usTabl e
-- r eport Sanpl edCur r ent Report sTabl e -
-- r eport Sanpl edHi st ori cal Report sTabl e -

AWN P

-- The Control Table

r eport Sanpl edCont r ol Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF report Sanpl edControl Entry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"A table to configure neasurenent Studies which
are conprised of nultiple Reports.”
REFERENCE
"tbhd."
::={ report Sanpl edM bbj ects 1 }

r eport Sanmpl edCont rol Entry OBJECT- TYPE
SYNTAX Report Sanpl edControl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of parameters that control the creation of
of f-1ine performance Studies.

The objects in this table are persistent and when
witten the device SHOULD save the change to

non-vol atile storage. For further information

on the storage behavior for these objects, refer

to the description for the report Sanpl edSt udyEnt rySt at us

obj ect."
| NDEX { report Sanpl edSt udyl ndex }
::={ reportSanpl edControl Table 1 }
Report Sanpl edControl Entry ::= SEQUENCE ({
report Sanpl edSt udyl ndex I nt eger 32,
r eport Sanpl edSt udyOnner SnnpAdmi nStri ng,
r eport Sanpl edSt udyNane SnnpAdmi nSt ri ng,
r eport Sanpl edSt udyQ d I nt eger 32,
r eport Sanpl edSt udySanpl i ngl nt er val I nt eger 32,
r eport Sanmpl edSt udyNunber Repor t Measur enment s I nt eger 32,
report Sanpl edSt udyMaxi mumNunber OF Hi st ori cal Reports | nteger 32,
report Sanpl edSt udyEnt rySt at us RowsSt at us
}
r eport Sanpl edSt udyl ndex OBJECT- TYPE
SYNTAX Integer32 (1..127)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A unique index that identifies a specific perfornace
Study. Each Study is conprised of multiple
Reports. Each Report is conprised of multiple
atom ¢ Measurenents on a specified object.”
::={ reportSanpl edControl Entry 1 }

r eport Sanpl edSt udyOamer OBJECT- TYPE
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SYNTAX SnipAdmi nString (SIZE (0..32))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The owner of the Study."
DEFVAL { ""H}
::={ report Sanpl edControl Entry 2 }

r eport Sanmpl edSt udyNane OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE (0..32))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The name of the Study."
DEFVAL { ""H}
::={ reportSanpl edControl Entry 3 }

report Sanpl edSt udyG d OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The target O D of the Study. Each Study makes
peri odi c Measurenents on a specified object
which is local to this device. Currently, the
objects of study are limted to objects that
resolve to Integer32 (i.e., Integer32, Counter,
Gauge, or TineTicks)."
::={ reportSanpl edControl Entry 4 }

r eport Sanpl edSt udySanpl i ngl nt erval OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

UNI TS "seconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The time (in seconds) between sanpl ed Measurenent
i nstances. "

DEFVAL { 10}

::={ reportSanpl edControl Entry 5 }

r eport Sanpl edSt udyNunber Report Measur enent s OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
UNI TS "count"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The nunber of Meaurenents per Report for this Study."
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DEFVAL { 10}
::={ report Sanpl edControl Entry 6 }

r eport Sanpl edSt udyMaxi munmNurber O Hi st ori cal Reports OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
UNI TS "count"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunber of Historical Reports to archive locally
for this specific Study. The Hi storical Reports are
archived locally in the
report Sanpl edHi st ori cal ReportsTabl e (bel ow)."

DEFVAL { 10}
::={ report Sanpl edControl Entry 7 }

r eport Sanpl edSt udyEnt r ySt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object permits managenent of this table

by facilitating actions such as row creation,
construction, and destruction. The val ue of
this object has no effect on whether other
objects in this conceptual row can be
nmodi fi ed.

An entry may not exist in the "active' state unless al
objects in the entry have a defined appropriate value. For
obj ects with DEFVAL cl auses, the managenment station

does not need to specify the value of these objects in order
for the rowto transit to the "active' state; the default
value for these objects is used. For objects that do not
have DEFVAL cl auses, then the network nmanager MJUST

specify the value of these objects prior to this row
transitioning to the 'active' state.

When this object transitions to "active , all objects
inthis row SHOULD be witten to non-volatile (stable)
storage. Read-create objects in this row MAY be nodifi ed.
When an object in a row with snfCfglfRowStatus of 'active’

i s changed, then the updated val ue MJST be reflected in SMF
and this new object value MIST be witten to non-volatile
st or age.

If this object is not equal to 'active', all associated
entries in the report Sanpl edCurrent Report sSt at usTabl e,
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t he report Sanpl edCurrent ReportsTabl e, and the
report Sanpl edHi st ori cal ReportsTabl e MUST be del eted. "
::={ report Sanpl edControl Entry 8 }

-- the Current Reports Status Tabl e

r eport Sanpl edCur r ent Repor t sSt at usTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF report Sanpl edCurrent ReportsStatusEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table to tracking the progress of neasurenents of current
reports in developnent. O particular note is the object
r eport Sanpl edNunber Of Measur enent sFor Curr ent Report whi ch
can be conpared to the val ue of the object
r eport Sanpl edSt udyNunber Report Measurenents by the
di smanEvent M B nodul e and generate triggered
notifications to the Study owner containing the
recently Conpl eted Reports.”
REFERENCE
“tbhd."
::={ report Sanpl edM bbj ects 2 }

report Sanpl edCur r ent Report sSt at usEntry OBJECT- TYPE

SYNTAX Report Sanpl edCurrent Report sStat usentry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of parameters that track the status of
current Reports in devel opnent."
| NDEX { report Sanpl edSt udyl ndex }
::={ reportSanpl edCurrent ReportsStatusTable 1 }

Report Sanpl edCurrent ReportsStatusEntry ::= SEQUENCE {
r eport Sanpl edNunber O Cur r ent Repor t I nt eger 32,
r eport Sanmpl edNunber Of Measur enent sFor Current Report | nt eger 32
}
r eport Sanpl edNunber O Cur r ent Report OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
UNI TS "count"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber within the Study series of this
current Report. For each new Report within
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the Study, this value M UST increnent by

one. For the first Report in this Study,

the initial value of this object MIST be

set to one. The value MJST wap back to one

when the val ue has reached the maxi mum"
::={ report Sanpl edCurrent ReportsStatusEntry 1 }

r eport Sanpl edNunber Of Measur enent sFor Curr ent Report OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)
UNI TS "count"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of Measurenents collected so far for
for this specific Report. The initial value
of this object MJST be one. The value MJST
i ncrenent be one for each attenpted Measurenent.
The maxi num val ue for this object is
r eport Sanpl edSt udyNunber Report Measur enent s.
Once this value is reached and the next
Measurenment is attenpted, the Current Report is
consi dered Conpl eted, the agent MJST copy
the Conpl eted Report’'s data fromthe
r eport Sanpl edCur rent ReportsTabl e into the
report Sanpl edHi st ori cal ReportsTabl e, and the
next Measurenent (strating the next Report in the
Study series) MJIST be nunbered with the val ue of
this object as one."

::={ reportSanpl edCurrent ReportsStatusEntry 2 }

-- the Current Reports Table

r eport Sanpl edCur r ent Report sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Report Sanpl edCurrent ReportsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A list of neasurenents being collected for active
Reports. "
REFERENCE
" TBD. "

::={ report Sanpl edM bbj ects 3 }
r eport Sanpl edCur r ent Report sentry OBJECT- TYPE

SYNTAX Report Sanpl edCurrent Report sEntry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"Alist of entries storing the measurenents from
active Reports. Once an active, current Report
conpl etes (when the value of the associated
r eport Sanpl edNunber Of Measur enent sFor Cur r ent Repor t
equal s the value of the associated
r eport Sanmpl edSt udyNunber Report Measurenents), the
agent MUST nove the Report’s data fromthe
r eport Sanpl edCurrent ReportsTable to the
r eport Sanpl edHi st ori cal Report Tabl e. "
| NDEX { report Sanpl edSt udyl ndex,
r eport Sanpl edCur r ent Measur enent | ndex }
::={ report Sanpl edCurrent ReportsTable 1 }

Report Sanpl edCurrent ReportsEntry ::= SEQUENCE {
r eport Sanpl edCur r ent Measur enrent | ndex | nt eger 32,
r eport Sanpl edCur r ent Measur enrent Val ue | nt eger 32,
r eport Sanpl edCur r ent Measur emrent Ti ne sysUpTi ne,
r eport Sanpl edCur r ent Measur errent St at us | NTEGER

}
r eport Sanpl edCur r ent Measur enent | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index for this table which represents
t he nunber of Measurenents collected so far for
for this current Report. The initial value
of this object MJUST be one. The value MJST
i ncrement be one for each attenpted Measurenent.
The maxi num val ue for this object is
r eport Sanpl edSt udyNunber Repor t Measur enent s.
Once this value is reached and the next
Measurement is attenpted, the Current Report is
consi dered Conpl eted, the agent MJST copy
the Conpl eted Report’s data fromthe
r eport Sanmpl edCur rent ReportsTabl e into the
report Sanpl edHi st ori cal ReportsTabl e, and the
next Measurenent (strating the next Report in the
Study series) MJST be nunbered with the val ue of
this object as one."

::={ report Sanpl edCurrent ReportskEntry 1 }

r eport Sanpl edCur r ent Measur enent Val ue  OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"A single measurenent for this Study for
this Current Report. The objects identifying
t he nmeasurenent MUST resolve to type Integer32
(i.e., Integer32, Counter, CGauge, or TinmeTicks).
to be used for performance nonitoring on this device."
::={ report Sanpl edCurrent ReportskEntry 2 }

r eport Sanpl edCur r ent Measur enent Ti ne OBJECT- TYPE

SYNTAX sysUpTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The systempTi me of the device on which the
measur enent was made for this Measurenent."
::={ report Sanpl edCurrent ReportskEntry 3 }

r eport Sanpl edCur r ent Measur enmrent St at us OBJECT- TYPE
SYNTAX | NTEGER {
val ueNot Avai | abl e(1),
val uePosi tive(2),
val ueNegati ve(3)

}
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"This object indicates the validity and sign of the
data in the associated val ue recorded by the
r eport Sanpl edCur r ent Measur enent Val ue obj ect. "
::={ report Sanpl edCurrent ReportskEntry 4 }

-- Historical Reports Table

report Sanpl edHi st ori cal Report sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Report Sanpl edHi st ori cal ReportsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e archiving non-active Reports for each
defined Study up to a nmaxi mum nunber of Reports
per Study."

::={ report Sanpl edM bhj ects 4 }

report Sanpl edHi st ori cal ReportsEntry OBJECT- TYPE
SYNTAX Report Sanpl edHi st ori cal Report sEntry
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Alist of entries storing the neasurenents from
Conpl eted Reports. Once an active, current Report
conmpl etes (when the value of the associated
r eport Sanpl edNunber Of Measur enent sFor Cur r ent Repor t
equal s the value of the associated
r eport Sanpl edSt udyNunber Report Measurenents), the
agent MUST nove the Report’s data fromthe
r eport Sanpl edCurrent ReportsTable to this
r eport Sanpl edHi st ori cal Report Tabl e. "
REFERENCE
" TBD. "
| NDEX { report Sanpl edSt udyl ndex,
r eport Sanpl edHi st ori cal Report | ndex,
r eport Sanpl edHi st ori cal Measur enent | ndex }
::={ reportSanpl edHi stori cal ReportsTable 1 }

Report Sanpl edHi st ori cal ReportsEntry ::= SEQUENCE {
report Sanpl edHi st ori cal Report | ndex I nt eger 32,
r eport Sanpl edHi st ori cal Measur enent | ndex I nt eger 32,
r eport Sanpl edHi st ori cal Measur enent Val ue I nt eger 32,
r eport Sanpl edHi st ori cal Measur enent Ti ne sysUpTi ne,
report Sanpl edHi st ori cal Measurenent St atus | NTEGER

}

r eport Sanpl edHi st ori cal Report | ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An index that uniquely identifies the particular Report
archived in this table for the specific Study
(identified by the report Sanpl edSt udyl ndex) . "

::={ report Sanpl edHi storical ReportsEntry 1 }

report Sanmpl edHi st ori cal Measur enent | ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"An index that uniquely identifies a Measurenment for

a specific Report achived in this table for a
Specific Study."

::={ reportSanpl edH storicl ReportsEntry 2 }

report Sanpl edHi st ori cal Report sVal ue OBJECT- TYPE
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SYNTAX I nteger32(1..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A single neasurenent for this Study for
this Conpleted Report. The objects identifying
t he measurenent MJST resolve to type Integer32
(i.e., Integer32, Counter, CGauge, or TinmeTicks).
to be used for performance nonitoring on this device."
::={ reportSanpl edH storicl ReportsEntry 3 }

r eport Sanpl edHi st ori cal Measur enent Ti ne OBJECT- TYPE

SYNTAX sysUpTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The systenmpTi me of the device on which the
measur enent was nmade for this Measurenent."
::={ report Sanpl edHi storicl ReportsEntry 5 }

report Sanpl edHi st ori cal Measur enent St at us OBJECT- TYPE
SYNTAX | NTEGER {
val ueNot Avai | abl e(1),
val uePositive(2),
val ueNegati ve(3)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the validity and sign of the
data in the associ ated val ue recorded by the
report Sanmpl edHi st ori cal Measur enent Val ue obj ect."
::={ report Sanpl edHi storicl ReportsEntry 5 }

-- Notifications
-- The following notification objects to define issues with nmaking
-- and storing nmeasurenents.

-- Actions which report data, i.e., Reports, are to be handl ed by
-- the di smanEvent M B nodul e.

report Sanpl edNot i fi cati onCbj ects OBJECT | DENTI FI ER

::= {report Sanpl edM bNot i fi cati ons 0}
report Sanpl edNot i fi cati onControl OBJECT | DENTI FI ER
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i1 = {report Sanpl edM bNoti fi cati ons 1}

-- report Sanpl edNoti ficati on(ojects

report Sanpl edDat aCol | ecti onFai | ure NOTI FI CATI ON- TYPE

OBJECTS { report Sanpl edSt udyOmner, -- The entity that
-- configured this Study
report Sanpl edSt udyNane, -- The name of the Study

-- that is failing to

-- col lect nmeasurenent data
r eport Sanpl edSt udyQ d -- The vject |ID being

-- nmonitored in this Study

}
STATUS current
DESCRI PTI ON
"The report Sanpl edDat aCol | ectionFailure is a notification
sent when the nunber of consecutive nmeasurement failures
within a Current Report, as indicated by consecutive val ues
of the report Sanpl edCurrent Measur enmrent St at us bei ng set
to ’val ueNot Avai | abl e(1)’, exceeds the value of the
threshol d val ue defined in the
r eport Sanpl edDat aCol | ecti onFai | ureThreshol d obj ect."
::={ reportSanpl edNotificationObjects 1 }

-- nhdpNoti ficationsControl

r eport Sanpl edDat aCol | ecti onFai | ureThreshol d OBJECT- TYPE

SYNTAX I nteger32 (1..255)
UNI TS "count"

MAX- ACCESS read-wite

STATUS current
DESCRI PTI ON

"A threshold value for the nunber of
consecutive neasurenent failures within a
Current Report as indicated by consecutive val ues
of the report Sanpl edCurrent Measur enent St at us bei ng
bei ng set to 'val ueNot Avail abl e(1)’ which
exceed the value of this threshold. A value of
'255" for this threshold indicates that the
r eport Sanpl edDat aCol | ecti onFail ure notification
is never to be sent. "
DEFVAL { 10}
::= { nhdpNotificationsControl 1}
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-- Conpliance Statenents

-- Mandatory conpliance for the reportSanpl edM B nodul e wil |
-- include all objects defined within the nodul e.
r eport Sanmpl edConpl i ances OBJECT | DENTI FI ER
::={ report Sanpl edM BConf or mance 1 }
r eport Sanmpl edM BG oups OBJECT | DENTI FI ER
::={ report Sanpl edM BConf or mance 2 }

r eport Sanpl edConpl i ance  MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The report Sanpl ed basic inplenentation requirenments
for managed network entities that inplenent
t he REPORT Sanpl ed process."
MODULE -- this nodul e
MANDATORY- GROUPS { report Sanpl edLocal Group }
::={ report Sanpl edConpl i ances 1 }

-- Units of Confornmance
report Sanmpl edLocal Group OBJECT- GROUP
OBJECTS {

r eport Sanmpl edSt udyOmner ,
r eport Sanpl edSt udyNane,
r eport Sanpl edSt udyQ d,
r eport Sanpl edSt udySanpl i ngl nt erval ,
report Sanpl edSt udyNunber Repor t Measur enent s,
r eport Sanpl edSt udyMaxi mumNunber O Hi st ori cal Reports,
r eport Sanpl edSt udyEnt r ySt at us,

r eport Sanpl edNunber O Cur r ent Report
r eport Sanpl edNunber Of Measur enent sFor Curr ent Report,

r eport Sanpl edCur r ent Measur enent Val ue,
r eport Sanpl edCur r ent Measur enent Ti ne,
r eport Sanpl edCur r ent Measur enent St at us,

report Sanpl edH st ori cal Measur ement Val ue,
report Sanpl edH st ori cal Measur enment Ti ne,
report Sanmpl edHi st ori cal Measur enent St at us,

r eport Sanpl edDat aCol | ecti onFai | ure,
r eport Sanpl edDat aCol | ecti onFai | ureThreshol d
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STATUS current

DESCRI PTI ON
"The basic set of objects in thie reportSanpl edM B nodul e
to be inplenented in order to neet the mninmal conpliance
conditions."

::={ report Sanpl edM BGroups 1 }

END

8.

Security Considerations

Thi s report Sanpl edM B nodul e defines a capability where the | oca
device may poll other MB nodul es on the device to coll ect
performance data. These capabilities defined within the

report Sanpl edM B nodul e are control -able by a network nmanagenent
application through SNMP. As such, a network nmanagenent application
could potentially use the report Sanpl edM B nodul e as a nechanismto
inmplement a limted Distributed Denial-of-Service (DDoS) attack

agai nst renpte devices by overloading their SNVWP processing. Care
shoul d be taken to secure access to the report Sanpl edM B nodul e
agent. Specifically, access control mechani sms and aut hentication
mechani snms (via SNWPv3) shoul d al ways be used for SNWP SET
operations. Further, sonme objects may contain data deened sensitive
and aut hentication and encryption nmechanisnms (via SNMPv3) shoul d be
used for SNMP CET operations.

There are a nunber of managenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects nmay be considered sensitive or vulnerable in sone network
environnments. The support for SET operations in a non-secure

envi ronnment w t hout proper protection can have a negative effect on
net wor k operati ons.

These are the tabl es and objects and their sensitivity/vulnerability:

0 The reportSanpl edControl Table is a witable table whose col umar
objects are read-create. The followi ng objects with MAX ACCESS of
read-create and their security sensitivities are:

* report Sanpl edSt udyOmer - this object is an adninistrative
string which identifies the the owner of the Study.

* reportSanpl edStudyNane - this object is an adnmnistrative
string which gives a nane to the Study defined by the objects
inthis table.
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Col e,

* reportSanpl edStudyG d - this object identifies the the Object
I D fromanother MB nodul e resident on this |ocal device which
forns the neasurenment basis for the Study. Depending upon the
obj ect and the associ ated process responsible for its
mai nt enance, polling this object too frequently may place an
undo burden on the process resulting in dimnishing its overal
ability to performits operation.

* report Sanpl edSt udySanplinglnterval - this object identifies the

time interval being sanmpling events. |f set too |low, the
device may not be able to sanple the object on renpte devices
fast enough to satisfy the requested interval. Further

setting this value too | ow coul d be used to overwhel mthe
processing capabilities of the renpote agent, resulting in a
form of Denial -of -Service (DoS) attack

* report Sanpl edSt udyNunber Report sMeasurenents - this object
identifies the requested nunber of measurenments (and associ ated
storage/ menory) for each identified object for each Study
instance. As such, this related to the total device nmenory
necessary to hold the collected data for the identified
reports. The device nust determ ne whether it has the
necessary storage. |If not, the device can reject this val ue
when requested by returning the .... to protect itself against
Menory overruns.

* report Sanpl edSt udyMaxi munNunber O Hi st ori cal Reports - this
object identifies the requested nunber of Reports for each
identified object for each Study instance. As such, this
related to the total device menory necessary to hold the
collected data for the identified reports. The device nust
determ ne whether it has the necessary storage. |If not, the
device can reject this value when requested by returning the

to protect itself against nenory overruns.

* reportSanpl edStudyEntryStatus - this is the RowStatus object
controlling the configuration of this table row

The report Sanpl edCurrent ReportsStatusTable is a read-only table
containing state information. The information in this Table
relates to performance neasurenents on the underlying Mbile Ad-
Hoc Network (MANET). As such, sonme of this information nmay be
deened sensitive to the overall performance of the MANET and to
the organi zation to which the MANET bel ongs.

The report Sanpl edCurrent ReportsTable is a read-only table

containing state information. The information in this Table
relates to performance neasurenments on the underlying Mbile Ad-
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Hoc Network (MANET). As such, sorme of this information nmay be
deened sensitive to the overall performance of the MANET and to
the organi zation to which the MANET bel ongs

0 The report Sanpl edHi storical ReportsStatusTable is a read-only table
containing state information. The information in this Table
relates to performance neasurenments on the underlying Mbile Ad-
Hoc Network (MANET). As such, some of this information may be
deened sensitive to the overall performance of the MANET and to
the organi zation to which the MANET bel ongs

0 The report Sanpl edDat aCol | ecti onFail ure notification object reports
i nformati on regarding the inability of the reportSanpl edM B nodul e
fromconpleting its configured reporting m ssion, including the
specific information that the nodule is failing to collect. To
some organi zations this informati on may be deened sensitive to its
m ssion and may want to protect this information through
encrypti on nechani sns.

0 The report Sanpl edDat aCol | ecti onFai | ureThreshol d obj ect controls
the ability of the device to report information regarding the
inability of the reportSanpl edM B nodule fromconpleting its
configured reporting mssion. |If set to low, notifications nmay be
produced too frequently causing processor burdens to the agent and
the collecting manager, and generating too nuch nanagenment traffic
for a bandwi dth constrained MANET to support. If set too high
notifications may not be produced frequently enough for the
col l ecting manager to properly track the MANET system perfornmance.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for example by using | PSec),
even then, there is no control as to who on the secure network is

all oned to access and GET/ SET (read/change/create/delete) the objects
inthis MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Furt her, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ del ete) them
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9.

Applicability Statenent

Thi s docunment describes objects for configuring paraneters of the
renote report generation process on a router or other device. This
M B nodul e, denoted report Sanpl edM B nodul e, al so reports perfornmance
i nformati on and notifications. The reportSanpl edM B nodul e provi des
for the remote control, collection and notification of perfornmance
reports on devices. As such, it elininates the need for periodic
polling for counters fromrenote nmanagenent stations as a means for
generating perfornmance reports. This is hoped to greatly reduce
managenent overhead on the MANET. This sections provides sone
exanpl es of how this M B nodul e can be used in MANET network

depl oynents. A fuller discussion of MANET network nanagenment use
cases and chall enges will be provided el sewhere.

In the following, two scenarios are identified where this MB nodul e
is useful. This list is not conplete and other scenarios are
possi bl e.

o For Mobile vehicles with Low Bandwi dth Satellite Link to a Fi xed
Net wor k Operations Center (NOC) - Here the vehicles carrying the
MANET routers carry nmultiple wireless interfaces, one of which is
a relatively | owbandwi dth on-the-nove satellite connection which
interconnects a fix NOC to the nodes of the MANET. Standards-
based met hods for nmonitoring and fault nanagenent fromthe fixed
NCC are necessary for this deploynment option. However, to reduce
pol l'i ng overhead over the | ow bandw dth communi cations |inks, the
r eport Sanpl edM B nodul e can be depl oyed the renote MANET nodes for
the renote generation of performance reports.

o For Fixed NOC and Mobile Local Mnager in Larger Vehicles - for
| arger vehicles, a hierarchical network managenent arrangenent is
useful. Centralized network managenent is perforned froma fixed
NCC whil e | ocal nmanagenent, as provided by this report Sanpl edM B
nmodul e is perfornmed locally fromw thin the vehicles. Standards-
based met hods for configuration, nonitoring, fault and performance
management are necessary for this depl oynent option
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10.

11.

12.

13.

13.

| ANA Consi der ati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

report Sanpl edM B { experinmental XXX }
Contri butors

This M B docunent uses the tenplate authored by D. Harrington which
is based on contributions fromthe MB Doctors, especially Juergen
Schoenwael der, Dave Perkins, C M Heard and Randy Presuhn.
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Appendi x A.  Change Log

Changes fromdraft-ietf-manet-report-mb-03 to
draft-ietf-manet-report-mb-04 draft.

1.

This version 04 of the report Sanpl edM B nodul e represents a
fairly significant restructuring of the MB nodule. This
restructuring was necessary in order to align the renote
distributed reporting capabilities of this MB nodule with the
prior DI SMAN Working Group (WG efforts at the | ETF.

The report Sanpl edCurrent Report sSt atusTabl e was added to allow a
net wor k manager to automate notifications of conpleted reports
fromthis MB nodul e using the di smanEvent M B nodul e.

The notifications in this reportSanpl edM B nodul e were reduced to
only notifications related to the operation of the data

coll ections and no | onger addressing the reporting of the
performance data itself. This later data is now carried in
notifications under the control of the di smanEventM B nodul e.

Changes fromdraft-ietf-manet-report-nib-01 to
draft-ietf-manet-report-mb-02 draft.

1.

Col e,

Stripped the Statistical and the Historical Reports fromthis
draft in order to greatly sinplify the initial devel opnment and
experinents of this M B nodul e.
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Changed the RFC category to Experinmental.
Conpl eted the Security section.

Rel i ed upon the AUGMVENTS statenent to sinplify further this MB
definition.

Changes fromdraft-ietf-manet-report-mb-00 to
draft-ietf-manet-report-m b-01 draft.

1.

5.

Proposed additions to the statsReports in order to potentially
simplify data transm ssion to nanagenent applications.

Added sone Notification definitions and their relationship to the
three reports’ structure, i.e., statsReports, sanpl edReports, and
hi st or yReports.

In the process of adding notifications for the Sanpled and the
Hi story reports, decided to restructure the reports fromtheir
previously rolling storage nodel to the fixed interval reporting
used all along in the Statistics reporting. This allows the
agent to notify the managenent application that a report has
completed and that it is ready to be pulled fromthe agent

st or age.

Ran M B t hrough smilint checker and cleaned up all errors and
nmost warnings. A few warnings remain to be addressed.

Cl eaned up textual material.

Changes fromdraft-col e-manet-report-mnib-02 to
draft-ietf-manet-report-m b-00 draft.

1.

Maj or change was the incorporation of the | P address objects
associated with all objects of type "OBJECT IDENTIFIER . This

al l ows the reportSanpl edM B nodul e to exist as a proxy report
generation capability on a device separate but in close proximty
to the device nonitoring the referenced object.

Cleaned up the up front text, reducing the repetition with the
obj ect descriptions in the MB.

Wr ked on and added sections discussing the relationship to other
M Bs.

Changes fromdraft-col e-manet-report-mb-01 to
draft-col e-manet-report-m b-02 draft.

Col e,
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1. Restructured the M B sonmewhat to now offer the three reporting
capabilities in increasing order of detail: a) statistical
reports, b) sanpled reports, and c) historical reports.

2. Renanmed the usrHi storyGoup and el enents to sanplingGoup. This
isinline with its actual capabilities.

3. Added a new historyG oup which provides a history of change
events.

4. Updated thed4 Conformance section to reflect the above changes and
additions. But did not yet run smilint to check M B syntax.

Changes fromdraft-col e-manet-report-m b-00 to
draft-col e-manet-report-m b-01 draft.

1. Added (copied) the usrHi story group from RMON2 into the
report Sanpl edM B nodul e.

2. Restructured the M B to account for the inclusion of the
report Sanmpl edM b(j ect s.

3. Dropped the reportCurReportsTable as this did not nmake sense
within the context of the reportSanpl edM B nodul e.

4. Added the Conpliance and Conformance material. Defined several
Conpl i ance Groups to all for base inplenmentations of the
report Sanpl edM B nodul e for only statistical reports, for only
historical reports or for both. Allow for enhanced
i mpl ementations to address higher capacity issues and extension
to metric reporting for statistical reporting.

5. Ran the M B through the smlint checker and in the process
corrected nunerous typos, om ssions, TEXTUAL CONVENTI ONS,
| MPORTS, etc.

6. Updated main text to reflect changes.

Appendi x B. Open | ssues

This section contains the set of open issues related to the

devel opment and design of the reportSanpl edM B nodul e. This section

will not be present in the final version of the MB and will be

renoved once all the open issues have been resol ved.

1. Provide references within the REFERENCE cl auses in the MB
nodul e.
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2. ldentify all objects requiring non-volatile storage in their
DESCRI PTI ON cl auses.

3. Request an initial review of this MB nodule by a M B Doct or
famliar with the work of the DI SMAN W5 preferably an author of
t he di smanEvent M B nodul e.

Appendi x C.

EIE R I R S R R R I R I O I R R I R R I R S I R R I R R I R O O

Note to the RFC Editor (to be renoved prior to publication) *

1) The reference to RFCXXXX within the DESCRI PTI ON cl auses
of the MB nodule point to this draft and are to be
assigned by the RFC Editor.

2) The reference to RFCXXX2 t hroughout this docunent point
to the current draft-ietf-manet-report-xx.txt. This
need to be replaced with the XXX RFC nunber.

*
*
*
*
*
*
*
*
*
*
*
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