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Abst ract

In recent w descal e deploynents of |large public W-Fi networks, and
intheir integration with cellular netwrks EAP based authentication
has been considered as a good candidate to making W-Fi user
experience seam ess sinmlar to what it has been for cellular users.
A few new functions which could enhance CAPWAP protocol have been
identified in such depl oynents that can help inprove the | arge scale
carrier grade W-Fi networks.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 25, 2013.

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

3.

I nt roducti on

Mobi | e devi ces such as smartphones and tablets continue to | ead
growth in internet traffic. It is predicted that such growth wll
continue even with the deploynent of LTE network. Alnost all nobile
devices today are W-Fi enabled. Public W-Fi services have lately
been paid nore attention for that reason to help bring this growth of
cellular data traffic to a sustainable level. W-Fi spectrumis free
and gl obally avail able. Because of capacity and coverage issues, LTE
networks will continue to need public W-Fi network as a

conpl enentary technol ogy.

Recently industry efforts have been nade to nake W-Fi roam ng as
seam ess as it is for cellular GSM networks by depl oyi ng EAP based
aut henti cati on mechani sm Toward this end current CAPWAP pr ot ocol
coul d be enhanced to hel p ease such depl oynents.

There have been a nunber of proprietary inplenentations of the

i nterface between Access Point (AP) and Access Controller (AC) and
some of them provide capabilities which could be used to inprove the
W-Fi performance. Once a standard interface is specified, the
benefits for operators of standards based depl oynent will outweigh
any benefits of past proprietary sol utions.

Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL","SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Supporting EAP authencation in W-Fi network

Current EAP nessage is designed to be transmitted in CAPWAP dat a
Plane. AC which is in the data path will act as the authenticator to
transmt this EAP nmessage to AAA server. An operator may however
prefer to bypass the AC for the user plane in order to inprove the
performance of AC and allow it to manage nore APs when the network is
growing. In order to allow ACs to be bypassed for EAP nessages, the
CAPWAP control nessage could be extended to support EAP nessages.

1. Scenario Description

The following figure shows where and how the problem arises. |In many
operators networks. The Access Controller is placed renotely at the
central data center. In order to avoid the traffic aggregation at

the AC, the data plane out of the AP is directed to the Access Router
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(AR). In this scenario, the CAPWAP-CTL tunnel and CAPWAP- DATA tunnel
are separated from each ot her.

Because there are no explicit nessage types to support the
encapsul ati on of EAP packets in the CAPWAP-CTL tunnel, the EAP
messages are tunnel ed via the CAPWAP-DATA plane to the AR AR acts
as authenticator in the EAP framework. After authentication, the AR
recei ves the keying nessage for the session. But ACis supposed to
deliver these keying nessages to the AP, and AR has no standard
interface to ship themto the AP or the AC. This is unacceptable in
the scenari o of EAP-based auto-authentication

CAPWAP-CTL +-------- +
+4========—+ AC |
/1 R +
/1
+o---- +/ CAPWAP- DATA e +
| AP | | Access Router
R + oo +

Figure 1: Split between CAPWAP-CTL and CAPWAP- DATA Pl ane

So it is desirable to encapsul ate EAP nessages in the CAPWAP-CTL
pl ane, to avoid data aggregati on and i nprove WLAN system scal ability.

4. The Scope of Split and Local MAC node

There are 3 nmmjor categories has been specified by CAPWAP, the first
i s about Functions: such as "Distribution Service", "lIntegration
Servi ce", "Beacon Generation", "Probe Response Generation" "Power
Mgnt / Packet Buffering", "Fragnentation/Defragnentation", and "Assoc/
Di sassoc/ Reassoc"; the second is about QS, such as, "d assifying"
"Schedul ing", and "Queuing"; the third is about RSN (WPA2) such as
"| EEE 802. 1X/ EAP", "RSNA Key Managenent", and "|EEE 802. 11
Encryption/ Decryption". Even Split and Local MAC nodel has optiona
i mpl erentation, either at AP or AC, this lead to serious issue about
I nt eroperation

Proposi ng a specific node about all this inplenentation will help
i nteroperation anong di fferent vendors.

5. 802.11n support
There are a couple of capabilities of 802.11n that need to be

supported by CAPWAP control nessage such as radio capability, radio
configuration and station information.
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| EEE 802. 11n standard was published in 2009 and it is an anmendnent to
the | EEE 802. 11-2007 standard to inprove network throughput. The
maxi mum data rate increases to 600Miit/s physical throughput rate.

In the physical layer, 802.11n use OFDM and M MO to achi eve the high
t hroughput. 802.11n use nultiple antennas to form antenna array which
can be dynamically adjusted to inprove the signal strength and extend
t he coverage

802. 11n support two nodes of channel usage: 20MHz node and 40Nhz
node. 802. 11n has a new feature call ed channel binding. It can bind
two adj acent 20MHz channel to one 40MHz channel to inprove the

t hroughput . I f using 40Whz channel configuration there will be only
one non-overl apping channel in 2.4GHz. |In the large scal e depl oynent
scenari o, operator need to use 20MHz channel configuration in 2.4GHz
to all ow nore non-overl appi ng channel s.

In MAC | ayer, a new feature of 802.11n is Short Guard Interval (d).
802. 11a/ g use 800ns guard interval between the adjacent infornmation
synmbols. In 802.11n, the G can be configured to 400nm under good
wirel ess condition.

Anot her feature in 802.11 MAC layer is Block ACK 802.11n can use one
ACK franme to acknow edge several MPDU receiving event.

CAPWAP need to be extended to support the above new 802.11n features.
For exanple, CAPWAP should allow the access controller to know the
supported 802.11n features and the access controller should be able
to configure the different channel binding nodes. One possible
solution is to extend the CAPWAP i nformation el ement for 802.11n

6. Channel auto reconfiguration

Channel auto reconfiguration could inporve the W-Fi performance,
CAPWAP nessage coul d be extended to support this function

Each channel may provide different quality of service, when WP
works. WP can be active or passive scanning and nonitoring each
channel, formthe report of measurenent results to the Access
Controller. WP can periodically send configure status request to
the AC. According to the current channel quality and other channe
qual ity scanning report, ACs deci de whether nodify the channel to be
used, send the configure status response packet to set up a new
channel for the WP.
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7

10.

11.

Power auto reconfiguration

Power auto reconfiguration could inprove the W-Fi performance.
CAPWAP nessage coul d be extended to achi eve foll owi ng outcone.

0 Maximze Spectrum Usage: Real -world W-Fi deploynents are
dependi ng on the features of shared nmedia. Three channels
available in the 2.4GH# band and 23 channels in the 5G4 band.
Power auto reconfiguration could help these channels be fully
utilized. As the results, clients could be distributed across al
avai | abl e channel s.

0 Reduce Interference: when nmultiple devices attenpt to
si mut aneousl y access the sane channel at the sanme time, a co-
channel interference likely happned. 1t reduces overal
performance of the channel. The reconfiguration via CAPWAP coul d
efficiently mtigate the interference. That is essential to
proper network operation

0 Optimze Coverage: Sinply increasing AP power may not help to
maxi m ze converage because it creates an unbal anced condition in
which nore distantly located clients may perforlm poorly due to
their lower transmt output power. The power reconfiguration
coul d achi eve a bal anced environnent, where configuration could
ensure that coverage is uniform and adequate throughout the
service area

Security Consi derations

BD

| ANA Consi der ati ons

None

Contributors
Yi fan Chen chenyi f an@hi nanobi | e. com
Bocun Deng 13316090701@89. cn

Sat oru Mat sushi nma sat or u. mat sushi ma@ m sof t bank. co.jp

Nor mat i ve Ref er ences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Shao, et al. Expires April 25, 2013 [ Page 6]



Internet-Draft CAPWAP Pl us PS Cct ober 2012

Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC4564] ovindan, S., Cheng, H., Yao, ZH., Zhou, WH, and L. Yang,
"Obj ectives for Control and Provisioning of Wreless
Access Points (CAPWAP)", RFC 4564, July 2006

[ RFC5415] Cal houn, P., Montemurro, M, and D. Stanley, "Control And
Provi si oning of Wreless Access Points (CAPWAP) Protoco
Speci fication", RFC 5415, March 2009.

Aut hors’ Addr esses

Chunj u Shao

Chi na Mbbil e

No. 32 Xuanwunen West Street
Bei jing 100053

Chi na

Emai | : shaochunj u@hi nanobi |l e. com

Hui Deng

Chi na Mobile

No. 32 Xuanwunen West Street
Bei ji ng 100053

Chi na
Enmai | : denghui @hi nanobi | e. com
Rong Zhang

Chi na Tel ecom

No. 109 Zhongshandadao avenue
Ti anhe District,

Guangzhou 510630

Chi na

Emai | : zhangr @st a. com

Shao, et al. Expires April 25, 2013 [ Page 7]



Internet-Draft CAPWAP Pl us PS Cct ober 2012

Far ooq Bari

AT&T Services

7277 164th Avenue NE
Rednond

Us

Emai | : farooq. bari @tt.com

Shao, et al. Expires April 25, 2013 [ Page 8]






