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Abst ract

Thi s docunment describes the scenario and requirenment of encapsul ating
Ext ensi bl e Aut hneticati on Protocol (EAP) in the CAPWAP control plane.
After the analysis and description, this docunent proposes the design
of the new nessage types to encapsul ate EAP nessages.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 18, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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described in the Sinplified BSD License.

Tabl e of Contents

1.

1.
1.2. Terminology .

wn

Nook

7

7

I nt roducti on
1. Conventions used in thls docunent

Scenari o and Anal ysis

Encapsul ation of EAP in CAPMAP—CTL Plane.
.1. Control Message Type for EAP
.2. Message El enent of the EAP

| ANA Consi derations .
Security Considerations
Contri butors

Ref er ences

1. Nor mati ve References
2. Informative References

Aut hors’ Addr esses

Zhang,

et al. Expires April 18, 2013

Cct ober 2012

N~N~NNOOOOOTURADRAWWW

[ Page 2]



Internet-Draft CAPWAP EAP Cct ober 2012

1. Introduction

Control and Provisioning of Wreless Access Points (CAPWAP) was

desi gned as an interoperable protocol between the wreless access
poi nt and the access controller. This architecture nmakes it possible
for the access controller to nanage a huge nunber of wirel ess access
points. Wth the goals and requirenents established i n[ RFC4564] |,
CAPWAP protocols were specified in [ RFC5415] , [RFC5416] and

[ RFC5417] .

The specificaitons nentioned above mainly design the different
control nessage types used by the ACto control nultiple APs. The
EAP nessages, as key protocol exchange elenents in the WAN
architecture al so need to be encapsul ated in the CAPWAP. However,
t he CAPWAP protocol does not specifies howto encapsul ate the EAP
message in its control plane. This situation nmakes it default to
encapsul ate the EAP nessages in the CAPWAP- DATA pl ane.

We found issues of encapsul ating EAP in the CAPWAP- DATA plane in the
scenario where there is a split betweent the CAPWAP- DATA and CAPWAP-
CTL plane. This document describes such scenario and proposes a
resolution to the problem

1.1. Conventions used in this docunent

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL","SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119]

1.2. Termnol ogy

Access Controller (AP): The network entity that provides AP access to
the network infrastructure in the data plane, control plane,
managenent plane, or a conbination therein.

Access Point (AP): the same with Wreless Ternination Point, The
physical or network entity that contains an RF antenna and wirel ess
Physi cal Layer (PHY) to transnmit and receive station traffic for

Wi rel ess access networks.

CAPWAP Control Plane: A bi-directional flow over which CAPWAP Contro
packets are sent and received.

CAPWAP Data Pl ane: A bi-directional flow over whi ch CAPWAP Dat a
packets are sent and received.

EAP: Extensi bl e Authentication Protocol, the EAP framework is
specified in [ RFC3748].
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Scenari o and Anal ysis

The following figure shows where and how the problem arises. In many
operators’ network, the Access Controller is placed renotely at the
central data center. |In order to avoid the traffic aggregation at

the AC, the data traffic fromthe AP is directed to the Access Router
(AR). In this scenario, the CAPWAP-CTL pl ane and CAPWAP- DATA pl ane
are separated from each ot her.

Note: a powerful AC that aggregates the data flows is not a |ong-term
solution to the problem Because operators al ways plan the network
capacity at a certain level, but with the air interface bandw dth
increasing (e.g., from1llg to 11n and 1lac), and the increasing
nunber of access requests on each AP, the powerful AC could not be
"powerful " enough in the [ ong run.

CAPWAP-CTL +-------- +
+4===—======—==—=+ AC |
/1 R +
/1
+o---- +/ CAPWAP- DATA e +
| AP | | Access Router
R + oo +

Figure 1: Split between CAPWAP-CTL and CAPWAP- DATA Pl ane

Because there are no explict nessage types to support the
encapsul ati on of EAP packets in the CAPWAP-CTL pl ane, the EAP
messages are tunneled via the CAPWAP-DATA plane to the AR AR acts
as authenticator in the EAP framework. After authentication, the AR
recei ves the EAP keying nessage for the session. But AC is supposed
to delieve these keying nessages to the AP, and AR has no standard
interface to ship themto the AP or the AC. This is unacceptable in
the scenario of EAP-based auto-authentication

Encapsul ati on of EAP in CAPWAP-CTL Pl ane

In order to encapsul ate EAP nessage in CAPWAP-CTL pl ane, we can reuse
the control message header defined in RFC5415 and extend the nessage
type to accommpdat e EAP nessages.

The CAPWAP Control nessage header is shown in Figure 2. Only 26
message types have been defined in Section 4.5.5.1 of RFC5415. W
can extend the nmessage type here to encapsul ate EAP nessages.
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0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Message Type |
B e i i e o e e S T S e e s i i TR S
[ Seq Num [ Msg El ement Length FI ags [
B e o i T o S e i T e e e S i s ot o S R TR S
| Msg Elerment [O..N|
B T i S e R T -

Fi gure 2: The CAPWAP Control Message Header
3.1. Control Message Type for EAP

Thi s docunent defines a new control nessage type for EAP,
i . e."AUTHENTI CATI ON CONTROL". The nessage type value is to be
defined by | ANA

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Message Type = AUTHENTI CATI ON CONTRCOL [
B i i S S i I e i S S R L e e e e
[ Seq Num [ Msg El ement Length [ FI ags [
R R e R e s s e o S S e R e o o
| Msg Elerment [O..N|
B T i S e R T -

Fi gure 3: The CAPWAP- EAP Control Message Header

The Seq Numis design to match the response with the request for
other control nessages |like "Discovery Request" and "Di scovery
Response”. But this field is not useful for authentication control,
because the EAP nessage encapsul ated between the AP and AC i s not
handl ed in a request-response way. For AUTHENTI CATI ON CONTROL
nmessages, the AP and AC do not need to handle the ’'Seq Numi field.

Msg El ement Length field indicates the nunber of bytes follow ng the
Sequence Nunber field.

Flags field is left for future definition.
3.2. Message El enment of the EAP
The message el enent(s) carry the information pertinent to each of the

control nessage types. Every control nmessage in this specification
speci fies which nessage el enents are permitted.
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W define the message el enent of EAP nessage in the followi ng figure
0 1 2 3
01234567890123456789012345678901

B T i S S i S T h T i S S S S e
| Type=Authentication Payload | Length |

B E e r e s i s i o T T s S S S S 2

[ Val ue ... [

+- - - - - - - -+

Message El enent for EAP
Section 4.6 of RFC5415 defines the semantics of Message El enent
Types. Type values from 1-49 have been used. An extended nessage
el ement type is requested by this docunent to carry the EAP
aut henti cati on payl oad.
4. | ANA Consi derations

Thi s docunent has the following requests to the | ANA

CAPWAP Control Message Type Val ue for the EAP- AUTHENTI CATI ON- CONTRCL,
as defined in Section. 3.1 of this docunent.

CAPWAP Control Message El ement Type Val ue for the EAP- AUTHENTI CATI O\
PAYLOAD, as defined in Section. 3.2 of this docunent.

5. Security Considerations
Security considerations for the CAPWAP protocol has been analyzed in
Section 12 of RFC5415. This docunent extends the CAPWAP CONTROL
Message Type and Control Message El ement Type, and it does not
i ntroduce other security issues besides what has been anal yzed in
RFC5415.

6. Contributors
This docunent stens fromthe joint work of Hui Deng, Hong Liu, Yifan

Chen, Chunju Shao from China Mbile Research. Thank all the
contributors of this docunent.
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