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1. Introduction

Many | arge I P networks are being deployed that entail the
installation of tens of thousands of new network devices. To keep
costs down, it is desirable to automate the establishment of such
networks to the maxi mum extent possible. This naturally raises the
guesti on how new devi ces can pick up the configuration information
they need to operate properly in an automated fashion. The goal of
this docunment is to |list known solutions where they exist, to point
out approaches proven to be problenmatic, and to identify gaps that
require further specifications.

The docunent primarily targets (a) network operators (in the generic
sense) who are facing the challenge to roll out a |arge number of new
devi ces and think about how to inplement things properly, (b) network
equi pnent vendors who |like to add features to their products that
make the roll out of |ots of new devices sinpler for their custoners,
and (c) people active in the | ETF by identifying gaps where further
standards may be useful to develop. The aim of the docunent is to
provi de gui dance to actors who have not al ready experienced success
in this area by inform ng about the trade-offs of different

appr oaches.

A certain basic amount of configuration information nust be pre-
configured by the vendor or network operator before the devices are
physi cally depl oyed. This pre-provisioned configuration can either
be stored directly on the device itself or it can be provided to the
devi ce during the depl oynent operation via pluggable nenory cards or
near field communication technologies. Further device configuration
information is best delivered after startup, to ensure that it is
consistent with the physical deploynent and the desired network
confi guration.

One exanpl e where automated configuration is inportant are new
service provider networks. 3GPP work in progress describes

requi renents [TS_32_500] and an architectural specification
[TS_36_300] for the self-configuration of edge node entities called
eNodeBs. (The expansion of eNodeB is too unwieldy to spell out.)
Specifically, procedures are specified for establishing transport
connections to and for exchanging configuration data with contro
entities called MVEs (Mbility Managenent Entities) and with

nei ghbouri ng eNodeBs. [TS 36 _300] currently assunes as a starting
precondition that the eNodeB knows its own | P address and knows | P
address endpoints for the target MVES and nei ghbouring eNodeBs.

The Broadband Forum has defined a CPE WAN Managenent Protoco

(runni ng over SOAP/ HTTP/ TLS) to manage custoner prem se equi pnent
(CPE) term nating broadband access networks (typically DSL access
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networks) [TR_069]. CPE devices |locate and connect to an Auto-
Configuration Server (ACS), which provides configuration data and
software/firmvare i mages and nodul es. The ACS al so perforns status
and performance nonitoring and diagnostic functions. CPE devices use
DHCP to | ocate an ACS and since both peers, the ACS and CPE, can
initiate connections, the protocol can work across network address
translators (NATs). The DHCP exchange uses vendor-specific options
defined by the Broadband Forum (nunber 3561 in the | ANA Enterprise
Nunbers registry).

Next to service provider networks, many |large enterprise networks
face the same challenge to roll out a |arge nunber of network

devi ces, which often connect to a 3rd party network provider. The
current devel opment of | P-based honme automation and utility

nmoni toring technol ogi es might carry the problemto roll out |arge
nunbers of devices that need to automatically configure thenselves to
private househol ds.

| ETF work on automated configuration goes back to BOOTP [ RFC0951],
foll owed eight years later by DHCP ([ RFC1541] and successors). The
years since have seen a steady growth in the number of DHCP options.
The Sinple Network Managenment Protocol (SNWP) [ RFC3410] was desi gned
to convey managenent information between SNMP entities such as
managers and agents. The nunber of SNWP M B nodul es grew steadily
but SNMP has historically seen only linmted use for configuration

[ RFC3535]. For a period, |IETF configuration efforts were focussed on
the distribution of policy information in the network. [RFC3139]
provides a good insight into this period. Mre recently, the network
configuration protocol NETCONF [ RFC6241] was devi sed as an
alternative to SNWP, but the devel opnent of standard NETCONF
configuration data nodels is just beginning.

Recent | ETF work closest in spirit to the 3GPP sel f-organizing
network effort cited above is enbodi ed i n CAPWAP [ RFC5415]. Like the
3GPP wor k, CAPWAP focusses on the configuration of edge nodes, in a
W-Fi rather than cellular network. The CAPWAP wor k goes beyond t hat
of 3GPP by specifying the process of Access Controller (AC) discovery
rat her than | eaving di scovery out of scope. A CAPWAP Wrel ess

Term nation Point (WIP) nmay use broadcasts and nulticasts to di scover
| ocal ACs, it may use CAPWAP DHCP options [RFC5417] to obtain IP
addresses of ACs, or it may utilize CAPWAP DNS SRV records if a
domai n nane is knowmn. Wth regard to the configuration process
itself, CAPWAP provides for the downl oad of new images to the WP
(Wreless Termnation Point). 1In contrast, [TS 32 _500] assunes that
this has already been conpleted for the eNodeB

As can seen, standards for the autonmated configuration of devices in
I P networks have so far been primarily devel oped for specific network
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access technol ogi es (3GPP, Broadband, 802.11 WANs) and the various
sol utions make different assunptions about the services that are
avai l abl e and they are designed to support a configuration protoco
that is specific to a certain access technology. The aimof this
docunent is to analyse the various phases of an autonated
configuration process and to identify gaps that are currently not
covered in standard and general purpose configuration nmanagenent
protocol s of the | ETF.

2. Intra-domain and | nter-domain Scenari os

There are two different scenarios to consider. 1In the first
scenario, called the Intra-domain Scenario, the new network device N
is attached to the network operated by the service provider which is
al so operating the new device. |In the second scenario, called the
Inter-donmain Scenari o, the new device Nis attached to a third party
network providing connectivity to the network of the service provider
operating the new devi ce.

[ +
| CONF |

Fom oo+

+-- -+ +-- -+ |

| N+-.. .-+ R+------ e s SR,
+---+ +---+ | |

Fom oot -+

| DNS | | DHCP

S S I +

|-- N s Service Provider --|

Figure 1: Intra-domain Scenario

Figure 1 depicts the Intra-domain Scenario. W assune that the new
device N attaches to a link connected to router R Furthernore, we
assune that the service provider provides a Domain Nane System ( DNS)
server, a reachable DHCP server, and a Configuration Server (CONF).
Overall, this scenario does not differ nmuch from conventional network
scenari os.
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Figure 2: Inter-domain Scenario

Figure 2 depicts the Inter-donmain Scenari o where the new device N
attaches to a router R owned by a different service provider X. The
service provider X nmight offer its owmn DNS service and a reachable
DHCP service. W assunme that the service provider X has connectivity
to the service provider planning to operate the new device.

It should be noted that handi ng out DHCP options specific to Ns
service provider via X' s DHCP service requires sone close

coordi nation between the two parties involved. This mght be
difficult in practice. A nore general alternative might be to have
X' s service provider establish a tunnel such that the new device

| ogically appears to be part of N s service provider network.

In both scenarios, the new device Nis either directly reachable or
it may be behind a m ddl ebox such as a Network Address Transl ator
(NAT) or a firewall. M ddl eboxes may inpose restrictions on which
party is able to initiate conmmunication. As detailed in

[1-D. kwat sen-reverse-ssh], it is often desirable to all ow device-
initiated connections.

Model of the Automated Configuration Process

We introduce a nodel of the configuration process in order to
identify the parts that have well-known solutions. The renmai nder nay
be worth studying to see if the industry can agree on a solution

Some basic terminology is needed for the discussion. Depending on
the inplementation, let us agree that "configuration data" consist of
software and sets of configured parameters in sone conbination. This

includes firmvare, licenses, certificates, and other configuration
data. Also, the systemthat provides the configuration data is
called the "configuration server". Finally, the term"joining
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device" is used to denote a network device that is in the process of
bei ng incorporated into the network.

Broadl y speaking, the configuration process can be broken into five
phases:

1. Pre-configuration: configuration carried out either by the vendor
or by the service provider prior to physical installation. One
possi bl e exanple is the pre-configuration of certificates or
|licenses or specific firmare.

2. Bootstrapping: the portion of the process fromthe tinme that
physical installation is conplete until a secure connection is
est abl i shed between the joining device and the configuration

server.
3. Initial configuration: downl oading of the configuration data that
the joining device needs to carry out its function in the
net wor k.

4. Configuration auditing: tracking i mage versions and configuration
paraneters for each network device and verifying that the
installed configuration data nmatches the physical installation
the network plan, and the records of what data was downl oaded.

It is possible that an initial audit of the physical installation
is done before initial configuration, so that the validity of the
i ntended downl oad can be verifi ed.

5. Configuration update: transferring configuration data to a fully
configured and operating device fromtine to tinme as the need
ari ses.

4. Phase 1: Pre-configuration

This meno identifies a specific requirenent for pre-configuration of
an invariant device identity and authentication-related material in
the formof pre-shared secrets or certificates. There is, as one
alternative, also a requirenent for pre-configuration of information
that permits the joining device to discover the address of the
configuration server.

Note that pre-configuration may be carried out on the joining device
itself or it may be provided to the joining device during the

depl oynent process via pluggable nenory cards or nearfield

comruni cati on.
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5.

5.

5.

Phase 2: Boot strappi ng

[1-D.sari kaya-core-sboot strappi ng] deals with the process of security
boot strapping, with particul ar enphasis on the requirenents for

hi ghly resource-constrai ned devices. The docunent nakes a

di stinction between a data channel, which is used during network
operation, and a control channel, which is used during bootstrapping.
Whi |l e both channel s can be the same physical channel, they can al so
be different (e.g., a wireless access point using an infrared contro
channel to receive bootstrapping information). The draft discusses a
nunber of possible security bootstrapping protocols for resource
constrai ned devices that can be executed in several bootstrapping
rounds and can be adapted to the specific contexts in terns of the
resources available within individual devices and for the network as
a whol e.

For network devices in service provider networks or |arge enterprise
net wor ks, boot strapping consists of several stages:

1. establishnent of link | ayer connectivity w th nei ghbouring nodes;
2. acquisition of |IP addresses and basic routing infornmation

3. discovery of the configuration server

4. establishnment of a secure channel to the configuration server.
Each of these stages is further discussed bel ow.

1. Establishnent of Link Layer Connectivity

The protocol aspects of this phase are out of scope, since it

i nvol ves non-1 ETF protocols only. VWhile sonme |ink-layer technol ogies
may provi de authentication and access control, this cannot be assuned
to be available in the general case.

2. Acquisition of |IP Addresses and Basic Routing Information

For | Pv4, DHCPv4 [RFC2131] is w dely deployed and the usual way to
obtain an | Pv4 address, the | Pv4 address of a link- |ocal router and
the | Pv4 address of a DNS server. For |Pv6, a choice has to be nmade
bet ween stateful DHCPv6 [ RFC3315] versus statel ess DHCPv6 [ RFC3736]
conbined with statel ess address autoconfiguration [ RFC4862]. In the
| atter case, DHCPv6 is needed to configure paranmeters such as DNS
server addresses. A routing advertisenent option to configure the

| Pv6 address of a DNS server as part of the statel ess address

aut oconfiguration is defined in [ RFC6106].
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Some security protection is provided in this stage by using DHCP
aut hentication [RFC3118]. However, security of the configuration
process as a whole has to be assured by other neans. This is

di scussed further bel ow

Currently the lack of a stable identifier for use in DHCPv6 messagi ng
is an inpedinent to authentication of the joining device. [RFC6355]
di scusses the problens with the current DHCPv6 identifiers (DU Ds)
and proposes a new formthat could be a nore stable alternative.

A joining device can also choose to use a pre-configured | P address,
a pre-configured link-local router address and a pre- configured DNS
server address. This pre-configuration may be hard wired into the
device or provided by a pluggable nmenmory card or nearfield

communi cati on. However, a static pre-configuration hard- wires
assunption about the network a devices operates in and is therefore
brittle and not reconmended.

5.3. Finding the Configuration Server
Four alternatives are available for finding the configuration server
o pre-configuration;
0 DHCP configuration
0 Service Location Protocol [RFC2608]; or
0 DNS service discovery using DNS SRV records [ RFC2782].

Pre-configuration of an IP address is brittle and not recomended
unl ess the I P address is used as an anycast address. In the case of
an | P anycast address, the routing systemw ||l select one out of an
anycast cluster of configuration servers the devices connects to.
For this to work well, all configuration servers in the anycast
cluster should provide the same configuration data.

The pre-configuration of a Uniform Resource Identifier (URI) or fully
qualified domain nane (FQDN) is a slightly better approach than pre-
configuring non-anycast |P addresses since this allows for a limted
dynani ¢ mapping of the nane to an | P address. One variant that has
been suggested is to burn the URI of a vendor server into the
device's firmvare along with a device identifier, and have that
server redirect to the URI of the service provider’s configuration
server based on the device identity. Such an approach requires that
the device vendor’'s redirection server is always reachable, that the
devi ce vendor offers such a redirection service for the lifetine of
their devices and that service providers are able to update the UR
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of the service provider’'s redirection server. Furthernore, this
approach can lead to problens if certificates are used to

aut henticate the involved parties if a service provider tries to
prevent the usage of a vendor’'s redirection service. Finally, this
approach also requires a trust relationship between the vendor and
the service provider and agreenent on a protocol to update the
redirect information on the vendor’'s server. As a consequence of
these considerations, using this approach is not reconmended.

DHCP configuration can use the usual DHCP options and is technically
straightforward since DHCP is wi dely used by end user devices to
obtain basic configuration information. There is, however, no
standardi zed DHCP option to conmuni cate the address of a
configuration server.

The Service Location Protocol (SLP) has seen sone usage to |locate
services such as printers or file systemshares. Usage of SLP to
| ocate configuration servers requires to define a new service
tenpl ate [ RFC2609].

The use of DNS SRV records requires the joining device to obtain the
correct domain suffix first, presunmably from DHCP or via Routing
Advertisenments in the case of I Pv6 or pre-configuration. A service
type for the desired configuration protocol would have to be defined
in the DNS for the purpose. See Section 3.3 of [RFC5415] for a

di scussi on of the correspondi ng di scovery process for CAPWAP.

The Inter-donmain Scenario requires that the DHCP server or the SLP
server of service provider X' s network is able to provide the correct
information to the joining devices. To acconplish this, the

di scovery servers need to be able to match a device identification
against a list of possible configuration servers. Furthernore, there
needs to be a mechanismfor the service provider operating the
joining device to provision the configuration server’s address, e.qg.
by using an extension of the Extensible Provisioning Protocol (EPP)

[ RFC5730]. However, if the joining device has pre- configured

i nformati on about the name of the service provider’s network, DNS SRV
records may be queried after obtaining IP connectivity, avoiding the
need to provision information in service provider X s network.

5.4. Establishing a Secure Channel to the Configuration Server

It is essential that the configuration server and the joining device
aut henticate thensel ves to each other, since the steps leading up to
this point in the process may not be fully secure. This raises two
i ssues: how the joining device identifies itself, and how

aut henti cation takes pl ace.
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It seenms best if the device has an invariant identity built in and
accessi ble to whatever operating systemis running on it. [RFC6355]
provi des such an identity in the formof a Universally Unique
IDentifier (UU D). The vendor should nake that identity available in
a formthat can be read and transferred into a database accessible to
the configuration server along with the associated configuration data
i n advance of the bootstrapping stage (e.g., in bar-coded format on

t he devi ce packagi ng).

Serial nunbers nay be used for identification purposes if UU Ds are
not avail able. However, serial nunbers often encode information such
as nodel -nunbers or manufacturing dates. Hence, it is not
reconmended to pass serial-nunbers in the clear for security reasons
Simlar precautions apply to Cormon Language Equi pment |dentifier
(CLElI) codes that encode information about properties of the device.

This | eaves the nutual authentication process itself. This has two
aspects: the security protocol used to perform authentication, and

initial keying nethodol ogy. The security protocol is tied together
with the choice of configuration data transport, but the basic

choi ces are:

0o |IP Security (IPsec) [RFC4301];
o Transport Layer Security (TLS) [RFC5246];
o Datagram Transport Layer Security (DTLS) [RFC6347];

0 Secure Shell (SSH) [RFC4251], [RFC4252], [RFC4253], and [ RFC4254];
and

0 SNMPv3's User-based Security Mdel (USM [RFC3414].

For initial keying nethodol ogy, the two basic choices are between
pre-shared secrets and certificates. Al of the security protocols
listed above except USM support both nmethods. USM supports pre-
shared secrets only.

The usual concern with pre-shared secrets is scalability. 1In the
boot st rappi ng case, the scale of operation required is linear with

t he nunber of devices to be configured, so it would definitely be a
feasi bl e approach if connection to the configuration systemwere the
only consideration. The nost |ikely procedure would be for the
secret to be configured in the device during pre-configuration and
al so captured in a database along with the device identity, for use
by the configuration server

The problemwith the use of pre-shared secrets is that the device
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needs to authenticate itself at an earlier stage, while it is
est abl i shing comruni cations with its neighbours and acquiring IP

addresses. It seens undesirable to use the same secret that is used
to authenticate the device to the configuration server for that
purpose as well, on the basic principle of limting the potentia

damage from di scl osure of a particul ar key.

This need for additional pre-shared secrets argues for consideration
of certificates as an alternative. One issue for certificates is
where the trust anchor resides. It seens logical that it should
reside with the service provider rather than the vendor, to nmake it
easy to install equiprment fromnultiple vendors. On that basis, pre-
configuration requires service provider input. On the other hand, if
devi ces are drop-shipped to the destination fromthe vendor, having
the trust anchor reside with the vendor m ght be acceptable as well.

CAPWAP (Section 2.4.4.3 of [RFC5415]) nmakes use of the Extended Key
Usage (EKU) certificate extension [RFC5280] to distinguish
certificates identifying the Access Controllers (i.e., the
configuration servers in the CAPWAP case) fromthe Wrel ess Transfer
Points (the configured devices in the CAPWAP case). Thought shoul d
be given to whether such distinctions are required in the genera
case of network device configuration.

CAPWAP (Section 12.8 of [RFC5415]) also discusses the use of the
Conmon Name rather than SubjectAltNane field of the certificate to
carry device identity, due to | ack of a Uniform Resource Nane (URN)
specification allow ng the use of SubjectAltName to carry MAC
addresses. This encoding of device identifiers in certifications
needs to be investigated further if a new form of device unique
identity is used, as discussed above.

M ddl eboxes such as NATs or firewalls may inpose restriction on which
party is able to initiate comunication. |In the combn case of NATs
in | Pvd access networks, comuni cation can only be established from
the device to the configuration server. Not all secure transports

in particular those where authentication is not symmetric, support
this "call honme" node of operation. A recent proposal to reverse the
est abli shnent of the TCP connection for SSH can be found in

[1-D. kwat sen-reverse-ssh].

6. Phase 3: Initial Configuration
As nentioned at the beginning, the configuration data being
downl oaded may be a conbi nati on of software/firmvare and

configuration paraneters. Sone of the data will be vendor-specific
and not subject to standardization. |t appears that there is a
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continui ng debate on whether the configuration data should be pushed
to the joining device or whether the device should pull the
configuration data fromthe configuration server. 1In the latter
case, the device needs to know about the existence of the data and
the path to reach it before it can act. One way to acquire this
information is through DHCP. DHCPv4 has provided the necessary
options fromits beginnings, inheriting themfrom BOOTP. They have
been recently added to DHCPv6 [ RFC5970].

Protocols that can transport configuration data can be classified as
follows: The first class consists of generic file transfer protocols
that can carry configuration data serialized into configuration
files. The second class consists of protocols that manipul ate
structured configuration data directly. The structure of the
configuration data is defined by sone data nodel

In the first class, we find the following file transfer protocols:

o The File Transfer Protocol (FTP) [RFC0959] can be used to nove
files containing configuration data. It can be secured by running
FTP over TLS [RFC4217].

o The Trivial File Transfer Protocol (TFTP) [ RFC1350] has been used
extensively to | oad boot inages over the network. However, it
does not provide security and the only option is to rely on IP
| ayer security (1Psec).

0 The Hypertext Transfer Protocol (HTTP) [RFC2616] can be used to
transfer docunents containing configuration data. It is commonly
secured by running HTTP over TLS [ RFC2817], [RFC2818].

o0 The SSH File Transfer Protocol (SFTP) [I-D.ietf-secsh-filexfer]
provi des roughly the sane services as FTP but runs over SSH and
thus utilizes the security services provided by SSH

0 UNIX utilities to transfer files such as RCP and SCP provi de
limted flexibility and they differ in their degree of integration
with SSH.

0 The Control And Provisioning of Wrel ess Access Poi nts ( CAPWAP)
protocol [RFC5415] can be used to control the downl oad of inages
CAPWAP can be secured by runni ng CAPWAP over DTLS

In the second class, we find the follow ng configuration protocols:

o0 Version 3 of the Sinple Network Managenent Protocol (SNWPv3)

[ RFC3411] can be used to nmanipulate M B objects and to carry event
notifications. SNWPv3 has its own security protocol (USM
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[ RFC3414] but can al so run over the secure transports SSH
[ RFC5592], TLS, or DTLS [ RFC6353].

0 The Common Open Policy Service for Policy Provisioning protoco
(COPS-PR) [ RFC3084] was designed to provision structured policy
informati on froma Policy Decision Point (PDP) to a Policy
Enf orcement Point (PEP). The COPS protocol [RFC2748] provides an
integrity object that can achi eve authentication, message
integrity, and replay prevention. Optionally, COPS and COPS-PR
can run over TLS

0 The NETCONF protocol [RFC6241] provides nechanisns to install
mani pul ate, and delete the configuration of network devices. A
prot ocol extension provides an asynchronous event notification
delivery nechani sm[ RFC5277]. NETCONF by default runs over SSH
but can al so run over transports secured by TLS

0 The Control And Provisioning of Wrel ess Access Points protoco
(CAPWAP) [ RFC5415] supports the discovery of so called Access
Controller (AC) by Wreless Term nation Points (WPs) and the
configuration of WIPs by an AC. Wile CAPWAP can be extended to
configure other devices, its main focus are WIPs. The CAPWAP
protocol is protected by using DTLS after the discovery phase.

Table 1 lists the protocols plus their basic properties while Table 2
lists the security options available for each protocol
| Transport | Data Transfer WNbdel |

Push or pull of (configuration) files

I I I
| TFTP | Push or pull of (configuration) files |
| HTTP | Push or pull of (configuration) files |
| SFTP | Push or pull of (configuration) files [
| RCP | Push or pull of (configuration) files |
| scP | Push or pull of (configuration) files |
| CAPWAP | AC pushes configuration paraneters, WP pulls |
| | software |
| SNWPv3 | Push of structured configuration paraneters, event |
[ | notifications [
| COPS-PR | Push of structured policy information |
| NETCONF | Push of structured configuration data, event [
| | notifications |
B o +

Table 1: Protocols for transporting configuration data
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Fommemeeeas oo - e e e oo - +
| Transport | IPsec | TLS | DILS | SSH | Oher |
Fom e e e e - - Fom e - H-- - - - Homm - - H-- - - - Fom e - +
| FTP [ I I I
| TFTP |+ I I I I
| HTTP |+ 1+ I I I
| SFTP |+ I |+ I
| RCP |+ I I I I
| SCP |+ I |+ I
| CAPWAP |+ | |+ | I I
| SNWPv3 | + |+ | + | + | USM |
| COPS-PR | + | + | | |
| NETCONF | + ] o+ |+ | |
B Fomm oo - +----- Fomm - - - +----- Fomm oo - +

Tabl e 2: Security options for configuration transport protocols

SNWVPv3, NETCONF, and COPS-PR carry structured data specified in pre-
defined data nodels. SNMPv3 and COPS- PR have size limitations on the
data objects and thus nake the transport of |arger software inages
difficult. NETCONF does not suffer fromhard size restrictions and
can in principle carry software inages inline. However, there is
currently no work in progress to standardi ze the transfer of software
i mges over NETCONF. CAPWAP conbi nes the functions of configuration
paraneter transport and software downl oad. The paraneter transport
aspect |l acks the generality offered by SNWP, NETCONF, and COPS- PR
since the paraneters are specified within the protocol specification
itself. The remaining transports are independent of the nature of
the informati on being transferred.

7. Phase 4: Configuration Auditing

To conplete the process, it nust be possible to audit the
configuration status of the device in sone detail. This is likely to
begin even before all the configuration data has been downl oaded.

For instance, configuration managenent nay w sh to collect basic

i nformati on such as the MAC addresses of the device's interfaces, the
Iink-1ocal addresses assigned to them and simlar information for

t he nei ghbours of the joining device.

SNWP and SNMP M B nodul es are obviously one way to collect this
informati on. NETCONF [ RFC6241] is an alternative, but the necessary
data nodel s have to be defined. YANG nodul es for NETCONF [ RFC6020]
can be generated fromexisting SNMP M B nodul es by transl ating the
SNVP nodul es i nto YANG nodul es [ RFC6643].

Anot her inportant auditing activity is the analysis of system events.
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The SYSLOG protocol [RFC5424] is widely used for this purpose but
SNMPv3 and NETCONF can ship event notifications as well.
Transl ati ons of SNWP notifications into structured SYSLOG nessages
and vice versa do exist [RFC5675], [RFC5676]. NETCONF can carry
SYSLOG content as well [RFC5277].

NETCONF provi des generic notifications that help with tracking
configuration changes [ RFC6470]. Similar standardi zed configuration
change notifications do not exist for SNWP or SYSLOG

8. Phase 5: Configuration Update

Configuration updates can in principle be handled with the sane
protocol that delivered the initial configuration. However, in sone
depl oynents, the nechanismused for initial configuration mght be
different.

An advant age of NETCONF over SNMPv3 and CAPWAP in the context of
configuration updates is the support of concurrent updates through
explicit |ocking nechani sns and the support of network w de
configuration change transactions through the confirned commt
capability.

9. Gap Analysis

Thi s docunment di scussed the autonmated configuration of devices in
|large | P networks. Several gaps were identified requiring further
speci fication:

Gl: Definition of a DHCP option to provide the |IPv4/l1Pv6 address of
a configuration server. Such an option allows a joining device to
pi ckup the configuration server’s address as part of the DHCP
exchange. This is particularly interesting for Intra-donmain
Scenari 0s.

&@: Definition of DNS SRV records for |ocating configuration
servers. Using SRV records, a joining device can | ookup the
configuration server’'s address in the DNS. This is particularly
useful in an Inter-domain Scenario.

&3: Definition of a SLP tenplate for discovering configuration

servers. Such a tenplate is useful only in environnents where SLP
is used al so for other purposes.
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A: Definition of NETCONF data nodels to support the downl oad
/update of software inmages through NETCONF.

Gb: Definition of NETCONF data nodels for collecting basic system
information and integrity information (e.g., checksuns of software
i mages).

&6: Sone managenent protocols |ack a nechanisns for devices to
initiate a secure conmuni cation channel with a managenent system
("call hone").

10. Security Considerations

The security of a configuration nanagenment solution is of crucia

i mportance. Section 6 discusses the security options of severa
protocols that night be used. The relevant protocol definitions
shoul d be consulted to | earn nore about the specific security aspects
of the various protocols.

It should be noted that sone steps in the described process, in
particul ar the bootstrappi ng phase, nay not be secure and it is thus
inmportant to verify the identity of the device and the identity of
the configuration server when a secure connection to a configuration
server is established. Usage of |Psec, which focuses on securing the
I P layer, may not be sufficient for this.

During the choice of protocols, the avail able security nechani sns and
the required key managenent infrastructures nmay play a major role in
the selection of protocols. Easy integration into existing

Aut henti cation, Authorization and Accounting (AAA) infrastructures
can significantly reduce the operational costs associated with the
security managenent of the configuration system

Wil e [I-D. sari kaya-core-sboot strappi ng] di scusses security
boot st rappi ng mechani snms in the context of constrai ned devices, nmany
of the mechanisnms are al so applicable for bootstrapping security in
nor mal devi ces.
Finally, [RFC6092] discusses security capabilities for custoner
preni ses equi prrent providing residential |Pv6 Internet service.

11. | ANA Consi derations

This meno includes no request to | ANA
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