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Abst ract

Thi s docunent identifies foundati onal use cases, derived functiona
capabilities and requirenents, architectural conponents, and the
supporting standards needed to define an interoperable,
automation\infrastructure required to support tinely, accurate and
actionabl e situational awareness over an organi zation's | T systens.
Aut omation tools inplenenting a continuous nonitoring approach wll
utilize this infrastructure together with existing and energing
event, incident and network managenent standards to provide
visibility into the state of assets, user activities and network

\ behavior. Stakeholders will be able to use these tools to aggregate
and anal yze rel evant security and operational data to understand the
organi zations security posture, quantify business risk, and nake

i nformed deci sions that support organizational objectives while
protecting critical information. Organizations will be able to use
these tools to augnment and autormate information sharing activities to
collaborate with partners to identify and mitigate threats. O her
autonation tools will be able to integrate with these capabilities to
enforce policies based on human deci sions to harden systens, prevent
nm suse and reduce the overall attack surface.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Thi s docunent addresses foundational use cases in security
automati on. These use cases may be consi dered when establishing a
charter for the Security Automation and Conti nuous Mnitoring (SACM
wor king group within the IETF. This working group will address a
many of the standards needed to define an interoperable, automation
infrastructure required to support timely, accurate and actionable
situational awareness over an organization’s IT systens. This
docunent enunerates use cases and breaks down rel ated concepts that
cross many | T security informati on donmains.

Sections Section 2, Section 3, Section 4, and Section 5 of this
docunent respectively focus on

Defining the key concepts and term nol ogy used within the docunent
providing a common franme of reference;

I dentifying foundational use cases that represent classes of
st akehol ders, goals, and usage scenari 0s;

A set of derived functional capabilities and associ ated
requirenents that are needed to support the use cases;

A break down of architectural conponents that address one or nore
functional capabilities that can be used in various conbinations
to support the use cases

The concepts identified in this docunment provide a foundation for
creating interoperable automation tools and conti nuous nonitoring
solutions that provide visibility into the state of assets, user
activities, and network behavior. Stakeholders will be able to use
these tools to aggregate and anal yze rel evant security and
operational data to understand the organi zati ons security posture,
quantify business risk, and nmake inforned decisions that support
organi zati onal objectives while protecting critical information.
Organi zations will be able to use these tools to augnment and automnate
i nformati on sharing activities to collaborate with partners to
identify and mtigate threats. QOher automation tools will be able
to integrate with these capabilities to enforce policies based on
human deci sions to harden systens, prevent msuse and reduce the
overal | attack surface

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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2

Key Concepts

The operational nethods we use within the bounds of our present
realities are failing us - we are falling behind. W have begun to
recogni ze that the evolution of threat agents, increasing system
complexity, rapid situational security change, and scarce resources
are detrinental to our success. There have been efforts to renedy
our circunstance, and these efforts are generally known as "Security
Aut omat i on. "

Security Automation is a general termused to reference standards and
specifications originally created by the National Institute of

St andards and Technol ogy (NI ST) and/or the M TRE Corporation

Security Automation generally includes |anguages, protocols
(prescribed ways by which specification collections are used),
enunerations, and netrics.

These specifications have provided an opportunity for tool vendors
and enterprises building custonized solutions to take the appropriate
steps toward enabling Security Automation by defining common

i nformati on expressions. In effect, common expression of information
enabl es interoperability between tools (whether custom zed,
commercial, or freely available). Another inportant capability
common expression provides is the ability to automate portions of
security processes to gain efficiency, react to newthreats in a
timely manner, and free up security personnel to work on nore
advanced problens within the processes in which they participate.

Walternmire & Montville Expires March 11, 2013 [ Page 7]



Internet-Draft SACM Use Cases Sept enber 2012

| Oper ati onal Ri sk Managenent |

I I

I I

I I
. + |

I I
e + |
| S | _ |
| I nformati on R sk Managenent | Pol i cy |
[ | Process [
R e + | Procedure

I I
e + |
I | I
| Control Framewor ks | |
I . I
. + |

I I
e + |
I | I
| Control s | |
I || I
T T . ST TP +

Figure 1

The figure above provides sone context for our focus area.

Organi zations of all sizes will have a nore or less formal risk
managenent program dependi ng upon their maturity and organi zation-
specific needs. A small business with only a few enpl oyees may not
have a formally recogni zed ri sk managenent program but they stil

| ock the doors at night. Typically, financial entities and
governnents sit at the other end of the spectrumw th often |arge,
| aborious risk frameworks. The point is that all organi zations
practice, to sone degree, Operational Ri sk Managenent. An

I nformati on Ri sk Managenment programis nost likely a constituent of
Operati onal Ri sk Managenment (another constituent might be Financi al
Ri sk Managenment). 1In the Information R sk Managenent domain, we
often use Control Frameworks to provide guidance for organizations
practicing ORMin an information context, and these Contro
Framewor ks define a variety of Controls

From ORM | RM Control Franeworks, and the Controls thensel ves
organi zations derive a set of organization-specific policies,
processes, and procedures. Such policies, processes, and procedures
make use of a library of supporting information commonly stipul ated
by the organization (i.e. enterprise acceptable use policies), but
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often prescribed by external entities (i.e. Paynent Card |Industry
Data Security Standards, Sarbanes-Oxley, or EU Data Privacy
Directive). The focus of this document spans Controls, certain
aspects of policy, process, and procedure, and Control FrameworKks.

3. Use Cases
Thi s docunment addresses three use cases: System State Assessnent,
Enf orcenment of Acceptable State, Security Control Verification and
Moni t ori ng.

3.1. UCl: System State Assessnent

3.1.1. Goa

Assess security state of a given systemto be in conpliance with
enterprise standards and, therefore, ensure alignment with enterprise

policy.
3.1.2. Miin Success Scenario
1. Define target systemto be assessed
2. Select acceptable state policies to apply to defined target
3. Collect actual state values fromtarget

4. Conpare actual state values collected fromtarget with expected
state val ues as expressed in acceptable state policies

3.1.3. Extensions

None.
3.2. UC2: Enforcenent of Acceptable State
3.2.1. Coa

Al'l ow or deny access to a desired resource based on system
characteristics conpliance with enterprise policy.

3.2. 2. Mai n Success Scenari o

1. An entity (user on a systemor the systemitself) requests access
to a given resource (i.e. network connection)
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2. Assessnment of systemstate is achieved using Section 3.1

3. Based on assessnent results (i.e. conpliance level with
enterprise policy)

A. Systemis allowed access to requested resource, or
B. Systemis denied access to requested resource
3.2.3. Extensions
None.
3.3. UC3: Security Control Verification and Mnitoring
3.3.1. Coa

Conti nuous assessnent of the inplenentation and effectiveness of
security controls based on nachi ne processabl e content.

3.3.2. Miin Success Scenario
1. Define set of targets to be assessed.
2. Select acceptable state policies to apply to set of targets
3. Define assessnent trigger based on either a
A.  Tine period, or
B. Systenienterprise event.
4. Define result reporting/alerting criteria
5. Enabl e continuous assessnent
3.3.3. Extensions

None.

4. Functional Capabilities

In general, the activities of managi ng assets, configurations, and
vul nerabilities are common between UClL and UC2. UCLl uses these
activities to either grant or deny an entity access to a requested
resource. UC2 uses these activities in support of conpliance
measur enent on a periodic basis.
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At the nost basic level, an enterprise needing to satisfy UCL and UC2
will need certain capabilities to be net. Specifically, we are
tal ki ng about risk management capabilities. This is the centra
probl em domain, so it nakes sense to be able to convey information
about technical and non-technical controls, benchmarks, control

requi renents, control frameworks and ot her concepts in a conmon way.

4.1. Capabilities Supporting UCL

As described in Section Section 3.1, the required capabilities need
to support assessing host and/or network state in an autonmated
manner. This is, essentially, a configuration assessnment check
before allowing a full connection to the network.

4.1.1. Asset Managenent

Ef fective Asset Managenent is a critical foundation upon which al

el se in risk managenent is based. There are two inportant facets to
asset managnment: 1) understandi ng coverage (how many assets are under
control) and, 2) understaning specific asset details. Coverage is
fairly straightforward - assessing 80% of the enterprise is better
than assessing 50% of the enterprise. Getting asset details is
conparatively subtle - if an enterprise does not have a precise
understandi ng of its assets, then all acquired data and consequent
actions are considered suspect. Assessing assets (nmanaged and
unmanaged) requires that we see and properly characterize our assets
at the outset and over tine.

What we need to do initially is discover and characterize our assets,
and then identify themin a conmon way. Characterization may take
the formof |ogical characterization or security characterization
where | ogical characterization may include business context not
otherwi se related to security, but which may be used as information
in support of decision naking later in risk nanagenment workfl ows.

The following list details the requisite Asset Managenent
capabilities (later described in Section 5):

o Discover assets in the enterprise

0 Characterize assets according to security and non-security asset
properties

o ldentify and describe assets using a common vocabul ary between
i npl enent ati ons

0 Reconcile asset representations originating fromdisparate tools
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o Manage asset information throughout the asset’s life cycle
4.1.2. Data Collection

Rel ated to managi ng assets, and central to any autonated assessnent
solution is the ability to collect data fromtarget hosts (sone night
call this "harvesting"). O particular interest are data
representing the security state of a target, be it a computing

devi ce, network hardware, operating system or application. The
primary interest of the activities demanding data collection is
centered on object state collection, where objects may be file
attributes, operating system and/or application configuration itens,
and network device configuration itens anong ot hers.

4.1.2.1. Security Configuration Managenent

There are many valid perspectives to take when considering required
capabilities, but the industry seems to have roughly settled upon the
notion of "Security Configuration Managenent" (there are variants of
the termj. Security Configuration Managenent (SCM is a sinple way
to reference several supporting capabilities involving technical and
non-techni cal assessnent of systens.

The follow ng capabilities support SCM
0 Target Assessnent

* Collect the state of non-technical controls comonly called
adm nistrative controls (i.e. policy, process, procedure)

* Collect the state of technical controls including, but not
necessarily limted to:

+ Target configuration itens

+ Target patch |eve

+ Target object state

4.1.2.2. Mulnerability Managenent

SCMis only part of the solution, as it deals exclusively with the
configuration of conmputing devices, including software
vulnerabilities (by testing for patch levels). Al vulnerabilities
need to be addressed as part of a conprehensive risk nmanagenent
program which is a superset of software vulnerabilities. Thus, the

capability of assessing non-software vulnerabilities applicable to
the in-scope systemis required.

Walternmire & Montville Expires March 11, 2013 [ Page 12]



Internet-Draft SACM Use Cases Sept enber 2012

The followi ng capabilities support Vulnerability Managenent:
1. Assessnent
*  Non-technical Vulnerability Assessnent (i.e. interrogative)
* Technical Vulnerability Assessnent
4.1.3. Assessnment Result Analysis
At the nost basic level, the data coll ected needs to be anal yzed for
compliance to a standard stipulated by the enterprise. Such

standards vary between enterprises, but comonly take a simlar form

The follow ng capabilities support the analysis of assessnent
results:

o Conparing actual state to expected state
0 Scoring/weighting individual conparison results
0 Relating specific conparisons to benchmark-Ievel requirenents

0 Relating benchnmark-I|evel requirenents to one or nore contro
f ranmewor ks

4.1.4. Content Managenent
It should be clear by now that the capabilities required to support
ri sk managenent state measurement will yield volumes of content. The
ef ficacy of risk nanagenment state nmeasurenment depends directly on the
stability of the driving content, and, subsequently, the ability to
change content according to enterprise needs.
Capabi lities supporting Content Managenent should provide the ability
to create/define or nodify content, as well as store and retrieve
said content of at |east the follow ng types:
o Configuration Standards
0 Scoring Mdels
0 Vulnerability Information
o Patch Information

0 Asset Characterization
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Note that the ability to nmodify content is in direct support of
tailoring content for enterprise-specific needs.

4.2. Capabilities Supporting UC2

UC2 is dependent upon UCL and, therefore, includes all of the
capabilities described in Section Section 4.1. UC2 describes the
ability to make a resource access deci sion based on an assessnent of
the requesting system (either by the systemitself or on behalf of a
user operating that systen). There are two chief capabilities
required to neet the needs expressed in Section Section 3.2:
Assessnent Query and Transport, and Acceptable State Enforcenent.

4.2.1. Assessnent Query and Transport

Under certain circunstances, the systemrequesting access nmay be
unknown, which can nake querying the system problenmatic (consider a
case where a systemis connecting to the network and has no
assessnent software installed). Note that The Network Endpoi nt
Assessnent (NEA) protocols (PA-TNC [ RFC5792], PB-TNC [ RFC5793], PT-
TLS [I-D.ietf-nea-pt-tls], and PT-EAP [I-D.ietf-nea-pt-eap]) my be
used to query and transport the things to be neasured.

4.2.2. Acceptable State Enforcenent

Once the assessnment has been perforned a decision to allow or deny
access to the requested resource can be nade. Making this decision
is a necessary but insufficient condition for enforcenent of
acceptabl e state, and an inpl enentati on nust have the ability to
actively allow or deny access to the requested resource. For
exanpl e, network enforcenment rmay be inplenmented with RADI US [ RFC2865]
or DI AMETER [ RFC3588] .

4.3. Capabilities Supporting UC3

Recal |l that UC3 is dependent upon UClL and therefore includes all of

the capabilities described in Section 4.1. The difference in UC3 is
the notion of when to assess rather than what to assess. Therefore,
the capabilities described in this section are relevant only to the
"when" and not to the "what."

4.3.1. Tasking and Schedul i ng

The ability to task and schedul e assessnents is requisite for any
effective risk managenent program Tasking refers to the ability to
create a set of instructions to be conveyed at a later tinme via
schedul i ng. Tasking, therefore, involves selecting a set of
assessnent criteria, assigning that set to a group of assets, and
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expressing that information in a manner that can be consuned by a
collection tool. Scheduling comes into play when the enterprise
determ nes when to performa specific assessment task (or set of
tasks). Scheduling nmay be expressed in a way that constrains tasks
to execute only during defined periods, can be ad hoc, or nmay be
triggered by the anal ysis of previous assessment results or events
detected in the enterprise.

The follow ng capabilities support Tasking and Schedul i ng:

0 Selection of assessnent criteria

o Defining in-scope assets (i.e. targeting)

o Defining periodic assessnents for a given set of tasks

o Defining assessnent triggers for a given set of tasks
4.3.2. Data Aggregation and Reporting

Assessnent results are produced for every asset assessed, and these
results nmust be reported not only individually, but in the aggregate,
and in accordance with enterprise needs. Enterprises should be able
to aggregate and report on the data their assessnents produce in a
number of different ways in order to support different |evels of

deci sion naking. At times, security operations personnel may be
interested in understanding where the nost critical risks exist in
their enterprise so as to focus their renediation efforts in the nost
effective way (in terns of cost and return). At other tinmes, only
aggregated scores will matter, as might be the case when reporting to
an information security manager or other executive-level role.

It is not the position of these capabilities to provide explicit
details about how reports should be formatted for presentation, but
only what information they should contain for a particul ar purpose.
Furthernore, it is quite easy to inagine the need for a capability
providing extensibility to aggregation and reporting.

Aggregating assessnment results by the follow ng capabilities supports
Dat a Aggregati on and Reporting

0 By asset characterization
0 By assessnent criteria

o By control franework
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0 By benchnark
0 By other attributes/properties of assessnent characteristics

0 Extensible aggregation and reporting

5.  Functional Conponents

This section describes the functional conponents alluded to in the
previ ous section Section 4. |In keeping with the organization of the
previous section, the follow ng high-1evel functional capabilities
are deconposed herein: Asset Managenent, Security Configuration
Management, Vul nerability Managenment, Content Managenent, Assessnent
Resul t Anal ysis, Tasking and Scheduling, and Data Aggregati on and
Reporti ng.

5.1. Asset Mnagenent
As previously nentioned, asset managenent is a critically inportant
component of any risk nanagenment program |If you stop to consider
the different tools used to support a risk nmanagenent program (i.e.
IDS/IPS, Firewalls, NAC devices, WAFs, SCM and so on), they al
need, to sone degree, an el ement of asset nanagement. In this
context, asset managenent is defined as the maintenance of necessary
and accurate asset characteristics. Mnagenent of assets requires
the ability to discover, characterize, and subsequently identify
assets across enterprise tools. The conponents described herein
support Section 4.1.1

5.1.1. Discovery

5.1.2. Characterization

5.1.2.1. Logica

5.1.2.2. Security

5.1.3. Asset ldentification

5.2. Security Configuration Managenent
The conponents descri bed herein support Section 4.1.2

5.2.1. Configuration Assessnent

5.2.1.1. Non-technical Assessment
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5.2.1.2. Technical Assessnent
5.2.1.2.1. Configuration Assessnent
5.2.1.2.2. Patch Assessnent
5.2.1.2.3. bject State Assessnent
5.3. Vulnerability Managenent
The conponents descri bed herein support Section 4.1.2
5.3.1. Non-technical Vulnerability Assessnent
5.3.2. Technical Vulnerabiltiy Assessnent
5.4. Content Managenent
The conponents descri bed herein support Section 4.1.4
5.4.1. Control Franmeworks
5.4.2. Configuration Standards
5.4.3. Scoring Mdels
5.4.4. Mulnerability Information
5.4.5. Patch Information
5.4.6. Asset Information
5.5. Assessnment Result Analysis
The conponents described herein support Section 4.1.3
5.5.1. Conparing Actual to Expected State
5.5.2. Scoring Conparison Results
5.5.3. Relating Conparison Results to Requirenents
5.5.4. Relating Requirements to Control Frameworks
5.6. Tasking and Schedul i ng

The conponents described herein support Section 4.3.1
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5.6.

5. 6.

5. 6.

5.6.

5.7.

5.7.
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1. Selection of Assessment Criteria
2. Defining In-scope Assets
3. Defining Periodic Assessnents
4. Defining Assessnent Triggers
Dat a Aggregati on and Reporting
The conponents descri bed herein support Section 4.3.2
1. By Asset Characterization
.2. By Assessment Criteria
.3. By Control Franmework
.4. By Benchmark

.5. By Ad Hoc/Extended Properties

Dat a Exchange Model s and Communi cati ons Protocol s

Docurment where existing work exists, what is currently defined by
SDGCs, and any gaps that should be addressed. Point to existing
event, incident and network managenent standards when avail abl e.
Descri be energing efforts that nay be used for the creation of new
standards. For gaps provide insight into what would be a good fit
for SACM or another | ETF worki ng groups.

This will help us to identify what is needed for SACMto be
successful. This section will help determ ne which of the
specifications can be nornmatively referenced and what needs to be
addressed in the ETF. This should help us determ ne any protocol or
gui dance docunentation we will need to generate to support the

descri bed use cases.

Thi ngs to address:

For | ETF related efforts, discuss work in NEA and M LE worki ng
groups. Address SNWP, Net Conf and other efforts as needed.

Ref erence any Security Automation work that is applicable.
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6.1. Data Exchange Mdels
The functional capabilities described in Section 4 require a
significant nunber of nobdels to be selected or defined in order to
nmeet the needs of the three use cases presented in Section 3. A
"model " in this sense is a |logical arrangenent of information that
may have nore than one syntactic binding. For the purpose of this
docunent, only the |ogical data nodel is considered. However, where
appropriate, exanple data nodels that may have wel |l -defined syntactic
expressi ons nmay be referenced.

6.1.1. Control Expression
For each we need an identification nmethod, a | ogical expression and
one or nore syntactic bindings to that expression. For sone, we may
wi sh to associate a nethod of risk scoring.

6.1.1.1. Technical Control Expression

6.1.1.2. Non-technical Control Expression

6.1.1.2.1. Configuration Controls

6.1.1.2.2. Patches

6.1.1.2.3. Mulnerabilities

6.1.1.2.4. (Object (Non-security) State

6.1.2. Control Franmeworks

6.1.2.1. Logical Expression and Syntactic Binding(s)

6.1.2.2. Relationships

6.1.2.3. Substantiation (Control Requirenent)

6.1.2.4. Reporting

6.1.3. Asset Expressions

6.1.3.1. Asset ldentification

6.1.3.2. Asset Classification (Type)
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6.1.3.3. Asset Attributes

6.1.3.3.1. Criticality

6.1.3.3.2. Cdassification (security)
6.1.3.3.3. Omner

6.1.3.4. Information Expression (non-identifying)
6.1.3.5. Reporting

6.1.4. Benchmark/ Checkli st Expression
6.1.4.1. Logical Expression and Bindi ngs
6.1.4.2. Checking Systens

6.1.4.3. Results and Scoring

6.1.4.4. Reporting

6.1.5. Check Language

6.1.5.1. Logical Expression and Syntactic Binding(s)
6.1.5.1.1. Technica

6.1.5.1.2. Non-technica

6.1.5.2. Reporting

6.1.6. Targeting Expression

6.1.6.1. Information Oaner

6.1.6.2. System Oaner

6.1.6.2.1. Conputing Device(s)

6.1.6.2.2. Network(s)

6.1.6.3. Assessor

6.1.6.4. Conputing Device

6.1.6.5. Targeting Extensibility
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6.

6.

7.

10.

10.

10.

2.

Communi cati on Protocols

.1. Asset Managenent Interface

I ANA Consi derations
This meno includes no request to | ANA
Al'l drafts are required to have an | ANA consi derations section (see

RFC 5226 [RFC5226] for a guide). |If the draft does not require | ANA
to do anything, the section contains an explicit statenent that this

is the case (as above). |If there are no requirenents for | ANA the
section will be renmoved during conversion into an RFC by the RFC
Edi tor.

Security Considerations

Al'l drafts are required to have a security considerations section.
See RFC 3552 [ RFC3552] for a guide.
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Thi s becomes an Appendi x if needed.
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