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1.

I nt roducti on

Dat a-driven progranmng is a conmon paradigmin software engi neering.
When using this approach, a programis devel oped to process a series
of data statenents that describe the sequence of actions to be taken
These data statements, often referred to as content, provide the user
with a dynanic degree of control over the function of the software.
In many cases, this approach can lead to a proliferation of content.
Wt hout adequate content managenent and distribution capabilities,
use of content can becone inpractical

It is conmon practice today to fornmat content using the Extensible
Mar kup Language XML . Wil e many content managenent sol utions exi st
today, few are designed to support the managenent and distribution of
XM.- based content. Current solutions largely focus on exploiting the
raw XML syntax or a specific data nodel. Sonme solutions, such as XM
dat abases, expose the raw syntax of XM. for querying using techniques
like XQuery. Oher solutions utilize specialized database schena
designed to support one or nore specific data nodels represented in
XML using XML Scherma . These solutions are often brittle, inflexible
to revisions of the underlying data nodels and do not adequately
represent the logical information conponents used w thin data-driven
progr ans.

XM.- based data-driven content is produced by many organi zations in a
range of formats, covering many different information domains. \Were
content repositories exist to support this content, they often
operate independently and vary in the data nodels and capabilities
they support. Rarely do these repositories interact and if they do
it is through proprietary interfaces. Content consumers often have
to manual ly downl oad the content they want to use with their tools.
In many cases they may want to custom ze this content for |ocal use
and nust contend with nanagi ng updates to the content manually.

One exanpl e of where data-driven programming is used is inthe IT
Security Automati on comunity. Standardized security autonation
content is used to provide the instructions necessary for security
tools to examine a conputer’s state to evaluate and report on the
degree of conpliance to configuration policies, to detect the
presence of vulnerabilities, and to verify the installation state of
patches. Oher tools use data-driven content to collect and
correlate digital events or to aggregate security information. Mich
of the focus in the security automati on conmunity has been on
defining the standards and schemas for expressing security-related
data in XM.. Standardizing the nethods for retrieval and exchange of
security autonation content has not been a prinary area of focus.

The content managenent chal | enges i ntroduced by diverse data nodels,
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decentralized production and use of content, and the proprietary
nature of content repositories today create a need to define comon
content exchange requirenents and nmechani snms that will conpl enent the
content specifications and XM. schenas.

The followi ng challenges are addressed by this specification

Distribution - In the absence of a standardi zed, automnated

di stribution mechani sm content producers have no way to notify
content consuners when new or updated content is avail able.
Content consuners nust nanually inport content at the point of
use. This specification defines an autonated notification
nmechani smthat can be used to indicate to content consuners when
new or updated content is available. The specification also
defines the technical nechani sns used to exchange content between
repositories, providing a standardi zed delivery nmechanismto nake
renotely published content available at the point of use.

Reuse

Wthout a standardized nethod to search, retrieve and utilize
exi sting content, both content consuners and producers have a
tendency to recreate content. This duplication often causes
content to beconme static or stale, introduces errors, and
reduces the efficiency for developing content. |In support of
maki ng content nore reusable, this specification provides
mechani sms for querying content so that it can be searched and
gathered from many content providers. This allows

organi zations that are devel oping content to | everage, extend,
and customi ze existing content froma variety of sources. This
specification also defines a stable nmethod of identifying

bl ocks of externally provided content enabling content to be
renotely referenced. This approach supports reuse and reduces
the need for manual duplication across repositories.

Interoperability

Content repositories may require proprietary clients or tools
to access their content. This hanpers the ability for a
content consumer to retrieve content froma variety of content
sources using a single tool inplenmentation. This specification
standardi zes the nethods used to publish to and retrieve
content froma content repository enabling standardized clients
to be devel oped.

Access to content repositories may be restricted or require the

use of various standard or proprietary comruni cation protocols
(e.g. HITP, FTP). Content is often packaged using various
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file formats and conpression al gorithns, such as Zip, CAB or
&I P. Variation in these approaches hanpers interoperability.
This specification standardi zes the comunication protocol and
distribution formats used pronoting interoperability.

Cont ent packagi ng

XM.- based content is exchanged as XM. docunents, also called
instances. This document centric view of information does not
align well with how humans use information. Hunmans are nore
confortable working with | ogical objects that represent a
concept (e.g. rule, assessnent check, |ogical construct) verses
XML syntax. While XML Schema enabl es these concepts to be
nmodel ed, XML is still represented as a collection of elenents
and attributes. This specification defines a nmetanodel that
identifies the logical objects that are represented in XM-
based content and their boundaries wi thin the XM. nodel

enabl ing content repositories to use the conceptual view of the
content.

This techni que enables XM. instances to be treated as

contai ners of conceptual constructs. These conceptua
constructs can be exchanged individually and can be conposed

i nto new docunents dynanically based on netadata rules. This
specification will provide a methodol ogy for gathering and
packagi ng content based on the needs or interest of the content
consumer using a netadata approach

Integrity

Content consuners and need assurances that the content that has
been recei ved has not been nodified during the exchange
process. This specification defines the use of automated
mechani sns for verifying the integrity of exchanged content.

Confidentiality

In sone scenarios, it is necessary to secure the exchange of
content or restrict access to specific content. This
specification will detail nechanisns for securing repository-
to-repository and client-to-repository conmunications.
Additionally this specification will specify authorization
nmechani snms that enable restricted access to content if needed.

Cont ent Versi on Managenent

The content nmanaged by content repositories may often undergo
revision. Wen revisions occur, it is inportant to be able to
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query specific revision to naintain the integrity of content
bundl es. This specification provides a query nethod that
enabl es either a specific revision or the latest revision to be
retrieved. This approach also enables renote references to
include a content identifier and a specific revision

Mbdel Revi sion Managenent

Content repositories are often based on a specific data
specification revision. Wen using this approach, updating
content repository software to support specification revisions
may require costly, time-consuming effort. Organizations

mai ntai ni ng content repositories may be reluctant to adopt new
revi sions or support old revisions due to this burden. This
makes it difficult for a tool to use content based on an ol der
or newer nodel revision. This specification defines properties
within the nmetadata nodel to indicate where content is
backwards and forwards conpatible. These properties are then
used to enable content to be provi ded based on the required
nmodel revision or to drive proper error handling where content
is inconpatible.

For exanple the Open Vulnerability and Assessnent Language
(OVAL) versions content based on the nmajor and mnor revision
of the OVAL XML schema. A repository containing OVAL cont ent
may have content ranging fromOVAL 5.3 to 5.10. The difference
i n nodel version, while mnor, could negatively inpact a
security tool’s ability to properly process content that is
outside of its expected range . This could cause tool errors
or unexpected results to be produced. By using the nodel
revision properties in the netanodel, the effective nodel
revision of content returned froma content repository may be
cal cul at ed based on t he maxi nrum schema revisi on used.
Alternately, substitute content nay be provided that supports a
speci fi c maxi num schenma revi sion provided in the query.

By addressing these chall enges, content producers will be able to
ef fectively manage and share content they produce, and content
consunmers will be able to effectively use content provided by many
different providers. By defining communication interfaces that can
| everage existing conmunication protocols, we can begin to autonate
content distribution anpbng di sparate systens and nmake content nore
readily available. By defining a federated data nodel, we can
establish rules and rel ati onships of data types which allow for
flexi ble content managenent with support for dynam c nethods for
collecting and bundling content for consuners.

Sections [...] of this docunment focus on
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TBD
1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

1.2. Terns

1.2.1. Content

1.2.2. Security Automation Content
1.2.3. Content Producer

1.2.4. Content Consumer

1.2.5. Content Bundl e

2. Key Concepts

Thi s section provides a high-level overview of key concepts
introduced in this specification. The first concept subsection
descri bes a content netanodel that provides a needed | evel of
abstraction over XM.-based data nodels. The second subsection
describes the federated content architectural approach defined within
this specification. Through the use of these concepts, a robust,
general purpose, distributed content managenment systemis possible
that supports automated content exchange between content consumners
and producers.

2.1. The Content Metadata Mbdel

In order to create a generalized approach to XM.-based cont ent
managenent it is necessary to generalize how XM.-based data is
processed by the content system A variety of XML schema | anguages
are used to define the syntax used to express a data nodel in XM.
Whi | e these | anguages provide rules to constrain XM instance data,
they do not adequately describe the information objects that exist
within the nodel or the relationships between information objects.
An information object is a block of XML data that represents a
speci fic concept such as policy definition, a configuration setting
or a scanning rule. Relationships represent cross references or

I inks between information objects. Infornmation objects and
rel ati onshi ps are concepts that humans use to conceptualize the data
nmodel primtives that exist within content. |In order for a content
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management approach to be successful, a mechanismis needed that

bri dges the gap between the XML syntax understood by machi nes and the
conceptual primtives that humans understand. The content netadata
nodel provides this bridge

Wthin the content netanodel, an information object is represented as
an entity definition.

Conpl ete this section...
2.2. Content federation
Conplete this section...
Di scuss
Use of nanespaces within content identifiers for repository | ookup
usi ng DNS SRV records. Discuss using external nanespaces for

ot her cases.

Di scuss authoritative content repositories vs. caching repository
content.

Di scuss using an architectural nodel simlar to DNS for content
repositories (e.g. local, forwarding, caching).
3. | ANA Consi derations

This meno includes no request to | ANA

4. Security Considerations
Al'l drafts are required to have a security considerations section.
See RFC 3552 [ RFC3552] for a guide.

5. References

5.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
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