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Abstract

Asset identification plays an inportant role in an organi zation's
ability to quickly correlate different sets of information about
assets. This docunent provides the necessary constructs to uniquely
identify assets based on known identifiers and/or known information
about the assets. This docunment describes the purpose of asset
identification, a data nodel for identifying assets, nethods for

i dentifying assets, and gui dance on how to use asset identification
It also identifies a number of known use cases for asset

i dentification.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on March 27, 2013.
Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

One of the primary requirenents for perform ng asset nanagenment is
the ability to identify assets based on sone set of data known about
them Asset identification, the use of attributes and nmethods to
uniquely identify an asset, allows for correlation of data across
mul tiple sources, reporting of asset information across different
organi zati ons and dat abases, targeted actions agai nst specific
assets, and usage of asset data in other business processes.

Unfortunately, neither a unified nmethod nor a published specification
for performng asset identification exists at this tine. Existing
security automation specifications either do not consider asset
identification or represent identification information differently
than ot her specifications with which they interoperate. This nmeans
that correlation of data relies on a transformation process between
each specification, which is expensive and unreliable. Creation of
such a unified nmethod and specification for perform ng asset
identification would allow for greater interoperability, increased
capabilities, and easier inplenentation of asset managenent
processes.

This Asset Identification specification describes a framework for how
asset nmanagenent processes and ot her specifications may identify
assets using sone set of information known or generated about the
asset. It describes the data nopdel and representation of asset
identification information and it provides requirements for consuning
and producing identification information. Requirenents for usage of
asset information and requirenments for how the infornmation that
identifies assets is collected or generated are out of scope for this
speci fication.

For the purposes of this specification, an asset is considered to be
anything that has value to an organi zation. For exanple, conputing
devices are one formof asset that nany organi zations track. This
speci fication, however, does not lint asset identification to

i dentifying conmputing devices; any type of asset nmay be identified.
The specification itself provides constructs for identifying many
types of assets, and users may extend the nodel to include other
asset types if they wish to identify asset types that are not
addressed in the specification.

It is expected that other standards, data formats, tools, processes,
and organi zations will reference this specification to describe how
to represent asset identification information. This will ensure
conpatibility of asset identifications anong these conponents and
all ow for inproved asset nanagenment processes.
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While this specification was devel oped to support the imredi ate needs
of the security automati on comunity, it is expected that it will be
val uabl e in general asset managenent processes both inside and
outside of the security automati on space

1.1. Purpose and Scope

The purpose of this docunent is to define the Asset ldentification
specification, a standardized nodel for representing and identifying
assets.

The scope of this docunent is to give an introduction to Asset

I dentification, give guidelines on using Asset Identification
describe the Asset Identification data nodel, and docunent
conformance requirenents to conply with Asset ldentification. Oher
versi ons of Asset ldentification and the associ ated conponent

speci fications, including energing specifications and future
versions, are not addressed here.

Future versions of Asset ldentification will be defined in distinct
revisions of this docunment, each clearly | abeled with a docunent
revi sion nunber and the appropriate Asset ldentification version
number .

1.2. Audience
This specification is intended for authors of specifications that
must support asset identifications, inplenenters of those
specifications, systemintegrators conposing architectures fromtools
that inplement those specifications, and end users who wish to
under st and how t hese tool s work.

1.3. Document Structure

The renai nder of this docunent is organized into the foll owi ng najor
secti ons:

0 Section 2 defines the terns used within this specification and
provides a list of common abbreviations.

0 Section 3 describes howthis specification fits with related
standards and specifications.

0 Section 4 defines the conformance requirements for asset
i dentification.

0 Section 5 gives an overvi ew of asset identification
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0 Section 6 describes the asset identification data nodel
constructs.

0 Section 7 presents the asset identification schema

0 Appendix A recogni zes the work of the original Asset
Identification specification [IR7693].

0 Appendi x B describes possible use cases for asset identification
0 Appendi x C explains how the specification can be extended.
1.4. Docunent Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Both inline and indented forms use qualified nanes to refer to
specific XML el ements. A qualified nanme associ ates a naned el enent
with a namespace. The namespace identifies the specific XM. schema
that defines (and consequently may be used to validate) the syntax of
the elenent instance. A qualified nane declares this schema to

el ement association using the format prefix:element-nane. The
association of prefix to nanespace is defined in the netadata of an

XML docurnent and generally will vary from docunment to docunent. In
this specification, the conventional mappings listed in Table 1-1 are
used.

o m e e oo oo e e e e e e e e e e e e e e eeem o o e oo +
| Prefix | Nanespace URI | Schema |
Fomm e - - B B +
| ai | urn:ietf:parans: xm :ns:asset-identificat | Asset |
[ | ion-1.0 | ldentificatio

I I | nl1.0 I
I I I I
| core | http://scap.nist.gov/schena/reporting-co | SCAP [
| | re/l.1 | Reporting |
| | | Core 1.1 |
I I I I
| cpe-na | http://cpe.mtre.org/ namng/2.0 | CPE 2.3 [
| ne I | Naming I
[ [ | Specification |
I I I I
| xal | urn:oasis:names:tc:ciq:xsdschema: xAL: 2.0 | OASI S |
[ [ | extensible [
[ [ | Address [
[ [ | Language |
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urn:oasi s: names:tc:cig: xsdschema: xNL: 2.0 | OASI S [

I
| extensible |
| Nanme Language |

Conventi onal XM. Mappi ngs
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2. Ternms and Abbrevi ations

Asset: Anything that has value to an organi zation, including, but
not limted to, another organi zation, person, conputing device,
i nformati on technology (IT) system IT network, IT circuit,
software (both an installed instance and a physical instance),
virtual conputing platform (comon in cloud and virtualized
computing), and related hardware (e.g., |ocks, cabinets,
keyboar ds) .

Asset ldentification: The use of attributes and nethods to uni quely
identify an asset.

Asset ldentification Elenent: A conplete, bound expression of an
asset identification using the constructs defined in this
speci fication.

Circuit: A dedicated single connection between two endpoints on a
net wor k.

Conputing Device: A machine (real or virtual) for performnng
cal culations automatically (including, but not limted to,
conputer, servers, routers, switches, etc.)

Data: Any piece of information suitable for use in a conputer.

Dat abase: A repository of information or data, which may or may not
be a traditional relational database system

Extension ldentifier: Any piece of identifying information provided
in an asset identification elenment that is not explicitly
defined in the Asset ldentification schena.

Identifying Information: The set of an asset’s attributes that may
be useful for identifying that asset, including discoverable
i nformati on about the asset and identifiers assigned to the
asset .

Mat chi ng:  The process of determ ning whether two or nore asset
identification expressions refer to the sane asset.

Network: An information systen(s) inplemented with a collection of
i nt erconnected conponents. Such conponents may incl ude
routers, hubs, cabling, tel ecomrunications controllers, key
distribution centers, and technical control devices.
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Organi zation: An entity of any size, conplexity, or positioning
within an organizational structure (e.g., a federal agency, or,
as appropriate, any of its operational elenents).

Person: Any person considered as an asset by the nanagenent donain.

Rel ati onship ldentifier: Ildentifying information where the value is
a relationship to another asset.

Service: A set of related I T conponents provided in support of one
or nore business processes.

Sof tware: Conputer prograns and associ ated data that may be
dynanmically witten or nodified during execution

System A discrete set of infornmation resources organized for the
col l ection, processing, maintenance, use, sharing,
di ssemi nation, or disposition of infornation.

Synthetic ldentifier: An identifier that is assigned to an asset in
the context of some managenent domai n.

Website: A set of related web pages that are prepared and nmi ntai ned
as a collection in support of a single purpose.

Acr onyns

Bl OS: Basic | nput/Qutput System

CIDR d assless Inter-Domain Routing
CPE:  Common Pl at f orm Enuner ati on
FQDN: Ful ly-Qualified Domai n Nane
GUID: dobally Unique Identifier

HTTP: Hypertext Transfer Protocol

| ETF: Internet Engineering Task Force
| P I nternet Protoco

I T: I nf ormati on Technol ogy
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I TL: Informati on Technol ogy Laboratory
MAC. Media Access Control
NI ST: National Institute of Standards and Technol ogy

QASIS: Organization for the Advancenment of Structured |Information
St andar ds

RFC. Request for Comment

URI: Uniform Resource ldentifier
URL: Uni form Resource Locat or
VWBC. World Wde Wb Consortium
WFN: Vel | - For med Nane

XAL: Extensible Address Language
XM.: Extensible Markup Language
XNL: Extensi bl e Nam ng Language

XSD: XM Schemn
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3.

Rel ati onship to Existing Standards and Specifications

This specification defines the constructs and net hods for
representing asset identification information and thus can be

| everaged by any other specification where identifying assets is
required or beneficial

This specification uses several industry-standard nechanisns for
representing identification information and providi ng conformance
requirenents.

Conmon Pl atform Enuneration (CPE)TMis a structured nanmi ng schene for
i nformati on technol ogy systens, platfornms, and packages. Based upon
the generic syntax for Uniform Resource ldentifiers (URI), CPE
includes a formal nane format. CPE version 2.3 Well-Forned Nanes
(WFN) are used as software- identifying information by this

speci fication [ CPE23].

The extensi bl e Address Language (xAL) by the Organization for the
Advancenent of Structured Information Standards (QASIS) is an XM
standard format for representing international address information
[ XAL]. Asset ldentification | everages XAL to represent address
information for assets.

The extensi bl e Name Language (xXNL) by QASIS is an XM. standard format
for representing the names of people and organizations. [XNL] Asset
Identification | everages xNL to represent the nanmes of people and
organi zati ons.
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4.

4.

4.

Conf or mance

A product may want to claimconformance with this specification so
that users and organi zations can use the product with the assurance
that the product can identify assets in a consistent and standard
manner. The ability for a product to identify assets in a standard
manner increases the likelihood of interoperability between
conform ng products. This section defines the criteria for products
to claimconformance with this specification

1. Product Confornance

Products are divided into two roles based on their use of asset
identification information: consuners and producers.

0 Consum ng products ("consunmers") nust be able to receive and
understand information in conpliance with this specification

0 Producing products ("producers") must create asset identification
information in a format conpliant with this specification

A product may be both a consuner and producer. The follow ng
subsecti ons docunent the conformance requirenents for the two types
of products.

1.1. Consumer s

Any consum ng product claimng confornance to this specification MIST
adhere to the followi ng requirenents.

o0 The consuner SHALL be capabl e of processing the identification
i nformati on represented in constructs consistent with the Asset
Identification data nodel without error. See Section 6

0 The consuner MAY attenpt to consunme constructs that are invalid
per the Asset ldentification data nodel. See Section 6

o The consuner MAY consune extension identifiers and use them as an
i nput into a matching process. See Section 5.3.4.

0 The consuner MJUST NOT abnornally end, crash, or otherw se be
unable to fully process asset identification elenments that include
extension identifiers. |t MAY ignore any information in extension
i dentifiers.
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4.1.2. Producers

Any produci ng product claimng confornmance to this specification MIST
adhere to the followi ng requirenents.

0 The producer SHALL accurately produce the asset identification
element in XML consistent with the data nodel. Section 6.

0 \When representing identification information, the producer SHOULD
provide as nuch information as is sufficient to allow for a nmatch.
See Section 5. 3.

0 \When representing identification information, the producer MAY
provide as rmuch or as little identifying information as allowed in
the data nodel per other reconmendations or tool capabilities.

See Section 5.3.

0 The producer MAY provide extension identifiers for any asset
identification element. See Section 5.3.4.
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5. Asset ldentification Overview

This section gives an overview of the Asset ldentification nodel and
its key concepts.

5.1. Scope

In order to support the variety of use cases discussed in Appendi x A
the scope of this specification is Iimted to a description of how
asset managenent tools can represent asset identification information
when communicating it to other tools. It is out of scope of this
specification to recormend which identifiers to use or to require
that identification information be collected in a certain way or from
a certain place. Higher-Ilevel specifications, tools, and

organi zations that inplenent Asset Identification, however, are
encouraged to nmake these recomendati ons or specify these
requirenents in order to support the particular needs of their use
cases.

Additionally, the Asset Identification specification is not a
mechani sm for expressing informati on about an asset that is not
related to asset identification. Only elenments that are used for
identification are included in the core specification. Asset
Identification elenments MJUST NOT be used to represent infornmation
about an asset unless it is being used to identify that asset.

5.2. Core Specification and Extension Points

The core Asset ldentification specification defines el even asset
types and definitions of how those asset types nmay be identified
using a set of literal attributes and relationships to other assets.
The core specification is intended to provide definitions for
commonl y used asset types and identification attributes; it is not

i ntended to be an exhaustive list of all possible asset types and
attributes that may be used for identification. Anything explicitly
defined in the asset identification schema and the asset
identification controlled vocabulary for relationship identifiers is
consi dered part of the core specification

There are several extension points in the Asset ldentification data
nmodel to allow for identification of asset types beyond what is
included in the core specification and to allow attributes or

rel ati onshi ps outside of the core specification to be used to
identify asset types that are included. These extension points are:

0 Additional asset types nmay be created by inheriting fromany
concrete or abstract "asset" data elenent in the core XM. schena.
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0 The core asset types may be enhanced by adding elenents to the
appropriate asset type as literal values in the "extended-
i nformati on" el ement.

0 Additional relationships can be defined by creating a separate
vocabul ary for relationship identifiers.

5.3. Data Mdel Overview
The Asset ldentification data nodel consists of a set of asset types

and a set of information that can be provi ded about each asset type.
The asset types currently supported in this specification are:

S +
| Asset |
Fommmm +
I
| [ S, +
+----| Person |
[ Hom e e oo - +
I
| R +
| ----] Organization |
| S +
I
[ Fom e o - +
+----] IT Asset |
S +
I
I
| [ SR +
R | System |
| S NIy +
I
| Hommmmm +
Fo-m e - - | Software
| S +
I
| Fomm e +
R | Database |
| Hommmmm +
I
| Fomm - oo - - +
R | Network |
| Foemmmmaas +

Montville Expi res March 27, 2013 [ Page 14]



Internet-Draft SACM Asset ldentification Sept enber 2012

| Fomm e e - +

Fo-m e - - | Service

| Fomm - oo - - +

I

| e +

R | Data

| R e, +

I

| e +

SRR | Computing Device

| . +

I

| Fomm e e - +

Fo-m e - - | Grcuit |

| Fomm - oo - - +

I

| Foemmmmaas +

R | Website |
T +

For the purposes of this specification the above asset types MJST be
under stood as defined in Section 2.

The specification MAY be extended by Asset ldentification producers
to allow for other asset types as needed; however, it is OPTIONAL for
Asset ldentification consumers to support asset types not present in
the core specification

For each asset type above, the specification has a core set of fields
that may be provided in order to identify an asset of that type. For
exanpl e, an asset of type "person"” may be identified by an email
address, full nane, tel ephone nunber, or birth date. Any nunber of
these fields may be populated in order to create an asset
identification element. Specifications, managenent environnents,
organi zations, and tool vendors inplenenting Asset ldentification are
encouraged to recommend, restrict, or require that certain fields be
popul ated or not popul ated; however, the specification itself does
not do so.

There are several different types of information that nmay be used to
identify assets: literal identifiers, relationship identifiers,
synthetic identifiers, and extension identifiers. These four
identifier types are differentiated only because they are represented
differently in the data nodel. No identifier type is intrinsically
nmore or | ess valuable for performng asset identification than any

ot her identifier type.
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5.3. 1. Literal ldentifiers

Literal identifiers are the pre-defined fields containing litera
values that nmay identify an asset. For exanple, Media Access Contro
(MAC) address is an exanple of a literal identifier for a conputing
device. Literal identifiers defined in Asset Identification MJST be
properly processed without error by Asset ldentification consumers.

5.3.2. Synthetic ldentifiers

Synthetic identifiers are nmeant to be used when a dat abase or process
assigns an identifier. For exanple, an enployee is often assigned an
enpl oyee identifier which may be used to track himor her across the
organi zation. These identifiers should be represented using the
synthetic identifier construct: the nanmespace denotes the nmanagenent
domain for which the identifier is valid and the identifier contains
the identifier itself. Each asset type allows for a list of zero to
many synthetic identifiers. Synthetic identifiers MJST be properly
processed without error by Asset Identification consumers.

5.3.3. Relationship Identifiers

Rel ationship identifiers are nmeant to be used when an asset nay be
identified based on a relationship to another asset. For exanple, a
system may be identified based on the fact that it is naned "System
1" and it is connected to network "I NTERNAL". Relationship types are
represented as a controlled vocabulary. Any relationships defined in
the Asset ldentification controlled vocabulary are core and MJST be
processed without error by Asset Identification consuners.

Rel ati onships that are defined in other controlled vocabul aries are
consi dered extension identifiers and MAY be supported by Asset

I dentification consuners.

5.3.4. Extension ldentifiers

Al t hough this specification intends to support the nost conmon types
of information that are used to identify assets, certain users,
organi zati ons, or use cases may find that the core nodel does not
support some fields that they need. Asset Identification supports a
producer’s ability to provide these identifiers in any asset
identification elenment through extension identifiers; however, it is
OPTI ONAL for consunmers to process or understand these identifiers
unl ess sonme other specification requires it. Extension identifiers
may include additional literal values as well as rel ationship
identifiers that are outside of the Asset ldentification controlled
vocabulary. Extension identifiers MJST be processed wi thout error by
consuners; however, consuners are encouraged to ignore identifying
information that they do not understand and is not defined in the
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core schema, which ensures accurate correl ation
5.4. Providing Asset Identifications

In the absence of other guidance or requirenents, Asset
Identification providers SHOULD provide as nmuch information as they
have available in the core (non-extension) asset identification

el ement. Bandwi dth constraints, other specifications, and too
intelligence MAY hel p define how nuch or which information SHOULD be
provi ded beyond this recomendation

5.5. Consuming Asset ldentifications

Asset ldentification consuners MJST be able to process litera
identifiers, synthetic identifiers, relationship identifiers, and
extension identifiers without error. 1In this context, "process"
simply means ingest without error and optionally use as an input in
performing a matching. Asset ldentification consumers SHOULD process
literal identifiers, synthetic identifiers, and relationship
identifiers and support incorporating theminto a matching process.
Asset ldentification consumers SHOULD NOT i ncor porate unknown
extended identifiers into a matching process as they may be

m sl eadi ng or m sunder st ood.

Extended identifiers that are defined in another specification or
policy that the consumer inplenents MAY be supported as appropriate
and as defined by that specification or policy.

5.6. Matching

Mat ching is the process of determn ning whether or not two or nore
asset identification elenments are referring to the sane asset.
Matching is perforned across an entire asset identification el enent,
not across each individual property of an identifier

Al 't hough matching identifiers is an inportant part of the asset
identification process, due to a wide variety of current too
practices, organizational architectures, and the need to allow for
i nnovation, this specification does not provide any normative
requirenents in regards to matching. Tools are free to perform
mat chi ng based on their own |l ogic, and specifications inplenenting
asset identification are encouraged to provide their own
reconmendati ons or requirements around natching.

5.7. Sanple Correlation Wrkfl ow

The diagramin Figure 1 shows a sanple correl ation workfl ow,
i ncl udi ng mat ching di scoverabl e informati on and several synthetic
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identifiers.

In this sanple architecture, which is nmerely one exanple, several
tools report on information about an asset. The information is
correl ated by an asset database, potentially processed or aggregated,
and then reported to a higher-Ilevel database.

SRR T + Tool 1: ASSET1 +---------- +
+--] Network |------------------ | Asset |
1 | | Scanner | IP: 1.2.3.4 | Database |
| [ + S +
[ SR +
| Asset |--+
S RS +
| S Ry + Fomm e +
+--| Host I | Asset |
| Scanner | IP: 1.2.3.4 | Database |
| 1 | b +
Fomm e - +
2
Tool 1: ASSET1
+o---- - + Foeeem-- - + Tool 2: ASSET34 +---------- +
| Asset |----| Host I | Asset [
R + | Scanner | | Database |
| 2 I I I
N + N T +
3
Tool 1. ASSET1
R + EEEE T + Tool 2: ASSET34 +----------- +
| Asset |----| Asset [------mmm - - | Reporting |
+o---- - + | Database | IP: 1.2.3.4 | Database |
Fom e o - + [ S +
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Figure 1: Sanple Correlation Wrkfl ow

In step 1, a host-based scanner is reporting on asset information
(e.g. vulnerability assessnment results) using a synthetic identifier
inits own namespace and an | P address as identifying infornation.
Additionally, a network scanner is reporting on network events by IP
address. This allows the asset database to correlate information
comng fromthe network with information on the host, potentially
mat chi ng vul nerabilities discovered by the host-based scanner with
attacks against that vulnerability discovered by the network scanner.

In step 2, another host-based scanner (e.g., an asset inventory tool)
reports data using both a synthetic identifier in its own namespace
and a synthetic identifier in the first host-based tool’s nanmespace.
This other identifier may have been collected on the system or may
have been di scovered sone other way; how that collection happens is
out of scope of this specification. By passing both identifiers,
however, the scanner provides enough data to the asset database to
correlate the additional inventory data with the vulnerability and
event data. Additionally, any other data reported using either the

| P address or the two synthetic identifiers will be able to be
correlated as well. Note that this specification does not require or
recomend that tools process identifiers in certain ways: for
exanple, an |IP address nmay becone stale after a period of tinme, but
it is out of scope for this specification to reconmend how to dea
with that.

In step 3, the asset database provides a report to a higher-I|eve

dat abase. Depending on the reporting architecture, organizationa

hi erarchy, and reporting requirenents, asset databases may want to
report on data with different sets of synthetic identifiers for each
asset. This specification does not restrict or recomend
architectures or workfl ows.

In the reporting architecture shown above, all known asset
identifiers for each asset are being used to report infornmation to
the higher level. 1In this architecture, data provided by other tools
to the higher-level database nmay be correlated with the reported
data. Oher options would be to only report some information to the
hi gher -1 evel database or even to generate a new synthetic identifier
to performreporting, depending on the reporting requirenents and

net work architectures.
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6

Dat a Mbdel

This section docunents the data nodel for Asset Identification. The
XML scherma that inplenments this data nodel is provided separate from
this specification.

The Asset ldentification nodel is a fairly flat nodel that defines
the constructs to hold identifying information about an asset. A
limted nunber of asset types are defined for which nodel constructs
exist. In order to use the Asset l|dentification nodel:

0 The user SHOULD produce an XM ai:assets or ai:asset-related
el ement consistent with the data nodel described in
Section 6.3.12. 1.

o The XM el enent produced MJST validate against the XM. schena
(XSD) for Asset ldentification in Section 7. |In situations where
the XML schema does not nmatch the documented nodel in this
specification, the XSD takes precedence.

The follow ng subsections fornalize the |ogical data nodel. The data
contained in the subsections include prose and tables, which MJST be
interpreted as foll ows:

0 The subsection title indicates the nanme for the entity being
descri bed.

o0 The "INHERITS" field indicates that the el enent takes on all of
the properties of the inherited elenment in addition to the
properties defined for the el enment.

o The "DEFINITION' field indicates the prose description of the
text. The field MAY contain requirement words as indicated in
[ RFC2119] .

0 The "Properties" field is broken into a four columm table:

* The "Name" colum indicates the nane of a property that MAY or
MUST be included in the described el enment in accordance with
the cardinality indicated in the "Count" field.

*  The "Type" colum indicates the type of data that MJST be the
value for the property. There are two categories of types:
literal and elenent. A literal type will indicate the type of
literal. The elenment type will reference the nanme of another
el ement that defines the content for that property.
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* The "Count" columm indicates the cardinality of the property
within the elenment. The property MJST be included in the
el ement in accordance with the cardinality. |If a range is
given, and "n" is the upper-bound of the range, then the upper
limt is unbounded.

* The "Definition" colum defines the property in the context of
the element. The field MAY contain requirenment words as
indicated in [ RFC2119].

Each literal data el ement MAY have a "source" attribute associated
with it. The source attribute is intended to capture the source of
the information for that data elenent. The field SHALL be a string
type, but the value of the field is left to the content producer.
The val ue MAY include, but is not restricted to, a synthetic |ID of
the asset that sourced the information, another ID of the source, or
a description of the source. See the XSD for additional clarity on
the "source" attribute.

Each literal data el enent MAY have a "timestanp" attribute associated
with it. |If populated, the timestanp attribute indicates when the
data was | ast known to be correct for that el enent.

6.1. Abstract Elenents
6.1.1. ai:asset
I NHERI TS: None.

DEFI NI TION:  The root elenment fromwhich all other asset elenents
derive. This elenent does not represent any specific type of
asset, and therefore should only be used as a base class for
other, concrete, asset elenents. Any element that clainms to be
an asset elenent conpliant with this specification SHALL
directly or indirectly inherit all of the attributes in this
el ement. The asset el ement SHALL NOT be used directly in an
asset identification instance because it is abstract.
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6. 1.

exte
n

tine

2. a

Hol ds t he
synthetic ID
i nformati on
for the asset.

Hol ds t he

| ocation

i nformation
where the
asset resides.

Hol ds
ext ensi on
identifiers

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
| for the asset. |
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

nded-i nformati o el ement - | ocations

The content
can be any
well - fornmed
XML defined in
a nanespace

ot her than the
Asset
Identification
nanmespace.

The date and
ti me when the
i nformati on
was | ast known
to be correct.

stanp literal - dateTine

Table 1. ai:asset Properties

i:it-asset

INHERI TS: ai: asset

DEFI NI TION: An abstract elenent that extends fromthe asset el enent.

Montville

it-asset is a placeholder element to carry conmmon attributes
related to I T assets. For the current iteration of this
specification no conmon attributes have been identified, but
future iterations of the specification MAY contain conmon
attributes for IT assets. Al asset elenents that are
describing IT assets SHOULD extend fromthe it-asset el enent.
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e e e R +
| Narme | Type | Cnt | Definition |
Homm - - Homm - - H-- - - - Fom e e o +
| VA | NA | NA| NA [
. . S S +

Table 2: ai:it-asset Properties
6.2. Concrete Asset Elenents

The following elenments describe the data el enments for the asset types
defined in this specification

6.2.1. ai:circuit
INHERI TS: ai:it-asset

DEFI NI TION: Captures identifying information about a circuit.

B o m e e oo o - +----- Fom e m e e e e e e e e e e e e am o +
| Nane | Type | Cnt | Definition |
S e e e - +-- - - - o e e m e e e e e e e e e e — e oo +
| circuit-name | literal - | 0-1 | The nanme of the circuit being |
[ | token [ | identified. |
oo o m e +--- - - oo e e e e e e e e e e e e e e oo oo - +

Table 3: ai:circuit Properties
6.2.2. ai:conputing-device
I NHERI TS: ai:it-asset

DEFI NI TION: Captures identifying information about a computing
devi ce.
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The X. 500

di stingui shed nane of
the conputing device
being identified.

literal -
t oken

The Conmon Pl at f orm
Enuner ati on nane for
the conputing device
being identified.
This MJUST be a
hardware CPE. This
MJUST be a CPE 2.2 UR
[ CPE22] or CPE 2.3
formatted string

[ CPE23] .

cpe literal -

ai : cpe

network interface on
the conputing device
being identified.

ai : connecti ons

literal -
t oken

fqdn The fully-qualified
domai n nane for the
computi ng device

being identified.

The hostnanme of the
computi ng devi ce.

literal -
t oken

host nanme

The not herboard
gl obal | y uni que
identifier of the
computi ng devi ce.

literal -
string

nmot her boar d- gui d

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
| connections | elenents -
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

?
=

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I nformati on about a
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

Tabl e 4: ai:conputing-device Properties
6.2.3. ai:data
I NHERI TS:  ai : asset
DEFINITION: A generic elenent to describe any type of data. Since
this elenent is generic it does not define any of its own

properties, but instead relies solely on the properties
i nherited from asset.
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synthetic-id | elenent-synthetic-id | O-n | Holds the synthetic [
| | | I'Dinformation for |

| the asset. |
I

I

Tabl e 5: ai:data Properties
6.2.4. ai:database
INHERITS: ai:it-asset

DEFINI TION:. Captures identifying information about a database.

T T +--- - - o +
| Nare | Type | Cnt | Definition |
e e e o e e e o H-- - - - o m e e e e e e e e e e +
| instance-name | literal - | 0-1 | The nane of the database [
| | token | | instance. |
o e oo o e oo +--- - - o m e e e e e e e e eaaa o +

Tabl e 6: ai:database Properties
6.2.5. ai:network
INHERI TS: ai:it-asset

DEFINI TION: Captures identifying information about a network.

addr esses for
t he networ k
bei ng
identified.

S e e e e oo oo Fom e e e oo S +
| Nare | Type | Cnt | Definition |
oo oo oo oo e - oo +
| network-name | literal - | 0-1 | The nane of the

| | normalizedString | | network being

| | | | identified. |
I I I I I
| ip-net-range | el enent - | 0-1 (if | The starting |
| | ip-net-range | ip-net-range, | and ending IP |
| | | then not | addresses for |
| | | cidr) | the range of IP |
| | | | |
I I I I I
I I I I I
I I I I I
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The d assl ess
I nt er-Domain
Rout i ng

literal - token | |
I I
| |
| information for |
I I
I I
I I

0-1 (if cidr,

t hen not

i p- net -range)
t he network
bei ng
identified.

Table 7: ai:network Properties
6.2.6. ai:organization

INHERI TS: ai: asset

DEFI NI TION: Captures identifying information about an organi zati on.

associated with the
organi zati on bei ng
i dentifi ed.

e e e e oo e e e e oo +--- - - o e e e +
| Nare | Type | Cnt | Definition |
) ) +----- Fom e e e e e e e e oo +
| xnl:OrganisationN | elenment - | O-n | The name of the |
| ameDetails | xnl:OrganisationN | | organization being |
| | ameDetails | | identified. See |
| | | | [XNL] for details |
| | | | on populating this |
| | | | el enent |
| | | | |
| ermil-address | literal - token | O-n | An enmil address [
I I I I I
I I I I I
I I I I I
I I I I I
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t el ephone- nunmber literal - token | A phone nunber

| associated with the
| organization being
| identified. For a
| North Anerican

| nunber, the nunber

| MUST be valid and

| the format MUST be
| XXX- XXX- XXXX wher e
| Xis adigit. For

| an internationa

| nunber, the nunber

| MUST begin with a

| '+ synbol,

| followed by 7 to 15
| digits. A space

| MAY be used between
| digits, as

| appropriate. For

| exanple: +88 888

| 888 8 (this is

| following the ITUT
| E. 123 notation).

| Regex:

| (([2-9][0-8]\d-[2-9
| 1\d{2}-[0-

| 91{4})| (\+([0-9]

I ?){6,14}[0-9]))

I

I

I

|

A website
associated with the
organi zati on bei ng
identified.

Tabl e 8: ai:organization Properties
6.2.7. ai:person
I NHERI TS:  ai : asset

DEFI NI TION: Captures identifying information about a person
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el enent -
xnl : Per sonNa
e

xnl : Per sonNane The nane of the person
being identified. The

el ement type is defined in
[XxNL] and SHALL be used as
docunented in that

speci fication.

An emai | address associ at ed
with the person being
identified.

literal -
t oken

enui | - addr ess

literal -
t oken

t el ephone- nunb
er

I I
I I
I I
I I
I I
I I
I I
I I
I I
| |
| A phone nunber associ ated |
| with the person being [
| identified. For a North |
| American nunber, the number |
| MJUST be valid and the [
| format MUST be XXX- |
| XXX-XXXX where X is a |
| digit. For an [
| international nunber, the |
| nunber MJST begin with a |
| '+ synbol, followed by 7 |
| to 15 digits. A space MAY |
| be used between digits, as

| appropriate. For exanple: |
| +88 888 888 8 (this is |
| following the ITUT E 123 [
| notation). Regex: [
| (([2-9][0-8]\d-[2-9]\d{2}-[ |
| 0- 91{4})| (\+([0-9] I
I ?){6,14}[0-9])) I
bi rt hdat e | The birth date of the |
| person being identified. |

literal -
dat e

Tabl e 9: ai:person Properties
6.2.8. ai:service

INHERITS: ai:it-asset
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DEFI NI TION:  Captures identifying information about a service running
on a conputi ng-devi ce.

Fom e e o Fom e e e oo +-- - - - o e e m e e e e e e e e e e — e oo +
| Nare | Type | Cnt | Definition |
TS o e oo +--- - - oo e e e e e e e e eee— oo s +
| host | el enent - | 0-1 | The IP address or fully |
| | host | | qualified domain nane of the |
| | | | host of the service. |
I I I I I
| port | literal - | O-n | The port nunber that the |
[ | integer [ | service is bound to. |
[ [ [ | Restricted to 0 <= x >= 65535 |
I I I I I
| port-range | elenent - | O-n | The | ower and upper bound |
[ | ai:port-range | | (inclusive) of the range of [
| | | | ports the service is bound to. |
I I I I I
| protocol | literal - | 0-1 | The protocol used to interact |
| | string | | with the service (e.g., HITP, |
| | | | JMS, SSH, FTP). |
Fom e e o Fom e e e oo +-- - - - o e e m e e e e e e e e e e — e oo +

Tabl e 10: ai:service Properties
6.2.9. ai:software
INHERITS: ai:it-asset

DEFINI TION: Captures identifying information about a cl ass of
software or a software instance.

a software CPE. This MJST be a
CPE 2.2 URI [CPE22] or CPE 2.3
formatted string [ CPE23].

e e e e e oo - Fomm e o H-- - - - o e e e e e e e e e e e e e e e e aa o - +
| Nane | Type | Cnt | Definition [
e oo R o m e +
| installation-id | literal | 0-1 | Any identifier for a software [
| | - token | | instance (installation). Use |
| | | | when identifying an instance of

| | | | software and not just the class

[ [ [ | of software. [
I I I I I
| cpe | literal | 0-1 | The Conmon Pl atform Enumeration |
[ | - [ | nane for the class of software |
| | ai:cpe | | being identified. This MJST be

I I I I I
I I I I I
I I I I I
I I I I I
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| license | literal | O-n | The license key associated with
| | - | | the software instance |
| | string | | (installation). Use when |
[ [ [ | identifying an instance of [
| | | | software and not just the class
| | | | of software. |
o e e e e oo - T +--- - - o m e e e e e e e e e eme— oo - +

Tabl e 11: ELEMENT NAME PROPERTI ES

6.2.10. ai:system
I NHERI TS: parent
DEFINITION: definition text.
S TS +--- o= oo e e e e e e e e e e e e e e eaao o +
| Nare | Type | Cnt | Definition |
o m e T +--- - - oo e e e e e e e e e e e eaaa o +
| systemname | literal | 0-n | The nanme of the system being |
| | - token | | identified. This property can be |
[ [ [ | replicated as systens nay have [
| | | | multiple, or abbreviated, nanes. |
[ [ [ | Al of the names (including [
[ [ | | acronyns) MAY be captured here. |
I I I I I
| version | literal | 0-1 | The version of the system being |
[ | - token | | identified. [
S TS +--- o= oo e e e e e e e e e e e e e e eaao o +

Tabl e 12: ai:system Properties

6.2.11. ai:website
I NHERI TS: parent
DEFINITION: definition text.
TSRS Fom e e e - - H-- - - - o e e e e e e e e e e e e e e e e e e +
| Nane | Type | Cnt | Definition [
S Fom e e e oo +--- o= oo e e e e e e e e e e e e e e meee—o - +
| document-ro | litera | 0-1 | The absolute path to the docunent |
| ot | I- | | root location of the website on the |
| | token | | host. |
| | | | |
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0-1 | The locale of the website
represented as an RFC 5646 | anguage,
and optionally, region code.
Language and regi on codes SHOULD be

litera |
I
|
| in the Internet Assigned Nunbers
I
I
I
|

| -
t oken

Authority (I ANA) Language Subtag
Registry [ILSR]. Regex:
g;i;)zA-Z]{Z, 3}(-([a-zA-Z]{2}|[0-9]{3}

Tabl e 13: ai:website Properties
6.3. Hel per Elements
6.3.1. ai:synthetic-id
INHERITS: NA

DEFINITION: Holds the synthetic identifier information for an asset.

Fom e o - Fom e o - +-- - - - o m e e e e e e e e e e e e e e e e mo— oo +
| Nare | Type | Cnt | Definition |
[ RS [ RS +--- - - oo e e e e e e e e e e e e e e mmee oo oo +
| resource | literal | 1 | A UR for the nanespace in which the |
| | - URI | | identifier is governed and uni que. |
| | | |
| id | literal | 1 | The unique identifier for the asset [
| | - token | | within the resource nanmespace. |
[ RS [ RS +--- - - oo e e e e e e e e e e e e e e mmee oo oo +

Tabl e 14: ai:synthetic-id Properties
6.3.2. ai:connections
INHERITS: NA

DEFINITION:. Contains a |list of ai:connection el enents.

Fom e e o Fom e e e oo +-- - - - o e e m e e e e e e e e e e — e oo +
| Nare | Type | Cnt | Definition |
oo oo Foomm - o e e i +
| connection | elenent - | 1-n | Information about a network |
| | ai:connection | | interface on the conputing |
| | | | device being identified. |
Fom e e o Fom e e e oo +-- - - - o e e m e e e e e e e e e e — e oo +

Tabl e 15: ai:connections Properties

Montville Expi res March 27, 2013 [ Page 31]



Internet-Draft SACM Asset ldentification Sept enber 2012

6.3.3. ai:connection
INHERITS: NA

DEFINITION:. Contains information relevant to a single connection to
a network. If multiple IP addresses map to the same MAC
address, each ai:connection SHALL represent a single MAC
address-1 P address pair.

)) |1Pv6 Regex:
([0-9a-fA-F]{1,4}:){7}[0-9a-fA
-F1 {1, 4}

Fom e o - e e e - +-- - - - o m e e e e e e e e e e e e e m e e e e o oo oo +
| Nare | Type | Cnt | Definition |
[ RS S +--- - - oo e e e e e e e e e e e eaaa o +
| ip-addre | literal-tok | 0-1 | The IP address for the connection. |
| ss | en | | I Pvd Regex: |
I I I | ([0-9]1[1-9][0-9]|1([0-9][0-9])]2( |
I I I | [0-4][0- I
I I I | 9115[0-5]))\.([0-9]|[1-9][0-9]|1( |
I I I | [0-9][0-9])|2([0-4][O- I
I I I I 9] |5[0-5]))\. ([0-9]|[1-9][0-9]|1 |
I I I | ([0-9][0-9])]|2([0-4][0- I
I I I I 9]|5[0-5]))\. ([0-9][[1-9][0-9]| |
I I I | 1([0-9][0-9])|2([0-4][0- 9]|5[0-5] |
| | | | )) [1Pv6 Regex: |
| | | | ([0-9a-fA-F]{1,4}:){7}[0-9a-fA |
] e |
| mac-addr | literal - | 0-1 | The Media Access Control address |
| ess | ai:mac-addr | | for the network interface. Regex: |
| | ess-type | | ([0-9a-fA-F]{2}:){5}[0-9a-fA-F]{2} |
I I I I I
| url | literal - | O-n | A Universal Resource Locator |
| | URL | | address for the network interface. |
I I I I I
| subnet-m| literal - | 0-1 | The subnet mask for the [
| ask | token | | connection. |Pv4 Regex: |
I I I | ([0-9]1[1-9][0-9]|1([0-9][0-9])]2( |
I I I | [0-4][0- I
I I I | 9]15[0-5]))\.([0-9]|[1-9][0-9]|1( |
I I I | [0-9][0-9])|2([0-4][O- I
I I I I 9]15[0-5]))\.([0-9]|[1-9][0-9]|1 |
I I I | ([0-9][0-9])]|2([0-4][0- I
I I I I 9]|5[0-5]))\. ([0-9]|[1-9][0-9]| |
I I I I 1([0-9][0-9])[2([0-4][0- 9]|5[0-5] I
I I I I I
I I I I I
I I I I I

Montville Expi res March 27, 2013 [ Page 32]



Internet-Draft SACM Asset ldentification Sept enber 2012

| The I P address for the default
| gateway for the connection. |Pv4
| Regex:

| ([0-9]|[1-9][0-9]]1([0-9][0-9])]2(
| [0-4][0-

| 9]15[0-5])
| [0-9][0-9])
I 9] | 5[ 0- 5]
I
I
I
I
I

literal -
t oken

def aul t -
route

-([0-9]|[1-9][0-9]] 1(
[0-4][O-
-([0-9]|[1-9][0-9]|1
([0-4][0-
\.([0-9][[1-9][0-9]]|
2([0-4][0- 9]]|5[0-5]

)
I
)
([0-9][0-9])
9] | 5[ 0- 5]
1([0-9][0-9])

)) | Pv6 Regex:
([0-9a-fA-F]{1,4}:){7}[0-9a-fA

-F1 {1, 4}

\
2(
)\
| 2
!

Tabl e 16: ELEMENT NAME PROPERTI ES
6.3.4. ai:locations
INHERITS: NA

DEFI NI TION: Contains a geographi c coordi nate system point.

[ R Fom e e e oo +--- - - o +
| Nare | Type | Cnt | Definition |
Fom e - e e e e e e e e o H-- - - - o e e e e e e e e e e m o +
| location | elenent - one of: | 1-n | ai:location is an abstract |
| | location-point, | | elenent that is the root |
| | location-region, | | of the substitution group |
| | location-address | | for the elenents listed in

| | (type | | the type field. Use one |
| | xal:AddressDetails) | | of those to describe the |
[ [ [ | location of the asset. [
| | | | xal:AddressDetails is |
| | | | defined in [xAL]. |
[ R Fom e e e oo +--- - - o +

Tabl e 17: ai:locations Properties
6.3.5. ai:location-point
INHERITS: N A

DEFI NI TION:  Cont ai ns a geographi c coordi nate system point.
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| atitude literal The |l atitude of the point represented

as a nunber between -90 and 90. 90 =

I I I I I
I I I I I
| | nunber | | 900N, -90 = 900S. Value constraint: |
| | | | -90 <= x <= 90 |
I I I I I
| longitude | literal | 1 | The I ongitude of the point |
[ | - [ | represented as a nunber between -180 |
| | nunber | | and 180. 180 = 1800E, -180 = 1800W |
| | | | Value constraint: -180 < x <= 180 |
I I I I I
| elevation | literal | 0-1 | The el evation of the point |
| | - | | represented in neters above sea |
[ | nunber | | level. A negative nunber woul d [
| | | | indicate bel ow sea | evel. |
I I I I I
| radius | literal | 0-1 | The radius of a horizontal circle |
| | - | | centered on the point w thin which |
| | nunber | | the asset resides. Value constraint:

I I I | x >=0 I
R TS +--- o= oo m e e e e e e e e e e e e e e eeeooo oo +

Tabl e 18: ai:location-point Properties
6.3.6. ai:location-region
INHERI TS: N A

DEFI NI TION:  Contains region information.

TSRS o e e e e e e e e oo H-- - - - e e e e e e e e o +
| Nane | Type | Cnt | Definition [
. S S . +
| region-name | literal - | 1 | The nane of the

| normalizedString [ | region. [
o m e e oo o - B +----- Fom e e e e e e e e oo +

Tabl e 19: ai:location-region Properties
6.3.7. ai:ip-range

INHERITS: NA
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DEFINITION: Contains a start and end | P address to create a range.

e m e e e e e e oo - e e e e e oo - H-- - - - e e e e e e e e +
| Nane | Type | Cnt | Definition [
o e e o e e e e o - +--- o= oo e e e e e e oo +
| ip-net-range-start | element - | 1 | The start | P address

| | ai:ip-address | | of the range |
I I I I I
| ip-net-range-end | elenent - | 1 | The end I P address |
[ | ai:ip-address [ | of the range. [
o e e o e e e e o - +--- o= oo e e e e e e oo +

Tabl e 20: ELEMENT NAME PROPERTI ES
6.3.8. ai:ip-address
INHERITS: N A

DEFI NI TION: Contains an | P address.

H-- - - - Fom e - H-- - - - o mm e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +
| Nam| Type | Cnt | Definition [
e
L N S L
| ip- | liter | 0-1 | An IP v4 address. Regex: |
| v4 | al - | | ([0-9][1-9][0-9]|1([0-9][0-9])[2([0-4][0-9]| |
| | toke | | 5[O0- |
I | n I | S]))\.([0-9]|[1-9][0-9]|2([0-9][0-9])|2([0-4 |
I I I | 1[0-9]]|5[0- I
I I I I 5]))\.([0-9][[1-9][0-9]]1([0-9][0-9])|2([O- |
I I I | 4]1[0-9]]|5[0- I
I I I I SI))\.([0-9][[1-9][0-9][1([0-9][0-9])|2([O |
I I I I -4][0-9]|5[0-5])) I
| ip- | liter | 0-1 | An IP v6 address. Regex: |
| ve | al - | | ([0-9a-fA-F]{1,4}:){7}[0-9a-fA-F]{1, 4} |
I | toke | I I
I | n I I I
H-- - - - Fom e - H-- - - - o mm e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +

Tabl e 21: ai:ip-address Properties

6.3.9. ai:port-range
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N A

DEFINITION: Contains a start and end port nunber to create a range.

R oo R o m e e e
| Nare | Type | Cnt | Definition

oo oo e o m e e e
| lower-bound | literal | 1 | The | ower bound (inclusive) of the

| | - token | | range of ports. Restricted to 0 <=
[ [ [ | x <= 65535

I I I I

| upper-bound | literal | 1 | The | ower bound (inclusive) of the

| | - token | | range of ports. Restricted to 0 <=
| | | | x <= 65535. MJST be greater than

| | | | | ower-bound.

e e e - Fomm e - +-- - - - o m e e e e e e e e e e e e e m e e e e o oo oo

Tabl e 22: ai:port-range Properties

6.3.10. ai: host
INHERI TS: N A
DEFINITION. Holds a fully-qualified domain nane or an | P address.
s B o m e e oo o - )
| Nane | Type | Cnt | Definition
Fom e e o Fom e e e oo e e e - o e e e e e e e e ao oo
| fqgdn | literal - | 1 (if not | The fully-qualified
| | token | ip-address) | donain name of the
| | | | host. One of fqgdn or
| | | | ip-address nust be
| | | | specified
I I I I
| ip-address | elenent - | 1 (if not | The I P address of the
| | ai:ip-address | fqgdn) | host. One of fqgdn or
| | | | ip- address nust be
| | | | specified.
Fom e e o e e e o TSRS o e e e e e e e e e e e oo n

Tabl e 23: ai:host Properties
6.3.11. ai:cpe
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INHERITS: NA

DEFINITION:. A CPE 2.2 URI [CPE22] or CPE 2.3 formatted string

[ CPE23] .
Fom e e Fom e e +--- - - TS +
| Name | Type | Cnt | Definition
Fomm - - - Fomm - - - +----- s +
| VA | NA | NA]| NA |
Homm - - - Homm - - - +-- - - - Fom e e o +

Tabl e 24: ai:cpe Properties
6.3.12. Relating Assets to Gther Assets

Wil e the assets nodeled in Section 6.2, and their related el ements,
capture the literal values helpful for identifying the respective
assets, it is often useful or necessary to define one or nore

rel ati onshi ps between assets. Those rel ationships can give
additional context to the identifying algorithmin the inplenmenting
t ool

The Asset ldentification data nodel allows for explicit relationships
to be defined between an asset and one or nore other assets. Each
relationship is defined as {subject} {predicate} {object}, where
{subject} is the asset fromwhich the relationship begins,
{predicate} is the relationship type being established, and {object}
is one or nore other assets. The predicate MIST be a qualified nane
that refers to a termin a controlled vocabulary. Section 6.4.1
docunents the data nodel to represent assets along with
relationships. Section 6.4.2 defines ternms in a controlled

vocabul ary for Asset Identification

6.3.12.1. Relationship Data Mde

Asset ldentification defines two elenents that can be | everaged by
specifications desiring to represent Asset Identification
information. The first elenment, ai:asset-related, SHOULD be

| everaged when the inplenmenting specification desires to identify a
single asset while denonstrating rel ati onshi ps between that asset and
other assets. The second el ement, ai:assets, SHOULD be | everaged
when the inplenenting specification desires to identify multiple
assets whil e docunenting the relationshi ps between those assets and
other assets. The two elenents are docunented in the follow ng

tabl es.
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6.3.12.1.1. ai:asset-rel ated
INHERITS: NA

DEFINITION. Identifies a single asset while capturing the
rel ati onshi ps between that asset and ot her assets.

Contains the ID val ue
of an ai:asset found
on this

ai :asset-rel ated

el ement. The asset
referenced fromthis
property is the
primary asset of this
el enent and SHALL be
understood to be the
asset being identified
by this

ai : asset-rel ated

el enent .

core:rel ationshi ps rel ati onshi ps between
assets identified in
this el ement.
asset el ement - ai:asset The assets captured in
this elenent. This
i ncl udes at m ni mum
the prinmary asset
referenced in
asset-ref, as well as
any additional assets
that the primary asset
is related to through
a rel ationship.

I I I I I
I I I I I
I I I I I
I I I I I
| | | | |
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
| | | | |
I I I I I
I I I I I
I I I I I
I I I I I
| relationships | el enent - | 0-1 ] Contains the |
| | | | |
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
| | | | |
I I I I I
I I I I I
I I I I I
I I I I I
I I I I I
| | | | |
I I I I I

Tabl e 25: ai:asset-related Properties
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6.3.12.1.2. ai:assets
INHERITS: NA

DEFINITION. Identifies nultiple assets as well as the rel ationships
bet ween the assets.

B Fom e e e e e e e e oo +----- B +
| Nane | Type | Cnt | Definition |
Fom e e e oo e e e e e e oo oo +-- - - - o e e e e e e e o oo +
| relationships | el enent - | 0-1 ] Contains the |
| | core:relationships | | relationships between |
| | | | assets identified in |
| | | | this el enent |
| | | | |
| asset | element - ai:asset | 1-n | The assets captured in

| | | | this elenent. |
o e oo oo +--- - - o e e e e e oo - +

Tabl e 26: ai:assets Properties
6.3.12.1.3. core:rel ationships
INHERITS: NA

DEFINI TION: Contains a collection of relationships between the
report content and assets, report requests, and other reports.

. e e S +
| Nare | Type | Cnt | Definition |
T N T e T +
| relationship | elenent - | 1-n | Contains a rel ationship

| | core:relationship | | between the subject and |
[ [ [ | object(s) assets. [
. - S S +

Tabl e 27: ELEMENT NAME PROPERTI ES
6.3.12.1.4. core:relationship
INHERITS: N A

DEFINI TION: Contains a rel ationship between the subject and
obj ect(s) assets.
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This el enment MJUST identify the object [
of this relationship by specifying the |
I D of the asset. Depending on the type
of relationship being asserted, there |
may be additional restrictions on which |
types of objects may be referenced, but |
that will be docunented with the [
vocabul ary term |
I
literal &#65532; This el enent contains the type
of relationship that is being |
specified. The QNanme MUST refer to a
termin a controlled vocabul ary. The
controll ed vocabulary is identified by |
t he namespace URI of the QName, and the
termin that controlled vocabulary is
specified by the | ocal nane of the |
QNanme. It is hel pful, though not |
required, that when the namespace URI [
and | ocal nanme are concatenated, the |
resulting URI is dereferenceable and [
points to a location that defines the
term |
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I

literal
- token

Determ nes how to interpret nmultiple
ref elenents in a relationship. |If
used, this element MJUST contain the
string "inclusive" or "exclusive".

When this elenment is not provided, its
default value is "inclusive". Wen
"inclusive" is specified, this

rel ati onship should be understood to
exi st between the subject asset and the
collection of objects identified by the
ref elenents on this relationship.

When "exclusive" is specified, this

rel ati onshi p should be understood to
exi st between the subject asset and
each object asset identified by the ref
el ements individually.
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subj ect literal The property MIST identify the subject |
- of the relationship by specifying the |
NCNare I D of the asset. Depending on the type
of relationship being asserted, there [
may be additional restrictions on which |
type of asset may be referenced, but |
that will be docunented with the [
I

vocabul ary term

Tabl e 28: core:relationship Properties
6.3.12.2. Relationship Types

Defined below are terns in a controlled vocabul ary for Asset
Identification. It is OPTIONAL that content producers use the terns
defined bel ow, but all Asset ldentification conpliant inplenentations
MUST understand the terms defined in this section. Content producers
SHOULD use these terms when possible.

Al ternms listed in Table 29 exist in the controlled vocabul ary
identified by

http://scap. ni st. gov/specifications/ai/vocabul ary/rel ati onshi ps/ 1. 0#.
The definition of each termcan al so be found at the URL created when
concatenating the URL and the termtogether. The table MJST be
interpreted as foll ows:

o The "Termt colum indicates the |ocal-nane of the term being
i dentifi ed.

o The "Domai n" colum indicates the exhaustive set of subject types
that may be referenced by a relationship of that type. A
relati onship of that type MJST reference a subject of the type
indicated in "Domai n" for that rel ationship.

o0 The "Range" colum indicates the exhaustive set of object types
that may be referenced by a relationship of that type. A
relati onship of that type MJST reference an object of the type
indicated in "Range" for that relationship.

o The "Description" columm contains a prose description of the
relationship type. This colum may contain requirenent words as
indicated in [RFC 2119]. Those requirenent words MJST be
interpreted as described in [RFC 2119] for the rel ationship.
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The
circuit is
term nat ed
by the
devi ce

hasTer m nati onDevi ai:circuit

ce

ai : conputing-d
evi ce

The
circuit is
owner / oper
ated by th
eor gani zat
i on.

hasSer vi cePr ovi der ai:circuit ai :organi zatio

The
circuit
ends at
t he
net wor k.

hasNet wor kTer m nat ai:circuit ai : net wor k

i onPoi nt

I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
| The
| dat abase
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I

ai : dat abase, ai : service

I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I
I I
I I
I I
| |
I I
I I

servedBy | |

| ai:website |

| | or website

| | is served

[ [ up by the

| | servi ce.

I I

I I

I I

| |

I I

I I

I I

I I

I I

| |

I I

I I

I I

I I

I I

The
service is
provi ded
by the
sof t war e

hasSer vi cePr ovi der ai : service ai :software

i nstal | edOnDevi ce The
sof t war e
is
instal |l ed
on the
conputi ng
devi ce.

ai : software ai : conputing-d

evi ce
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connect edToNet wor k ai : system ai : net wor k The system
is
connect ed
to the

net wor k.

i sOwner O

ai : person, ai:it-asset

ai :organi zatio

The person
or
organi zat i
on owns th
el T asset.
i sSAdmi ni strat or O ai : person ai : conputing-d
evi ce,

ai : system

The person
is the
system
admi ni stra
tor of the
conputi ng
devi ce or
system
part O

ai : person ai :organi zatio

n

The person
is in sonme
way a part
of the
organi zat i
on.

The
conputi ng
devi ce or
systemis
connect ed
to the
system

connect edTo ai : conputing-d
evi ce,

ai : system

ai : system

Tabl e 29: Controll ed Vocabulary Defined for Asset Identification

Content producers that choose to use terns that are not listed in
Table 6-29, or to use other ternms in addition to those listed in
Tabl e 6-29, MAY do so while still remaining conpliant to this
specification. Content producers SHALL always use terns defined in a
controll ed vocabulary. The controlled vocabul ary SHALL be identified
using a URI. Concatenating the controlled vocabulary URI with a term
in the vocabul ary MAY create a dereferencable URI that points to a
definition for that term This is often acconplished by using an
HTTP URL for the controlled vocabulary URI, and ending that URL in
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"#' or "/". For instance, http://scap.nist.gov/specifications/ail
vocabul ary/rel ati onshi ps/ 1. O#i nst al | edOnDevi ce i s a deferenceabl e
link to the definition of "install edOnDevice"

6.3.13. Cuidance for Incorporating Asset ldentification Elenments into
O her Data Mbdel s

The foll owi ng gui dance applies when incorporating the Asset
Identification data nodel into other data nodels.

o |If the target data npdel needs to include a list of assets and the
associ ated rel ati onshi ps between the assets, then the ai:assets
el ement SHOULD be included in the target data nodel. This will be
the case when the target data nodel will make explicit references
to assets in the asset list.

o |If the target data npdel needs to include a single asset, but
other assets are needed to help identify that asset, then the ai
asset-rel ated el ement SHOULD be included in the target data nodel
The @asset-ref attribute on ai:asset-related SHALL refer to the
specific asset that is being identified.

o |If the target data npdel needs to include only a single asset, and
no rel ationships are needed to identify that asset, then the
el ement defining the asset MAY be included in the target data
model . Wiile this is allowed, it is preferred that the ai:asset-
rel ated el enent be included instead.
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7. Asset ldentification Schemn

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema xm ns: xs="http://wwmv. w3. or g/ 2001/ XM_Schenma"
xm ns:ai ="http://scap.nist.gov/schema/asset-identification/1. 1"
xm ns: core="http://scap. ni st.gov/schena/reporting-core/1.1"
xm ns: xal =" ur n: oasi s: nanmes: tc: ci q: xsdschena: xAL: 2. 0"
xm ns: xnl ="ur n; oasi s: nanes: tc: ci q: xsdschema: xNL: 2. 0"
t ar get Nanespace="htt p://scap. ni st. gov/ schena/ asset-identification/1.1"
el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified"
version="1.1.1" xm ns: cpe-nanme="http://cpe.mtre.org/nam ng/2.0">
<xs:annot ati on>
<xs: appi nf o>
<schema>Asset |dentification</schema>
<aut hor>David WAl ternire, Adam Hal bardi er, John Winder </ aut hor >
<version>1.1. 1</ versi on>
<dat e>2012- 02- 13</ dat e>
</ xs: appi nf o>
</ xs: annot ati on>
<xs:inport namespace="urn:oasis: nanmes:tc:ciq: xsdschema: xAL: 2. 0"
schenmalLocati on="http://docs. oasi s-open. org/ el ection/ external /xAL. xsd" />
<Xs:inport namespace="urn:oasis:nanmes:tc:ciq:xsdschema: xNL: 2. 0"
schemalLocati on="http://docs. oasi s-open. org/ el ection/external /xNL. xsd" />
<xs:inport namespace="http://scap.nist.gov/schema/reporting-core/1l. 1"
schenmalLocati on="http://scap.ni st.gov/schema/reporting-core/1l.1/reporting-core
~1.1.0.xsd" />
<xs:inport namespace="http://cpe.mtre.org/ nam ng/2.0"
schemalLocati on="http://scap.ni st.gov/schema/cpe/ 2. 3/ cpe-nam ng_2. 3. xsd" />
<!--The following elements are first-order citizens of this nodel-->
<xs: el enent nanme="asset-rel ated" type="ai:asset-identification-type">
<xs: key nane="asset Rel Key" >
<xs:sel ector xpath="ai:asset" />
<xs:field xpath="@d" />

</ xs: key>
<xs: keyref refer="ai:asset Rel Key" nane="asset Rel KeyRef ">
<xs:sel ector xpath="." />

<xs:field xpath="@sset-ref" />

</ xs: keyr ef >

<xs: keyref refer="ai:asset Rel Key" nane="asset Rel Ref Subj KeyRef " >
<xs:sel ector xpath="core:relationships/core:relationship" />
<xs:field xpath="@ubject" />

</ xs: keyr ef >

<xs: keyref refer="ai:asset Rel Key" nanme="asset Rel Ref Cbj KeyRef ">
<xs: sel ector xpath="core:rel ationships/core:rel ationship/core:ref" />
<xs:field xpath="." />

</ xs: keyr ef >
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</ xs: el ement >
<xs: conpl exType nanme="asset-identification-type">
<xs: conpl exCont ent >
<Xxs: extensi on base="ai:assets-type">
<xs:attribute nane="asset-ref" type="xs: NCNane" use="required"
/>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: el enent nane="assets" type="ai:assets-type">
<xs: key nane="asset sRel Key" >
<xs:sel ector xpath="ai:asset" />
<xs:field xpath="@d" />
</ xs: key>
<xs: keyref refer="ai:assetsRel Key" nanme="asset sRel Ref Subj KeyRef ">
<xs: sel ector xpath="core:rel ationships/core:relationship" />
<xs:field xpath="@ubject" />
</ xs: keyr ef >
<xs: keyref refer="ai:assetsRel Key" nanme="asset sRel Ref Cbj KeyRef " >
<xs:sel ector xpath="core:rel ationshi ps/core:rel ationship/core:ref"
<xs:field xpath="." />
</ xs: keyr ef >
</ xs: el ement >
<xs: conpl exType nanme="assets-type">
<xs: conpl exCont ent >
<xs: extension base="core:rel ati onshi ps-cont ai ner-type">
<XS:sequence>
<xs: el enent nanme="asset" maxCOccur s="unbounded" >
<xs: conpl exType>
<Xs: sequence>
<xs:elenent ref="ai:asset" />
</ xs: sequence>
<xs:attribute name="id" type="xs: NCNane" use="required">
<xs:annot ati on>
<xs: docunmentation>An internal IDto identify this
asset . </ xs: docunent ati on>
</ xs: annot ati on>
</ xs:attribute>
<xs:anyAttribute nanmespace="##ot her">
<xs:annot ati on>
<xs: docunent ati on>A pl acehol der so that content
creators can add attributes as
desi red. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs:anyAttribute>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
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</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: el enent nane="asset" type="ai:asset-type" abstract="true">
<xs:annot ati on>
<xs: docunment ati on>Hol ds identifying attributes that are common to
al | assets.</xs:docunentation>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nane="it-asset" type="ai:it-asset-type" abstract="true"
substituti onG oup="ai:asset">
<Xxs: annot ati on>
<xs: document ati on>Hol ds identifying attributes that are common to
all |IT assets</xs: docunentation>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent name="circuit" type="ai:circuit-type"
substituti onGoup="ai:it-asset">
<xs:annot ati on>
<xs: document ati on>Hol ds identifying attributes for a
circuit.</xs:docunentation>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nanme="conputi ng-devi ce" type="ai:conputing-device-type"
substituti onG oup="ai:it-asset">
<xs:annot ati on>
<xs: document ati on>Hol ds identifying attributes for a computing
devi ce. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nanme="data" type="ai:data-type"
substituti onG oup="ai:asset">
<xs:annot ati on>
<xs: docunmentati on>A stub elenent to represent the identification
of data. This elenent can be extended in the future for specific
types of data. </xs:docunmentation>
</ xs:annot ati on>
</ xs: el emrent >
<xs: el enent nane="dat abase" substituti onG oup="ai:it-asset”
type="ai : dat abase-type" >
<xs:annot ati on>
<xs: docunentation>Hol ds identifying attributes for a
dat abase. </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="networ k" type="ai:network-type"
substituti onG oup="ai:it-asset">
<Xxs: annot ati on>
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<xs: docunentation>Hol ds identifying attributes for a
net wor k. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<!-- This elenment |everages the QASI S xNL specification which spells it as
ani sation" -->
<xs: el enent name="organi zati on" type="ai: organization-type"
substituti onG oup="ai:asset">
<xs:annot ati on>
<xs: docunentation>Hol ds identifying attributes for an
organi zati on. </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="person" type="ai: person-type"
substituti onG oup="ai:asset">
<xs:annot ati on>
<xs: docunentation>Hol ds identifying attributes for a
person. </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el emrent >
<xs: el enent nanme="service" substitutionGoup="ai:it-asset"
type="ai:service-type">
<xs:annot ati on>
<xs: docunentation>Hol ds identifying attributes for a
servi ce. </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="software" type="ai:software-type"
substituti onGoup="ai:it-asset">
<Xs:annot ati on>
<xs: documentation>Hol ds identifying attributes for a software
i nstal |l ati on</xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nane="systenli type="ai:systemtype"
substituti onGoup="ai:it-asset">
<xs:annot ati on>
<xs:document ati on>Hol ds identifying attributes for a
system </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent name="website" substitutionGoup="ai:it-asset"
type="ai:website-type">
<xs:annot ati on>
<xs:document ation>Hol ds identifying attributes for a
websi t e. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<!--The followi ng types correspond directly to the el enents above-->

org
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<xs: conpl exType nanme="asset-type" abstract="true">
<Xs: sequence>
<xs:elenent ref="ai:synthetic-id" m nCccurs="0"
maxQOccur s="unbounded" />
<xs:elenent ref="ai:locations" mnCccurs="0" />
<xs: el enent nane="extended-informati on" ni nCccurs="0">
<xs:annot ati on>
<xs:documentation>This is a container to hold any addtiona
identifying information for an asset, as specified by the
content creator.</xs:docunentation>
</ xs: annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs:any nanespace="##ot her" processContents="1ax"
maxQOccur s="unbounded"” />
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
<xs:attribute ref="ai:tinmestamp" />
</ xs: conpl exType>
<xs: conpl exType nane="it-asset-type" abstract="true">
<xs: conpl exCont ent >
<xs: extension base="ai:asset-type" />
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType name="circuit-type">
<xs: conpl exCont ent >
<xs: extension base="ai:it-asset-type">
<XS:sequence>
<xs: el enent name="circuit-nane" minCccurs="0">
<xs:annot ati on>
<xs: document ati on>The comon name for the
circult.</xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs: extensi on base="xs:token">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
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</ xs: conpl exType>
<xs: conpl exType nanme="conputi ng-devi ce-type">
<xs: conpl exCont ent >
<Xxs: extension base="ai:it-asset-type">
<XS: sequence>
<xs: el enent nanme="di sti ngui shed- name" m nCccurs="0">
<xs:annot ati on>
<xs: document ati on>The full X 500 distinguished nanme for
t he devi ce. </ xs: docunment ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs: extensi on base="xs:token">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinmestamp" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >
<xs:elenent ref="ai:cpe"” m nCccurs="0" maxQccurs="unbounded" >
<xs:annot ati on>
<xs: docunent ati on>The hardware CPE nane for the device
(CPE 2.2 URI or CPE 2.3 Formatted
String).</xs:docunmentation>
</ xs: annot ati on>
</ xs: el enent >
<xs: el enent nane="connecti ons" nm nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on>The I P network interface connections
that exist for the device (regardless of if the network
interface is connected to a network or
not ). </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<Xs: sequence>
<xs: el enent nane="connecti on"
type="ai: network-interface-type" maxCccurs="unbounded" >
<XS: annot ati on>
<xs: docunentati on>An | P network interface
connecti on. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent m nCccurs="0" ref="ai:fqdn" />
<xs: el enent nane="host nane" nm nCccurs="0">
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<xs:annot ati on>
<xs: document ati on>The hostnane of the conputing
devi ce. </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="ai: host name-type">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinmestam" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent m nCccurs="0" nane="not her board-gui d">
<xs:annot ati on>
<xs: docunent ati on>The not herboard gl obal |y uni que
identifier of the conmputing device. </xs:documentati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<Xs: extension base="xs:string">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestam" />
<xs:anyAttribute nanespace="##other" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nane="dat a-type" >
<xs: conpl exCont ent >
<xs: extension base="ai:asset-type" />
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nanme="dat abase-type">
<xs: conpl exCont ent >
<xs: extension base="ai:it-asset-type">
<Xs: sequence>
<xs: el enent minCccurs="0" name="instance-nane">
<xs:annot ati on>
<xs: document ati on>The name of the database instance being
i dentified. </xs:docunmentati on>
</ xs: annot ati on>
<xs: conpl exType>
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<xs: si nmpl eCont ent >
<xs: extensi on base="xs:token">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nanme="net wor k-type">
<xs: conpl exCont ent >
<Xxs: extension base="ai:it-asset-type">
<XS:sequence>
<xs: el enent nanme="networ k- nane" mni nCccurs="0">
<xs:annot ati on>
<xs: document ati on>The nanme of the network as comonly
referred to.</xs:docunentation>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs:extensi on base="xs:normalizedString">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinmestamp" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >
<xs: choi ce m nCccurs="0">
<xs: el enent nanme="i p-net-range">
<xs:annot ati on>
<xs: document ati on>The start and end | P addresses to
i ndi cate the range of | P addresses covered by this
net wor k. </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<XS:sequence>
<xs: el enent name="i p-net-range-start"
type="ai:i p-address-type">
<xs:annot ati on>
<xs:document ati on>The starting |IP address in the
net wor k. </ xs: docunent at i on>
</ xs: annot ati on>
</ xs: el ement >
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<xs: el enent name="i p-net-range-end"
type="ai:i p-address-type">
<xs:annot ati on>
<xs: document ati on>The ending I P address in the
net wor k. </ xs: docunent at i on>
</ xs:annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="cidr">
<Xxs: annot ati on>
<xs: docunent ati on>The cl assl ess inter-domain routing
notation for the network. </xs: docunentation>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="ai:cidr-type">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinmestamp" />
<xs:anyAttribute namespace="##other" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: choi ce>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType name="organi zati on-type">
<xs: conpl exCont ent >
<xs: extension base="ai:asset-type">
<XS:sequence>
<xs: el enent ref="xnl: O gani sati onNaneDetails" m nCccurs="0"
maxQccur s="unbounded" />
<xs: el enent ref="ai:emil-address" m nCccurs="0"
maxCccur s="unbounded" />
<xs: el enent ref="ai:tel ephone-nunber” m nCccurs="0"
maxQOccur s="unbounded" />
<xs:elenment ref="ai:website-url" m nCccurs="0"
maxQccur s="unbounded" />
</ xs: sequence>
</ Xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nanme="person-type">
<xs: conpl exCont ent >
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<xs: extension base="ai:asset-type">
<Xs: sequence>
<xs: el enent ref="xnl:PersonNanme" m nCccurs="0" />
<xs: el enent ref="ai:ennil-address" m nCccurs="0"
maxQccur s="unbounded" />
<xs: el enent ref="ai:tel ephone-nunber" m nCccurs="0"
maxQccur s="unbounded" />
<xs: el enent nanme="birthdate" m nQccurs="0">
<xs:annot ati on>
<xs: docunment ati on>The birthdate of the
person. </ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs:extensi on base="xs:date">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##other" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType name="servi ce-type">
<xs: conpl exCont ent >
<xs: extension base="ai:it-asset-type">
<Xs: sequence>
<xs: el enent m nCccurs="0" nane="host">
<xs:annot ati on>
<xs: docunent ati on>The hostnane or | P address where the
service i s hosted. </ xs:docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs: choi ce>
<xs:elenent ref="ai:fqdn" />
<xs:elenent ref="ai:ip-address" />
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="port" maxCccurs="unbounded" m nCccurs="0">
<xs:annot ati on>
<xs: document ati on>The port to which the service is
bound. </ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
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<xs: si nmpl eCont ent >
<xs: extension base="ai:port-type">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nanme="port-range" maxQCccurs="unbounded"
m nCccur s="0">
<Xxs: annot ati on>
<xs: docunent ati on>The i ncl usive port range to which the
service i s bound. </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs:attribute nanme="| ower-bound" type="ai:port-type"
use="required" />
<xs:attribute name="upper-bound" type="ai:port-type"
use="required" />
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="protocol" ni nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on>The protocol used to interact with the
servi ce. </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##other" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nanme="sof t ware-type">
<xs: conpl exCont ent >
<xs: extension base="ai:it-asset-type">
<Xs: sequence>

Montville Expi res March 27, 2013 [ Page 55]



Internet-Draft SACM Asset ldentification Sept enber 2012

<xs: el enent name="installation-id" mnGCccurs="0">
<xs:annot ati on>
<xs:document ati on>Any identifier for the software instance
(install ation)</xs:docunentati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs: extensi on base="xs:token">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent ref="ai:cpe" mnCccurs="0">
<xs:annot ati on>
<xs: docunent ati on>The CPE name for the software (CPE 2.2
URI or CPE 2.3 Formatted String).</xs:docunentation>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="license" m nCccurs="0" maxCOccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on>The |icense key for the
sof t war e. </ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<Xs: extension base="xs:string">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinmestam" />
<xs:anyAttribute namespace="##other" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ Xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nanme="systemtype">
<xs: conpl exCont ent >
<xs:extension base="ai:it-asset-type">
<Xs:sequence>
<xs: el enent nanme="system nane" ni nCccurs="0"
maxQOccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on>The nane of the system It is possible
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that a system have nultiple names, or even abbreviated
nanes. Each one of those names may be captured
here. </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs:extension base="xs:token">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinmestam" />

<xs:anyAttribute nanespace="##ot her" />
</ xs: ext ensi on>

</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane="version" m nCQccurs="0">
<xs:annot ati on>
<xs: docunent ati on>The versi on of the
system </ xs: docunent ati on>
</ xs: annot ati on>

<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="xs:token">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestam" />

<xs:anyAttribute nanespace="##other" />
</ xs: ext ensi on>

</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<xs: conpl exType nanme="website-type">
<xs: conpl exCont ent >
<xs: extension base="ai:it-asset-type">
<XS:sequence>
<xs: el enent name="docunent-root" m nQccurs="0">
<xs:annot ati on>
<xs: docunent ati on>The absolute path to the docunent root

| ocation of the website on the host. </xs:docunentati on>
</ xs: annot ati on>

<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="xs:token">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##other" />
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</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="| ocal e" m nCccurs="0">
<Xxs: annot ati on>
<xs: document ati on>The | ocal e of the website represented as
an RFC 5646 | anguage, and optionally, region
code. </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs: extension base="ai: |l ocal e-type">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinmestamp" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>
<!--The follow el ements support the first-order citizen el ements defined above-
->
<xs: el enent nanme="cpe">
<xs:annot ati on>
<xs: docunent ati on>A Common Pl at form Enunerati on (CPE) nane (CPE
2.2 URI or CPE 2.3 Formatted String).</xs:docunentation>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<Xxs: extension base="ai:cpe-type">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestam" />
<xs:anyAttribute nanespace="##other" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="synthetic-id">
<xs:annot ati on>
<xs: document ati on>Hol ds the synthetic ID for the
asset </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs:attribute nanme="resource" type="xs:anyURlI" use="required">
<xs:annot ati on>
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<xs: document ati on>The namespace governing this synthetic
I D. </ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
<xs:attribute name="id" type="xs:token" use="required">
<Xxs: annot ati on>
<xs:document ati on>The I D of the asset within the resource
nanespace. </ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nanme="enmuil - address" >
<xs:annot ati on>
<xs: docunent ati on>An emai | address</xs: docunentati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs: extension base="xs:token">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinmestamp" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >
<xs: el enent nanme="fqdn">
<Xs:annot ati on>
<xs: docunentation>The fully qualified dormain name for the
obj ect . </ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<Xxs: extensi on base="xs:token">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestam" />
<xs:anyAttribute nanespace="##other" />
</ Xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="i p-address" type="ai:i p-address-type">
<xs:annot ati on>
<xs: docunent ati on>An | P address</xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="location" abstract="true" />
<xs: el enent nane="l| ocati on-address" type="xal: AddressDetail s"
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substituti onG oup="ai: Il ocation">
<XS: annot ati on>
<xs: docunent ati on>The address where an asset is
| ocat ed. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el enent name="Il ocation-point" substituti onG oup="ai:location">
<XS: annot ati on>
<xs: document ati on>The geographi ¢ point where an asset is
| ocat ed. </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs:attribute name="Iatitude" use="required">
<XSs: annot ati on>
<xs: docunentati on>The | atitude of the asset, defined between
-90 (90 degrees South, inclusive) and 90 (90 degrees North,
i nclusive).</xs:docunentati on>
</ xs: annot ati on>
<xs: si npl eType>
<xs:restriction base="xs: doubl ">
<xs: m nl ncl usi ve val ue="-90" />
<xs: max| ncl usi ve val ue="90" />
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="| ongi tude" use="required">
<XS: annot ati on>
<xs: docunent ati on>The | ongi tude of the asset, defined between
-180 (180 degrees West, exclusive) and 180 (180 degrees
East, inclusive).</xs:docunentation>
</ xs: annot ati on>
<xs:si npl eType>
<xs:restriction base="xs: doubl ">
<xs: m nExcl usi ve val ue="-180" />
<xs: max| ncl usi ve val ue="180" />
</xs:restriction>
</ xs: si npl eType>
</ xs:attri bute>
<xs:attribute name="el evation" type="xs:doubl e">
<xs:annot ati on>
<xs: docunent ati on>The el evation of the asset, specified in
meters from sea | evel. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs:attri bute>
<xs:attribute name="radi us">
<xs:annot ati on>
<xs: docunent ati on>The radius of a horizontal circle centered
on the point within which the asset
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resi des. </ xs: docunent ati on>
</ xs: annot ati on>
<xs:si npl eType>
<xs:restriction base="xs:doubl e">
<xs: m nl ncl usi ve val ue="0" />
</xs:restriction>
</ xs: si npl eType>
</ xs:attri bute>
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent nanme="I| ocation-regi on" substitutionG oup="ai:location">
<XS: annot ati on>
<xs: docunent ati on>The regi on where an asset is
| ocat ed. </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="xs:normalizedString">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##other" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent nane="| ocati ons">
<xs:annot ati on>
<xs: docunent ati on>One or nore |locations where this asset
resi des</ xs: docunment ati on>
</ xs: annot ati on>
<xs: conpl exType>
<XS: sequence>
<xs:elenent ref="ai:location" maxQccurs="unbounded" >
<xs:annot ati on>
<xs: document ati on>The base for a subtitution group for
el ements that contain | ocation
i nformati on. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent nanme="served-by" type="ai:service-type">
<xs:annot ati on>
<xs: docunent ati on>The service that is serving up the
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asset . </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nane="t el ephone- nunber" >
<xs:annot ati on>
<xs: docunent ati on>The tel ephone nunber. For a North American
nunber, the nunmber nust be valid and the format nust be
XXX- XXX- XXXX where X is a digit. For an international nunber,
the nunber nust begin with a '+ synbol, followed by 7 to 15
digits. A space may be used between digits, as appropriate. For
exanple: +88 888 888 8 (this is following the ITUT E. 123
not ati on). </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="ai:tel ephone- nunber-type">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestam" />
<xs:anyAttribute nanespace="##other" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="website-url">
<xs:annot ati on>
<xs: docunentati on>The URL to the website.</xs:docunentation>
</ xs:annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="xs:anyURl ">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinmestamp" />
<xs:anyAttribute namespace="##other" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<!--The follow ng types support the supporting el ements above-->
<xs:attribute name="source" type="xs:string">
<xs:annot ati on>
<xs: docunent ati on>Cont ai ns the source of the information. The
value of this field is left open to the content producer, but
MAY include a synthetic ID of the asset which sourced the
i nformati on, another 1D of the source, or a description of the
sour ce. </ xs: docunent ati on>
</ xs: annot ati on>
</xs:attribute>
<xs:attribute name="tinestanp" type="xs:dateTine">

Montville Expi res March 27, 2013 [ Page 62]



Internet-Draft SACM Asset ldentification Sept enber 2012

<xs:annot ati on>
<xs: docunent ati on>l ndi cat es when the data was |ast known to be
correct. </ xs:docunentation>
</ xs:annot ati on>
</ xs:attribute>
<xs: conpl exType nane="i p-address-type">
<Xs:sequence>
<xs: el enent nanme="ip-v4" minCccurs="0">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="ai:ipv4-type">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinmestam" />
<xs:anyAttribute namespace="##other" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="ip-v6" m nCccurs="0">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="ai:ipv6-type">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##other" />
</ Xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType nanme="network-interface-type">
<XS:sequence>
<xs: el enent ref="ai:ip-address" m nCccurs="0">
<Xs:annot ati on>
<xs: docunent ati on>The | P address for this network
i nterface. </ xs: docunment ati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="nac- address" mnmi nCccurs="0">
<Xs:annot ati on>
<xs: docunent ati on>The MAC address associated with this network
i nterface. </ xs: docunment ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="ai: nac-address-type">
<xs:attribute ref="ai:source" />
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<xs:attribute ref="ai:tinmestamp" />
<xs:anyAttribute namespace="##other" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >
<xs: el enent name="url" minCccurs="0" maxQccur s="unbounded" >
<xs:annot ati on>
<xs:docunentation>A URL in a relevant DNS server for this IP
addr ess. </ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs: extension base="xs:anyURl ">
<xs:attribute ref="ai:source" />
<xs:attribute ref="ai:tinestamp" />
<xs:anyAttribute nanespace="##ot her" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent nanme="subnet - mask" type="ai:i p-address-type"
m nCccur s="0">
<xs:annot ati on>
<xs: docunent ati on>The subnet mask address for this network
interface. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el enent nanme="default-route" type="ai:ip-address-type"
m nCccurs="0">
<xs:annot ati on>
<xs:document ati on>The | P address for the default gateway of
this connection. </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
<xs: sinpl eType name="cidr-type">
<xs:restriction base="xs:token">
<Xs: pattern

val ue="([0-9]|[1-9][0-9]| 1([0-9][0-9])|2([0-4][0-9]|5[0-5]))\.([0-9]|[1-9
110-9]]1([0-9][0-9])|2([0-4][0-9]|5[0-5]))\.([0-9]|[1-9]1[0-9]|1([0-9][0-9])]2([O-
4][0-9]]5[0-5]))\.([0-9][[1-9]1[0-9]|1([0-9][0-9])|2([0-4][0-9]|5[0-5]))/([0-9][[1

-2][0-9]]3[0-2])"
/>

</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="cpe-type">

<xs: uni on nenber Types="cpe- nane: cpe22Type cpe- hane: cpe23Type" />
</ xs: si npl eType>
<xs: si npl eType nane="host nane-type">
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<xs:restriction base="xs:token">
<xs:pattern value="[\W-]+(\.[\W-]+){0,}" />
</ xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="i pv4-type">
<xs:restriction base="xs:token">
<xs:pattern
val ue="([0-9]|[1-9][0-9]|1([0-9][0-9])|2([0-4][0-9]|5[0-5]))\.([0-9]|[1-9
100-9]11([0-9][0-9])]|2([0-4][0-9]|5[0-5]))\.([0-9]|[1-9][0-9]|1([0-9][0-9])]|2([O-
4][0-9]}5[0-5]))\-([0-9]I[1-9][0-9]I1([0-9][0-9])I2([0-4][0-9]I5[0-5]))"
>

</ xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nanme="ipv6-type">
<xs:restriction base="xs:token">
<xs:pattern value="([0-9a-fA-F]{1,4}:){7}[0-9a-fA-F]{1,4}" />
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nanme="I| ocal e-type" >
<xs:restriction base="xs:token">
<xs:pattern value="[a-zA-Z]{2,3}(-([a-zA-Z] {2}|[0-9]1{3}))?" />
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="rmac- address-type">
<xs:restriction base="xs:token">
<xs:pattern value="([0-9a-fA-F]{2}:){5}[0-9a-fA-F]{2}" />
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="port-type">
<xs:restriction base="xs:integer">
<xs: m nl ncl usi ve val ue="0" />
<xs: max| ncl usi ve val ue="65535" />
</xs:restriction>
</ xs: si npl eType>
<xs: si npl eType nane="t el ephone- nunber-type">
<xs:restriction base="xs:token">
<xs:pattern
value="(([2-9][0-8]\d-[2-9]1\d{2}-[0-91{4})| (\+([0-9] ?2){6,14}[0-9]))"
/>
</xs:restriction>
</ xs: si npl eType>
</ xs: schema>
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8. | ANA Consi derati ons

Thi s docunment uses URNs to describe an XM. nanespace and schema
conformng to a registry nechani sm described in [ RFC3688].

Regi stration for the | ODEF nanespace:

o URI: urn:ietf:parans:xnm :ns:asset-idetification-1.0

0 Registrant Contact: See the first author of the "Author’s Address"

section of this docunent.

0 XM.: None. Nanespace URI's do not represent an XM specification

o URI: urn:ietf:parans: xn:schema: asset-identification-1.0

0 Registrant Contact: see the first author of the "Author’s Address"

section of this docunent.

0 XM.: See the "Asset ldentification Schemr" in ietf-nontville-sacm

asset-identification-00.
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9. Security Considerations

As a data format, Asset Identification does not intrinsically have
any real security concerns - at |east none are known at this tine.
However, as a data format designed to be stored and transmitted
between entities within an enterprise, the fact of the matter is that
it SHOULD be used within a properly secured environnent. Over tine,
a significant amount of information valuable to attackers can be

gl eaned from Asset Identification information (i.e. derived topol ogy,
asset purpose and criticality, to nanme just two). Therefore, it is
recomended that use of Asset Identification expressions be perforned
in environnents providing conmuni cation security nechani sns suppl yi ng
the properties of confidentiality, data integrity, and non-
repudi ati on. For exanple, transm ssion over a properly configured
TLS connection woul d be better than being sent in the clear with no
protection.
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Appendi x B. Use Cases

The followi ng use cases descri be sone conmon asset managenent
processes that rely on the ability to uniquely identify assets. The
asset identification specification was devel oped primarily in order
to support these use cases, although the specification my be usefu
for other processes or uses.

B.1. Correlation of Sensed Data

Sensor data is not limted to an autonmated process: user surveys,
manual |y entered information, and other data may al so be correl ated
using this Asset ldentification specification. The data nust be
correlated both with other manually collected data and with data
coll ected by automated sensors, in order to build a conplete
representation of all known data about an asset.

Consi stent asset identification allows data to be correl ated
regardl ess of:

o Collection tinmefrane
o Data type (vulnerability scan vs. user survey)
o Manual or autonated process
o Data format
In this case, the goal of asset identification is to provide as nuch
identifying information as possi ble about an asset in order to ensure
the greatest probability of matching asset data from severa
different sources. Constraining which data is provided nerely
reduces the possibility of a match

B.2. Federation of Asset Databases
Whil e many small er organi zations may only have a single asset
dat abase, | arger organizations with many asset databases may wish to

share informati on about assets anong them This includes:

0 Peer to peer relationships, where asset data is replicated and
fused between several asset databases

o Hierarchical relationships, where an asset database is aggregated
fromseveral |ower-Ilevel databases into fewer higher-I|eve
dat abases

In both use cases, asset identification facilitates detection of
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duplicate asset representations, correlation of asset data across the
dat abases, and direct queries for asset data anobng tools.

In this use case, asset databases nay wish to use a smaller set of
data, or even a single identifier, in order to properly federate the
asset data. For exanple, use of the notherboard GU D or single
synthetic I D, such as an asset tag, may be sufficient to all ow asset
dat abases to exchange infornmation about assets.

B.3. Directly Targeted Renedi ati on Actions

Whi | e assessnment and sensor data may be collected fromall assets in
a particular organization environment w thout specifically
identifying a particular asset identifier, remediation actions
require a nore granular identification process that directly targets
the asset using identification data. This ensures that unintended
side effects are avoided and the intended renediation action is able
to be conpl eted successfully.

A single agent identifier or notherboard GUI D all ows those triggering
renmedi ati on actions to specify exactly which assets should have the
renedi ati on applied and all ows the tools to unanbi guously identify
those assets in the renmedi ati on control |anguage.

B.4. Managenent of Asset Data

Qutside of the collection of sensor data and federation of asset

dat abases, asset data nay be used in a variety of nmanagenent
processes. This includes both further processing of asset data, such
as aggregation for the purposes of netrics collection, and display to
an end user. Both of these uses require asset identification be
present to ensure all systens are able to accurately represent the
correct assets. For purposes of aggregation, for exanple, asset
identification nay be used to request detailed data about outliers
fromthe sensors that collected the data
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Appendi x C. Extending the Asset ldentification Specification

Al t hough the core Asset Identification specification should satisfy
nost users, sonme organi zations may find that there are weaknesses or

m ssing elenents in the specification. |n these cases, the
organi zation may extend the Asset Identification specification by
extending the XML schena that defines the data nodel. These

ext ensi ons shoul d be published as an XM_ schema to ensure that both
schema extensions and instance docunents are valid.

C. 1. Additional Asset Types

Sone organi zations may wish to identify assets that are not contained
in the valid asset list as defined in Section 5.3. To do this,
additional XM. el ements can be defined that extend (using the XSD

ext ensi on nmechani sm) an appropriate asset type (best practices entai
usi ng the nost specific asset type that captures the necessary

el ements). Additional identification fields can be defined in the
schema and additional relationships can be defined by creating new
rel ati onship types in a non-core controlled vocabul ary.

C. 2. Additional Literal Identifiers for Existing Asset Types

C 3.

C 4.

Mon

Additional literal identifiers for existing asset types nay be added
by creating schema el ements in the extended-infornmation el enent.

Al 't hough there is no technical restriction of these fields to litera
identifiers (i.e. information that is used to identify the asset),
placing information in an asset el enent that does not help identify
the asset is counter to the purpose of this specification

Addi tional Rel ationshi ps

Organi zations may also wish to identify existing or new asset types
using relationships that are not defined in the core specification
This may be acconplished by defining and publishing a relationship
vocabulary in a separate nanmespace than the core Asset Identification
rel ati onship vocabul ary.

Addi tional Properties on Existing Data El enents

The XML schenm al so provi des extension points on nost XM. el enents to
all ow for tracking netadata about Asset Identification information,
such as classification level, sensitivity, or other organization-
specific data. As long as Asset ldentification elenents are able to
val i dat e agai nst the core schema and conformto the requirements of
this specification, these extensions and the Asset ldentification
elements are valid
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