S| PREC Ram Mbhan. Ravi ndranath

Internet-Draft Cisco Systens, Inc
I ntended status: Standards Track Par t hasar at hi. Ravi ndr an
Expires: April 20, 2013 Noki a Si emens Networ ks
Paul . Kyzi vat

Huawei

Cctober 17, 2012

Session Initiation Protocol (SIP) Recording Metadata
draft-ietf-siprec-nmetadata-08

Abstract

Session recording is a critical requirenment in many conmuni cations
envi ronnments such as call centers and financial trading. In some of
these environnents, all calls nust be recorded for regul atory,
compl i ance, and consumer protection reasons. Recording of a session
is typically performed by sending a copy of a nedia streamto a
recordi ng device. This docunent describes the netadata nodel as

vi ewed by Session Recording Server(SRS) and the Recordi ng netadata
format.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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wor ki ng documents as Internet-Drafts. The list of current Internet-
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1. Introduction

Session recording is a critical requirenment in many conmuni cations
environnents such as call centers and financial trading. In sone of
these environnents, all calls nust be recorded for regul atory,
compliance, and consumer protection reasons. Recording of a session
is typically perforned by sending a copy of a nedia streamto a
recordi ng device. This docunent focuses on the Recording netadata
whi ch describes the communi cati on session. The docunent describes a
nmet adat a nodel as viewed by Session Recording Server and the
Recordi ng netadata fornmat, the requirenents for which are described
in [RFC6341] and the architecture for which is described in
[I-D.ietf-siprec-architecture].

2. Term nol ogy

The key words "MJST', "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. This
docunent only uses these key words when referencing normative
statenents in existing RFCs."

3. Definitions

Met adat a Model : An abstract representation of netadata using a
Uni fied Model | i ng Language(UM.) cl ass di agram

Met adat a cl asses: Each block in the nodel represents a class. A
class is a construct that is used as a blueprint to create

i nstances(call ed objects) of itself. The description of each class
al so has representation of its attributes in a second conpart nent
bel ow t he cl ass nane.

Attributes: Attributes represents the attributes listed in each of
the classes. The attributes of a class are listed in the second
compartment bel ow the class nane. Each instance of class conveys
val ues for these attributes which adds to the recording’s Mt adat a.

Li nkages: Linkages represents the relationship between the classes in
the nmodel. It represents the |ogical connections betweens cl asses(or
objects) in class diagrams/ object diagrans. The |inkages used in
the Metadata nodel of this docunent are associ ations.
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4. Metadata Mdel

Met adata is the information that describes recorded nedia and the CS
to which they relate. Bel ow diagram shows a nodel for Metadata as
vi ewed by Session Recording Server (SRS).

Fom e e e e e e e e e m oo oo +
Recor di ng Sessi on (RS)
oo e e e e e e eeee oo - +
| 1..* | 1..*%
I I
| | O..*
| e +
R + | Communi cation |
| CSRS | | Session (CS) |
| Association|--+ | G oup
I (. AR R +
R + | 0..1
I I
|0..~* | 1..*%
oo e e e e e e eeee oo - +

Fom e e e e e e e e e e ee oo +
| 1..* [0..1
H--mnn + |
I | 0..% |0..*
I R + receives +---------------- +
| | Participant |---------- | Media Streans |
| | [0..* 0..%| |
| | I I I
| | I I I
| | | sends | |
| | [---------- I I
| | [1.* 0.7 I
| F TS + B T +
I I I
I I I
| e Fommmmm e aas +
I I
I I
| R + B +
I

| Parti ci pant CS [ | ParticipantStream |
R | Association | | Associ ati on |
I I I
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The Metadata nodel is a class diagramin Unified Mdelling
Language(UM.). The nodel describes the structure of a netadata in
general by showi ng the classes, their attributes, and the

rel ati onshi ps anong the classes. Each block in the nodel above
represents a class. The |linkages between the cl asses represents the
rel ati onshi ps which can be associations or Conposition. The netadata
is conveyed from SRC to SRS

The nmodel allows the capture of a snapshot of a recording’ s Metadata
at a given instant in tinme. Metadata changes to reflect changes in
what is being recorded. For exanple, if in a conference a

partici pant joins SRC sends a snapshot of netadata having that
participant information (with attributes |ike nanme/ AoR pair and
associate-tine) to the SRS

Some of the netadata is not required to be conveyed explicitly from
the SRCto the SRS, if it can be obtained contextually by the
SRS(e.g., from SIP or SDP signalling).

5. Recording Metadata Format

This section gives an overview of Recording Metadata Format. Some
data fromthe netadata nodel is assunmed to be nade available to the
SRS t hrough Sessi on Description Protocol (SDP)[RFC4566], and
therefore this data is not represented in the XM. docunent fornat
specified in this docunent. SDP attributes describes about different
media formats |i ke audi o, video. The other nmetadata attributes |ike
participant details are represented in a new Recording specific XM
docunent nanely application/rs-netadata+xm. The SDP | abel attribute
[ RFCA574] provides an identifier by which a netadata XM. docunent can
refer to a specific nmedia description in the SDP sent fromthe SRC to
t he SRS

The XML document format can be used to represent either the conplete
met adata or a partial update to the netadata. The latter includes
only elenments that have changed conpared to the previously reported
nmet adat a.

5.1. XM data fornmat
Recordi ng Metadata docunent is an XML docunent. recordi ng el enent

MUST be present in all recording netadata XM. docunent. recording
acts as container for all other elenents in this XM. docunent.
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Recording object is a XML docunent. It MJUST have the XM decl aration
and it SHOULD contain an encoding declaration in the XM. decl aration
e.g., "<?xm version="1.0" encoding="UTF-8 ?>". If the charset

paraneter of the M ME content type declaration is present and it is
different fromthe encodi ng declaration, the charset paraneter takes
precedence.

Every application conformng to this specification MJST accept the
UTF-8 character encoding to ensure the mininmal interoperability.

Syntax and semantics error in recording XM. docunent has to be
informed to the originator using application specific nechani sm

5.1.1. Nanespace
The nanespace URI for elenments defined by this specification is a
Uni f orm Resource Namespace (URN) [ RFC2141], using the nanespace
identifier "ietf' defined by [ RFC2648] and extended by [ RFC3688].
The URN is as follows: urn:ietf:parans:xm :ns:recording

5.1.2. recording
recording el ement MJUST contain an xm ns nanmespace attribute with
value as urn:ietf:paranms: xm:ns:recording. One recording el enent
MUST be present in the all recordi ng netadata XM. docunent.
dat avbde el enent shows whether the XML docunent is conplete docunent
or partial update. The default value is conplete.

6. Recording Metadata cl asses
Thi s section describes each class of the netadata nodel, and the
attributes of each class. This section also describes how different

classes are linked and the XM. el enent for each of them

6.1. Recording Session
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Fom e e e e e e e e e e ee oo +
|1..* | 1..*
I I
|0..* | 0..*
Comuni cati on Comuni cati on
Sessi on Session Goup(CS G oup)

Each instance of a Recording Session class (nanely the Recording
Session hject) represents a SIP session created between an SRC and
SRS for the purpose of recording a Conmuni cation Session

1.1. Attributes

A Recording Session class has the followi ng attri butes:
o Start/End Time - Represents the Start/End time of a Recording
Sessi on obj ect.

1.2. Linkages
Each instance of Recording Session has:

0 Zero or nore instances of Comunication Session Goup. CSG may be
zero because it is optional netadata object. Also the allowance
of zero instances is to accommpdat e persistent recording, where
there nay be none.

0 Zero or nore instances of Conmunicati on Session objects.

1.3. XM el enent

Recordi ng Session object is represented by recording XM el enent.
That in turn relies on the SIP/SDP session with which the XM
docunent is associated to provide sone of the attributes of the
Recordi ng Sessi on el enent.

Start and End time value are derivable from Date header(if present in
SIP nessage) in RS. |n cases where Date header is not present,
Start/End time are derivable fromthe time at which SRS receives the
notification of SIP nessage to setup RS/ disconnect RS
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6. 2. Communi cati on Sessi on G oup

Recor di ng Sessi on (RS)
*

| 1..

I

| O0..*
S +
| Communi cation Session |
I G oup I
. +
| Unique-1D [
| associate-tine |
| disassociate-tine |
| |
Fom e e e e e e e e e m oo oo +

| 0..1

I

| 1..*

Conmruni cati on Sessi on (CS)

One instance of a Conmmuni cati on Session G oup class (nanely the
Conmruni cati on Sessi on Group object) provides association or |inking
of Communi cati on Sessi ons.

6.2.1. Attributes

A CS Goup has the followi ng attri butes:

0 Unique-ID - This Unique-IDis to group different CSs that are
related. SRC (or SRS) is responsible for ensuring the uni queness
of Unique-I1D in case multiple SRC interacts with the same SRS.
The mechani sm by which SRC groups the CS is outside the scope of
S| PREC.

0 Associate-time - Associate-tine for CS-Goup shall be cal cul ated
by SRC as the tinme when a grouping is forned. The rules that
determi ne how a grouping of different Comruni cati on Session
objects is done by SRC is outside the scope of SIPREC.

o Disassociate-tinme - Disassociate-time for CS-Goup shall be
cal culated by SRC as the tine when the grouping ends

6.2.2. Linkages
The |inkages between Comuni cation Session G oup class and ot her

cl asses is association. A comunication Session Group is associated
with RS and CS in the foll owi ng nanner:
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o0 There is one or nore Recording Session objects per Conmunication
Sessi on G oup.

o Each Communi cation Session G oup object has to be associated with
one or nore RS [Here each RS can be setup by the potentially
di fferent SRCs]

0 There is one or nmore Conmuni cation Sessions per CS Goup [e.g.
Consult Transfer]

6.2.3. XM el enent

Goup elenent is an optional elenent provides the information about
t he conmuni cati on sessi on group

Each comuni cati on session group (CSG object is represented using one
group elenent. Each group el enent has uni que Base 64 URN UU D
attribute which helps to uniquely identify CSG

6. 3. Communi cati on Session

Recor di ng Conmruni cat i on

Sessi on Sessi on Group(CS G oup)
[1..* | 0..1
I I
|0..* | 1..*

Fom e e e e e e e e e e ee oo +

[ CS ldentifier |
| Term nati on Reason |
| Start-tinme |
I I

Stop-tine
o m e e e e e e e eeee oo n +
I I
| 0..* |0..1
I I
| 0..* |0..*
Parti ci pant Medi a Stream

A Communi cati on Session class and its object in the nmetadata nodel
represents Conmmuni cati on Session and its properties needed as seen by
SRC.
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6.3.1. Attributes
A communi cati on Session class has the following attributes:

0 Term nation Reason - This represents the reason why a CS was
term nated. The conmuni cation session MAY contain a Cal
Term nation Reason. This MAY be derived from SI P Reason header
[ RFC3326] of CsS.

0 CSldentifier - This attribute is used to uniquely identify a CS

0 Start-time - This optional attribute represents start tine of CS
as seen by SRC

0 Stop-time - This optional attribute represents stop tinme of CS as
seen by SRC

Thi s docunment does not specify attributes relating to what shoul d
happen to a recording of a CS after it has been delivered to the SRS
e.g., howlong to retain the recording, what access controls to
apply. The SRS is assunmed to behave in accordance with policy. The
ability for the SRCto influence this policy is outside the scope of
this docunment. However if there are inplenentations where SRC has
enough information, this could be sent as Extension Data attached to
Cs

6.3.2. Linkages

A Communi cation Session is linked to CS-Goup, Participant, Mdia
Stream and Recordi ng Sessi on cl asses using the association
rel ati onship. Association between CS and Partici pant all ows:

0 CS to have atleast zero or nore participants

o Participant is associated with zero or nore CSs. This includes
participants who are not directly part of any CS. An exanple of
such a case is participants in a prem xed nedia stream The SRC
may have know edge of such Participants, yet not have any
signaling relationship with them This mght arise if one
participant in CSis a conf focus. To sunmmarize even if SRC does
not have direct signalling relationships with all participants in
a CS, it should neverthel ess create a Participant object for each
participant that it knows about.

o0 The nodel also allows participants in CS that are not participants
in the nedia. An exanple is the identity of a 3pcc controller
that has initiated a CSto two or nore participants of the CS
Anot her exanple is the identity of a conference focus. O course
a focus is probably in the nedia, but since it may only be there
as a mxer, it may not report itself as a participant in any of
the nedia streans.

Associ ati on between CS and Medi a Stream al | ows:
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o A CSto have zero or nore Streans

0o A streamcan be associated with at nbost one CS. Streamin
persistent RS is not required to be associated with any CS before
CS is created and hence the zero association is allowed.

Associ ati on between CS and RS al |l ows:

0 Each instance of RS has Zero or nore instances of Communi cation
Sessi on objects.

0 Each CS has to be associated with one nore RS [ Here each RS can
be potentially setup by different SRCs]

6.3.3. XM el enent

Session el ement provides the informati on about the comunication
session

Each comuni cati on session(CS) object is represented by one session
el ement. Each session el ement has uni que Base 64 URN UUID attribute
whi ch hel ps to uniquely identify CS

Reason el enent MAY be included to represent the Term nati on Reason
attribute. group-ref elenment MAY exist to indicate the group where
the menti oned session bel ongs.

6.4. CSRSAssoci ation

Recor di ng Conmruni cat i on
Session = ---------- e Sessi on

| Association-Time |
| Disassociaton-Tinme|
A CSRS Association class and its objects has attributes of CS object

which are attributes of association of a session to a RS

Ravi ndranat h, et al. Expires April 20, 2013 [ Page 12]



Internet-Draft SI P Recordi ng Met adat a Cct ober 2012

6.4.1. Attributes
CSRS associ ation class has the followi ng attributes:

0 Associate-tinme - associate-tine is calculated by SRC as the tine
it sees a CSis associated to a RS

o Disassociate-tinme- Disassociate-time is calculated by SRC as the
time it see a CS disassociate froma RS

It is possible that a given CS can have multiple associate/

di sassociate tinmes within given RS

6.4.2. Linkages

CSRS association class is linked to CS and RS cl asses. There are no
cardinalties for this |inkage.

6.4.3. XM el enent
sessi onrecordi ngassoc is the XM_ el enent to represent CSRS
associ ation object. session URN UUD is used to uniquely identify
this elenent and Iink with the specific session

6.5. Participant

Conmruni cati on Sessi on (CS)
| 0..*

| AoR/ Nane Pair |ist [

recei ves| | sends
| 0..* 0..*|
Medi a Stream

A Participant class and its objects has information about a device
that is part of a CS and/or contributes/consunes nedi a strean(s)
bel onging to a CS
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6.5.1. Attributes
Participant has attributes like:

0 AoR/ Nane pair list - This attribute is a Iist of Nane/AoR tuple.
An AoR MAY be SIP/SIPS/TEL URI. Nane represents Participant
nane( Sl P display nane) or DN nunber ( in case it is known). There
are cases where a participant can have nore than one AoR [e.g.

P- Asserted-identity header [RFC3325] which can have both SIP and
TEL URI s]

Thi s docunment does not specify other attributes relating to
participant e.g. Participant Role, Participant type. An SRC which
has information of these attributes can indicate the same as part of
extension data to Participant from SRC to SRS

6.5.2. Linkages

The participant class is linked to M5 and CS class using association
rel ati onship. The association between partici pant and Media Stream
al | ows:

0 Participant to receives zero or nore nedia streans

o Participant to send zero or nore nedia streams. (Same partici pant
provides nultiple streans e.g. audi o and vi deo)

0 Media streamto be received by zero or nore participants. |Its
possi bl e, though perhaps unlikely, that a streamis generated but
sent only to the SRC and SRS, not to any participant. E. g. 1In
conferencing where all participants are on hold and the SRCis
collocated with the focus. Also a nedia stream may be received by
multiple participants (e.g. Wisper calls, side conversations).

0 Media streamto be sent by one or nore participants (pre-nmnxed
streans).

Exanpl e of a case where a participant receives Zero or nore streans -
a Supervisor may have side conversation with Agent, while Agent
converses wth custoner.

6.5.3. XM el enent
A participant elenment represents a Participant object.
Partici pant MJST have a Nanel D conpl ex el ement whi ch contains AoR as
attribute and Nane as elenment. AOR elenent is SIP/SIPS URI FQDN or
| P address which represents the user. name is an optional elenment to
represent display nane.

Each partici pant el ement has unique ID (Base 64 URN UUID) attribute

Ravi ndranat h, et al. Expires April 20, 2013 [ Page 14]



Internet-Draft SI P Recordi ng Met adat a Cct ober 2012

whi ch hel ps to uniquely identify participant and session Base 64 URN
UUID to associate participant with specific session el enent. Base 64
URN UUI D of participant MJIST used in the scope of CSG and no new Base
64 URN UUID has to be created for the sane el enent (participant,
stream between different CS in the sane CSG | n case Base 64 URN
UUI D has to be used pernmanent, careful usage of Base 64 URN UUID to
original AoR has to be decided by the inplenenters and it is

i mpl ementer’ s choi ce.

6.6. Participant CSAssoci ation

Communi cati on
Session = ---------- SRR Parti ci pant

| ParticipantCS |
| Association

| Capabilities |
| Association-Tine |
| Di sassociaton-Ti ne|

A participantCS Association class and its objects has attributes of
partici pant object which are attributes of association of a
participant to a Session.

6.6.1. Attributes
Partici pant CS associ ation class has the follow ng attributes:

0 Associate-time - associate-tinme is calculated by SRC as the tinme
it sees a participant is associated to CS

o0 Disassociate-tine- Disassociate-tinme is calculated by SRC as the
time it see a participant disassociate froma CS. It is possible
that a given participant can have nmultiple associ at e/ di sassoci ate
times within given comruni cati on session

0 Capabilities - A participant capabilities as defined in [ RFC3840]
which is an optional attribute that includes the capabilities of a
participant in a CS. Each participant shall have Zero or nore
capabilities. A participant may use different capabilities
depending on the role it plays at a particular instance. IONif a
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6

6

6

partici pants noves across different CSs ( due to transfer e.t.c)
OR is simultaneously present in different CSs its role nmay be
different and hence the capability used.

o "send" or "recv" elenment in each participant is associating SDP
mlines with the participant. send el enent indicates that
participant is sending the streamof nmedia with the mentioned
medi a description. recv elenent indicates that participant is
receiving the streamand by default all participant will receive
the stream recv element has rel evance in case whi sper cal
scenario wherein few of the participant in the session receives
the stream and not others.

6. 2. Linkages

The partici pant CS association class is linked to participant and CS
classes. There are no cardinalties for this |inkage.

6.3. XM el enent

partici pant sessi onassoc XM. el enent represent participantCS
associ ation object. participant and session id is used to uniquely
identify this el enent

NOTE: RFC 4235 encodi ng shall be used to represent capabilities
attribute in XM.

7. Medi a Stream

Parti ci pant
| 0..* 1..%]
recei ves| | sends

Conmunication 0..1 0..% +-----ommmmmm i +

Session - ----------- | |
| Media Stream Reference |
| Content-type [
I I

A Media Streamclass (and its objects) has the properties of nedia as
seen by SRC and sent to SRS. Different snapshots of nedia stream
obj ect may be sent whenever there is a change in nedia (e.g. dir
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change |i ke pause/resune and/or codec change and/or partici pant
change.).

1. Attributes
A Media Streamclass has the the following attributes:

0 Media Stream Reference - In inplementations this can reference to
mline

0 Content - The content of an MS elenent will be described in terns
of value fromthe [RFC4796] registry.

The met adata nodel should include nedia streans that are not being
delivered to the SRS. Exanples include cases where SRC offered
certain nmedia types but SRS chooses to accept only a subset of them
OR an SRC may not even offer a certain nedia type due it its
restrictions to record

2. Linkages

A Media Streamis linked to participant and CS cl asses using the
association relationship. The details of association with the
Participant are described in the Participant class section. The
details of association with CSis nentioned in the CS section

3. XM el enent

stream el enent represents a Media Stream object. Stream el enent

i ndicates SDP nedia |ines associated with the session and
parti ci pants.

This elenent indicates the SDP mline properties like |abe
attributes. Label attribute is used to link mline SDP body using

| abel attribute in SDP mline.

Each stream el ement has uni que Base 64 URN UUI D attribute which hel ps
to uniquely identify stream and session Base 64 URN UU D to associate
streamw th specific session el enent.

The content attribute if an SRC wi shes to send is conveyed in RS SDP

Parti ci pant Stream Associ ati on
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| ParticipantSteam |
| Association |

R R + R Parti ci pant

| Association-Tine | | 0..*] 1..7%]

| Disassociaton-Tine|---+ recv| | sends

| Recv [ [ 0..*] 0..*]

| Send (I I I

 RRREEEEEEEE + | |
SRR Medi a Stream

A Participant Stream associ ation class and its object has attributes
that are attributes of association of a Participant to a Stream

6.8.1. Attributes
A partici pant Stream associ ation class has the followi ng attributes:

0 Associate-Time: This attributes indicates the tinme a Partici pant
started contributing to a Media Stream

o0 Disassociate-Tinme: This attribute indicates the tine a Parti ci pant
stopped contributing to a Media Stream

6.8.2. Linkages

The partici pant Stream association class is linked to participant and
Stream cl asses. There are no cardinalties for this |inkage.

6.8.3. XM el enent

Partici pant StreamAssoc XM el ement represents participant to stream
associ ation object. participant elenent is used to uniquely identify
this elenent and related with stream using stream uni que URN id.

6.9. associate-tine/disassociate-tinme

associ ate-ti nme/di sassociate-tine contains a string indicating the
date and tine of the status change of this tuple. The value of this
el ement MUST follow the | MPP datetine format [ RFC3339]. Ti nestanps
that contain 'T or 'Z' MJST use the capitalized forms. At a tine,
any of the time tuple associate-tine or disassociate-tinme MY exist
in the el enent nanely group, session, participant and not both
timestanp at the sane tine.

As a security neasure, the tinestanp el enent SHOULD be included in
all tuples unless the exact tine of the status change cannot be
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det er mi ned.
6.10. Unique ID format

Unique id is generated in two steps:
0 UUDIis created using [ RFC4122])
o UUDIis encoded using base64 as defined in [ RFC4648]

The above nentioned uni que-id mechani sm SHOULD be used for each
net adata el enent.

7. SIP Recordi ng Metadata Exanpl e
7.1. Complete SIP Recordi ng Met adata Exanpl e

The followi ng exanple provides all the tuples involved in Recording
Met adat a XM. body.

<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:parans: xm:ns:recording >
<dat aMbde>conpl et e</ dat aMbde>
<group group_i d="7+0TCyoxTngngyA/ 1weDAg==">
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
<!-- Standardi zed extension -->
<call-center xmns=urn:ietf:parans: xm :ns:callcenter’ >
<supervi sor>si p: al i ce@t | ant a. conx/ super vi sor >
<uni quei d>FaxXH c+3W uar oDaNE87am==</ uni quei d>
</call-center>
<nydata xm ns="http://exanple.com ny’ >
<structure>FQOO </ structure>
<what ever >bar </ what ever >
</ nydat a>
</ group>
<sessi on session_i d="hVpd7YQRWND22h7q60JQ==">
<gr oup-r ef >7+0TCyoxTrmgngy A/ 1weDAg==
</ group-ref>

<!-- Standardi zed extension -->

<structure>FOO </ structure>

<what ever >bar </ what ever >
</ sessi on>
<sessi onr ecor di ngassoc session_i d="hVpd7YQ@RWND22h7q60JQ==">
<associ ate-ti me>2010- 12-16T23: 41: 07Z</ associ ate-ti me>
</ sessi onr ecor di ngassoc>
<parti ci pant

partici pant _i d="srf BEl mCRp2QB23b7MokOw==">
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<nanel D aor =si p: bob@i | oxi . con>
<name xm :lang="it">Bob B</name>
</ nanel D>
<!-- Standardi zed extension -->
<structure>FOO </ structure>
<what ever >bar </ what ever >
</ participant>
<parti ci pant sessi onassoc
partici pant _i d="srf BEl nCRp2QB23b7MkOw=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==" >
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant st reamassoc
partici pant _i d="srf BEl nCRp2QB23b7MkOw==">
<send>i 1Pz3t 05hCGk8f uXl +PbwCnw==</ send>
<send>UAAMNB GRQKSCMW LyI 4r Fw==</ send>
<recv>8zc6e0l YTI W I NA6GR+3ag==</recv>
<recv>Ei X3 c+4TrugqoDaNE76ag==</recv>
</ partici pant streanmassoc>
<parti ci pant
partici pant _i d="zSf PoSvdSDCmMJ3A3TRDXx Aw==">
<nanel D aor =si p: Paul @i | oxy. conp
<nanme xm :lang="it">Paul </ nane>
</ nanel D>
<!-- Standardi zed extension -->
<structure>FQOO </ structure>
<what ever >bar </ what ever >
</ participant>
<parti ci pant sessi onassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx Aw=="
sessi on_i d="hVpd7YQ@QRWND22h7q60JQ==">
<associ ate-ti ne>2010- 12- 16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant st reamassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx Aw=="">
<send>8zc6e0l YTI W | NA6GR+3ag==</ send>
<send>Ei XG@ c+4TrugqoDaNE76ag==</ send>
<r ecv>UAAMYB GROKSCMW LYI 4r Fw==</r ecv>
<recv>i 1Pz3t 05hCGk8f uXl +PbwCn==</r ecv>
</ partici pant streanmassoc>
<stream stream i d=" UAAMhBGROKSCMWNV LyI 4r Fw=="
session session_i d="hVpd7YQyRWnD22h7q60JQ==">
<l abel >96</ | abel >
</ streane
<stream stream.i d="i 1Pz3t 05hGk8f uXl +PbwCn=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<l abel >97</ | abel >
</ streanr
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<stream stream_ i d="8zc6e0l YTI W | NA6CR+3ag=="
sessi on_i d="hVpd7YQJRW2nD22h7q60JQ==">
<l abel >98</ | abel >

</ streanp

<stream stream i d="E XA c+4TruggoDaNE76ag=="
sessi on_i d="hVpd7YQyRW2nD22h7q60JQ==">
<| abel >99</ | abel >

</ streane

</recordi ng>

SI P Recordi ng Metadata Exanple XM body
7.2. Partial Update of Recordi ng netadata XM. body

The follow ng exanpl e provides partial update in Recording Metadata
XM. body for the above exanple. The exanple has a snapshot that
carries the disassociate-tinme for a participant froma session

<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:parans: xm:ns:recording >
<dat aMbde>parti al </ dat avbde>
<parti ci pant
parti ci pant _i d="srf BEl mCRp2QB23b7MkOw==">
<name | D=si p: bob@i | oxi . conP
<name xm :lang="it">Bob R</name>
</ namel D>
<structure>FOO </ structure>
<what ever >bar </ what ever >
</ partici pant >
<parti ci pant sessi onassoc
partici pant _i d="srf BEl nCRp2QB23b7MkOw=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<di sassoci at e-ti me>2010- 12- 16T23: 41: 07Z</ di sassoci ate-ti me>
</ partici pant sessi onassoc>
</ recordi ng>

Partial update of SIP Recordi ng Exanpl e XM. body

8. XM Schenma definition for Recording netadata

This section defines XM. schena for Recordi ng netadata docunent

<?xm version="1.0" encodi ng="UTF-8"?>
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<xs:schema target Nanespace="urn:ietf: paranms: xm : ns:recordi ng"
xm ns:tns="urn:ietf:parans: xm : ns: recording"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >
<l-- This inport brings in the XML | anguage attribute xnl :lang-->
<xs:inport namespace="http://ww. w3. or g/ XM_/ 1998/ nanmespace"/ >
<xs: el enent name="recordi ng" type="recording"/>
<xs: conpl exType nane="recordi ng">
<XS:sequence>
<xs: el enent nanme="dat anode" type="dat aMbde"
nm nCccurs="0"/>
<xs: el enent name="group" type="group"
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs: el enent nanme="sessi on" type="session"
m nCccur s="0" maxQccur s="unbounded"/ >
<xs: el enent name="participant" type="participant”
nm nCccur s="0" maxCQccur s="unbounded"/ >
<xs: el enent nanme="streani' type="streant
m nCccur s="0" maxQOccur s="unbounded"/ >
<xs:any nanespace=' ##ot her’
m nCccurs="0’
maxQccur s=" unbounded
processContents="1ax’ />
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="group">
<XS:sequence>
<xs: el enent nane="associate-tine" type="xs: dateTi ne"
nm nCccurs="0"/>
<xs: el enent name="di sassoci ate-tine" type="xs: dateTi nme"
m nCccur s="0"/ >
<xs:any nanespace=' ##ot her’
m nCccurs="0’
maxQccur s=" unbounded
processContents="1ax’ />
</ xs: sequence>
<xs:attribute name="group_id" type="xs:base64Bi nary"
use="required"/>
</ xs: conpl exType>
<xs: conpl exType nane="sessi on">
<XS:sequence>
<xs: el enent name="reason" type="xs:string"
m nCccur s="0"/ >
<xs: el enent nanme="group-ref" type="xs:base64Bi nary"
m nCccurs="0" maxCQccurs="1"/>
<XS:any nanespace=' ##ot her’
nm nCccurs='0’
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maxQccur s=" unbounded
processContents="|ax’ />
</ xs: sequence>
<xs:attribute nanme="session_id" type="xs:base64Bi nary"
use="required"/>
</ xs: conpl exType>
<xs: conpl exType nanme="sessi onr ecor di ngassoc" >
<Xs:sequence>
<xs: el enent nanme="associate-tine" type="dateTi ne"
m nCccurs="0"/>
<xs: el enent nanme="di sassoci ate-tine" type="dateTi ne"
nm nCccurs="0"/>
<XSs:any nanespace=' ##ot her’
m nCccurs=" 0’
maxQccur s=" unbounded
processContents="|ax’ />
</ xs: sequence>
<xs:attribute name="session_id" type="xs:base64Bi nary"
use="required"/>
</ xs: conpl exType>
<xs: conpl exType name="parti ci pant">
<XS:sequence>
<xs: el enent nanme="nanel D' type="nanel D'
maxCccurs="1"/>
<XSs:any nanespace=' ##ot her’
m nCccurs=" 0’
maxQccur s=" unbounded
processContents="|ax’ />
</ xs: sequence>
<xs:attribute name="participant _id" type="xs:base64Bi nary"
use="required"/>
</ xs: conpl exType>
<xs: conpl exType nane="parti ci pant sessi onassoc" >
<XS:sequence>
<xs: el enent nane="associate-tine" type="xs: dateTi ne"
nm nCccurs="0"/>
<xs: el enent name="di sassoci ate-tine" type="xs: dateTi nme"
m nCccur s="0"/ >
<xs:any nanespace=' ##ot her’
m nCccurs="0’
maxQccur s=" unbounded
processContents="1ax’ />
</ xs: sequence>
<xs:attribute name="participant_id" type="xs:base64Bi nary"
use="required"/>
<xs:attribute nanme="session_id" type="xs:base64Bi nary"
use="required"/>
</ xs: conpl exType>
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<xs: conpl exType name="parti ci pant streamassoc" >
<Xs: sequence>
<xs: el enent nane="send" type="xs:base64Bi nary"
m nCccur s="0" maxQccur s="unbounded"/ >
<xs: el enent nane="recv" type="xs:base64Bi nary"
nm nCccur s="0" maxQccur s="unbounded"/ >
<xs: el enent name="associate-tinme" type="xs:dateTi ne"
m nCccur s="0"/ >
<xs: el enent nanme="di sassoci ate-tine" type="xs: dateTi nme"
m nCccurs="0"/>
<XS:any nanespace=' ##ot her’
nm nCccurs="0’
maxQccur s=" unbounded
processContents="|ax’ />
</ xs: sequence>
<xs:attribute nanme="participant _id" type="xs:base64Bi nary"
use="required"/>
</ xs: conpl exType>
<xs: conpl exType nanme="streani >
<Xs:sequence>
<xs: el enent nanme="I| abel " type="xs:string"
m nCccurs="0" maxCQccurs="1"/>
<XS:any nanespace=' ##ot her’
nm nCccurs="0’
maxQccur s=" unbounded
processContents="|ax’ />
</ xs: sequence>
<xs:attribute name="stream.id" type="xs:base64Bi nary"
use="required"/>
<xs:attribute nanme="session_id" type="xs:base64Bi nary"/>
</ xs: conpl exType>
<xs: si npl eType nane="dat aMbde" >
<xs:restriction base="xs:string">
<xs: enuneration val ue="conplete"/>
<xs: enuneration value="partial"/>
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType nanme="nanel D' >
<XS:sequence>
<xs: el enent nanme="nane" type ="nane" minCccurs="0" maxCccurs="1"/>
</ xs: sequence>
<xs:attribute name="aor" type="xs:anyURl" use="required"/>
</ xs: conpl exType>

<xs: conpl exType nane="nane" >

<xs: si npl eCont ent >
<xs: extension base="xs:string">
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9.

9.

10.

10.

<xs:attribute ref="xm :lang" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

</ xs: schena>

Security Considerations

The metadata information sent from SRC to SRS MAY reveal sensitive

i nformati on about different participants in a session. For this
reason, it is RECOMMENDED that a SRC use a strong means for

aut hentication and netadata information protection and that it apply
conpr ehensi ve authori zation rul es when using the netadata fornat
defined in this docunment. The follow ng sections will discuss each
of these aspects in nore detail.

1. Connection Security

It is RECOVWENDED that a SRC authenticate SRS using the normal SIP
aut henti cati on mechani sns, such as Digest as defined in Section 22 of
[ RFC3261]. The mechani smused for conveying the netadata information
MUST ensure integrity and SHOULD ensure confidentially of the
information. |In order to achieve these, an end-to-end SIP encryption
mechani sm such as S/M ME described in [ RFC3261], SHOULD be used.

If a strong end-to-end security nmeans (such as above) is not
available, it is RECOWENDED that a SRC use mutual hop-by-hop
Transport Layer Security (TLS) authentication and encryption
mechani sms described in "SIPS URI Schene" and "I nterdomai n Requests”
of [ RFC3261].

I ANA Consi derati ons

This specification registers a new XML namespace, and a new XM
schema.

1. SIP recording netadata Schena Regi stration
URI: urn:ietf:parans: xm:ns:recording

Regi strant Contact: |ETF SI PREC worki ng group, Ram nohan
R(r mohanr @i sco. com
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11.

12.

12.

XM.: the XML schena to be registered is contained in Section 6.

Its first line is <?xm version="1.0" encodi ng="UTF-8"?> and its | ast
line is </xs:schema>
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Appendi x A1 Metadata Mddel Object Instances

Not e: This Appendi x has to be noved to callfl ow docunent after the
di scussion in the mailing alias

This section describes the netadata nodel object instances for
different use cases of SIPREC. For the sake of sinplicity as the
medi a streans sent by each of the participants is received by every
other participant in these use cases, it is NOT shown in the object
i nstance di agrans below. Al so for the sake of ease not al
attributes of each object are shown in these instance diagrans.

1. Use case 1: Basic Call

Basic call between two Participants A and B. In this use case each
partici pant sends one Media Stream For the sake of sinplicity
"receives" lines are not shown in this instance diagram Media
Streans sent by each participant is received all other participants
of that CS.
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L T +
| Recording Session (RS)
Fom e e e e e e e e e e ee oo +
I
I
I
R L LT +
| Communi cation |
| Session (CS) |
e e e e o e e e e e e e e ao oo +
| Start Time | |
- + |
I I
R RS + |
I I I
Fom e e e oo + Fom e e e oo + [
| ParticipantA | | ParticipantB | |
I I I I
B T T pe e, + B T T pe e, + |
I I I
sends | | sends |
I I I
. + . +
| Medi a Stream Al| | Media Stream B1| |
B T T pe e, + B T T pe e, +
| Medi aSt r eam Ref | | Medi aStream Ref| |
I I I (.
Fom e e e oo + Fom e e e oo +
I I I
L L T +

12. 2. Use case 2: Hol d/ Resune

Basic call between two Participants A and B and with Participant A or

B doing a Hold/ Resunme. 1In this use case each participant sends one
Media Stream  After Hol d/ Resune the properties of Media can change.
For the sake of sinplicity "receives" lines are not shown in this

i nstance diagram Media Streans sent by each participant is received
all other participants of that CS.
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| Y +
| | Conmuni cati on Session (CS) |
[ L [ G oup( CSQ
[ [ Fom e e e e e e e e e m oo oo +
| | | Uni que-idl |
| | e +
I I
I I
| |
e e e e +
| Communication |
+-| Session (CS) R e e T +
I R + |
|| I I
I + |
I I I
| |- + |
I I I I
[ R + B T T pe e, + |
| | ParticipantA | | ParticipantB |----------- + |
|| -t | | |
I S B e + | sends(After |
I I I I I I I Resune) |
| | . | | oo +
| sends | | +- -+ | sends | | Medi aStream B3| |
| | ----- + | | +----- F S S + |
| +---mmeme - - + I R + | | Medi aStreanRef]| - |
| | Media Stream Al| | | |Media Stream B1| | | | |
| b N s ] ||
+-| Medi aStreanref | | | | MediaStreanRef | | +-------------- + |
| I R R EEEE |
B + | | B + | |
(. | |
R + | sends | sends (hol d) [
| sends | (Resune) | |
| (hold) Fom- - + Fom- - + [
I I I I
B + B + B T + |
| Medi a Stream A2| | Medi a Stream A3| | Medi aSt ream B2| |
Fom e e e oo + Fom e e e oo + [ [ [
| Medi aStreanref | | Medi aSt r eanRef | R T + |
| | | | | Codec Parans | |
B T T pe e, + B T T pe e, + | | |
I I I I I
| | R R, o
I I I
o m o e e e +
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12.3. Use case 3: Basic call with Transfer

Basic call between two Participants A and B and with Participant A
transfer(consult transfer) to Participant C. In this use case each
partici pant sends one Media Stream After transfer the properties of
Partici pant A Media can change. For the sake of sinplicity
"receives" lines are not shown in this instance diagram Media
Streans sent by each participant is received all other participants
of that CS.

o e e oo +
| Recording Session (RS) | ------- +
B + |
I I
I I
I I
e + |
| Conmruni cati on Session (CS) | |
I G oup(CS@ I I
S + |
[ Uni que-idl [ [
- + |
I I
I +
I
[-------------- +
I I
oo + oo +
| Conmmunication | | Conmmunication |
| Session (CS)1 | | Session (CS)2 |
B + B B +
I I I I I
e e e e + e e e e + [
I I
| o + |
I I I I
B + | B + |
| ParticipantA | | | ParticipantB | |
1 I I
. + [ e + |
I I I
sends | | | sends |
I I I I
S + | S + |
| Medi a Stream Al| [ | Medi a Stream B1| [
. + | . + |
I I
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Medi a Stream

I I I
Media Stream |---+--- Ref | |
Ref [ [ [
--------------- + B [
I
I
e |
I
oo s e e e e e e e e e oo - + |
I I I
--------------- + e
Participant A | | Participant C| |
(same) I I (.
--------------- + B S |
| |
| sends (After transfer) | sends
---------------- + R T
Medi a Stream A2| | Media Stream Clj |
---------------- + T |
Medi a StreanRef | | Media StreanRef]| |
| | | |
I I I
---------------- + R T
I I I
I I I
I I I
o mm e e e e e e e e e e e e e e e e e e e e eem o +

Conference Use Cases

Cct ober 2012

Dependi ng on who act as SRC and the information that an SRC has there

C

an be several ways to nodel

conf erence use cases.

i nstance diagrans for the foll owi ng cases:

(0]

0
0

(0]

A CS where one of the
a conference

A CS where one of the
A CS where one of the
different entity like
A CS where one of the
different entity like

NOTE: There MAY be ot her
n what information the SRC has.

(0]

Ravi

partici pant

partici pant
partici pant
B2BUA
parti ci pant
B2BUA

ways to nodel

ndranath, et al. Expires April
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12.4.1. Case 1:

This is the usecase where there is a CS with one of the participant
(who is also SRC) as a user in a conference. For the sake of
simplicity the receive lines for each of the participant is not

shown.

o mm e e e e e e e e e e e e e e e e e e e e e e e e e me e e +
[ Comuni cati on Session [
R + S S + |
o | | o | |
| |Partici pant B | Participant A [
| ] (User in  ]-----oeoooe-- | | |
| | conf/SRC) | [ [ [
I + S + [
o I
TS +

I
D E F G (Participants of Conference)

I nstance Di agram

B +
| Recording Session (RS) | --+
Fom e e e e e e e e e m oo oo +
I I
I I
I I
B + |
| Conmuni cation Session (CS) | |
I G oup(CSQ I
- +
[ Uni que-idl |
Y +
I I
I e +
I
e +
| Conmmunication |
| Session (CS) R R +o---- +
B +
| |
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| Participant B |
| (in conf) [

In this exanple we have two participants A and B who are part of a
Conmruni cati on Session(CS). One of the participants Bis part of a
conference and al so acts as SRC. There can be two cases here. B can
be a participant of the conference or B can be a focus. 1In this
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i nstance diagram Participant Bis a user in a conference. The SRC
(Participant B) subscribes to conference event package to get the
details of other particiants. Participant B(SRC) sends the same
through the netadata to SRS. 1In this instance diagramthe Medi a
Stream(m xed strean) sent from Partici pant B has nedia streans
contributed by conference participants (D, E, F and G. For the sake
of sinplicity the "receives" line is not showm here. In this exanple
the medi a stream sent by each participant(A or B) of CSis received
by all other participant(A or B).

12.4.2. Case 2:

This is the usecase where there is a CS where one of the parti cipant
is focus ( which is also SRC).

o o m e e e e e e e e e e e e e e e e e e e e me e eaaa - +
[ Conmmuni cati on Session [
| B T + B T + |
o |- | o .
| |Participant C | | Participant A [
| | (Focus in [------ + | |
| | conf and SRQ)|---+ | R + |
| e o |
| | + |
| | | |
I + [ Fom e e e oo + [
| | Participant B| +-- -+ | Participant D | |
|| I I I I I
I R + | B T T pe e, + |
I I I
| [ + |
[ | Partici pant E | [
I I I I
| R + |
I I
oo e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
I nstance Di agram
oo e e e e e e eeee oo - +
| Recording Session (RS)
S +

[-----mm e +

I I

I I
e + |
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| Conmruni cati on Session (CS) |

I
I G oup(CSQ I I
S + |
[ Uni que-idl [ [
- + |
I I
I +
I
S +
| Communication |
| Session (CS) [----mmm e - +
- + |
I I I
B + |
| |
|- + |
I I I I
T + [ R + |
| ParticipantA | | | ParticipantB | [
I I I
S + | +--------emae- - + |
I I I
sends | | | sends |
I I I I
B T T pe e, + | B T T pe e, + |
| Medi a Stream Al| | | Medi a Stream Bl| |
S + | S + |
| Medi aSt r eam Ref | [ | Medi aStream Ref | |
| [EEERSEE |
T + T + |
I
s +
| | | |
I I I I
. + [ e + |
| ParticipantD | | | ParticipantE | [
1 I
B + | B + |
| | |
sends [ [ | sends [
I I I I
T + | T + |
| Medi a Stream D1 [ | Media Stream E1| |
B + | B + |
| Medi aSt r eam Ref | | | Medi aStream Ref| |
| |- |
. + . + |
I
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12.

Fomm e e e o - +
e |
I I
I I
R + |
| Participant C | |
| (focus +src) | |
R + |
I I
Sends | +------- +
||
"sends" OR |
contributed +---------------- +
by | Media Stream Cl|
Participants+---------------- + "receives" by participants A B, D E
A B D E | MediaStreamRef|----------------------“““---- -
———————————— | Codec Parans |
S +

In this exanple we have two participants A and B who are part of a
Conmruni cati on Session(CS). One of the participants (C is focus of a
conference and also acts as SRC. The SRC (Partici pant C) being the
Focus of the conference has access to the details of other
particiants. SRC (Participant C) sends the sane through the netadata
to SRS. In this instance diagramthe Media Streanm(ni xed stream sent
by C has nedia streans contributed by conference participants (A B
D and E). Participants A B,D and E sends Media Streans Al, Bl, D1
and E1 respectively. The nedia stream sent by Participant C(Focus)
is received by all other participants of CS. For the sake of
simplicity the "receives” line is not shown linked to all other
partici pants.

NOTE: SRC ( Participant C) can send nmixed stream or seperate streans
to SRS

4, 3. Case 3:

A CS where one of the participant is user and the SRCis a different
entity like B2BUA. In this case the SRC may not know that one of the
user is part of conference. Hence the instance diagramw |l not have
i nformati on about the conference participants.
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o m e e e e eieaoo o +
| Conmuni cati on Sessi on |
| +------------- + oo + [ + |
o | | (SRO| | o | |
| |Participant B|--|B2BUA |----| Participant A |
| 1 (User in | 4------ o | |
| | conf) I I I I
| B TS + B T + |
(R |
o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +

D E F G (Participants of Conference)

12. 4. 4. Case 4:

A CS where one of the participant is focus and the SRCis a different
entity like B2BUA. In this case the participant which is focus sends
"isfocus" in SIP nessage to SRC. The SRC subscribe to conference
event package on seeing this "isfocus". SRC |learns the details of
other participants of conference fromthe conference package and send
the sane in netadata to SRS. The instance diagramfor this use case
is same as Case 1.

Fom e e e e oo oo == +
| Conmuni cation | Sessi on |
I R +  A------ + R + |
o | | (SRO| | o | |
| |Participant B|--|B2BUA |----| Participant A |
| | (FacUsin | 4------ o | |
| | conf) I I I I
R + S S + |
(R I
S +

I
D E F G (Participants of Conference)
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13.

13.

Appendi x B: Metadata XM. schenma | nstances

Not e: This Appendi x has to be noved to callfl ow docunent after the
di scussion in the mailing alias

Thi s section describes the nmetadata nodel XM instances for different
use cases of SIPREC. For the sake of sinplicity the conplete SIP
messages are NOT shown here

1. Use case 1: Basic Call

Basic call between two Participants A(Aice) and B(Bob) who are part
of one session. In this use case each participant sends two Media
Streans. Media Streans sent by each participant is received al

other participants of that CSin this use-case. Belowis the initial
snapshot sent by SRC that has conplete netadata. For the sake of
conpl et eness even sni ppets of SDP is shown. For the sake of
simplicity these use-cases assune the RS streamis unm xed.

Cont ent - Type: applicati on/ SDP

mFaudi 0 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=| abel : 96

a=sendonl y

nevi deo 49174 RTP/ AVPF 96
a=rtpnmap: 96 H. 264/ 90000
a=| abel : 97

a=sendonly

mraudi o 51372 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l abel : 98

a=sendonly

mevi deo 49176 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=l abel : 99

a=sendonl y

<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:parans: xm :ns:recordi ng >
<dat aMbde>conpl et e</ dat aMbde>
<group group_i d="7+0TCyoxTngnyyA/ 1lweDAg==">
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
<!-- Standardi zed extension -->
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<call-center xmns="urn:ietf:parans:xm :ns:callcenter’>
<supervi sor >si p: al i ce@i sco. conx/ super vi sor >
</call-center>
<nydata xm ns="http://exanple.comny’ >
<structure>FOO </ structure>
<what ever >bar </ what ever >
</ nydat a>
</ gr oup>
<sessi on session_i d="hVpd7YQgRWnD22h7q60JQ==">
<gr oup-r ef >7+0OTCyox Tngngy A/ 1weDAg==
</ group-ref>
<start-tinme>2010-12-16T23:41: 07Z</start-time>
<!-- Standardi zed extension -->
<structure>FQOO </ structure>
<what ever >bar </ what ever >
</ sessi on>
<parti ci pant
partici pant _i d="srf BEl mCRp2QB23b7MkOw==">
<namnel D aor=si p: alice@tl anta. con>
<name xm :lang="it">Al i ce</ name>
</ nanel D>
<!-- Standardi zed extension -->
<structure>FOO </ structure>
<what ever >bar </ what ever >
</ participant>
<parti ci pant sessi onassoc
partici pant _i d="srf BEl nCRp2QB23b7MkOw=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==" >
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant st reamassoc
partici pant _i d="srf BEl nCRp2QB23b7MkOw=="">
<send>i 1Pz3t 05hCGk8f uXl +PbwCn==</ send>
<send>UAAMB GRQKSCMW LyI 4r Fw==</ send>
<recv>8zc6e0l YTI W I NA6GR+3ag==</recv>
<recv>Ei X3 c+4TrugqoDaNE76ag==</recv>
</ partici pant streamassoc>
<parti ci pant
partici pant _i d="zSf PoSvdSDCmMJ3A3TRDXx Aw==">
<nanel D aor =si p: bob@i | oxy. con®
<nanme xm :lang="it" >Bob</ nanme>
</ nanel D>
<!-- Standardi zed extension -->
<structure>FQOO </ structure>
<what ever >bar </ what ever >
</ participant>
<parti ci pant sessi onassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx Aw=="
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13.

Basi ¢ call
of above use-case.

sessi on_i d="hVpd7YQQRWND22h7q60JQ==">
<associ ate-ti ne>2010- 12- 16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant st reamassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDXx Aw=="">
<send>8zc6e0l YTI W | NA6GR+3ag==</ send>
<send>Ei X@ c+4TrugqoDaNE76ag==</ send>
<r ecv>UAAMYB GROKSCMW LYI 4r Fw==</r ecv>
<recv>i 1Pz3t 05hCGk8f uXl +PbwCn==</r ecv>
</ partici pant streanmassoc>
<stream i d=" UAAMTEGRQKSCMW LYI 4r Fw=="
sessi on_i d="hVpd7YQRWND22h7q60JQ==">
<l abel >96</ | abel >
</ streane
<stream i d="i 1Pz3t 05h&k8f uXl +PbwCw=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==" >
<l abel >97</ | abel >
</ streanp
<stream i d="8zc6e0l YTI W | NA6GR+3ag=="
sessi on_i d="zSf PoSvdSDCmMJ3A3TRDX Aw==">
<l abel >98</ | abel >
</ streanp
<stream i d="Ei Xd c+4TruqgoDaNE76ag=="
sessi on_i d="zSf PoSvdSDCmMU3A3TRDx An==">
<l abel >99</ | abel >
</ streane

</ recordi ng>

Use case 2: Hol d/ resune

During hold

2012

between two Participants A and B. This is the continuation
One of the participants(say A) goes on hold and
then resunes as part of the same session. The netadata snapshot
| ooks as bel ow

Ravi ndranat h, et al. Expires April 20, 2013 [ Page 39]



Internet-Draft SI P Recordi ng Met adat a

Cont ent - Type: applicati on/ SDP

mraudi o 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=| abel : 96

a=i nactive

nrvi deo 49174 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=| abel : 97

a=i nactive

mraudi 0 51372 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000
a=| abel : 98

a=sendonl y

mevi deo 49176 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=| abel : 99

a=sendonl y

<?xm version="1.0" encodi ng="UTF-8"?>

<recording xm ns="urn:ietf:parans: xnl :ns: recording’ >

<dat aMode>parti al </ dat aMbde>
<parti ci pant st r eamassoc

partici pant i d="srf BEl nCRp2QB23b7MkOw=="

sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<recv>8zc6e0l YTI W I NA6GR+3ag==</recv>
<recv>Ei X@ c+4TrugqoDaNE76ag==</recv>

</ partici pant streamassoc>

<parti ci pant st r eamassoc

partici pant i d="zSf PoSvdSDCmMJ3A3TRDx Aw=="

sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<send>8zc6e0l YTI W | NA6GR+3ag==</ send>
<send>Ei XG@ c+4TrugqoDaNE76ag==</ send>

</ partici pant streamassoc>

</ recordi ng>

During resune

The snapshot will look pretty nmuch sane as Use-case 1.

Ravi ndr anat h,

et al. Expires April 20, 2013
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13.3. Use case 3: Basic Call with transfer

Basic call between two Participants A and B is connected as in Use-
case 1. Transfer is initiated by one of the participants of by other
entity(3PCC case). SRC sends a snapshot of the participant changes
to SRS. In this instance participant A(Aice) drops out during the
transfer and Participant C(Paul) joins the session. There can be two
cases here, sane session continues after transfer or a new session
(e.g. REFER based transfer) is created

Transfer with sane session retained - (.e.g. RE-INVITE based
transfer). Participant A drops out and Cis added to the sane
session. No change to session/group elenent. C wll be new stream
el ement which maps to RS SDP using the same |labels in this instance.

Cont ent - Type: application/ SDP

mraudi o 49170 RTP/ AVP O
a=rtpmap: 0 PCMJ 8000
a=| abel : 96

a=sendonl y

mevi deo 49174 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=| abel : 97

a=sendonl y

mraudi o 51372 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=| abel : 98

a=sendonl y

nevi deo 49176 RTP/ AVPF 96
a=rtpnmap: 96 H. 264/ 90000
a=l abel : 99

a=sendonly

<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:parans: xm:ns:recording >

<dat aMbde>parti al </ dat avbde>

<parti ci pant st reamassoc
partici pant _i d="zSf PoSvdSDCmMJ3A3TRDx Aw==">
<send>8zc6e0l YTI W | NA6CR+3ag==</ send>
<send>Ei XA c+4TrugqoDaNE76ag==</ send>
<recv>60JAINOUTvI kOLt | i h/ Gzw==</r ecv>
<r ecv>AcR5FUd3Edi 8cACQy/ 3JQ==</recv>

</ partici pant streanmassoc>
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<parti ci pant
partici pant _i d=" At nmLZRnOC6PnbMApkr Dz Q==">
<namel D aor =si p: paul @xanpl e. conP
<nane xm :lang="it">Paul </ nane>
</ namel D>
<!-- Standardi zed extension -->
<structure>FQOO </ structure>
<what ever >bar </ what ever >
</ partici pant>
<parti ci pant sessi onassoc
partici pant i d=" At nmLZRnOC6PnbMApkr Dz Q=="
sessi on_i d="hVpd7YQRWND22h7q60JQ==">
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi on>
<parti ci pant st r eamassoc
partici pant i d=" At nmLZRnOC6PnbMApkr Dz Q==" >
<send>60JAInOUTvi kOLt | i h/ Gzw==</ send>
<send>AcR5FUd3Edi 8cACQly/ 3JQ==</ send>
<recv>8zc6e0l YTI W I NA6GR+3ag==</recv>
<recv>Ei X@ c+4TrugqoDaNE76ag==</recv>
</ partici pant streamassoc>
<stream stream i d="60JAInOUTvi kOLt | i h/ Gzw=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<l abel >96</ | abel >
</ streane
<stream stream i d="AcR5FUd3Edi 8cACQly/ 3JQ=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<l abel >97</ | abel >
</ streanr
<stream stream i d="8zc6e0l YTI W | NA6CR+3ag=="
sessi on_i d="z Sf PoSvdSDCmMU3A3TRDx An==">
<| abel >98</| abel >
</ streanp
<stream stream i d="E Xd c+4TruqqoDaNE76ag=="
sessi on_i d="zSf PoSvdSDCmMU3A3TRDx An==">
<l abel >99</ | abel >
</ streane
</ recordi ng>

Transfer with new session - (.e.g. REFER based transfer). In this
case new session is part of sane grouping (done by SRC).

SRC may send an optional snapshot indicating stop for the old
sessi on.
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<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:parans: xm :ns:recordi ng >
<dat aMbde>Parti al </ dat avbde>
<sessi on session_i d="hVpd7YQyRWnD22h7q60JQ==">
<group-r ef >7+0OTCyoxTngngy A/ 1weDAg==
</ group-ref>
<stop-ti me>2010-12-16T23: 41: 07Z</ st op-ti me>
<l-- Standardi zed extension -->
<structure>FQOO </ st ruct ure>
<what ever >bar </ what ever >
</ sessi on>
<parti ci pant sessi onassoc
partici pant _i d="srf BEl mCRp2QB23b7MkOw=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<di sassoci ate-ti me>2010-12-16T23: 41: 07Z</ di sassoci ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant sessi onassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx Aw=="
sessi on_i d="hVpd7YQ@QRWND22h7q60JQ==">
<di sasoci ate-ti ne>2010- 12- 16T23: 41: 07Z</ di sassoci ate-ti ne>
</ partici pant sessi onassoc>
</ recordi ng>

SRC sends a snapshot to indicate the participant change and new
session information after transfer. In this exanple the same RS is
used.

Cont ent - Type: applicati on/ SDP

mraudi 0 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l abel : 96

a=sendonl y

nevi deo 49174 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=| abel : 97

a=sendonl y

mrFaudi 0 51372 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=| abel : 98

a=sendonl y

mevi deo 49176 RTP/ AVPE 96
a=rtprmap: 96 H. 264/ 90000
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a=l abel : 99
a=sendonl y

<?xm version="1.0" encodi ng="UTF-8""?>
<recording xm ns="urn:ietf:parans: xm :ns:recording >
<dat aMbde>parti al </ dat aMbde>
<sessi on sessi on_i d="bf LZ+NTFEeCNx QTuRy QBrmw==">
<gr oup- r ef >7+0OTCyox Tngngy A/ 1weDAg==
</ group-ref>
<start-tinme>2010-12-16T23: 41: 07Z</start-time>
<!-- Standardi zed extension -->
<structure>FQOO </ structure>
<what ever >bar </ what ever >
</ sessi on>
<parti ci pant
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx Aw==">
<nanel D aor=sip: Ali ce@t| anta. com >
<!-- Standardi zed extension -->
<structure>FQOO </ structure>
<what ever >bar </ what ever >
</ partici pant>
<parti ci pant sessi onassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx Aw=="
sessi on_i d=" bf LZ+NTFEeCNx QTuRy @Bnm==" >
<associ ate-ti me>2010-12-16T23: 32: 03Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant st r eamassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx Aw==">
<send>8zc6e0l YTI W | NA6CR+3ag==</ send>
<send>Ei Xd c+4TruqqoDaNE76ag==</ send>
<recv>60JAImOUTvi kOLt | i h/ Gzw==</recv>
<r ecv>AcR5FUd3Edi 8cACQy/ 3JQ==</recv>
</ partici pant streamassoc>
<parti ci pant
partici pant i d=" At nmLZRnOC6PnbMApkr Dz Q==">
<nanel D aor =si p: Bob@i | oxy. conf >
<!-- Standardi zed extension -->
<structure>FQOO </ structure>
<what ever >bar </ what ever >
</ participant>
<parti ci pant sessi onassoc
partici pant i d=" At nmLZRnOC6PnbMApkr Dz Q=="
sessi on_i d=" bf LZ+NTFEeCNx QTuRy @Bnma==">
<associ ate-ti ne>2010- 12- 16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant st reamassoc
partici pant i d=" At nmLZRnOC6PnbMApkr Dz Q==">
<send>60JAImOUTvi kOLt | i h/ Gzw==</ send>
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<send>AcR5FUd3Edi 8cACQy/ 3JQ==</ send>

<recv>8zc6e0l YTI W I NA6CR+3ag==</recv>

<recv>Ei Xd c+4TruqqoDaNE76ag==</recv>

</ partici pant streanmassoc>

<stream stream i d="60JAInOUTvi kOLt | i h/ Gzw=="
sessi on_i d=" bf LZ+NTFEeCNx QTuRy @Bm==" >
<l abel >96</ | abel >

</ streane

<stream stream i d="AcR5FUd3Edi 8cACQIy/ 3JQ=="
sessi on_i d=" bf LZ+NTFEeCNx QTuRy @QBrma==" >
<l abel >97</ | abel >

</ streanr

<stream stream_ i d="8zc6e0l YTI W | NA6CR+3ag=="
sessi on_i d=" bf LZ+NTFEe CNx QTuRy @Bna==">
<l abel >98</ | abel >

</ streanp

<stream stream i d="E Xd c+4TruqqoDaNE76ag=="
sessi on_i d=" bf LZ+NTFEeCNx QTuRy @Bma==">
<l abel >99</ | abel >

</ streane

</ recordi ng>

13.4. Use Case 4: Call disconnect

Thi s exanpl e shows a snapshot of metadata sent by an SRC at CS
di sconnect where the participants of CS are Alice and Bob
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<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:parans: xm :ns:recordi ng >
<dat aMbde>Parti al </ dat avbde>
<sessi on session_i d="hVpd7YQyRWnD22h7q60JQ==">
<group-r ef >7+0OTCyoxTngngy A/ 1weDAg==
</ group-ref>
<stop-ti me>2010-12-16T23: 41: 07Z</ st op-ti me>
<l-- Standardi zed extension -->
<structure>FQOO </ st ruct ure>
<what ever >bar </ what ever >
</ sessi on>
<parti ci pant
parti ci pant _i d="srf BEl mCRp2QB23b7MokOw==">
<nanel D aor=si p: Ali ce@t| anta. com >
<di sassoci ate-ti me>2010-12-16T23: 41: 07Z</ di sassoci ate-ti me>
</ participant>

<parti ci pant
partici pant _i d="zSf PoSvdSDCmMJ3A3TRDX Aw==">
<namel D aor =si p: Bob@i | oxy. con >
<di sasoci ate-ti ne>2010- 12- 16T23: 41: 07Z</ di sassoci ate-ti me>
</ participant>
</ recordi ng>
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