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Work	
  Overview	
  
•  Updated	
  twice	
  since	
  it	
  was	
  presentaRon	
  in	
  Paris;	
  
•  3	
  more	
  co-­‐authors	
  from	
  SkyRde,	
  Cisco,	
  and	
  Orange	
  

Poland	
  added	
  
•  Included	
  dra*-­‐lefaucheur-­‐cdni-­‐logging-­‐delivery	
  material	
  
•  Specifies	
  the	
  Reference	
  Model	
  for	
  Logging	
  
•  Details	
  of	
  the	
  overall	
  Logging	
  operaRons	
  
•  Specifies	
  the	
  InformaRon	
  Model	
  for	
  Logging	
  

–  InformaRon	
  Elements,	
  Logging	
  Records	
  
•  Specifies	
  the	
  Logging	
  File	
  format	
  and	
  file	
  header	
  
•  IdenRfies	
  addiRonal	
  requirements	
  
•  IniRates	
  the	
  discussion	
  of	
  candidate	
  protocols	
  



InteracRons	
  in	
  CDNI	
  Logging	
  
Reference	
  Model	
  

                   +-----+!
                   | CSP |!
                   +-----+!
                      ^ Reporting and monitoring data!
                      * Billing!
                   ,--*--.!
       Logging  ,-'       `-.!
       Data  =>(     uCDN    )<=   Logging!
          //   `-.       _,-'   \\  Data!
          ||        `-'-'-'      ||!
       ,--v--.       ^ ^       ,--v--.!
    ,-'       `-.    + +    ,-'       `-.!
   (   dCDN-1    )<+++ +++>(   dCDN-2    )<==   Logging!
    `-.       ,-'  Logging  `-.      _,-'    \\ Data!
      `--'--'       Control    `--'-'        ||!
                                  ^       ,--v--.!
                          Logging +     ,'       `-.!
                           Control++++>(  dCDN-3    )!
                                        `.       ,-'!
                                          `--'--’!
   <====> CDNI Logging Interface!
   <++++> CDNI Control Interface!
   ***> outside the scope of CDNI!
!
    Figure 1: Interactions in CDNI Logging Reference Model!
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InteracRons	
  in	
  CDNI	
  Logging	
  
Reference	
  Model	
  

•  For	
  logging	
  informaRon	
  needed	
  by	
  uCDN	
  	
  
–  SpecificaRon	
  by	
  the	
  uCDN	
  of	
  the	
  logging	
  to	
  be	
  performed	
  by	
  the	
  dCDN	
  

•  fields,	
  records	
  (mostly	
  informaRon	
  on	
  the	
  delivery)	
  	
  
•  over	
  the	
  control	
  interface	
  

–  GeneraRon	
  and	
  collecRon	
  by	
  the	
  dCDN	
  of	
  logging	
  informaRon	
  
•  info	
  and	
  event	
  requested	
  by	
  uCDN	
  
•  performed	
  internally	
  by	
  dCDN	
  

–  CommunicaRon	
  by	
  the	
  dCDN	
  to	
  the	
  uCDN	
  of	
  the	
  logging	
  informaRon	
  
over	
  the	
  logging	
  interface	
  

•  For	
  logging	
  informaRon	
  needed	
  by	
  dCDN	
  	
  
–  SpecificaRon	
  by	
  the	
  dCDN	
  of	
  the	
  logging	
  to	
  be	
  performed	
  by	
  the	
  uCDN	
  

•  mostly	
  for	
  monitoring	
  of	
  acquisiRon	
  process	
  

–  GeneraRon	
  and	
  collecRon	
  by	
  the	
  uCDN	
  of	
  logging	
  informaRon	
  
–  CommunicaRon	
  by	
  the	
  uCDN	
  to	
  the	
  uCDN	
  of	
  the	
  logging	
  informaRon	
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Logging	
  Control	
  
Logging	
  Control	
  proposed	
  to	
  occurs	
  over	
  the	
  Control	
  Interface	
  
(instead	
  of	
  Metadata	
  interface):	
  
•  fairly	
  staRc	
  informaRon	
  which	
  matches	
  the	
  role	
  of	
  the	
  Control	
  

Interface	
  	
  
•  Logging	
  Control	
  informaRon	
  is	
  primarily	
  intended	
  to	
  be	
  

consumed	
  CDNI	
  Logging	
  enRty	
  in	
  dCDN	
  
•  surrogates	
  within	
  a	
  given	
  CDN	
  typically	
  need	
  not	
  be	
  aware	
  of	
  

the	
  Logging	
  Control	
  	
  
•  Control	
  interface	
  is	
  expected	
  to	
  support	
  granularity	
  of	
  

content	
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CDNI	
  Logging	
  	
  
in	
  the	
  overall	
  Logging	
  Chain	
  

           Log Consuming    Log Consuming!
                 App              App!
                 /\              /\!
                 |               |!
           Rectification--------!
           /\!
           |!
           Filtering!
            /\!
            |!
        Collection                        uCDN!
        /\       /\!
        |        |!
        |     Generation!
        |!
   CDNI Logging ---------------------------------------------!
   exchange!
        /\         Log Consuming    Log Consuming!
        |                 App              App!
        |                  /\              /\!
        |                  |               |!
   Rectification     Rectification---------!
           /\       /\!
           |        |!
           Filtering!
            /\!
            |!
         Collection                         dCDN!
         /\       /\!
         |        |!
   Generation    Generation!
!
!
            Figure 3: CDNI Logging in the overall Logging Chain!
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CDNI	
  Logging	
  InformaRon	
  
Structure	
  and	
  Transport	
  

•  CDNI Logging Record =  
set of CDNI Logging 
Fields 

•  This doc defines non-real-
time transport, which 
involves grouping of CDNI 
Records into a CDNI Log 
File + File Transport 

•  In the Future, real-time 
transport may be defined, 
which may involve direct 
real-time transport of 
CDNI Logging Records 
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CDNI	
  Logging	
  Fields	
  
•  Start-­‐Rme	
  
•  End-­‐Rme	
  
•  DuraRon	
  
•  Client-­‐IP	
  	
  
•  Client-­‐port	
  
•  DesRnaRon-­‐IP	
  	
  
•  DesRnaRon-­‐port	
  	
  	
  	
  
•  OperaRon	
  
•  URI_full	
  
•  URI_part	
  
•  Protocol	
  

•  Request-­‐method	
  	
  
•  Bytes-­‐Sent	
  
•  Headers-­‐Sent	
  
•  Bytes-­‐received	
  	
  
•  Referrer	
  
•  User-­‐Agent	
  
•  Cookie	
  
•  Byte-­‐Range	
  
•  Cache-­‐control	
  
•  Record-­‐digest	
  
•  CCID	
  
•  SID	
  

This lists the Generic Fields. 
There are also a few Delivery-specific and Acquisition-specific fields 



CDNI	
  Logging	
  Fields	
  
•  The	
  document	
  currently:	
  

–  	
  specifies	
  the	
  semanRcs	
  of	
  each	
  field	
  
–  Does	
  not	
  yet	
  specifies	
  the	
  syntax	
  (only	
  shows	
  Apache	
  format	
  as	
  an	
  

example)	
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Logging	
  Records	
  &	
  triggers	
  
•  Content	
  Delivery	
  	
  

–  Trigger:	
  	
  Arrival	
  of	
  the	
  content	
  request	
  
–  InformaRon	
  to	
  record	
  

•  Acceptance/rejecRon	
  of	
  request	
  
•  Start,	
  end,	
  success,	
  failure	
  of	
  delivery,	
  …	
  

•  Content	
  AcquisiRon	
  in	
  dCDN	
  (resp	
  in	
  uCDN)	
  
–  Trigger:	
  	
  Emission	
  (resp.	
  recepRon)	
  of	
  a	
  content	
  acquisiRon	
  request	
  
–  InformaRon	
  to	
  record	
  

•  RecepRon	
  (resp.	
  emission)	
  of	
  the	
  acceptance/rejecRon	
  of	
  the	
  query	
  
•  Start,	
  end,	
  success,	
  failure	
  of	
  acquisiRon	
  

•  Content	
  InvalidaRon	
  and	
  Purging	
  
–  Trigger:	
  RecepRon	
  of	
  a	
  content	
  invalidaRon/purging	
  request	
  
–  InformaRon	
  to	
  record	
  

•  Arrival,	
  acceptaRon/rejecRon	
  of	
  request	
  
•  Start,	
  end,	
  success,	
  failure	
  of	
  purging	
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CDNI	
  Logging	
  File	
  format	
  
•  Header:	
  

–  Format,	
  Fields,	
  Log-­‐ID,	
  Log	
  Timestamp,	
  Log-­‐ID	
  

•  Body:	
  	
  
–  Series	
  of	
  Logging	
  Records	
  

•  Footer	
  fields:	
  
–  Log	
  Digest	
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Next	
  Step	
  
•  We	
  propose	
  this	
  document	
  be	
  adopted	
  as	
  WG	
  document:	
  

–  Reflects	
  dra*-­‐lefaucheur-­‐cdni-­‐logging-­‐delivery	
  content	
  
–  Defines	
  the	
  informaRon	
  and	
  the	
  events	
  to	
  be	
  captured	
  	
  
–  IdenRfies	
  2	
  main	
  cases	
  which	
  might	
  not	
  be	
  saRsfied	
  with	
  one	
  protocol:	
  

–  File	
  based	
  transfer	
  of	
  the	
  Logging	
  informaRon	
  
–  Need	
  to	
  push	
  informaRon	
  for	
  real	
  Rme	
  monitoring	
  

–  Key	
  decisions	
  remaining	
  need	
  WG	
  input	
  and	
  control:	
  
•  Refining	
  of	
  the	
  data	
  model	
  
•  SelecRon	
  of	
  the	
  Logging	
  protocol	
  
•  SelecRon	
  of	
  the	
  mandatory	
  fields	
  and	
  records	
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Background	
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AddiRonal	
  requirements	
  

•  Reliability:	
  	
  Logging	
  data	
  is	
  sensiRve	
  as	
  it	
  provides	
  the	
  
raw	
  material	
  for	
  producing	
  bills,	
  etc.	
  Therefore,	
  the	
  
protocol	
  delivering	
  the	
  Logging	
  data	
  must	
  be	
  reliable	
  to	
  
avoid	
  informaRon	
  loss.	
  

•  Scalability:	
  	
  protocol	
  must	
  scale	
  to	
  support	
  the	
  transport	
  
of	
  large	
  amounts	
  of	
  Logging	
  data.	
  	
  

•  CDNs	
  need	
  to	
  trust	
  Logging	
  informaRon;	
  thus,	
  they	
  want	
  
to	
  know:	
  	
  
–  Who	
  issued	
  the	
  Logging?	
  (authenRcaRon)	
  
–  Has	
  the	
  Logging	
  has	
  been	
  modified	
  by	
  a	
  third	
  party?	
  (integrity)	
  

•  Logging	
  also	
  contains	
  confidenRal	
  data,	
  and	
  therefore,	
  it	
  
should	
  be	
  protected	
  from	
  eavesdropping	
  (encrypRon).	
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Fields	
  for	
  Logging	
  Acquisi9on	
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Fields	
  for	
  Logging	
  Delivery	
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File	
  Header	
  


