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JSON Private Key Overview

JSON representation for private keys

Complements JWK public key representations
— Written as an extension to JWK

Written in response to interest by W3C
WebCrypto WG

draft-jones-jose-json-private-key



Elliptic Curve Example

{ "alg" : "EC" ,
"crv":"P-256",

"X":"MKBCTNIcCKUSDii11lySs3526iDZ8A1iTo7Tu6KPAgv7D4",

"Y":"4Et16SRW2YiLUrN5vEvVHUhp7x8Px1tmWWlbbM4IFyM",

"Ci":"87OMB6gfuTJ4HtUnUvYMprrSeUZNP4Bk4Bdej3eAE",

use" :"enc",
llkid" : lll"



RSA Example

{ "alg" . "RSA" ,

"N":"0vx7agoebGcQSuuPiLIXZptNInndrQmbXEps2ai AFbWhM78LhWx4cbbfAAtVT86zwulRK7aPFFxuhDRIL6LS
oc BJECPebWKRXJBZCiFV4n3oknjhMstn64tZz 2W-5JsGY4Hc5n9yBXArwl931gt7 RN5w6Cf0h4QyQ5v-65YG]
QRO FDW2QvzqgY368Q0MicAtaSgzs8KJIZgnYb9c7d0zgdAZHzu6gMQVRL5hajrnln91CbOpbISD08gNLyrdkt-bF
TWhAI4vMQFhoWeZuOfM41Fd2NcRwr3XPksINHaQ-G xBniIgbwOLsljF44-csFCur-kEgU8awapJzKngDKgw",

neu : "AQAB",

"Ci":"X4cTteJY_gn4FYPSXB8rdXix5vwsglFLN5E3EaG6RJOVH—HLLKD9M7dx5oo7GURknchnereUkC7hT5fJLMO
WOFAKNLWY2vv7B6NgXSzUvxTO YSfqijwp3RTz1BaCxWp4doFk5N208Gy nHNKroADIkJ46pRUohsXywbReAdYa
MwEs9tv8d cPVY31i07a3t8MN6TNwmOdSawm9v47UiC13Sk521G7x0]jPLudsbglU2jx4IBTNBznbJSzFHK66]T8b
gkugsk0GjskDJk19Z4gwjwbsnn4j2WBii3RL-Us21GVkY8fkFzmelz0HbIkfz0YbmgnOYtgc0X4jfcKoAC8Q",

"P":"83i-7IVMGXoMXCskv73TKr8637F107Z272zv80] 6pbWUQyLPOBOxtPVNwD20R-60eTDmD2ujnMt 5PogMrm8RE
mNhVWDt J JMmCMjOpSXicFH] 7XOuVIYQygVWIWEh6dAN36GVZYk93N8Bc9vY41xy8BO9RzzOGVQzXvNEvn700nVbts",

"CI":"3dfOR9chq—OS—mkFngIthEszBZthWehMuGOoCuqnb3vobLyumqjVZQOldIrdngnCdechOfW5r37O
AFXjiWft NGEiovonizhKpo9VVS78TzFgxkIdrecRezsZ-1kYd slgDbxtkDEgfAITAGILUnADun4vIcb6yelxk",

'qu?":"G4sPXkc6Ya9y80JW9_ILj4xuppuOlzi_H7VTkS8xj5SdX3coEOoimexIi2emTAueOUOa5dngGyBJ4c8tQ
2VF402XRugKDTP8akYhFo5tAA77Qe NmtuYZc3C3m3I24G2GVvR5sSDxUyAN2zg8LEn9EUms6rY30b8YeiKkTiBj0",

'TiCI":"s91AH9fgngoFRSOacZR_EZgw282rT2kGOAthllETElefrA6huUUvaBchn8lqu6vzanYSSSQF7pMdC
~agI3nG8IbplBUb0JUiraRNqUfLhcQb d9GF4Dh7e74WbRsobRonujTYNIxCaP6TO61jvIWrX-L18txXw494Q cgk",

"Cliﬁ:"GyM_p6JerSiz1toFgKbWV—JdI3jQ4ypu9rbMWx3rQJBfmtOFongUIZEVFEchwemRN81zoDAaa—BkOKWN
GDJJHZDADmFhW3AN71I-puxk mHZGJ11lrxyR8055XLSe3SPmMREKwZI6oyU24ZxvQKFYItdldUKGzO06Ia6zTKhAVRU",
"kid":"2011-04-29"



Request for WG Action

* Request WG decision to:
— Adopt JSON Private Key spec as WG draft

* Related question:

— Should symmetric key representation also be
defined in this document?



