
“Lightweight” TLS 

Hannes Tschofenig 

IETF#85, Atlanta/USA, November 2012 



What is useful guidance for 
TLS implementations in smart 

objects? 

For example: Does your smart object talk to only a small set of pre-defined servers? 



High Level Decision Points 

• Assuming you know 
– what security threats do you care about, and  

– what security services do you have to offer. 

• What do you optimize for?  
– Code size 

– Bandwidth 

– Number of roundtrips 

– Computational overhead 

– Energy consumption 



Decision Factors 

• How do the communication relationships look like? 

• What credentials do need to be supported? 

– Pre-shared secrets 

– Passwords 

– Asymmetric credentials (RSA, ECC)  

– Combinations of the above.  

• Various authentication and key exchange protocols available depending on 
detailed needs.  

• Numerous algorithms for usage with data traffic protection 

• Session Resumption (with and without server-side state) 

• Alternative key validation techniques 

• Possibility to replace record layer 

• Relationship to other protocols (e.g., EAP) 

 
 

 

 
  

 

 



Style of Writing? 

• Not a good idea to replicate text from TLS 
specifications. 

• Suggest to include implementation specific 
details as examples to illustrate cost (as a 
rough estimate). 

– Input from other implementers needed! 

• Should the style be aligned with “lightweight 
IKEv2” document?  



Backup 



Example TLS Implementation 
Details 



Note: The code was compiled under Ubuntu Linux using the -Os compiler flag setting for a 64- bit AMD machine. 



Parts omitted by  
raw public key  
implementation 


