Accounting via [PFIX

RADEXT - IETF 85



Problem Statement

® Thereis a demand for ﬁne-grained accounting

® two drafts already exist

® (he solution is obvious



HOW STANDARDS PROUFERATE:

(65 A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

SITUATION:

THERE ARE
|4 COMPETING
STANDPRDS.

17! RipIcULoLs!

WE NEED T0 DEVELOP
ONE UNIVERSAL STANDARD
THAT COVERS EVERYONES
USE CASES. YERH!

OOON:

SITUATION:
THERE. ARE
|5 COMPETING
STANDPRDS.




The real problem

Why 1s RADEXT defining what information

should be used for accounting trathc flows?

RADIUS can transport data.

Defining “this is a traffic flow” is really outside
of the scope of RADEXT



The Solution

® Benoit noted IPFIX

® http://WWW.iana.org/assignments/ipﬁx/ipﬁx.xml

Data Type
e Name [I] Data Type [T Semantics .
=] 54 =]
0 Reserved current
1 octetDeltaCount unsigned64 deltaCounter | current |
(
2 packetDeltaCount unsigned64 deltaCounter | current |
|
1 DocanmaAd



XML Registry? Perl!

#1/usr/bin/env perl
use XML::Simple;
use Data: :Dumper;

$prefix = "TBD"; # IANA - to be updated

print "ATTRIBUTE IPFIX-Container $prefix long-extended\n";

$map = {
'unsigned8’ => 'integer',
'unsignedl6' => 'integer',
'unsigned32' => 'integer',
'unsigned64' => 'integeré64',

'ipv4Address' => 'ipaddr',
'ipv6Address' => 'ipvéddr',

'string’ => 'text',

'octetArray' => 'string',
'dateTimeSeconds' => 'date',
'dateTimeMilliseconds' => 'integer64',
'dateTimeMicroseconds' => 'integeré64',
'dateTimeNanoseconds' => 'integer64',
'macAddress' => 'string',

'boolean' => 'integer',

}i

$xml = new XML::Simple;
$data = $xml->XMLin("ipfix.xml");
$elements = $data->{registry}->{'ipfix-information-elements'}->{record};

foreach $record (@{$elements}) {
next if $record->{unassigned};
next if $record->{reserved};

$name = $record->{name};
$name =~ s/\s+//g;

Supper = 1 + (($record->{elementId} & ~0xff) >> 8);
$lower = $record->{elementId} & Oxff;
$oid = "$prefix.S$upper.$lower";

$type = $record->{dataType};
if (!defined $map->{$type}) {
print "# ATTRIBUTE IPFix-$name $oid ", $type, "\n";

} else {
print "ATTRIBUTE IPFix-$name $oid ", S$map->{$type}, "\n";
}



ATTRIBUTE

Output

IPFIX-Container

# ATTRIBUTE IPFix-Reserved TBD.1.0

ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE
ATTRIBUTE

IPFix-octetDeltaCount
[PFix-packetDeltaCount
IPFix-protocolldentifier
[PFix-ipClassOfService
[PFix-tcpControlBits
[PFix-sourceTransportPort
[PFix-sourcelPv4Address
[PFix-sourcelPv4PrefixLength

TBD

TBD.1.1
TBD.1.2
TBD.1.4
TBD.1.5
TBD.1.6
TBD.1.7
TBD.1.8
TBD.1.9

long-extended

integer64
integer64
integer
integer
integer
integer
ipaddr

integer



The benefit

We leverage the existing [PFIX registry

Can do flow-based accounting for any flow

MPLS, TCP, UDP, deltas, absolute counters,

etc.

No need to re-invent the wheel



The drawback

® [PFIX has 16-bit IDs

® (K, a bit of work and we can hack them into
RADIUS

® Some other IPFIX things aren t relevant either

® Security attributes, etc.

® robably 99% of the IPFIX attributes are
relevant and useful in RADIUS



The Conclusion

We should specify transport, not content

Once we publish a draft, the entire accounting
problem will go away

Never to return



Discussion?



